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Wireguard è íàáîð ïðîòîêîëîâ IPSec

Wireguard, IPSec - ïðîòîêîëû áåçîïàñíîñòè äëÿ çàùèòû ñåòåâîãî óðîâíÿ äëÿ çàùèòû
IP-ïàêåòîâ.
IPSec

■ ñîñòîèò èç ïðîòîêîëà îáìåíà êëþ÷àìè IKEv2 è ïðîòîêîëà çàùèòû èíôîðìàöèè
ESP;

■ óíèâåðñàëüíûé ïðîòîêîë ñ ïîääåðæêîé ðàçëè÷íûõ ñöåíàðèåâ;

■ äîïóñêàåò øèðîêîå êîíôèãóðèðîâàíèå.

Wireguard

■ handshake îñíîâàí íà ïàòòåðíå Noise;

■ ôèêñèðîâàííûå êðèïòîãðàôè÷åñêèå íàáîðû;

■ ìèíèìàëüíàÿ êîíôèãóðàöèÿ.
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Îñíîâíûå îòëè÷èÿ ïðîòîêîëîâ

Wireguard IPSec

Ôèêñèðîâàííûé êðèïòîíàáîð Êðèïòîíàáîð ñîãëàñóåòñÿ â ðàìêàõ IKEv2

Àóòåíòèôèêàöèÿ ñ èñïîëüçîâàíèåì àññè-
ìåòðè÷íûõ êëþ÷åé

Ñåðòèôèêàòû, PSK

Îòêðûòûå êëþ÷è ïðåäâàðèòåëüíî ðàñïðå-
äåëåíû

Ñåðòèôèêàòû àáîíåíòîâ ìîãóò ïåðåñûëàòü-
ñÿ â ðàìêàõ IKEv2

2 ïåðåñûëêè íà ýòàïå ðóêîïîæàòèÿ 4 ïåðåñûëêè â ïðîòîêîëå IKEv2

Ôèêñèðóåòñÿ äèàïàçîí äîïóñòèìûõ IP-
àäðåñîâ

Äèàïàçîí IP-àäðåñîâ ñîãëàñóåòñÿ

Îáíîâëåíèå ñåññèîííûõ êëþ÷åé òðåáóåò íî-
âîãî ðóêîïîæàòèÿ

Äîïóñêàåòñÿ îáíîâëÿòü Child SA â ðàìêàõ
ñóùåñòâóþùåãî IKE SA
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Öåëü èññëåäîâàíèÿ

Îáùàÿ öåëü

Ïðîâåñòè êîëè÷åñòâåííîå è êà÷åñòâåííîå ñðàâíåíèå ýêñïëóàòàöèîííûõ õàðàêòåðèñòèê
ïðîòîêîëîâ IPsec è WireGuard ïðè ðàçëè÷íûõ ñåòåâûõ óñëîâèÿõ íà ðàçíûõ
àïïàðàòíûõ ïëàòôîðìàõ.

Îñíîâíîé ïîäõîä

■ îöåíêà ñòðóêòóðíûõ âëèÿíèé ïðîòîêîëîâ, à íå ñïåöèôèêè êîíêðåòíûõ
ðåàëèçàöèé;

■ ìàêñèìàëüíî åäèíîîáðàçíàÿ íàñòðîéêà, îáåñïå÷èâàþùàÿ îäèíêîâûå
êðèïòîãðàôè÷åñêèå è ñåòåâûå õàðàêòåðèñòèêè.

Ðåçóëüòàò

Ïðåèìóùåñòâà ïðîòîêîëà â çàâèñèìîñòè îò àïïàðàòíîé ïëàòôîðìû è ñåòåâûõ
óñëîâèé.
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Îáçîð èññëåäîâàíèé

Michaelides et al. (2025) Assessing the Latency of Network Layer Security in 5G Networks

■ òåñòèðóþòñÿ çàäåðæêè â ñåòÿõ 5G â òîïîëîãèè peer-to-peer

■ strongswan ipsec, wireguard linux kernel

■ êðèïòîíàáîðû â ipsec: DH Group 19, AES-GCM, AES-CBC-HMAC, AES-NI
èíñòðóêöèè

Gentile et al. (2022) A VPN Performances Analysis of Constrained Hardware Open Source
Infrastructure Deploy in IoT Environment

■ èññëåäîâàëàñü ïðîïóñêíàÿ ñïîñîáíîñòü áåç ñåòåâûõ ñöåíàðèåâ â òîïîëîãèÿõ s2s,
s2multisite, road warrior

■ Raspberry Pi 2, ìîáèëüíûõ óñòðîéñòâà, Mikrotik 7, Windows êëèåíòû

■ îãðàíè÷åíèå ñåòè 100 Ìáèò/ñ

■ strongswan ipsec, wireguard linux kernel

■ êðèïòîíàáîðû â ipsec: aes256-sha256-modp2048, aes256-sha1
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Îáçîð èññëåäîâàíèé

Sipahioglu (2024) Modernizing Deep Space Network Security

■ èññëåäîâàëàñü ïðîïóñêíàÿ ñïîñîáíîñòü, çàäåðæêà, íàãðóçêà CPU

■ ñåòü äàëüíåé êîñìè÷åñêîé ñâÿçè

■ peer-to-peer ñ 4-õ è 2-õ ÿäåðíûì ïðîöåññîðîì

■ strongswan ipsec, wireguard linux kernel

■ ðåçóëüòàòû âðÿä ëè êîððåêòíû, â íåêîòîðûõ ñëó÷àÿõ ïðîïóñêíàÿ ñïîñîáíîñòü
Wireguard âûøå, ÷åì áåç ïðîòîêîëà, ÷òî ãîâîðèò îá îøèáêàõ â êîíôèãóðàöèè è
ñòàòèñòè÷åñêîé îáðàáîòêå äàííûõ

Dekker E., Spaans P. (2021) Performance comparison of VPN implementations
WireGuard, strongSwan, and OpenVPN in a 1 Gbit/s environment.

■ strongswan ipsec, wireguard linux kernel

■ îãðàíè÷åíèå ñåòè 1 Ãáèò/ñ

■ â íåêîòîðûõ ñëó÷àÿõ ïðîïóñêíàÿ ñïîñîáíîñòü WireGuard âûøå, ÷åì áåç íåãî, ÷òî
ãîâîðèò îá îøèáêàõ â êîíôèãóðàöèè è ñòàòèñòè÷åñêîé îáðàáîòêå äàííûõ
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Îáçîð èññëåäîâàíèé

Osswald et al. (2020) Performance Comparison of VPN Solutions

■ peer-to-peer, óêàæäîãî àáîíåíòà ïî 4 ÿäðà

■ ðàçëè÷íûå êðèïòîíàáîðû â ipsec, â òîì ÷èñëå ChaChaPoly1305

■ strongswan 5.6.2 ipsec (íå ïîääåðæèâàåò ìíîãîïîòî÷íîñòü), wireguard linux kernel

Demirdelen et al. (2025) Performance Evaluation of WireGuard and IPSec Protocols in
Various Network Con�gurations

■ strongswan ipsec, wireguard linux kernel

■ íå óêàçàíû èñïîëüçóåìûå êðèïòîíàáîðû

■ îãðàíè÷åíèå ñåòè 1 Ãáèò/ñ

■ peer-to-peer, ó àáîíåíòîâ ìíîãîÿäåðíûå ïðîöåññîðû

■ ïîêàçàíî, ÷òî ipsec íà áàçå strongswan íå ïîääåðæèâàåò ìíîãîïîòî÷íîñòü

■ äàííûå âðÿä ëè ñòàòèñòè÷åñêè çíà÷èìûå

25 ìàðòà 2026 ã. 6 / 68



Îáçîð èññëåäîâàíèé

Îñíîâíûå ïðîáëåìû:

■ ïðîïóñêíàÿ ñïîñîáíîñòü îãðàíè÷èâàåòñÿ êàíàëîì ñâÿçè, â ýòîì ñëó÷àå âûâîäû î
ïðåèìóùåñòâàõ òîãî èëè èíîãî ïðîòîêîëà íåêîððåêòíû;

■ îòñóòñòâóåò ñòàòèñòè÷åñêèé àíàëèç äàííûõ;

■ ïðåèìóùåñòâî â ïðîïóñêíîé ñïîñîáíîñòè Wireguard îáúÿñíÿåòñÿ
ìíîãîïîòî÷íîñòüþ;

■ ñðàâíèâàþòñÿ ïðîòîêîëû ñ ðàçíûìè êðèïòîíàáîðàìè;

■ íå âåçäå ðàññìàòðèâàþòñÿ ïîìåõè êàíàëà ñâÿçè, äðóãèå ñåòåâûå ïàðàìåòðû;

■ îòñóòñòâóåò ñðàâíåíèå ïðîòîêîëîâ íà íèçêîðåñóðñíîé àïïàðàòîé ïëàòôîðìå.
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Îñíîâíûå ñâîéñòâà áåçîïàñíîñòè

Ïðîòîêîë Wireguard è ñêîíôèãóðèðîâàííûé îïðåäåë¼ííûì îáðàçîì IPSec
îáåñïå÷èâàþò:

■ àóòåíòèôèöèðîâàííàÿ âûðàáîòêà ñòîðîíàìè îáùåãî êëþ÷à ñ ÿâíûì
ïîäòâåðæäåíèåì âûðàáîòêè êëþ÷à;

■ ñòîéêîñòü ïðè êîìïðîìåòàöèè ñåàíñîâûõ êëþ÷åé, ýôåìåðíûõ çàêðûòûõ êëþ÷åé;

■ çàùèòà îò ÷òåíèÿ íàçàä;

■ çàùèòà îò ïîâðîòîâ;

■ êîíôèäåíöèàëüíîñòü è öåëîñòíîñòü äàííûõ.
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Ðåàëèçàöèè, èñïîëüçóåìûå â òåñòèðîâàíèè

1. Òåñòèðîâàíèå íà óðîâíå ÿäðà (kernel space) Linux

■ IPsec íà áàçå strongSwan 6.0.2: libcharon (user space) äëÿ IKEv2 è XFRM ESP â
ðàìêàõ ìîäóëÿ ÿäðà;

■ Wireguard êàê ìîäóëü ÿäðà.

2. Òåñòèðîâàíèå íà ìèêðîêîíòðîëëåðå

■ ðåàëèçàöèÿ IPsec íà áàçå áèáëèîòåêè CycloneIPSEC v 2.6.0 îò Oryx Embedded;

■ Wireguard - àäàïòèðîâàííàÿ ðåàëèçàöèÿ WireGuard-C.
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Èñïîëüçóåìûå ïàðàìåòðû IKEv2. Îáìåí IKE_SA_INIT

Èíèöèàòîð Îòâåò÷èê

HDR, SAi1, KEi, Ni −→

←− HDR, SAr1, KEr, Nr

■ HDR: çíà÷åíèÿ ïî óìîë÷àíèþ [RFC 7296];

■ SAi1/SAi2: îïðåäåëÿåòñÿ åäèíñòâåííûé êðèïòîíàáîð;

■ Ñåêöèÿ (Notify): äëÿ àóòåíòèôèêàöèè â ôàçå IKE_AUTH ôèêñèðóåòñÿ
àëãîðèòì õåøèðîâàíèÿ.
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Èñïîëüçóåìûå ïàðàìåòðû IKEv2. Îáìåí IKE_AUTH

Èíèöèàòîð Îòâåò÷èê

HDR, SK IDi, AUTH, SAi2, TSi, TSr −→

←− HDR, SK IDr, AUTH, SAr2, TSi, TSr

■ HDR: çíà÷åíèÿ ïî óìîë÷àíèþ [RFC 7296];

■ IDi / IDr: ëþáîé äîïóñòèìûé òèï èäåíòèôèêàòîðà;

■ SAi2 / SAr2: îïðåäåëÿåòñÿ åäèíñòâåííûé proposal äëÿ ïðîòîêîëà ESP;

■ Ñåðòèôèêàòû: íå ïåðåñûëàþòñÿ â ðàìêàõ îáìåíà ñîîáùåíèÿìè IKE (CERT è
CERTREQ payloads îòñóòñòâóþò);

■ TSi / TSr: çàäàþò ðîâíî îäèí ñåëåêòîð äëÿ êàæäîé ñòîðîíû. Òèï ñåëåêòîðà �
TS_IPV 4_ADDR_RANGE;

■ Ïàääèíã: íå òðåáóåòñÿ.

25 ìàðòà 2026 ã. 11 / 68



Èñïîëüçóåìûå ïàðàìåòðû ïðîòîêîëà ESP

1. Ðåæèì: òóííåëüíûé.
2. Îáðàáîòêà îøèáîê.
Ïàêåòû, íå ïðîøåäøèå êàêóþ-ëèáî ïðîâåðêó äîëæíû îòáðûñûâàòüñÿ áåç
óâåäîìëåíèÿ îòïðàâèòåëÿ.
Ïðîâåðêè:

■ ïîèñê SA â SAD ïî çíà÷åíèþ SPI;

■ ïðîâåðêà íîìåðà ïîëó÷åííîãî ïàêåòà;

■ ïðîâåðêà ICV;

■ ïðîâåðêà ðåæèìà èíêàïñóëÿöèè;

■ ïðîâåðêà ñåëåêòîðîâ òðàôèêà.

3. Ïîëå Padding

■ TFC Padding íå äîëæåí èñïîëüçîâàòüñÿ;

■ Îáÿçàòåëüíûé ïàääèíã Padding äîëæåí áûòü ìèíèìàëüíîé íåîáõîäèìîé äëèíû.
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Ïàðàìåòðû óçëîâ

Peer-To-Peer Äâà àáîíåíòà óñòàíàâëèâàþò ìåæäó ñîáîé çàùèù¼ííîå ñîåäèíåíèå.
Çâåçäà Íåñêîëüêî àáîíåíòîâ óñòàíàâëèâàþò çàùèù¼ííîå ñîåäèíåíèå ñ öåíòðàëüíûì
óçëîì.
Ïàðàìåòðû àáîíåíòîâ ñ âûñîêîïðîèçâîäèòåëüíûìè ïðîöåññîðàìè.

■ òàêòîâàÿ ÷àñòîòà ÿäðà 4.5 ÃÃö;

■ êîëè÷åñòâî ÿäåð: 1 äëÿ òîïîëîãèè peer-to-peer, 2/4 äëÿ òîïîëîãèè çâåçäà;

■ îïåðàòèâíàÿ ïàìÿòü - 2 ÃÁ;

■ îïåðàöèîííàÿ ñèñòåìà Debian 14, âåðñèÿ ÿäðà 6.19.

Ïàðàìåòðû àáîíåíòà ñ íèçêîïðîèçâîäèòåëüíûì ìèêðîêîíòðîëëåðîì.

■ òàêòîâàÿ ÷àñòîòà 800 ÌÃö;

■ êîëè÷åñòâî ÿäåð: 1;

■ îïåðàòèâíàÿ ïàìÿòü - 1,5 ÌÁ;

■ îïåðàöèîííàÿ ñèñòåìà ðåàëüíîãî âðåìåíè RT-Thread v 5.2.2 + lwip.

25 ìàðòà 2026 ã. 13 / 68



Ñöåíàðèè òåñòèðîâàíèÿ

Èññëåäîâàëèñü õàðàêòåðèñòèêè:

■ ïðîïóñêíàÿ ñïîñîáíîñòü;

■ RTT;

■ âðåìÿ óñòàíîâëåíèÿ ñîåäèíåíèÿ.

Òîïîëîãèè:

■ Peep-to-peer. Ïðè òåñòèðîâàíèè ïðîïóñêíîé ñïîñîáíîñòè îáåñïå÷èâàëàñü
íàãðóçêà CPU 100% íà äâóõ àáîíåíòàõ.

■ Çâåçäà. Âû÷èñëÿëàñü ñóììàðíàÿ ïðîïóñêíàÿ ñïîñîáíîñòü ïî 8 àáîíåíòàì, RTT è
âðåìÿ óñòàíîâëåíèÿ ñîåäèíåíèÿ òåñòèðîâàëèñü ïîä íàãðóçêîé: 7 èç 8 àáîíåíòîâ
îòñûëàëè TCP òðàôèê.
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Ñöåíàðèè òåñòèðîâàíèÿ

Ñöåíàðèè ñ âûñîêîïðîèçâîäèòåëüíûìè óçëàìè
Â êà÷åñòâå òðàíñïîðòíîãî èñïîëüçîâàëñÿ ïðîòîêîë TCP, ïî óìîë÷àíèþ ðàçìåð
ïîëåçíîé íàãðóçêè 512 áàéò, MTU ñåòè 1500. Èññëåäîâàëèñü ñöåíàðèè:

■ çàäåðæêà: 20 ìñ, 30 ìñ, 30 ìñ, 40 ìñ, 50 ìñ, 100 ìñ, 150 ìñ;

■ çàäåðæêà ñ äæèòòåðîì: 20 ìñ ñ 5 ìñ, 30 ñ 5, 40 ñ 10, 50 ñ 10, 100 ñ 20, 150 ñ 30;

■ ïîòåðè ïàêåòîâ: 1%, 2%;

■ ðàçìåð ïîëåçíîé íàãðóçêè: 90, 512, 1398, 1600.

Ñöåíàðèè ñ íèçêîïðîèçâîäèòåëüíûì óçëîì

■ çàäåðæêà: 5 ìñ, 10 ìñ, 15 ìñ;

■ çàäåðæêà ñ äæèòòåðîì: 5 ìñ ñ 1 ìñ, 10 ñ 2, 15 ñ 3;

■ ïîòåðè ïàêåòîâ: 1%, 2%;

■ ðàçìåð ïîëåçíîé íàãðóçêè: 1398.
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Ñòàòèñòè÷åñêèé àíàëèç äàííûõ

Ìàëåíüêèå èíòåðâàëû (äî ñîòûõ äîëåé ñåêóíäû): íåëèíåéíàÿ çàâèñèìîñòü

■ ïåðåïîëíåíèå áóôåðîâ ñåòåâîé êàðòû;

■ èçìåíåíèå îêîí TCP (cwnd è rwnd èçìåíÿþòñÿ àëãîðèòìîì CUBIC);

■ îáúåäèíåíèå ìàëåíüêèõ ïàêåòîâ àëãîðèòìîì Íåéãëà;

■ ïðåðûâàíèÿ íà óðîâíå ÿäðà.

Ñðåäíèå èíòåðâàëû (îò äåñÿòûõ äîëåé ñåêóíäû äî íåñêîëüêèõ ìèíóò):
ëèíåéíàÿ çàâèñèìîñòü. Ïîäòâåðæäåíî, íàïðèìåð, â ðàáîòàõ:

■ Silva et al. (2013) � Computer Networks

■ Hernandez et al. (2001) � Journal of Network and Systems Management

■ Elbiaze et al. (2005) � 13th IEEE International Symposium on Modeling, Analysis,

and Simulation of Computer and Telecommunication Systems
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Ñòàòèñòè÷åñêèé àíàëèç äàííûõ

Ïðåäâàðèòåëüíîå òåñòèðîâàíèå

Íåçàâèñèìîñòü

■ Êðèòåðèé Ëüþíãà-Áîêñà äëÿ
ñðåäíèõ èíòåðâàëîâ

Ñòàöèîíàðíîñòü, îäíîðîäíîñòü

■ êðèòåðèé Äèêè-Ôóëëåðà

■ êðèòåðèé Êðàñêåëà-Óîëëèñà

■ êðèòåðèé Ëåâåíå

Íîðìàëüíîñòü

■ ÷àñòü çàìåðîâ íîðìàëüíà, ÷àñòü �
íåò

Ñðàâíåíèå ðàñïðåäåëåíèé

■ ñðàâíåíèå ðàñïðåäåëåíèé IPsec è
Wireguard - êðèòåðèé âàí äåð
Âàðäåíà

■ ñòåïåíü ðàçëè÷èÿ - êîýôôèöèåíò
Êîýíà
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Ñðàâíåíèå ðåàëèçàöèé â ÿäðå Linux
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Òîïîëîãèÿ Peer-To-Peer
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Òîïîëîãèÿ Peer-To-Peer
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Òîïîëîãèÿ Peer-To-Peer
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Òîïîëîãèÿ Peer-To-Peer
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Òîïîëîãèÿ Peer-To-Peer
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Òîïîëîãèÿ Peer-To-Peer
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Òîïîëîãèÿ Peer-To-Peer
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Òîïîëîãèÿ Peer-To-Peer
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Òîïîëîãèÿ Peer-To-Peer
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Òîïîëîãèÿ Peer-To-Peer
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Òîïîëîãèÿ Peer-To-Peer
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Òîïîëîãèÿ Peer-To-Peer

Ñåðòèôèêàòû íå ïåðåäàþòñÿ â ðàìêàõ ïðîòîêîëà IKE
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Òîïîëîãèÿ Peer-To-Peer

Ñåðòèôèêàòû íå ïåðåäàþòñÿ â ðàìêàõ ïðîòîêîëà IKE
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Òîïîëîãèÿ Peer-To-Peer

Ñöåíàðèé Ïðîòîêîë ñ ïðåèìóùåñòâîì Ñöåíàðèé Ïðîòîêîë ñ ïðåèìóùåñòâîì

Ïðîïóñêíàÿ ñïîñîáíîñòü RTT

TCP payload 90 áàéò Wireguard çàäåðæêà 120 ìñ IPsec

TCP payload 1398 áàéò IPsec çàäåðæêà 130 ìñ IPsec

TCP payload 1600 áàéò IPsec çàäåðæêà 140 ìñ IPsec

çàäåðæêà 20 ìñ Wireguard ïîòåðè ïàêåòîâ 1% IPsec

çàäåðæêà 20 ìñ, äæèòòåð 5 ìñ Wireguard Âðåìÿ óñòàíîâëåíèÿ ñîåäèíåíèÿ

çàäåðæêà 30 ìñ, äæèòòåð 5 ìñ Wireguard âñå ñöåíàðèè Wireguard

ïîòåðè ïàêåòîâ 1% IPsec

Òàáëèöà 1: Ñòàòèñòè÷åñêè çíà÷èìûå ðàçëè÷èÿ, P2P, âûñîêîïðîèçâîäèòåëüíûå ÿäðà
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Òîïîëîãèÿ Çâåçäà, 2 ÿäðà
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Òîïîëîãèÿ Çâåçäà, 2 ÿäðà
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Òîïîëîãèÿ Çâåçäà, 2 ÿäðà
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Òîïîëîãèÿ Çâåçäà, 2 ÿäðà
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Òîïîëîãèÿ Çâåçäà, 2 ÿäðà
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Òîïîëîãèÿ Çâåçäà, 2 ÿäðà
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Òîïîëîãèÿ Çâåçäà, 4 ÿäðà
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Òîïîëîãèÿ Çâåçäà, 4 ÿäðà
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Òîïîëîãèÿ Çâåçäà, 4 ÿäðà
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Òîïîëîãèÿ Çâåçäà, 4 ÿäðà
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Òîïîëîãèÿ Çâåçäà, 2 ÿäðà
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Òîïîëîãèÿ Çâåçäà, 2 ÿäðà
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Òîïîëîãèÿ Çâåçäà, 2 ÿäðà
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Òîïîëîãèÿ Çâåçäà, 2 ÿäðà
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Òîïîëîãèÿ Çâåçäà, 2 ÿäðà
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Òîïîëîãèÿ Çâåçäà

Ñöåíàðèé Ïðîòîêîë ñ ïðåèìóùåñòâîì Ñöåíàðèé Ïðîòîêîë ñ ïðåèìóùåñòâîì

Ïðîïóñêíàÿ ñïîñîáíîñòü, 2 ÿäðà RTT

TCP payload 90 áàéò Wireguard Áåç çàäåðæêè è ïîòåðü Wireguard

TCP payload 1398 áàéò Wireguard çàäåðæêà 20 ìñ Wireguard

TCP payload 1600 áàéò Wireguard çàäåðæêà 30 ìñ Wireguard

çàäåðæêà 20/30/40/50/200/150 ìñ, äæèòòåð 5/5/10/10/20/30 ìñ Wireguard ïîòåðè ïàêåòîâ 1% Wireguard

ïîòåðè ïàêåòîâ 1% , 2% IPsec ïîòåðè ïàêåòîâ 2% Wireguard

Ïðîïóñêíàÿ ñïîñîáíîñòü, 4 ÿäðà Âðåìÿ óñòàíîâëåíèÿ ñîåäèíåíèÿ

TCP payload 90 áàéò Wireguard âñå ñöåíàðèè Wireguard

TCP payload 1398 áàéò Wireguard

TCP payload 1600 áàéò Wireguard

çàäåðæêà 20/30/40/50/200/150 ìñ, äæèòòåð 5/5/10/10/20/30 ìñ Wireguard

ïîòåðè ïàêåòîâ 1%, 2% IPsec

Òàáëèöà 2: Ñòàòèñòè÷åñêè çíà÷èìûå ðàçëè÷èÿ, Çâåçäà, âûñîêîïðîèçâîäèòåëüíûå ÿäðà

25 ìàðòà 2026 ã. 48 / 68



Ñðàâíåíèå ðåàëèçàöèé íà íèçêîðåñóðñíîì

ìèêðîêîíòðîëëåðå
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Òîïîëîãèÿ Peer-To-Peer
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Òîïîëîãèÿ Peer-To-Peer
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Òîïîëîãèÿ Peer-To-Peer
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Òîïîëîãèÿ Peer-To-Peer
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Òîïîëîãèÿ Peer-To-Peer
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Òîïîëîãèÿ Peer-To-Peer
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Òîïîëîãèÿ Peer-To-Peer
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Òîïîëîãèÿ Peer-To-Peer
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Òîïîëîãèÿ Peer-To-Peer
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Òîïîëîãèÿ Peer-To-Peer
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Òîïîëîãèÿ Peer-To-Peer
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Òîïîëîãèÿ Peer-To-Peer

Ñöåíàðèé Ïðîòîêîë ñ ïðåèìóùåñòâîì Ñöåíàðèé Ïðîòîêîë ñ ïðåèìóùåñòâîì

Ïðîïóñêíàÿ ñïîñîáíîñòü RTT

TCP payload 1398 áàéò Wireguard Áåç çàäåðæåê è ïîòåðü IPsec

Çàäåðæêà 5 ìñ Wireguard çàäåðæêà 5 ìñ IPsec

çàäåðæêà 5 ìñ, äæèòòåð 1 ìñ Wireguard çàäåðæêà 10 ìñ IPsec

çàäåðæêà 10 ìñ Wireguard ïîòåðè ïàêåòîâ 1% IPsec

çàäåðæêà 10 ìñ, äæèòòåð 2 ìñ Wireguard Âðåìÿ óñòàíîâëåíèÿ ñîåäèíåíèÿ

ïîòåðè ïàêåòîâ 1% IPsec âñå ñöåíàðèè Wireguard

Òàáëèöà 3: Ñòàòèñòè÷åñêè çíà÷èìûå ðàçëè÷èÿ, P2P, íèçêîðåñóðñíûé ÌÊ
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Òîïîëîãèÿ Çâåçäà
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Òîïîëîãèÿ Çâåçäà
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Òîïîëîãèÿ Çâåçäà
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Òîïîëîãèÿ Çâåçäà
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Òîïîëîãèÿ Çâåçäà

Ñöåíàðèé Ïðîòîêîë ñ ïðåèìóùåñòâîì

Ïðîïóñêíàÿ ñïîñîáíîñòü

Áåç çàäåðæêè è ïîòåðü Wireguard

çàäåðæêà 5 ìñ Wireguard

çàäåðæêà 15 ìñ Wireguard

RTT

âñå ñöåíàðèè Wireguard

Òàáëèöà 4: Ñòàòèñòè÷åñêè çíà÷èìûå ðàçëè÷èÿ, Çâåçäà, íèçêîðåñóðñíûé ÌÊ
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Ïàìÿòü íà íèçêîðåñóðñíîì ìèêðîêîíòðîëëåðå

IPsec: 5 ÊÁ + 8 ÊÁ × êîëè÷åñòâî ïèðîâ
Wireguard: 0,25 ÊÁ + 0,79 ÊÁ × êîëè÷åñòâî ïèðîâ

Êîëè÷åñòâî ïèðîâ IPsec WireGuard

1 13 ÊÁ 1,04 ÊÁ

2 21 ÊÁ 1,83 ÊÁ

3 29 ÊÁ 2,62 ÊÁ

5 45 ÊÁ 4,20 ÊÁ

Òàáëèöà 5: Ñðàâíåíèå ïîòðåáëåíèÿ ïàìÿòè IPsec è WireGuard (â êèëîáàéòàõ)
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Âûâîäû

■ P2P íà âûñîêîïðîèçâîäèòåëüíûõ ÿäðàõ: ó WG áîëüøå ïðîïóñêíàÿ
ñïîñîáíîñòü íà ìàëåíüêèõ ïàêåòàõ è ñ íåáîëüøèìè ïîìåõàìè â êàíàëå, ìåíüøå
âðåìÿ óñòàíîâëåíèÿ ñîåäèíåíèÿ; ó IPsec áîëüøå ïðîïóñêíàÿ ñïîñîáíîñòü íà
áîëüøèõ ïàêåòàõ è ïðè ïîòåðÿõ ïàêåòîâ, à òàêæå ìåíüøå RTT;

■ Çâåçäà íà âûñîêîïðîèçâîäèòåëüíûõ ÿäðàõ Wireguard äåìîíñòðèðóåò
ïðåèìóùåñòâî ïî÷òè âî âñåõ ñöåíàðèÿõ, IPsec âûèãðûâàåò òîëüêî â ïðîïóñêíîé
ñïîñîáíîñòè ïðè ïîòåðÿõ ïàêåòîâ;

■ P2P íà íèçêîðåñóðñíîì ìèêðîêîíòðîëëåðå: Wireguard äåìîíñòðèðóåò
ïðåèìóùåñòâî ïî÷òè âî âñåõ ñöåíàðèÿõ ñ ïðîïóñêíîé ñïîñîáíîñòüþ, IPsec
ïîêàçûâàåò ìåíüøå RTT â íåêîòîðûõ ñöåíàðèÿõ;

■ Çâåçäà íà íèçêîðåñóðñíîì ìèêðîêîíòðîëëåðå Wireguard äåìîíñòðèðóåò
ïðåèìóùåñòâî â ïðîïóñêíîé ñïîñîáíîñòè â ñöåíàðèÿõ ñ íåáîëüøîé çàäåðæêîé, à
òàêæå âî âñåõ ñöåíàðèÿõ ó Wireguard ìåíüøå RTT.
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