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Obuwee onucaHue KopHA 00B8epUA.
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OnpeaeneHne KOpHA AOBEPUA

KopeHb dosepus — 3mo MakcumanbHO KOMIAGKMHbILU NpueasaHHeil K annapamHol naamgopme (8bi4ucaumensHomy A0py) AKOpsL yenovku 0osepus,
npedcmasastouuli coboli npo2pamMmHbIl, MPo2PAMMHO-aNNAPamHsIl uau annapamHelli KOMAeKc, Komopell:

= Pabomaem npedcKazyembim 06pa3om (MOCKObKY e20 HerpaesusabHoe Mo8edeHuUe He803MOXCHO 0BHAPYHUMb) He3a8UCUMO OM MO020, KaKoe
npozpammHoe obecrieyeHue 8biroaHAeMca Ha naamgopme, Ymobbl 6biMb 3aUUULEHHBIM OM MPO2PAMMHbLIX MUK,

=3awuweH om gusu4eckux amak 8o usbexaHue Heobxoodumocmu 0o8epsameb 8sa0esbUy UsU 1016308aMeto NaamaeopmMel (Komopele 8 NPOMuUBHOM
cny4vae moanu bl husuvecku emewamsca 8 ee pabomy).

= Codepium, no KpatiHeli Mepe, MUHUMAsbHbIU HA6OP hyHKYUU, M0360AA0U UL ONUCAMb XAPAKMePUCMUKU 1amgopMbl, KOmMopbIe 87UAIOM HA ee
HadexHocms U besonacHocme (cayxwcba usmepeHuli),

" MHUYyuanusupyemca nepsoiM rpu xon00HoU 3a2py3Ke cucmemsl 00 HA4YAs1a 8bIMOAHEHUA KaKo20-1ubo 0py2020 KoOa,
=(06ecneymBaeT 3arpy3Ky u BbINOJIHEHWE TONIbKO AOBEPEHHOIO Koga (cnyxba Bepudmkaumm),

=(0becneymBaeT JOBEPEHHOE XpaHeHMe KoHPUaeHUManbHbIX (cnyxba obecnevyeHns KOHPUAEHUNANBHOCTU) U KPUTUYUHbIX (CnyKba KOHTpoA
Le/NIOCTHOCTW) AaHHbIX,

= BoInoaHAEM Hecmko onpedesneHHYo nocnedosamesnibHocme delicmaudl, MpusooOAWUX K MOABAEHUK 8 cucmeme crieyuguveckux caywb bezonacHocmu
U BO3HUKHOBEHUIO AKOPA UEernovku 008epus,

= Jenaem 3anuce 8 cucmemHell J#ypHan o 3aeepweHyu cobcmeeHHolU UHUYUanu3ayuu, eepuguyupyem caedyrowull hyHKYUOHAbHbIU B/10K 6 yernoyke
dosepus u, 8 cayvae ycriewHol sepuguKkayuu, nepedaem emy ynpassaeHue,

=[lpedocmassisiem 00HY UsuU HECKOMbLKO Caywb 6e3onacHocmu.

B cny4ae, ecnu sepuguKkayus cnedyrowe2o 6710ka KOOa NPoWna HeycrnewHo, KopeHb 0osepus 0esaem coomeemcmayowyo 3anuct 8 cucmemHoll
HYPHAA u daem KOMaHOY HA X0/100HYH repe3azpy3Ky cucmemsi.

KopeHob doeepus MOXem umemeo cHem4yuk UHUL{UGHUBGL{UCI', 8 KOMOpPOMm 3arnucel8aeMCA HOMep UHUYUaauU3ayuu u ee pesysobmam. lpu Heobxodumocmu
moxcem 6bimb 88edeHo rnopozosgoe 3HayeHue nocnedosamesbHbIxX HeycriewHsosix uHuyuaausayuu, ripu docmuxeHuu Komopoeo cucmema 6/10Kupyemc,q
u moxcem 6bimeo 8bl8€0eHa U3 COCMOAHUA 6/'IOKUPOBKU mosibKO npouseodumenem o Op)/dOGGHUﬂ 8 CrieyuasibHbolX ycs108uUAx.

B cucmeme moxcem 6bimb HECKO/IbKO He3a8UCUMbIX KOpHeli 0o8epus, NpUBsa3aHHbIX K Pa3AUuYHbIM annapamHeiM naamgopma (8614UcaumesnbHbIM
A0pam) U 8bINMOAHALWUM crieyuguveckue hyHKyuu (npedocmasnaowum creyuguyeckue cayxcbol 6e3onacHocmu).
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OpeHb A0BEpPUA ABNAETCA CIOXKHbIM BbICOKO
WMHTErPUPOBaHHbIM NPOAYKTOM.
Ha pucyHKe nokasaHa MHOroypoBHeBas
Anarpamma Knaccudukaumm KopHen
O0Bepus, oTBeYatoLwas ero
GYHKUMOHANbHOMY Ha3HaYeHMuIo.

OCHOBHOM 3a4a4ei NPOEKTUPOBLUNKA KOPHA
O0Bepus ABNAETCA BbIBOP apXUTEKTYPDI,
obecneynBaloLEen BbINONHEHME
GYHKUMOHANbHbIX U HEDYHKLMOHAIbHbIX
TpeboBaHUN U MMHUMANbHO BO3MOMKHbIM
pa3mep, obecneymBatowmnii NPOCTOTY
dopmanbHOM BepUdMKaLMM U NocneayoLen
cepTuduKaumm.




Obuwue mpebosaHua GP K KopHto 0o8epus
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Obwme TpeboBaHMA K KOPHIO AOBEPUS

TpeboBaHue 1. BbluucnautenbHoe A4po, Kog U AaHHble

KopeHb gosepua OOTKEH cocToATb M3 BblUMCAUTENIBHOIO A4pa U
NCNONHAEMOro Koaa (peanmsytowero ¢pyHKUMM 6e30NacHOCTU KOPHSA
[0BEpUA), PacnosioXKeHHbIX Ha eanHoN naaTtdopme. Ana gocTyna K
KopHto gosepua MOIYT notpeboBaTbCs 4ONONHUTENbHbIE AaHHbIE
n/mnn Knou(un); B aTom cnyvae gaHHble u/vmam knwod(u) AONMKHbI
6bITb pa3MeLLeHbl Ha TOW e naatdopme, YTO U BblYUCAUTENbHOE
A4P0 U UCNONHAEMBIN Koa,

TpeboBaHue 2. Cnyx6bi 6e3onacHoCTU

KopeHb gosepua OOTKEH npenoctaBaaTb 04HY MAN HECKOIbKO
cnyx6 6e3onacHocTu.

TpeboBaHue 3. HeobxoaumocTb cepTudmKaumum
Mocraswmk/npomssogutens LONMKEH paspabatbiBaTb KOpeHb
O0BEPUA C Y4ETOM €ro NOCNeAyroLWero y4actma B cepTudmkaymm
nnatGopmMbl MU YCTPOMCTBA.

TpeboBaHue 4. YHUKaNbHbI ugeHTUGULMpPYyeMbli BRageney,

Y kopHsa gosepusa AOTKEH 6biTb e4MHCTBEHHbIN
naeHTMdMuUnpyemblii Bragenew,

TpeboBaHue 5. UameHAEMOCTb

Koa u/vnn aaHHble KopHa aosepus AOMKHbI 6biTb HeM3MEHHbIMY,
nnn nx nameHsaemoctb AOJIKHA KOHTPONAMPOBATLCA TO/IbKO
€4MHCTBEHHbIM MAEHTUOULMPYEMbBIM BAAAENbLEM.

Tpe6oBaHue 6. Nepeaaua npaBa BrageHUA

Ecnn KopeHb foBepua peannsyet MexaHU3m nepenadu npasa
BNaAeHusA, pa3paboTaHHbI NepBOHaYaNbHbIM
BNagenbLem/nocTaBLMKOM KOpHA A0Bepus, TOo TEKYLLMIA Bnaaenel,
KopHAa gosepua AOTKEH npefoctaButb MexaHM3M 419 aBTOPU3aLLUK
nepeaayn npas BNafeHUA HOBOMY BnaaenbLy.

TpeboBaHue 7. EUHCTBEHHOCTb KOPHA A0OBEpUA ANA NNaTPOpPMblI
Mnatdopma AONMKHA conepraTb O4MH U TONbKO OAMH KOPEHb
A0BEPUA, BO3SMOXKHO COCTAaBHOM.

TpeboBaHue 8. MocnepoBaTeNbHOCTb 3arpy3Ku

KopeHb gosepua AONTKEH coaeprkaTb Koa, KOTOPbIA BbINOAHAETCA
nepBbiM NPU UHULMANUZALMN BbIYUCAUTENBHOTO A4pa BO Bpems
XON04HOM 3arpy3Ku NAaTdopmbl.

TpeboBaHue 9. UpeHTUPUUMpPYEMOCTb NpoU3BOAUTENA

KopeHb gosepua QOTIKEH nmetb naeHTMPMUMpPYyEMOro
npoussoanTens.



He3arpy»aembi KopeHb JOBEPUS

YCTpOMNCTBO o
i HesarpyxaeMblii KOpEHb TOBEpUS
Mnatdopma MPECTaBIAET COO0M MOHOIUTHBIN
0JIOK KOJla ¥ JaHHBIX
KopeHb BepuduumposaHHbli/ | | BepudhnumposaHHbIi/ .
noBepud N3MepeHHbIA M3MEPEHHBIA Mnardopma PacCIoJIOKCHHBIN B 3aI'PYy304YHOM
MOoAY b MOAY /b
''''''''''''''''''' ’.i e iy ’.‘! H3y
HaHHble/kno4n : J aHHblie/knioqmn : : B coctas KOZa HE3aIPyKacMoro

Wcnon- NaHHbie/ e rme s ———— el | HEA 6

ol s . KOPH$ JIOBEPUS BXOAUT CIyK0a

6nok koga KMo4n IMenomHaAeMEIIT Henommsaeyerii

6nok koga 6nok koga BGpH(i)I/IKaI_II/II/I, HCIIOJBb3YIoIIas
YKECTKO MPOIIUTHIA B YCTPOMCTBO
KJIFOU MTPOBEPKU MOJMKUCH, KOTOPBIH
BbiuucnutensHoe sapo Mnatcopma
MCIIOJNIB3YeTCA JUIsl BepUuUKaIK KaK
koza camoro KJI, Tak u xoaa
MOCJICAYIOIICTO 3arpyKacMoro
oOpa3a.
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TpeboBaHUA K HE3ArPy»KaeMOMY KOPHIO J0BEPUS

CucTtema c He3arpy»kaemblM KOPHEM A0BepUs

SPI flash cPU o o
] Hesarpyrkaembliit (Heo6HOBNSIEMbI) KOPEHb AOBEPUA BbINOMHSAETCA B
— g e BMAE M30AMPOBAHHOM noacuctembl BHYTpM CHK, cocTosALLel ns
Tosepomos Sl I e annapaTHbIX moaynen n BctpoeHHoro MO, unu oTaenbHOro KPUCTanna,
Saumnanan obnacre T M e CHab6XeHHOro cobCcTBEHHbIM NPOLLECCOPHBIM A4POM M MOAKNHYEHHOTO K
cnyx6el BepudMraunn [ Tepenanem | o
WAC nepaniroro Ofpas o LEeHTPa/IbHOU CUCTEME.
MAéagzalm:z:um aarpyaunka OC] WmutoBcTaBka?
3arpy§:4vwa7 Obpaa OC - e SE;_DW;N‘::::
rrs—— | e i el Mpu peanusaumm KOpHA AOBEPUA B BUAE BHELLIHErO KPUCTanNa OH
i e OOMKeH 06134aTb MUHUMANbHbIM Habopom yHKLMIA, HeobXoAMMbIX
MAC obpaaa 1 N0 e
o ON8 UHULMANN3ALLUK LLEMOYKM 40BEPUSA
__MAC obpasa N M0 E
e s AKTMBbI HE3arpy*Kaemoro KOpHA A0BEPUA, KaK NPABUNO, XPAHATCA B
o — : 3allMLLEeHHOM 061aCTU BHYTPU KOPHA A0BEpUS.
o Cryskba E
ol ceprzim
s e — TpeboeaHue 10. [poucxoxcdeHue
aary }c.:mxa oc 9
s — Mpounssoantenb nnatdopmbl AONTKEH co3aasatb M NpeaocTaBaaTb
oY Cnyxba
shps 110 C KOpeHb A0BEpUA B COBGCTBEHHOM NpOLecce NPOU3BOACTBA.
u‘;n::a A:IAI'\CO AR
!DDR\LF'DDR!
cncarzﬂ:::"x“;:ian oc - MHmp?eﬁc K ey
ﬂpaﬁaapm BHELUHEW NamMATH | |
B m
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3arpy*kaembli1 KOpeHb JOBEPUS

3arpy»aeMblii KOpEHb JOBEPUS MPEICTABISET

§ Cc00011 KOMIUIEKC U3 HECKOJIBKUX OJIOK KOJa U
YCTpOMCTBO
JAHHBIX. KomnoueHTEI Ha4aJILHOTO KOPHA
[narghopma nosepust iRoTc, kKak MPaBUIIO pacmoaralTcs B
KopeHb
noBepus BepnduumposarHbii/ | | BepuduumpoBaHHbiin/ Sarpy30qH0M H3y
: N3MepEeHHbIN N3MepeHHbIN i
TNEWY RN | T o il [naTdhoEMa B cocras xoga iRoTc BxoauT cimyxb6a
7 { 7 { - !j prmrmemtmmte e A|bemm 2 BepHU(DUKAITUH, UCTIONB3YIOMIAs )KECTKO
= = = L L (v (V)
 lasil? iasll[2 iylfl Aevucionow Ll Raweenon L NPOMIHTHIii B YCTPOFICTBO ITI04 MPOBCpKN
sgizelllsgizal||sgize .
g gz} S x;& 2| 5 2 E.‘:": 2| IcnoTHAeMEIIT HenomageMslit oA CHU, KOTOPBIM UCITOJIB3YCTCS AJIA
A7) E’ £ 1 L g1 E’ briok koga 6ok koga :
' ' : Bepudukanuu koaa iRoTc, koga pacmmpeHHbIX
KOMITIOHEHTOB eRoTc.
BbiuncriutensHoe sapo Mnatchopma [Tpu ucnonb3oBanuu 3arpyxaemoro KJ|
BepHUQPUKAIUS KOJa 10 CIISTYIOIIHX
3arpy’kaeMbIX 00pa30B MOYKET MPOU3BOIUTCS

Ha IPUKPEIJICHHBIX K 00pa3aM cepTuduKaTax.




TpeboBaHUA K 3arpyKaeMomy KOpPHIO J0BepUs

3arpyaemblii KOpeHb A0BEPUA COCTOUT U3 HavaIbHOro KomnoHeHTa (iRoTc), pacnonosKeHHoro B
3arpysouHom M3Y (bootrom) u paclwmpeHHbIX KOMNoHeHToB (eRoTc), 3arpy»kaembix B npolecce

CucTema c 3arpyaembim KOpHEM A0Bepus . :
O0BepeHHOM 3arpysKku. iRoTc, No cyTn, ABNAETCA He3arpy*KaemMbiM KOPHEM A0BepUs.

PaclwmpeHHble KOMNOHEHTbI KOPHA A0BEPUA MOTYT BbITb peanr3oBaHbl Kak ciy*K6bl soBepeHHon OC.

[ eMMC namsie |
CPU
Obpaa .
open aosepna — TpebosaHue 11. MpoucxoxdeHue (iRoTc)
arp,zsupmi:x oc:| Kniou MAC | 3arp.?
le Murepdeic sarn?
OmRI0 7 e [ et Mpounssoautens nnatdopmbl JONMKEH co3paBaTh M NOCTAaBAATb KOMMNOHEHT Ha4Ya/lbHOTO KOPHA
Q6paa 1 M0
S srezno Rektai [oBepus B npoLecce cO6CTBEHHOIO NPON3BOACTBA.
Mosepentoe o BootROM
e — -Oﬁpaa N0 ! MepBuyHIil .
Rt TpeboeaHue 12. MocnedosamenbHocmeo 3a2py3Ku (iRoTc)
MAC aarpysunka OC SPT!‘(‘]T:PP&]S:(‘;PI < § ﬂ‘;:ﬁ‘:::::fb
MAC ospass 0¢ | ] | gw HauyanbHbIn KOMNOHEHT KopHA gosepua AOTKEH coaeprkaTb KoA, KOTOPbIM BbINOAHAETCA NEPBbIM
drEsa > 3arpyaunk oo
sl i 5 j NpY MHULMANN3ALUM BbIYUCAUTENIBHOTO AAPA BO BPEMSA XON04HOM 3arpy3kn naatdopmel.
MAC obipaaa N N0 Hﬂmprg%m]m
Kopens
| sosepus | s TpebosaHue 13. Bepugukayus (eRoTc)
i |l Cﬂgmw
: SUE e
| srpiouna oo e PoanTenbCKMin KOMNOHEHT KOPHA A0BepUA (TO eCTb IMOB0 HaYabHbIA KOMMOHEHT KOPHA A0BEPUA,
B 1| || oBecneuenus v
_- (] ot (| L) woreppese | nmnbo gpyroi eRoTc) nepen nepsbim BbinonHeHnem eRoTc AOTKEH npoBepuTb LLEOCTHOCTL KoZa U
S e L [OAHHbIX PacCLUMPEHHOro KOMMNOHEHTA KOpHA AoBepuAa. KOMNOHEHT pOAUTENbCKOrO KOPHA A0BEPUA He
-“5_ | COXpaHAeT oTYeT 0 BepudMKaumm Koga U AaHHbIxX eRoTc.
3awMWeHHbIR = oc
CHCTEMHBIR XypHan - ]
i Apaiceps TpebosaHue 14. PacnonoxeHue

% Mpunosesna

iRoTc n Bce eRoTc, M3 KOTOPbIX COCTOUT 3arpy»Kaemblii KopeHb gosepua, OTKHbI 6biTb
PacnonoXeHbl HA OAHOM M TOW e naatdopme.
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Cnyxcbbl bezonacHocmu
KopHA dosepus Global Platform
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Aunarpamma B3aumocsasu cnyx6 6esonacHocTu
KOpHA aosepun

i
3awnuiesHan obnacts
cay#ie .
MAEHTHGHKALMH,

YyeHbie
AaHHblE

3aunuenHan obnacTs|
cny#6el
AYTEHTHMKALHN.

Xpanunule
cny#6el
M3MEPEHMIT

| 3alniyeHHan obnacTs|
cnykBil KOHTpONA (4]
LEnocTHOCTH

Xpanunule
KOH(HASHLNANEHON (4
HopMaLK

Jauwugernsii
cncTemHbiii
sypHan

[osepentoe
xpanunuie
NoNL30BATENLCKUX | |
AaHHbIX

Annaparheil kpurTorpath i Brok (SE.

i e e

1 Cucrema Tenepatop
TOCT 34.12-2018 | yTpaeneHns CIyuaiHBIX
Kpunro- KouaMH uncen
(csP)
TNokaneHoe
moBepeHHoe

XpaHuuLL e

KopeHb posepua AOJTIKEH npenoctaBaaTb BHELWHEMY OKPYXKEHUIO OOHY,
HECKO/IbKO UM BCe CyKbObl 6e3onacHoCTy:

= Cny»kb6a naeHTuduKaumm kopHa aosepua (RoT Identification Service);
= Cny»kb6a ayteHTUdMKaumm (Authentication Service);

= Cnyx6a aBTopmsaumm (Authorization Service);

= Cny»b6a ynpasneHua goctynom (Access Control Service);

= Cny»kb6a obecneyeHua koHduaeHumanbHoctn (Confidentiality Service);
= Cny»kb6a KOHTpoAnA uenoctHocTu (Integrity Service);

= Cny»kb6a obecneyeHma HeoTkasyemocTu (Non-repudiation Service);

= Cny»k6a nsmepenuii (Measurement Service);

= Cny»kba reHepauns otyetos (Reporting Service);

= Cny»kba goBepeHHoro xpaHunauuwa (Trusted Storage Service);

= Cny»kb6a gosepeHHoro obHosneHus (Update Service);

= Cnyx6a Bepudukaumm (Verification Service);

= Cnyk6a AOBEPEHHOTO XPaHWUIMLLA NONb30BATENbCKUX AAHHbIX

RusCrypto 2026
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MWHUMaNbHbIA KOPEHb I0BEPUA - KOPEHDb A0BEPUA AN BEPUPUKALMM

[oBepennoe Ynpaeneuue WuTepheics HuTepheics Wnrepdeiice
XPEHUAMLL & A0BEPEHHEIM cny#b BeaonacHocTu cny#b beaonacHocT cnyxb BesonacHocTh
XPaHUANLLEM nepBoro YpoBHA BTOPOrC YPOBHA TPETLETD YPOBHA
3awmnwenHan obnacTe e Cnyxba
cmyxbel ayTentudnkawmm, | & ayTeHTHdEALMN
XpaHunuLLe = = X I Cnyxba :
cnyxBel namepermil N uamepeHni i
Cnyxba
Kpanunuwe cmyxbel = 2] i 1] Emymas e ———— it
KOHTPORA UEN0CTHOCTH ’ Ko i v
LENOCTHOCTH
XpaHunuie T [ Cnyxba
KOHDUA EHUNaNEHOHM * i [“ obecneyeHun
MHBopMauan KOH(UAEHUMANEHOCTI
AnnapatHelil KpunTorpaduyeckuid bnok (SE, cmapTkapra)
s Y
\\
y Cucrema IeHepartop
TOCT 34.12-2018 o YNpPaENeHUA |« CAYYaiHELX
Kpunro- KMHIYaMM uncen
npoBaiigep 4—w i
(CSP) [
INokansHoe
L0BEPEHHOE
XpaHunnLL e

B cocTaB KopHA gosepua gna sepudurkaumnm byayt
BXOAMTb cneaytowme cayxbol 6e3onacHocTy:

" Cnyx6a ayteHTUPUKauuu;

= Cnyx6a nsmepeHui;

" Cny»k6a KOHTPONA LLEeNIOCTHOCTY;

= Cnyxb6a obecneyeHna KOHPUAEHLMANBHOCTH;

3TK cny*Kbbl MOTyT BbITb peanm3oBaHbl MO0 Kak
byHKUMM B Koge cnyKbbl BepuduKaumm, nmbo Kak
NOJIHOLEHHbIE CNYXKObl C COOTBETCTBYIOLLUMM
nHTepdencamun. 3T nHTepdencbl MoryT
NpPeaoCTaBAATLCA BHELHEMY OKPYXKEHWIO, HApAAY C
nHTEpdencom cny*obl BepnudmKaLmu.

Mpoune cnyxo6bl 6€30MNaCHOCTM KOPHA A0BEPUA MOTYT
6bITb, Hanpumep, YacTbto OC 1 3arpyKaTbca B
npoLiecce A0OBEPEHHOM 3arpy3Ku € UCNONb30BAHUEM
KOPHSA foBepua Ana BepuduKaLmm.

MWHMMaNbHbIN KOPEeHb A0BEPUA AOMKEH NPEeAO0CTaBNAATb BHELWHEMY OKPYXKEHUIO BCEro oAHy cnyxby 6esonacHocTn — cnykby Bepndumkaumm. MmeHHo c ee

NMOMOLLbIO OCYLLLECTBASAETCA BaANAaLMA 3arpy*Kaemoro Koga npu nocTpoeHnn LenoyYkm AoBepus.

Takol KopeHb AoBepus byaeT Ha3biBaTbCA KOPHEM A0BepuA AN BepuduKaumu.




KOHTpOI'Ib AOCTYIMNa K KOPHIO A0BePUNA C NOMOLWBHO NOJIUTUK

KopeHe goBepun

Cnyxba ynpaeneHue gocTynom

Cny#bkl BeszonacHOCTH KOPHA JOBEPHA

Cnyxba naertnduraummn

'

Crysxba ayTeHtudukaLm

'

CnyxDa aeTopnaayrm

¢

3anpoc
K KOPHIO JOBEpUA

MonuTien A0CTyna

Cnyba uaeHTuKkaumn KopHA A0BEpuA

Cnyba obecneyeHna KoHBNAEHLMANEHOCTH

Cny#Da KOHTPONA LEenoCTHOCTH

Cny#Da obecneyeHna HeOTKa3yEMOCTH

CnyBa namepeHuit

Cnyxba reHepauma oT4ETOR

Cnyxb6a cMCTEMHOTD [,0BEPEHHOTD XPAHUNWLLLE
Cnyba goeepeHHoro obHoBneHnA

Cnyx¢ba eepudurkayimn

Cnyzba nonk3oarensckore 40BepeHHONe XpaHnnuwa

Crysxba uaeHTMdrKaLMY KOPHA LoBepHA

Cryexba naeHTMdkaw KopHA LoBepnA

Cny#ba KOHTPONA LENOCTHOCTH

Cnyxba obecneysHUn HeoTKA3YEMOCTH

Cnyba uamepeHuii

Cnyzxba reHepauna oTueToB

Cry#ba cHcTeMHOTD AOBEPEHHOMD XPaHUANLLa

Cny#6a goeepeHHoro o6HOBNEHNA

Cnyxba Bepuduralmn

Cl‘ly}KﬁE NoNB30aTENBLCKOD AOBEPEHHOro XpaHunuwa

Mpn HeobxoaMmocTu, Ans
[OCTyMa K KOPHIO AoBepus
MOXET 6bi1Tb ycTaHOBNEH HAabop
No/1Ib30BaTE/IEN C 3aKPENIEHHOM
33 KaXKAblM U3 HUX MOJIUTUKOMN
AOCTyMa K KOPHIO AoBepus.

Takolt cnocob oKasbiBaeTcA
bonee s3KOHOMHbIM, Yem
peanus3aums oTAe/NbHOro
KOHTPONA AOCTYNa ANA KaXa0M
13 cnyxb6 6esonacHocTH




TpebosaHus Global Platform
K cnyxcbam 6e3zonacHocmu
KOpHA 0osepus
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TpeboeaHue 1. Uhmepdgpeiic (bi) cnymcbbl 6ezonacHocmu

WHTepdeiic (Takke Ha3biBaeMblii TOUKOI Bxoaa) AO/MKEH obecneumnsatb
OCTYN A5 UCNO/Ib30BaHMA BO3MOXKHOCTEM U GYHKLMI CyKObl
€30MaCHOCTU KOPHA A0BEpUS.

TpebosaHue 2. CoxpaHeHue yea0cmHocmu 3aujuujeHHbIXx obnacmeii

NHTepdeiic cnyxbbl 6esonacHocTy aonkeH obecneunsaTb Haaexalmnit
YyPOBEHb 3aLMTbl 06NaCTEN AR COXPAHEHUA LENOCTHOCTMU MUX
COAEPXKUMOTO.

TpeboeaHue 3. ObecneyeHue KOHPUOEHYUANbHOCMU 3aU4UUIEHHbIX
obnacmeii

NHTepdeiic cnyxbbl 6esonacHOCTM MoxeT obecneunsaTb
COOTBETCTBYIOLLMIA YPOBEHb 3aLMTbl 0bnacTen ana obecneyeHums
KOHOUAEHLMANBbHOCTU UX COAEPHKUMOTO.

TpebosaHue 4. Jocmyn K 3auuwjeHHbIM 06aacmam

NHTepdeiic cnyxbbl 6esonacHoCcTM gonikeH obecneunsatb cobnogeHme
BHYTPEHHEN NOAUTUKM B OTHOLLUEHUW AOCTYNA K 3aLMLLIEHHbIM 061acTAM U
MX UCNONb30BAHWA.
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TpeboBaHMA K NPOCTbIM CAy*Kbam 6e30MacHOCTU

Cnyx6a ayteHTUDUKaLUU

TpebosaHue 5. XpaHunuuwje cayxcb6b6i aymeHmugukayuu
Cnyx6a ayteHTUdMKaumn MOXKET noaaepumBaTtb O4HY UK
HECKO/IbKO 3aLUMLLLEHHbIX 061acTeN ANA XPaHEHMA YYETHbIX
AAHHbIX, KOTOpble ByAyT NCNONb30BaTbCA B MPOTOKOAAX
ayTeHTUUKALUN.

TpeboeaHue 6. KoHmponab docmyna K cnyxbe aymeHmugukayuu
Cnyx6a ayteHTUOMKaummn AONTKHA nogaepmsaTtb
MHTepdelnc a4na ynpasaeHnsa 4OCTYNOM U UCNOb30BaHNEM
COAEPHKMMOTO 3aLUULLEHHbIX 0bnacTen.

Cnyx6a obecneyeHUa KOHGUAECHLUUANBHOCTU

TpebosaHue 7. XpaHunuuwje KoHhudeHyuanbHol UHgopmayuu
Cny»xb6a obecneyeHuma kKoHdmnaeHumanoHoctn AO/TIKHA
MMETb OZIHY UM HECKO/IbKO 3aLLUMLLEHHbIX obnacTen ans
XPaHeHMA CeKPETHbIX 3HAYEHUMN.

TpebosaHue 8. Kohmponb docmyna K cayxcbe obecneyeHus

KOH¢hudeHyuanbHocmu
MOCKONbKY pAL 3HAYEHWNI ABNAIOTCA CEKPETHBbIMMU, CNyKba
obecneyeHuns koHomnaeHumanbHocTn OONTKHA 3awmuwaTh nx
OT HECAHKLMOHNUPOBAHHOIO PAaCKPbITUA U UCNONb30BaHMA

Cnyx6a uapeHtudukaumm (KopHa aposepus)

TpebosaHue 9. XpaHeHue OaHHbIX cnyHbbi

udeHmuguKkayuu
B chyxk6e naeHtnomkaummn LOMKHA 6biTb
3aWMLeHHan 061acTb 4N1A XpaHEHUA CEKPETHbIX
3HAYEHU.

TpeboeaHue 10. Jocmyn K canyxc6e udeHmudgukayuu
Cny»x6a naeHtnomkaunm AOMKHA nogaepumsatb
nHTepdeiic, N03BONAOWMIA € NOATBEPKAATD
NOAJ/IMHHOCTb TOrO, YTO OHAa aBTOPWU30BaHA ANA
BbIMNO/IHEHUA NPEAO0CTaBNAEMbIX €0 QYHKLNA.

TpeboeaHue 11. [[pomoKoabl aymeHmuguKayuu
Cnyx6a naeHtudurkaunm OONKHA noaaepxmBaTb
CTaHAAPTHbIE NPOTOKO/bI AN1A ayTEHTUPUKALUM
06beKTa KOPHSA AoBepUs APYrMMmu ob6bekTamu.

TpeboeaHue 12. AymeHmuguKkayus o6vekma KopHA

dosepus
Bnapeneu kopHa gosepua AOJTKEH noarBepamtb
NOA/IMHHOCTb KOPHS AI0BEpPUS, Hanpumep,
cepTudUKaTom Nyb6AMYHOrO KAtoYa, NoANUCaHHOIO
npounssoauTesem UM NPoOAaBLOM KOPHS AOBEpUS.




Cny»k6a KOHTPONA LLEeNOCTHOCTU

TpebosaHue 13. XpaHunuwa cayxcbbl KOHMPOAA yeaocmHocmu

Cny»xb6a kKoHTponsa uenoctHoctn AOTKHA nogaepmBaTth 3alMLLEHHbIE 061aCcTU C
LEeNblo XpaHEHMA N 3aLLUNTDI LLeJIOCTHOCTM HECEKPETHbIX, HO KPUTUYECKUM BaXKHbIX
HacTpoek 6e30NacHOCTUN U XapaKTePUCTUK NNATGOPMbI.

TpebosaHue 14. flocmyn K cnyxwc6e KOHMPOAA yes0cMHocmu

Cny»xb6a KoHTpons uenoctHoctn AOJTIKHA noaaepumBatb MHTEPPENC ANA 3aLNUTbI
obnacten OT HECAHKLIMOHMPOBAHHbIX MOANPUKALMUNA.

Ona noanucaHHbix cepTudmkatos MOMKET noTpeboBaTbCcA A0NONHUTENbHbIN
KOHTPO/b LLeNOCTHOCTU A5 3aLUNTbI OT HECAHKLLMOHNPOBAHHOM 3aMeHbl B KOPHAX
fosepws.

Cnyk6a usmepeHui

TpebosaHue 15. Cayxcba usmeperuli
Cnyxb6a nsmepenmin OONMKHA HageXHO cO34aBaTb XapaKTEPUCTUKK NNATHOPMbI.

Cnyxba namepeHunin 06bI4HO HE COAEPHKUT 3aLUMLLEHHbIX 06/1acTEN ANA U3MEPEHMA.
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Cny»6a asTopusauuu

TpeboeaHue 16. Cayxcba asmopu3sayuu
Cnyxb6a astopusaumun OONMKHA HaaeKHO oueHMBaTb
TOKEeHbl aBTOPM3aLUMn N ONPeaeNnaTb, COOTBETCTBYHOT /I OHMU
NOINTUKAM YNpPaB/eHMA 4OCTYNOM.

TpeboeaHue 17. Cocmas cayxc6bl asmopu3sayuu
Cnyxb6a aBTopmsaumn MOMET npeaocTaBAsaTb TE XKe YCAyru,
yTo M cayXKba ayTeHTUDUKaLKUKM, cny»Kba KOHTPONSA
LLeNOCTHOCTU NN U Ta, U apyrana. B aTom cnyvae OHa TaKxke
OONXHA yoosneTtBopaTb TpeboBaHMAM, NPeAbABAAEMbIM K
KaXKA0M U3 3TUX CNyXKO.

Cnyb6a reHepaumum oT4eTOB

TpebosaHue 18. Cnyxcba 2ceHepayuu om4yemos
Cnyxba reHepauum otyetoB JOTKHA nmeTb BO3MOXKHOCTb
A0CTOBEPHO CO0bLATb O XapaKTePMUCTUKAX NNATHOPMbI,
ayTEHTUPULMPOBAHHbLIX C MOMOLLbIO €€ MAEHTUDMKATOpPA
nnatdopmMbl, HE NOANIEKALLMM ONPOBEPIKEHMIO CNOCOHOM.

TpeboBaHMA K COCTaBHbIM CyKbam 6e3onacHoOCTH

TpeboeaHue 19: CocmasHas cnyxba ceHepayuu omyemos

Cnyxba reHepauumn otyetoB MOXET npenoctaBnaTh Te Ke
YCAYTU, 4TO N OAHA NN HECKONBKO CNYXK6 ayTeHTUdUKaumu,
obecneyeHma KOHONAEHUMANBHOCTU, UAEHTUDUKALMN,
KOHTPONA LLeNOCTHOCTU U U3MEPEHUN.

B aTtom cny4vae oHa TakxKe JONKHA yaosnetsopATb
TpeboBaHUAM K KaXKaoM Tako cnyxkbe 6e3onacHocTn. OHa
MOXKET NPeaocTaBNATb QYHKUUM STUX CNAYXKO B AONONHEHME K
OYHKUMAM CNyKObl reHepaLmnm oT4ETOB AN MCNONb30BaTb 3TU
CNY»KObl U3 GU3MYECKM HE3ABUCUMbIX PParMeHTOB KOZa KOPHA
[oBepuA.

TpeboeaHue 20. CodepxcaHue omuyemoes cayxcboi

Cnyx6a reHepauum otyetos JOJ/TIKHA obecneunsaTtb
aKTYa/IbHOCTb OTYETOB O XaPaKTEPUCTUKAX NAATPOPMbI.

TpebosaHue 21. Ceolicmeo HeomkKa3yemocmu 07189 om4yemos

Cnyxba reHepauumn otyetos AOTKHA nogaepmBaTtb
nHTEpdeNnc, KOTOPbIN OrpaHNYNBAET ee GYHKLUK
npenocTaBNeHMEM OTYETOB, AYyTEHTUPULMPOBAHHbIX
HeocnopMMbiM 06pasom.



TpeboBaHMA K COCTaBHbIM C/1y»KDam 6e30nacHOCTH

Cny»6a nosepeHHbIX 06HOBNEHUN

TpeboeaHue 22. Cnyxcba dosepeHHbIx 06HOBMEeHUl
Cnyxba poBepeHHbIx 06HoBNeHU AONKHA npoBepaTb
LLeIOCTHOCTb U NOAJNMHHOCTb NOANMUCAHHbIX OOHOBNEHUI U
noc/ie ycnewwHoM NPOBEPKMN pa3peLLmTb 3anycK npoLecca
0bOHOB/NIEHMUSA.

TpebosaHue 23. CocmasHas cayxcba doeepeHHbIx 06Ho8neHuUsA
Cnyxb6a poBepeHHbIx 06HoBNeHUI MOXKET coaeprkaTb
CNyX6bl 6€30MacHOCTM KOPHA AOBEPUA, K KOTOPbIM
OTHOCATCA cnyKba ayTeHTUdMKaums, cnyba aBTopm3saums,
cny»kba obecneyeHnAa KOHPUAEHUMANBHOCTU, CNYKDa
KOHTPO/1A LLeNNOCTHOCTU U CNyKba nsmepeHus,
HeobxoauMble a5 BbINONHEHMA 06HOBAEHUA. B 3TOM
cnyyae cnyxba gosepeHHbix o6HoBneHn JOTKHA
YAOBNETBOPATb TPEOOBAHMAM, KOTOPbIE NPEeAbABAAOTCA K
3TUM cnyKbam, gaxke ecnm oHa He NpeaoCcTaBAseT A0CTyn
K PYHKUMAM 3TUX CNyXK6 Yyepes nHtepdeiic.

Cnyx6a Bepuduxkaumm

TpeboeaHue 24. Cnyxcba sepugpukayuu

Cnyxb6a Bepudpukaummn OONKHA npoBepaTb
NOA/IMHHOCTb 3/IEKTPOHHbIX MOANUCEN U LLESIOCTHOCTb
06BbEKTOB, 3aLMLEHHbIX STUMM NOAMUCAMM.

TpeboeaHue 25. CocmasHas cnyxcba eepugpukayuu

Cnyxb6a Bepudpuraumm MOXKET coaep:xaTtb ntoboe
NOAMHOXECTBO C/1yK6 6e30nacHOCTN KOPHSA A0BEPUA:
ayTeHTUPUKaumm, obecnevyeHma KOHPUAEHLUNANBHOCTH,
KOHTPO/1A LLeNOCTHOCTU N U3IMEPEHUIN, HEOOXOAMMbIX
ANA NpoBepKKU nognucu. B atom cnyvae oHa JONTKHA
yAO0BNETBOPATL BCeM TpeboBaHMAM, KOTOpbIe
NPeAbABAAKOTCA K KaXKA0M U3 3TUX CNyK6, naxke ecnm
OHa He NPeaoCTaBAAET A4OCTYN K cny*Kbam yepes
nHtepdenc. OHa MOXKET npeaoctaBnaTb BCE 3TU
bYHKUMKM B AONONIHEHME K cnyxKbe Bepudunkaumnm, unm
oHa MOXET ncnonb3oBaTb NepeyYncneHHble CyKObl.



JlosepeHHaA 3a2py3Ka
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Anroputm 3arpyskv Ge3 ucnonb3oBaHua KOpHA foBepuA

3anyck koaa
HayanbHoro

3arpyaknka

v

Beluncnenne MAC
HayanbHoro

3arpyaknka

v

CpaBHeHWe ©

zanucanieim MAC

Briuncnenne MAC
ETOpUUHOTD
aarpyakuka

¥

CpaBHeHNWE C©
aanncandeim MAC
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1

3anyck koga
ETOPUYHOrD
38rpy3KMKa

)

Buiyucnenne MAC
aarpyavura OC

Jr

CpaBHeHue ©
aanucanHem MAC

3anuce B
CHCTEMHBIR
HypHan
3anyck koga
aarpyavuka OC
¥
Briuncnenne MAC
ofipaza OC

)

CpaeHeHue ¢
3anucanHbiM MAC

Mepesarpyaka

Pacwudposanne
obipasa u aarpyaka OC

Buibop aarpyaouHoro
obpasa k MO

Briuncnenne MAC
obpaaa k 10

'

CpaBHeHHe ¢
3anucanrsim MAC

HET
MAC

paBHeI?

— Sanyck MO k
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lMocnenoBaTeNbHOCTb 3arpysKu:

1.

£

Bepudurkauma n BbinonHeHME NEPBUYHOIO
3arpysyvmKka, MHULMAAM3aUMA CUCTEMHbIX 610K0B
MUKponpoueccopa;

Bepudukauma n BbiNnoNHEHNE BTOPUYHOTO
3arpysyumKa, MHULMAAM3aumua ocTanbHbix 610K0B
MUKponpoueccopa;

Bepudukauma, 3arpyska 1 BbINOAHEHME
3arpysumka 0OC;

Bepudwukauma, 3arpyska u BbinonHenume agpa OC;
Bepudukauma n 3arpyska gparisepos;
Bepudukauma, 3arpyska 1 BbInOAHEHME
npuknagHoro MO.




ANrOpUTM I0BEPEHHOM 3arpy3KM C KOPHEM 10BEPUA

ANropuTM 3arpyskui ¢

KOPHSi lOBEpUA

JaunuenHan oonacts
cyGbt BepubHKaLI

< Hauano

Kogl
MepUYHOrD,

MAC HauansHoro
aarpyaunka

MAC aropuonoro
2arpyauica

MAC sarpyaunca OC

MAC ofpasa OC

MAC ofipaza 1110

MAC ofipaza N 1O

aarpyaumka

Cryx6a
reHepaln
otueros.

aaaaa

Pacuuppogaie
obpasa

Cryxba o
‘obecneueHus
offpas
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3arpyaka OC

ANropuTm 3arpy3ku aHa/IorMyeH pacCMOTPEHHOMY BblLUe.

KntoueBoi ocobeHHOCTb ABAAETCA BblaeneHne Hanbonee KPUTUYHOIO Koaa

B BMAE OTAENbHOr0 MOAYNSA — KOPHA A0BepuUs.

STO NO3BONAET :

*  OcywectBnUTb GopManbHyo BepUPUKaLMIO Koaa U cepTUdUKALLUIO
KOPHS goBepus;

*  onyu4nTb HE3ABMCMMOCTb KOPHA foBepus oT koga OC 1 npMKnagHoro
no;

*  YMeHbLWWUTb NOBEPXHOCTb aTakK, 3@ CHET U30/ALUN KOPHA AOBEPUA OT
OC v npuknagHoro MNO

* PeanunsoBaTb KOPEHb AOBEPUSA B BUAE NPOrpaMMHO-anmnapaTHoro
Komnaekca BHyTpu CHK nnm B BUAE oTAE/NbHOM MUKPOCXEMbI;

*  [lOBTOPHO MCMO/b30BaTb CEPTUOULIMPOBAHHDIN KOPEHb A0BEPUA B
nocneayoWwmnx pa3paboTkax 6e3 HeobxoaMMOCTM NOBTOPHOM
cepTudmKaumu.
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ANropuUTM I0BEPEHHOM 3arPy3KM C KOPHEM 0BEPUA

KopeHts goeepus

[oeepeHHoe

XpaHunuue Cnyxba Bepudmranmm

JauwMueHHan obnacte
Beluncnenne MAC

cnyxbel BepudMKkaumn

MAC HavankHoro CpasHeHue ¢

koA

MpoBepAembli

3arpyaunka aanncanHei MAC

MAC BTopudHOHOTD
3arpyauuka

MAC aarpyauuka OC

MAC obpasa OC

MAC obpasa 1 N0

MAC obpaaa N MO

OMAC S

paBHbI? /_N

-

HET

-
f,/

JA

3anyck
NpoOBEpEHHOrD
Koga

Crnegyrownii

[M——T1poBEpAEMLIRA

Kog,

-
i

\
Mepeaarpyaka |

e

-,

Ha gmnarpamme nokasaHa o6uiaa 4acTb aIFOPUTMA

AOBEPEHHOW 3arpy3Ku € UCNOb30BaHMEM KOPHSA A0BEPUS:

1. [MMposepsemblit Kog oTnpaBaaeTca cny*kbe sepmudurKkaumnm
KOpHA AoBepus;

2. MNoacucteMbl U3MepPEeHUn BbluMCAAET Xell-pYHKLNIO OT
NPUHATOro Koga n umutosctasky (MAC);

3. Ha ocHoBe nageHTMdMKaTOpa, NepesaBaemoro
COBMECTHO C BepuduLmMpyembiM KOLOM, U3 LOBEPEHHOTO
XPaHMIMLLLA C NOMOLLbK NOACUCTEM KOHTPONA
LeNOoCTHOCTM M obecneyeHma KOHONAEHLMANBHOCTH
N3BNEKAETCA 3TA/IOHHOE 3HAaYEHNE MMUTOBCTABKN U
CPaBHMBAETCA C BbIYUCNEHHbIM;

4. Ecnu 3HayeHWA cOBNAAatoT, TO MPOUCXOAMUT 3anyCK
BepMdUUMPOBAHHOIO Koaa (B cnyyae HE0H6XoAMMOCTH)
OTNpPaBKa CNeayrOLWEro Koga Ha BepuduKaLmio;

5. Ecnav Kogbl He coBMaAatoT, TO NPOUCXOAAT AEUCTBUA,
onpeaeneHHble 06LWUM aNrToOpUTMOM A0OBEPEHHOM
3arpysKku, Hanpumep, 3anucb pesynbtata BepudurKaumm B
CUCTEMHDbIN XXypHan 1 nepesarpyska CUCTEMbI.



SPI flash / eMMC

OBpaz cny#bel
Beputmkalin sRaT

CHK

nay
| HauancHeii aarpyauuk

MCU / MPU

1

4 5 = SCnnay

Ofipaskl npoumx
cnyxb BeaonacHocTi
sRoT

Bepudmrkauua, sarp

= SPI/QSPI/ OctoSPI 3

iff—t Flash

OBpaa oneaynoHHoi
cuctemel (OC)

OBpaskl gpaiisepos

OBbpa3sl npuKknagHoro
no

MMU / MPU

* > o3y

CUCTEMHAS LUWMHA

SAU / IDAU

)

Mepudiepna

,D,OBepeHHaFI 3dlpy3Ka C BHELWWHWM ROPpHEM AOBEPUA

BHeLWHW KopeHb AoBEePUA BbINONAHAETCA MAaKCUMalbHO
MPOCTbIM M KOMMNAKTHbIM U COAEPKUT TONbKO Ha30BYto CNyXKOy
BEPMOUKALNM U MUHMMAIBHOE KOJIMYECTBO K/IHOYEBOW
nHopmaymn.

MOCKONbKY BHELIHWUI KOPEHb AOBEPUA HE MMEET A0CTyna K
rnob6anbHbIM KOMMYHUKALMOHHbIM MHTepdencam
(TpeboBaHMe 6e3onacHOCTHU), TO B paMKax ero
GYHKLUMOHNPOBaHMA He MOXKET bbiTb NogHAT PKI n
BEpPUPUKALMA OCYLLECTBAAETCA NYyTEM BblYMCAEHUA
MMWUTOBCTABKN Ha QUKCMPOBAHHOM K/toue (Kato4ax).
OcHOBHasA 3a4a4a BHELWHEro KOPHSA A0BepUs —

MepBUYHbLIA KopeHb AoBepus pRoT e : Bepmd)mu,m poBaTb KOMMNOHEHTbI BTOPUYHOIO 3arpysyunka

Sauyuiee - q:ew e (KOTOpbI MOXKET MHULMANM3UPOBATb MHTepdEChI,

Saupuennan i cpeAa ”;””1“”“3“ (=) chenascnaicnya(REL) Heobxoanmble ana nogHATUA PKI) 1 KOMNOHEHTbI

i 6 B TOPHHEI MporpamMmHoe
oo || Bepubaa Kopets aodepna sRoT oBiscniuenue 3arpy’aemoro KopHaA J0Bepua, Npexae BCero pacluMpeHHyo

Cnys#ba ’—‘—
-— 0
Zauoman = i BED i | 1ol Cnoaunonman CNyX06y BepudUKaLMm, KOTOPas yXKe MOXKET OCYLLECTBAATDL
vowpons [Cr%] fompens e— || | M s contaiye, samysra RN Bt 2ol NPOBEPKY ayTEHTUYHOCTM KOAA HE TOIbKO C MOMOLLLbIO
enocruocri o : g R e, serpvora o paren | BbIYMNCAEHMA UMUTOBCTABKM, HO U C MOMOLLLbIO NPOBEPKM
= B ERE g DEPMRALNA, 3ATPYERE e ’
Crysh v o
Rogepesnoe | | otecneues e - T i 9NEeKTPOHHOM NOAMNUCU B PpaMKax CTaHAAPTHOM npoLleaypsbl C
XpaHunuLLe KOHM EH- i AcTaCT
uansHoCTH . . MCNoNb30BaHMEM CepTUPUKATOB M yaaneHHoro YL,
I |




Obvekm oueHKU 071 KOPpHA 008EepUA
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ObLee onmcaHne obbeKTa OLLEHKM A1A KOPHA A0BEpUA

O6bexT onienku (OO) kopHS TOBepHsi, BKIIIOYAET B ceOsl:
» JlroOoe ammaparHoe, BCTPOEHHOE U MPUKIIAIHOE MPOrPaMMHOE 00€CTIEYeHHE, NCTIOIb3YEMOE
U1 obecriedeHus: 6€30MacCHOCTH KOPHS T0BEPUSI MUKPOKOHTPOJLJIEPA B COCTABE:

Obwekt
OLLEHKH

<

Ob6nacTb OLeHKHU

- sl B hoes ox o -y
\ ¢ Kontpurypaums -\u
| Mpunoxexne | ocC |
AL 8 b y
- -
oc )
q 4
H p OKpY
Mpnknagxele \ﬂ
cay*0el
'\_‘ KOPHA A0BEpHA /,-
MpuknagHoi KopeHb QoBepHA (3awMm pau OKpYXeHHe)
.
/ CucTemHee 3 Aucnetyep
cyHOEl | | AL NLLLEHHEIX
' KOpHA joBepua / K\ paagenos /
- - —~ pr.
A ey P
a OcHoeHoli )
A 3arpyaunk /

OBbHOBNAEMEI| KOpPEHb JOBEPHA (3alMu|eHHOEe ONEPaLHOHHOE OKPYMXEHHE)
- = - —
g KopHeBsle \-‘ [ 3arpyaouHoe \ ! AnnapatHan k
! 3HaUEHNA } ' nay ; \ /
k. _/ - / h M30NALMA w

HeobHc i KopeHL gosepws (3 )& ONEPaLUMOHHOE OKpY
o T S

:/ [loBepeHHLlii ~\I [ DoBepexHbie
4 KMBHEHHBIR Lakn k- No4EUCTEMbI >

@)

Hewusmensemsiii kopens gosepus MCU, nanipumep, 3arpy3ounoe [13VY, Takue
napaMeTpsl, Kak JIaHHbIe HHUIIMATN3AIIUHY, alllapaTHbIe KIOYA U UIACHTH(PUKATOPHI,
annaparHoe OJIOKU M30JISILMU, YIPABICHUE )KU3HEHHBIM [IUKIJIOM CUCTEMBbI 0€30MacCHOCTH
¥ KOHTPOJIb 32 €T0 BBHIIIOJIHEHUEM (HArpuMep, ¢ TOMOIIbIO (GYHKIIMH OTIAJKH, €CIIA OHA
MPUCYTCTBYET). DTOT KOMIIOHEHT HE MOKET OBITh OOHOBJICH.

O6HoBnsIeMbIi Kopenb qoepuss MCU, Takoil kak muiatdopma AJis U30JSILHH
MPOrPaMMHOT0 O0eCcTIeueH s, 3alUINaoIas 0ojiee T0BEPEHHOE MTPOrPaMMHOE
o0ecrieueHre OT MEHEee JOBEPEHHOTO MPOTrpaMMHOT0 00ecIieueHus, 00IIne CIIyKOBbI,
TaKHe Kak MPUBSA3Ka K annapaTHo! miaardopme, nepBoHavYalibHas aTTecTalus, o0ume
KpunrTorpaduueckue ciyxobl, Bepudukaius ooHoBieHuid Bcrpoernoro [10.
JloBepeHHbIE MOACUCTEMBI, HCTIOIB3yeMbIe KopHEM JoBepust MCU, Takue Kak
MOJICUCTEMbI O€30MaCHOCTH, 1OBEPEHHbIE NIepUudepuiinbpie ycTpoicTBa, SIM-kapTsl uiu
aneMeHThl 6e3onacHoctH (SE), BKiIrouast Kak arnmaparHble, Tak U IPOrpaMMHbIe
KOMITOHEHTHI.

*  PykoBoacTBo 1o 0e3onacHoMy ucnoiab3oBaHuo MCU, 0OHOBIsIEMOE 1OCIE MOCTABKU.
OOBEKT OLICHKH HE COMICPIKHT:

* [IpuknaaHON KOPEHb TOBEPUS

* Henosepennyto cpeny ucnonnenus (HIACHU, REE)

* [lpunoxenus, pasmeniennsie B HCH.




CTpyKTYypa Npodpuas 3aLlpMTbl KOPHS AOBEPUS

TpefioBaHnA ANA COCTABHOMD NpoAykTa

i |

Mpofune TpeboBaHus, Mpogune
3awuTel WMC CnelUuduYHEe 3ALWNTEI
BeaonacHocTh AnA npoaykra gcTpoeHHoro [0

el LS 36 anA komnoauTHoro NpogykTa

Ceprufrauma
BcTpoeHHoro N0

¥

CepTujmkauma NoeTOpHOE
MC beaonacHocTh . WCnone3oBaHwe

C COOTBETCTEYHILLMM 3 peayneTatos
no cepTuduEaLun
Cepruirayma

KOMNO3UTHOTO NpoayeTa

Mpounssogutens OO noctasnaeT OO nponssBoauTento
KOMMNO3UTHOro u3genua. MHTepdencol, AOCTyNHbIE Nocne
noctaBku npomnssoautenem OO, oTanyatoTca oT uHTepderncos
ANA ONepaTMBHONO UCMO/Ib30BaHMA KOMMNO3UTHOMO U34EeNns
KOHeYHbIM notpebutenem (atan 7 cnang « KU3HEHHbIN LIUKA...»).
3TOT MHTepdENC AN KOHEYHOro NoTpebuTena onpeaenseTca
pPa3paboTYMKOM BCTPOEHHOTO nporpammHoro obecneyeHmna NC
6e3onacHocTn. TakMm obpasom, pyKoBoAALLAS AOKYMEHTaLMA,
noctasnseman npoussogutenem 00, npeagHa3HayeHa ansa
pa3paboTymKa BCTPOEHHOro nporpammHoro obecneveHua UC
6e30nacHOCTN U NPON3BOAMUTENSA KOMNO3UTHOIO NPOAYKTA.
TepMMH «KOHEYHbIN NOTPEBUTENDL» B J@HHOM C/ly4ae O3HayaeT
No/ib30BaTeIA KOMMNO3UTHOIO NPOAYKTA Ha aTane 7 (cnaing,
«HKM3HEHHbIN UUKA...»).

Ha pucyHke npeactaBneHa B3aMMOCBA3b Mexay cepTuduKaumen
NC 6e30nacHOCTU CO CneLmnann3mMpoBaHHbIM NPOrPaMMHbIM
obecneyeHnem M KOMMO3UTHbIM NPOAYKTOM, BK/IOYAIOLLLMM
BCTPOEHHOE NporpaMmmHoe obecneyeHue.




Ob6vekm oueHKU 0118 KOpHA 008epus
(MUKPOKOHMPOs1epa)
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ObLLee onmMcaHne 0bbeKTa OLEHKM

HebesonacHan cpena WCNONHEHWA BesonacHan cpega WCNONHEHUA
(NSPE) (SPE)
Heaalwl M eHHOE NPUNOXKEHKE OGHOBNAEMEIA KOPEHE J0BEPUA WNKM 33LL WL EHHOE NPUNOKEHNE

‘HenaigHAemeii ko (HaTnBHEe cnyxbel BesonacHocT)

Bubnuoteka
beaonacHocTi

AyTeHTudmKauna
0TNagKu

RS5

Heaaw nw eHHEIA 3arpyadumg

3auueHHan annaptHaA nnathopma

Heaaw W eHHanA
annaptHas nnatjopma Kpunto Naonauua
Nerenpa ObbekT oueHkH (Bce KOHIUIypauuK)

3a npegenaMu obLeKTa OLEHKH

ObbekT oueHku (kondurypaumna TOE WITH _IROT)
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O 06beKTa OLLEHKM KOPHA A0BEPUS A1 MUKPOKOHTPOANEPA

Kopenb nosepust Mukpokontposuiepa MCU RoT (OO) BcTpoeH B ycTpoicTBO U
ApxutekTtypa MO KopHA gosepua ana paboTaeT COBMECTHO CO CTaHJAPTHOM HE3aITUIIICHHON BRIYUCIUTEILHON CPEIoHn,
MUKPOKOHTPONNEPA Takoii kak OCPB.
Apxurekrypa nporpammuaoro obecrieuenus TOE onpenensier Tpu pa3inyHbIX
KJIacCca KOMITIOHEHTOB:
HeaauyuueHnoe 3aun eHHoe
e ey ' R Ry * KopHeBble c1y>K0bl 1I0BEpHSi, KOTOPBIEC MPEAOCTABIISIIOT CIY>KObI 0€30MaCHOCTH
st noBepennor (JICH) u nenosepennoi (HICH) cpen ncnonnenwus.
" Bryrpennne API-uarepdeiicer
' OBBLekT oueHKn
" * bazoBble JOBepeHHbIE NPUIIOKEHUS, KOTOpbIE 3amyckatores B JICU u nomyvaroT
JOCTYI K €ro ciry>k0am uepe3 BHyTpeHHue API.
Apxurekrypa nporpammuoro odecrneuenuss HICH Takke onpenensier Tpu
Pa3IMYHBIX KJIACCa KOMIOHEHTOB:
' [ Onpenernonsi * Omnepanmonnas cucrema HIICH, kotopasi npenocrasisietr kaueHTckuit API u
npunoxeqnen AP
otnpasiser 3anpocsl B [[CU
+
* Kiuenrtckuii API
* ITpunoxenuss HACH, kotopsie ucnonn3ytor kiueHTckuiit APl aig nocryna x
3aIuIIeHHBIM cepBrucam, npeaiaaraeMbiM MCU RoT, paboraronum Ha JICH.
Buewnuit nporpammusiil uatepdeiic OO Bkitovaer B ce0st BHyTpeHHU API
beemmeeee panua wsonaLn (ucrionb3yemslii npunokenneM RoTs) u kommyHukanuonsslii aredt JJCH.
[Ipotokon cBsa3u mexay HJACU u JICHU, ucnonb3yemblii HUXKE yPOBHSI

KkireHTckoro AP, 3aBucHT OoT peanuzanumu.

}

)
»

MprknagHoi MprknagHoi
KOpEHE ROPEHE
A OBEPUA A0BEPUA

Cryoxinl
KOPHA
Aosepus

MpunoxeHne

1
1
]
1
[N

R i R

Bubnuoteka /

Anpo OC [lncneTyep aallMLIEHHLIX pasience

Onpenenaemsii
npunokeHnen AP

o
.




[loBepeHHaa nHctannauma B pexkume "TOE. WITH _|IROT"

[MogroToBka NpoayKTa OCyLWEeCTBNSAETCH 3a Tpu Lwara.

[MockonbKy cTaTuyeckas KoHurypauus 6e3onacHOCTU NporpaMMuMpyeTcst TOfNIbKO Ha CaMoM MnocrieHeM atane, 1o

Ans TOro, YToObl BbIMNOMHUTE MOSHYK YCTAHOBKY C NMOSTHOCTbIO akTUBMPOBAHHOM cucTemMon 6e3onacHoCTH,

HeobXoaMMO BbIMOMHUTL TPW LWara:

War 1: KoHdourypuposaHue iRoT n DA. Ha atom ware, ¢ ncnonb3opaHnem TrustedPackageCreator co3gatotcs

dannel kKoHpurypaumm iRoT DA. B 3aBucMmocTn oT BblbpaHHOW KoHGUrypauum iRoT, aBTomaTnyecku

oB6HoBNAKTCA dhannbl NpoekTa (annbl KOMNOHOBLLMKA), @ Takke cTaTUYecKknin cueHapun obecneyeHns

BesonacHoCTMW.

LWar 2: N'eHepauus obpa3oB koga 1 gaHHbIX

« O0pa3s Koga reHepupyeTcss KOMaHOO0M, BbINOMHSAEMOM B KOHLIE NpoLecca KOMNUNSUnm npoekTa
NosSib30BaTESTIbCKOrO NPUINOXEHUS.

» O06pa3 gaHHbIX reHepupyetcs ¢ nomoubto TrustedPackageCreator.

LWar 3: lNocTtaeka. Ha aTtom Lwiare:

* BbINonHsieTca ctatniyeckun cueHapuin obecrneyveHmss 6e3onacHoOCTH.

« OO0pa3sbl Koga 1 gaHHbIX 3arpy»atTcs B nonb3oBatenbckyto flash namaTs.

» CocTtosiHne npoaykTta nameHsietcs Ha “rMOCTABKA” n kOHdUrypaumMoHHble AaHHbIE 3anucbiBaloTCA B 00nacTb
OB «knto4en.

« B 3aBeplueHune yctaHaBnuBaeTcsa okoH4yaTernbHoe coctosHue npoaykTa (‘MOCTABJIEH”, “3BAKPLITAA_TZ”,
“3AKPbITbIN” nnu “3AEJ‘IOKVIPOBAHHbIl7I”). [ns 3awuTel BCero npoaykTa, BKIoYasi Nofnb3oBaTeNibCkoe
NPUNOXEHNE, OKOHYaTEeNbHOE COCTOSIHME NPOAYKTa AOIHKHO BbITh ycTaHoBrneHo B “3AKPbLIThIN” nnu
“3ABJTIOKMPOBAHHbLIN”.




[loBepeHHaa nHctannauma 8 pexkmume "TOE. WITHOUT _IROT"

[TogroToBka NpoAyKTa OCYLLECTBNAETCA 3a Tpu Lwara.

[MockonbKy cTatndeckasa KoHgurypauma 6e3onacHOCTU NporpaMMmUpyeTcst TONbKO Ha caMOM

nocnegHem atane, To A5 Toro, YToobl BbIMOMHUTE MNOSTHYH YCTAHOBKY C MOMHOCTLIO akTUBUPOBAHHOM

cuctemon 6e3onacHOCTM, HeOOXOANMO BbLIMOMHUTL TPU LIara:

LWar 1: l'eHepupytoTca pannbl KoHpurypaumm DA. B 3aBUCMMOCTM OT NOSIb30BaTENbCKOro

npunoxeHusa VMIHTerpatopa, Ha 3TOM Llare 4OMKHbI ObITb CreHepupoBaHbl 4ONOSTHUTENbHbIE ddansbl

KOHQourypaumu.,

LWar 2: NporpammupoBaHmne 6anToB HacTponkn. Ha aTom ware AomkHbl 6bITb CKOHPUIYPUPOBaHHLI:

cTatnyeckas 3awmrta 6e3onacHoCTn, onpeneneHne JoBepeHHoW obnactn n agpec 3arpysku B

nonb3oBaTenbckon flash namsatw.

LWar 3: 3anuck obpasa n noctaBka OB knto4ven. Ha aTom ware:

» CocTtosHue npoaykta namensietcsa Ha “MNOCTABKA” n koHpurypaumoHHble gaHHble 3anncbiBaroTCs
B obnactb OB knto4ven.

« B 3aBepLueHne yctaHaBnnBaeTcs OKOHYaTenbHoe coctosiHue npogykta (“MOCTABJIEH?,
“BAKPbLITAA TZ7, “3AKPbITbINA” unu “3ABJ'IOKI/IPOBAHHI3II7I”). [lna 3awmTbl BCero npoaykra,
BKJTOMAA NOSib30BaTeSIbCKOE MPUIOXKEHNE, OKOHYaTENbHOE COCTOAHNE NPoayKTa OOMKHO ObITb
ycraHoeneHo B “SAKPbITbIN” unn “SABNTOKMPOBAHHbIN.
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Ob6bekT oueHKkM (O0) PSA Certified

KomnoHeHTbI

Mpeametom oueHku PSA Certified, nin o6bektom oueHku (Target of Evaluation, TOE), anaetca KOMBMHaLMA annapaTHbIX U MUKPOMNPOrPamMMHbIX

KOMMOHEHTOB, 0becneynBatoLMx COOTBETCTBME YCTPOMCTBA cneundmkaunm PSA. PaccmaTpuBaemoe annapaTHoe obecnevyeHne MOXKET NpeacTaBAATb

coboii Cuctemy-B-Kopnyce (System-in-Package, SiP), Cuctemy-Ha-Kpuctanne (System-on-Chip, SoC) nHTerpupoBaHHbIe Ha NeYyaTHy naaTy, Uam

aHaNIOTMYHble KOHOUTYpaLUK.

AnnapaTHoe obecneyeHme TaKKe BXOAMUT B chepy oLeHKM 6e30MacHOCTM, MOCKONbKY OHO obecneynBaeT GyHKLMN BE30MaCHOCTU, TaKMeE KaK

HeM3mMeHAeMoe XpPaHUInLLE UAK 3aWwmTa oTaagkm no JTAG, KoTopble Heobxoanmbl aAna obecnevyeHna 6esonacHom peanmsaunmn TpebosaHum PSA. Cnyyai

annapaTHbIX orpaHnYeHunit cuctem Ha 6ase FPGA paccmatpuBaeTtca B TpeboBaHuax ana PSA Certified Level 2 Ready.

KomnoHeHTamu naatdopmbl PSA, KoTopble BXogAT B chepy oLeHKM 6e30nacHOCTH, ABNALOTCA :

* (O6HoBnAembll PSA RoT, cocToAwmMM N3 NogCUCTEMbI MPOrPAaMMHOM n30aaLMK, 3aWwnTbl bonee gosepeHHoro MO oT meHee gosepeHHoro MO, o6wmnx
CNyX0, TaKMX Kak cay»xba npmeaAsKa, ciy»kba HavyanbHOM aTTecTaumm, obwme Kpuntorpadpuyeckme cnyxbol, cny:kba sepndurkaumm obHosneHnin MNO.

* HeobHoBnsemblt PSA RoT, Hanpumep Koz B Boot ROM, KopHeBbie akTuBbI M ID, annapaTHasa n3onauma, ynpasaeHme A0BEPEHHbIM XU3HEHHbIM
LUMKNIOM. Bce 3T KOMNOHEHTbI ABAAKOTCA HEOOHOBAAEMbBIMMU.

* [loBepeHHble noacuctemsbl, ncnonbdyembie PSA RoT, Takme Kak noacnctembl 6€30NacHOCTU, f0BeEPEHHbIe NepudepuitHble mogynu, SIM nam SE, B
COCTaB KOTOPbIX BXOAAT MPOrpamMmMHble M annapaTHble KOMMOHEHTbI.

UHTepdeiicobl

Cnepytowme nHTepdeicobl npeactasnatoT cobom rpaHuLy mexay OO 1 ero oKpy*KeHMem M MOryT UCMONb30BaTbCA A5 B3aumogeictama ¢ OO0 u

npoBeAeHMA aTak:

* APl mexay npuknagHsim RoT n PSA RoT BHyTpu SPE

* APl mexxagy NSPE n SPE

*  WHTepdenc mexay PSA RoT BHELWHMMW YCTPOMCTBAMM



Ceptndunkaums PSA Certified

CeptnuduKkauma 6esonacHoctm PSA Certified komnoHeHTOB ROT no3BonseT npoBecTU N1abopaTOPHYHO OLEHKY
KOMMNOHEHTOB 3alWnTbl IP-agep, TaKMX Kak KPUNTONPOLLECCOPbI U NOACUCTEMbI YNPABAEHUA KAtOYaMK (Hanpmumep, Ha
ocHoBe PUF), KoTopble BCTpoeHbl B KopeHb aosepua UC (RoT).

BonbWKWMHCTBO BeAyLMX MUPOBbLIX MPOU3BOAMUTENEN KPEMHUEBOWN NPOAYKLUMK BHegpuan cuctemy PSA Root of Trust
(PSA-ROT) 1 ncnonb3ytoT cepTudmkat PSA, yTobbl NPOAEMOHCTPUPOBATb HAZEXKHOCTb CBOMX peanmsaLunii GyHKLUMN
6e3onacHocTn 6raroaapa mHoroyposHeBon cxeme PSA Certified.

MocTaBwmkm IP-agep moryT noay4yntb cepTudmkat PSA Ha KOMNOHeHTbl ROT, KOTOpPbIM NOATBEPKAAET BbINOAHEHUE
yactun TpebosaHuit PSA Certified Level 2, Level 3 unu Level 4 iSE/SE. 9710 aaeT noctaswmKkam IP-aaep BO3MOXKHOCTb
NPOAEMOHCTPUPOBATL C NomoLbtio cepTudmkaTta PSA Certified HageKHOCTb 3aLMTbI, @ TaKKe cnocob noaaeprKatb
CBOMX K/IMEHTOB, KOTOPbIE XOTAT NOAYy4YNTb cepTUdmKat PSA Ha cBom CHK, NOCKONbKY OHM CMOTYT MOBTOPHO
MCNONb30BaTb cepTuduKaTol IP-aaep.

MoBTOPHOE MCNONb30BaHNE PE3YNbTAaTOB OLLEHKM KOMMNOHEHTOB ANA nNonHoM ceptudmkaumm NC no TpeboBaHUAM
PSA Certified Level 2 n PSA Certified Level 3 ynpouwaeT npouecc cepTudurKaunm n ycKopsieT BbIBOA NPOAYKLUMN Ha
PbIHOK.



PSA Certified Level 1, 2, 2+SE

PSA Certified Level 1
ona yempoiicme, 110 u npouzeooumeneit HC

JIeMOHCTpUPYET UCMOJIb30BAHUE HAEKHBIX NIPUHIIMIIOB
o0ecrieyeHHs1 0€30MACHOCTH.

OcHoBaHa Ha He3aBHCHMOM OlleHKe 0€30MaCHOCTH, B XO/¢
KOTOPOUW aHAM3HUPYETCs peanu3anus GyHKIH 6€301acHOCTH.
Ilomoraer yMeHbIIMTH (PPArMeHTALMIO, IIPUBOJS B
COOTBETCTBHE C OCHOBHBIMH INIOOAIIBHBIMUA PYKOBOSIIIIUMHU
NPUHIUIIAMA U HOPMAaTUBHBIMH TOKyMeHTaMu. PSA
o0ecreurnBaeT COOTBETCTBUE MEXAY CBOMM cepTudukarom L1 u
TpeOOBaHMUSIMU JPYrux cTaHaapToB, Takux kak ETSI EN 303
645, NIST 8259A.

IHoBTOpHOE McMoIb30BaHMe cepTUukannu PSA 11 oneHku
COOTBETCTBUA PHIHOYHBIM cTaHaapTam: ceptudurar PSA
Certified Level 1 , MoxxeT ObITH MOBTOPHO HUCIIOIB30BaH B APYTUX
OTpacyeBbIX cxemax cepTuduUKaIu, o0ecrneynBas COOTBETCTBUE
TpeOOBAHUSAM KOHEYHOTO PhIHKA U BEPTUKAJIbHBIX MPUIOKEHUH.
Anbsac [oXt u UL npusnatot ceptudukar PSA Root of Trust kak
Croco0 YCKOPEHHOTO TOJTy4YeHHsI COOCTBEHHOTO cepThdHUKaTa

PSA Certified Level 2
ona npouseooumeneii HC

Hcnonb3yercs He3aBUCUMOE TECTUPOBAHME, YTOOBI
IIOKa3arh, YTO KOMIIOHEHT Oe3omacHocTtH PSA Root of Trust
(PSA-ROT) MoXeT 3alIUTUTH OT MaCIITAOUPYEMBIX
yIAJICHHBIX TPOTPAMMHBIX aTaK

ObecneunBaeTcsi ypOBEHb 0€301MAaCHOCTH, MOAXOASAIIUH 1J151
MHorux pemenui loT nja MaccoBoro pbiHKa,
MOATBEPKACHHYIO HE3aBUCUMOM J1Ta00paTOPHOM OLICHKOM.
Ouenka 3aHMMaeT MeHbIlle BpeMeHHU (1 00XOIUTCS
nemesne), yem ceptudukanus PSA Level 3, uro MmoxxeT ObITh
KITFOYEBBIM (DaKTOPOM B rpaduke pa3padOTKH MPOIAYKTA.

PSA Certified Level 2+ SE
ona npouszeooumenen UC

Pacmmpennas Bepcust Level 2 ¢ 1onoaHUTENbHBIM
MOATBEPKACHUEM HAJIMUWS YCUIICHHOW (PHU3UYECKON 3aIUThI
KpunTorpadguuecKux KIrode u Kpunrorpahuieckux
OIepanui.




PSA Certified Level 3, 4

PSA Certified Level 3
ona npouszeooumeneit HC

=  SBugercs goxa3zarenbcTBOM TOro, uTo PSA-RoT 3amumiaer ot
CEPhE3HBIX aNmnapaTHBIX U MPOTPAMMHBIX aTak.

*  Jr0T O0JIee BHICOKHUM YPOBEHb MIPEIHA3ZHAUCH JIJIS:

o loT-pemennii, KOTOpbIe JO/KHbI 3AIIMIIATH IIEHHbIE
AKTHBBI,

o Pemenuii, 0coOEHHO MOBEPKEHHBIX aTaKaM H3-3a
MOTEHI[MATLHON YKOHOMUYECKOH BBITOJIbI HIIH yIepOa OpeHmay;

o Pemenuii, koTopbie GU3MUECKH TOCTYITHBI U, CIEIOBATEIBHO,
TpeOyIOT 3aIUThI OT almapaTHbIX aTak.

* HcnpiTarenpHas 1a00paTopus IPOBOIUT OLIEHKY IO MPUHITUITY
"Oenoro simuKa", KOTopasi BKIIOYaeT B ce0s aHANU3 YSI3BUMOCTEH U
TECTHUPOBAHUE HA MPOHUKHOBEHUE.

» [lonnepxuBaeMbie MPOQPUIH 3AIIUTHI:

o IIpoduns PSA-RoT Level 3 Protection Profile

o IIpoduns 3amutel SESIP PSA-RoT Level 3 Protection Profile.
PSA Certified Level 3 + SE
ons npouseooumeneit UC

Pacuminpennas Bepcusi PSA Certified Level 3 ¢ nononautensHbIM
MOATBEPKIACHUEM HAJIWYHUS YCUIICHHON (PHU3UYECKOM 3alUThI
KpUNTOrpaUUeCcKUX KIOYEH U KpUNTorpadhuuecKux omneparui.

PSA Certified Level 3
ona npouszeooumeneit UC ISE/ES

MoBbiWweHHaA yCTOMYUBOCTb K aTakam: MpoayKThl,
cepTudunLmMpoBaHHble Ha Level 4, npeaHa3HayvyeHbl AR 3aWMTbl OT eLle
6onee cepbe3HbIX MOTEHLMANbHbIX 3/10YMbILLIIEHHUKOB W1 YrpPo3 Mo
cpaBHeHuto ¢ Level 3, yTo genaert ux NPUrogHbIMM ANA 3aLWNUTbI 0C060
BaXKHbIX aKTUBOB MU 6OPbLOLI C U30WPEHHBIMU NPOTUBHUKAMM.
MUcnbiTaHMA ¢ BbICOKUM ypOBHEM goBepua: McnbiTaHus ana
nosyyeHua ceptuoumkaTtos Level 4 npoBogATCS UCMbITaTe/IbHbIMU
nabopatopmaAMM C BbICOKMM ypOBHEM AoBepusA. Mpn ouegHKe
COOTBETCTBMA UCMOJIb3YHOTCA CTPOrME METOAUKN TECTUPOBAHUA U
MCNbITAaTENIbHbIE CTEHADbI C CAMbIM COBPEMEHHbBIM 060pYyA0BaHNEM ANA
OLLEHKM HaAEeKHOCTU NPOAYKTOB.

KomnnekcHoe TecTupoBaHue: MpoLecc OUEHKM BKAOYAET B cebs
KOMM/IEKCHbIE CLEHAPUN TECTUPOBAHMUA A5 A0KA3aTeNbCTBA
YCTOMYMBOCTU NPOAYKTOB K annapaTHbIM WU NPOrpammHbIM aTakam. OH
MOXET BKOYaTb B cebA oueHKy meTogom "6enoro AwmKka", aHanms
YA3BMMOCTEN, TECTUPOBAHUE HAa NPOHUKHOBEHWE N ApYyrMe Nnepesosble
METOAbl UccaenoBaHWUN.

MpusHaHue B oTpacau: CeptuduKat Level 4 03HauYaeT BbICOYANLLNIA
ypoBeHb obecneyeHns 6€30NacHOCTM B paMKax CUCTEMbI
ceptudmkaumm PSA. OH goKasbiBaeT CNOCOBHOCTb NPOAYKTa
obecneynBaTb BbICOKMI YpoBEHb 6€30NaCHOCTM ANA KPUTUYECKM
BaXKHbIX NPUNOXKEHUN U cpen.
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‘ Mpuemka
il b,
MpoekTnpoBaHne 1
W3roTOBNEHME
JaBoACKNE NOCTABKK
% I,
r Ty
PazeeprteigaHne
MpoTokon :
MocTaswmkn yenyr arrecrauuu
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Boot ROM B £ Main Boot ) / ChyxEid ‘
GesonacHocTh
Knrau ID peanuaaumn KOPHA A0BEPUA
paciunppoBaHIA PSA
3arpyadnka
L ID zkzemnnApa
ofibekTa
Knrou
BepudnKaLMn
. o ﬂII| BRK (Binding Root Key) — npuBa3ka
KOPHEBOIO KJ/1ko4a
MacTep-knroy
U .
b Hauanehoe 13nevenue " Secured BRK HauansHoe HUK (Hardwa re Unlq ue Key) -
. it T | ey YHUKa/IbHbIN ANA YCTPOMCTBA KoY,
peannaauuu MacTep-Kakou
p N ) t IAK (Initial Attestation Key) - kntou gna
nepBoHa4an bHOW aTTeCTa LU
BpemeHHanA BpemeHHar
rpaHnLa rpaHuLa
3al ML EHHEIE 3alw M eHHO R 3alWneHHo e
obnacTi 03¥ 03y
MaonupoeaHele
obnacTi
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[TpocTenumnm yeTblpexaTtanHbin npouecc PSA Certified

Mnatdopma PSA Certified cBoauT pa3paboTKy 1 BHeApPEHWE CUCTEMbI 6€30MacHOCTU K MPOCTOMY YeTbIpPeX3TanHoMy
NPOLLECCY, CHUMKaA CNOMKHOCTM U 0becneuynBas co3gaHne cMcTeMbl 6€30NacHOCTU HYXHOIO YPOBHSA 6e3 Ype3mepHbIX 3aTpaT U
yBEe/INYEHUA CPOKOB BbIBOAA Ha PbIHOK.

AHanus: BbiaBneHue yrpos, KoTopble NOTEHLMANbHO MOTYT CKOMNPOMETUPOBATL YCTPOMUCTBO, M dopMUpOBaHME Habopa
TpeboBaHUI K 6€30MacHOCTM Ha OCHOBE BbIABAEHHbIX puckoB. PSA Certified npegoctaBnser 6ecnnaTtHble peaakTMpyemble
NPUMepbI, KOTOpble NOMOTYT pa3paboTaTb YHMKANbHYIO MOAE/Nb YrPO3 A1 KOHKPETHOMO NPOAYKTa..

ApxuteKkTypa: Mcnonb3oBaHMe YHMKaAbHbIX TPeOOBaHMIM K 6e30nacHOCTU ANA onpeaeneHna 1 BblIbopa KOMNOHEHTOB U
cneundurKaumin, KoTopble NO3BOAAT CO34aTb HEOBXOAMMbIN YPOBEHb 6e30NacHOCTU ANA pa3pabaTbiBaEMOro NpoayKTa.

Peannsaumsa: Peanmsaumna goBepeHHbIX KOMNOHEHT 1 BCTpoeHHoe MO, ncnonb3ya BbiICOKOYpoBHEBble APl-uHTepdencol gna
obecneyeHuns HeobxoanMmoro ypoBHA 6e30MacHOCTM M co34aHMa HTepdelica K annapaTHOMY KopHto gosepua (RoT)..

CepTtudukauumsa: Nocne He3aBUCUMOM OLIEHKM 6e30NacHOCTU NpoBeaeHne cepTUdUKaLUIO YCTPOMCTBA, NNaTGOPMbI
CUCTEMHOrO NporpammHoro obecneyeHma unm UC n aemoHcTpauma NPUBEPIKEHHOCTU NepeaoBbiM MeTogam obecrneyeHumn
6e3onacHocTw.



KopHu 0osepus TF-A u TF-M

RusCrypto 2026




OaHoBpeMEHHOE BbINONHEHWE 3aLUULLEHHOTO N HE3aLWMLLEHHOIO KOAa B OA4HOM M TOM-Ke ¢pu3nyeckom bioke
NaMATU, KaK 3TO peasin3oBaHo B paclimnpeHnax ARM TrustZone-A, K 6€30MaCHOCTM HUKAKOro OTHOLLEHUA HE MMEET,
NO3TOMY B @HHOM MUCCNe[0BaHMM HEe PAaCcCCMaTPUBAOCh.
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Non-secure Processing Environment (NSPE)
|

PSA Functional APIs

Secure Processing Environment (SPE)

TF-M Trusted FirmWare for Arm
Cortex-M

TBSA-M Trusted Base System
Architecture for Arm Cortex-M
PSA ARM Platform Security
Architecture

PSA FWU PSA Firmware Update
— g, ITS Internal Trusted Storage
TBSA-M HAL IPC Inter Processors

' Communication

SPM Secure Partitions Manager

Isolation Boundary

Application Root of Trust
(ARoT)

Trusted Firmware-M - PSA Developer APIs

PSA Root of Trust (PSA-RoT)
(Secure Privileged
Domain)

- Hardware Abstraction Layer

RusCrypto 2026
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RopeHb aosepua TF-M

Trusted Firmware-M (TF-M) peannsyeTt 6e3onacHyto cpeny ucrnosHenms (Secure Processing Environment, SPE)
Ana apxutekTyp Armv8-M u Armv8.1-M (Hanpumep B npoueccopax Cortex-M33, Cortex-M23, Cortex-

M55, Cortex-M85) 1 aByxbsaepHbIx naatdopMax. ITo sTasoHHaA peannsauma apxuTeKkTypbl 6€30nacHoCTM
nnatdopmbl, cooTseTcTytowaa pekomeHgaumam PSA Certified, nossonstowmm ceptnudurumpoBaTh B paMKax PSA
Certified NC, OCPB u ycTpoicTBa LLe/IMKOM.

TF-M ocHoOBbIBaeTCs Ha M30/IMPYIOLLLEN TpaHUuLLEe Mexkay Hebe3onacHom (Non-secure Processing Environment,
NSPE) n 6esonacHoli (Secure Processing Environment, SPE) cpegon ncrnonHenus. OHa MOXKeT He
OrpaHMYNBaTBLCS UCNOIb30BaHMEM TexHonorum Arm TrustZone ang apxmutektyp Armv8-M n Armv8.1-M. [1ns
npeawectBoBaBNX Armv8-M apxuTekTypax TpeboBanacb GusnyecKas n3onaumsa aaep.

TF-M copepxut:

¢ MexaHu3M agoBepeHHom 3arpy3ku (Secure Boot) ons ayteHTudukaumm obpasos HebesonacHom (NSPE) n
6e3onacHom (SPE) cpeapbl UCnonHeHus

 Appo TF-M Core pnsa ynpaBneHus nsonsaymeimn, ooMeHoM AaHHbIMU U BbINOJIHEHMEM Koaa BHYTpu SPE un
NSPE

* KpunTtorpadpuyeckmne cny>xkbbl 6€30nacHOCTH, Cy>XK6bl 6€30MacHOCTM BHYTPEHHENO A40BEPEHHOIO
xpaHunuwia (Internal Trusted Storage, ITS), 3awmeHHoro xpaHmauwia (Protected Storage, PS), o6HOBAEHUI
(Firmware Update) un atTecTtaumm (Attestation)
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RopeHb gosepua TF-M

TF-M peanusyet cneundukaumsa PSA-FF-M, onpeaensaoLLyo MexaHn3Mbl MexkrnpoL.eccopHoro obmena (IPC) n
dyHKUMKM 6e3onacHocTm (SFN), obecneunsatoLime o6MeH JaHHBIMU MEXKAY U30IMPOBAHHbLIMU pa3aesiamMum
npowmnBkKU. TF-M nerko HacTpamBaeTCs, NO3BOJISS MNOJ/Ib30BATE/ISIM BK/IKOYATh B KOHEYHbIV NPOAYKT TOJIbKO
HeobxoanMble CNy>KObl U GYHKLMKM 6€30NacHOCTU. DTa/IOHHbIM NPOEKT npeaocTasBaseT npumep 6asosom
KoHpurypaumm Base Configuration, coctosaluei TonbKo us aparisepos aapa | F-M un apaiisepos nnatpopmbl M HYETbIpE
npeaonpeaeneHHbIX KOHPUrypaumm, n3secTHbix Kak npodunmn TF-M Profiles. NMpodunnan TF-M Profiles u 6a3oBas
KoHourypauus TF-M MoryT 6bITb HaCTPOEHbI A1 BKJOYEHUS TOJIbKO HEOOXOAUMBIX CNY>KO U QYHKLUIN
6e3onacHoCTw.

MpunoxeHnsa n bubnnotekn B HebesonacHol cpeae ncnonHeHms (Non-secure Processing Environment)
MOTYT MCMO/Ib30BaTb 3TU CAYXK6Obl be3onacHOCTM Yepes CTaHAapTHbIN Habop dyHKUM n3 PSA Functional API.
MpunoxkeHus, paboTarolime Ha ycTtponcTeax ¢ agpamm Cortex-M moryT ncnonb3oBatb cnyx6bl TF-M ans
obecneyeHuna 6e30nacHOro coeANHEHMA C rPaHUYHbIMM LWA03aMKn U 061a4HbIMK cepBucamu loT. CayKbbl TF-
M TaK»Ke 3aLMLLAIT KPUTUYECKN BaXKHbIe ANA N1IaTPOPMbl aKTUBbLI, TAKME KaK KOHPUAEHLUMAbHbIE dHHbIE,
KNtouun 1 ceptudukatbl. TF-M nogaeprkmBaeTca 60NbLLNHCTBOM MUKPOKOHTPONNEPOB Ha 6a3e Cortex-M v.8 u

onepaunoHHbIMM cMCTEMAaMK peasibHoro Bpemenun (RTOS).

TepmuHbl TFM 1 TF-M pasHonpaBHbl U MOTYyT COBMECTHO MUCMO/1Ib30BaTbCA B AOKYMEHTaLUMU N Koae,
oTHocsawwmxca K Trusted Firmware M.




ApxumeKkmypa KOpHA 008epUS
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KopeHb goBepua Bce Aanblue
BuyTpu aneventa BHyTon wHrerpuposatoro
Tonsko BryTpr (10 Bi cH Brytpu eUICC (SIM} beaonachoctu (SE) anemenTa GeaonacHocTi (SE} OTOABUraeTCcA OT NPUKNAZAHOIO

UIcC
- npoLeccopa K 3aLiuaeMomy 06beKTy

SiM S etic) (KOMMYHMKaLMOHHbIN MHTEPdENC).
 Mposccap JTO NO3BONAET:
I Bnement I "yBE/IMYUTb HAAEKHOCTb U
BeaonacHocTu
T 3aLLUNLLEHHOCTb PeLLeHUs,
Ynpasneune T H ¥npaenexne YnpaeneHy ‘YnpaBnenne
st oo e i s "yMeHbLUUTb MOBEPXHOCTb aTaKMy,
"136aBMTbCA OT Npobiem
YpoBent KanexHOCTH U GesonacHocTH COBMECTUMOCTU C NPUKAAAHBIM KOAOM,
HenocTatounsli KXopowmwit TNyswmin Hannmyuwmia MpesocxogHsI
"VMPOCTUTb CepTUdUKaLMIO,
i ok e orpaHMumMBanch cepTuduKaumen
annapaTHoM NaaTopmbl.
- 0000000000
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BHeLLHMN KopeHb 0Bepus

BNOK-CXema BHeLLHero KopHa aosepusn

Omagounsii KopeHb goeepus
HMHTE,

Cucrema piheiic
(JTAG/SWD)

TaKTUpoBaHUA

Koxtponnep
nan

BootROM

i

Flash

1

@
x
2k =
Wb 3
“KOMMyTaTOp E
=
= K uenesoii
YCKOPUTENN S Mepute- nnatpopme
pHiiHEIE s
Mgy
Brok gueepci-
= : tukadun knoveri
t ¥npaenenue
uHHENT apbuTp
{kouTpOnnep ———YnpaeneHne——»
Ha3HaYeHWA KNoYei)
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BesonacHocTb pelweHna obecneynBaeTca TeM, YTO TPAKTLI
NPOXOXKAEHUSA KNOYEN U SAHHbIX pa3aeneHbl PU3MYeckn, a
NPOLLECCOPHbIN 31eMEHT TONbKO KOHOUTYpUpyeT
KOMMYTaTOpP UCTOYHUKOB M NPUEMHUKOB K/HOYEBOW
nHdopmaunmn n koHtponnep NAM, obecneunsatowmn ee
nepeaauy.

Tpe6oBaHua:

XpaHunumuLe mactep-Kato4a U KOpHEBOro cepTuduKaTta
DONXKHO 6biTb 3awmuweHo ot HCA, Kak ¢punsmnyeckoro, Tak
n ot TYU no kKaHanam NMNIMUH;

Cuctema gmsepcudukaumm kntoueit AONKHA 6bITb
3alWMLLEHA OT IMHENHOTO U AndpdepeHUManbHOro
KpuntoaHanusa.




KopeHb JoBepusi B MMKPOKOHTPOA/1EPE

bnok-cxema KOpHA AoBepua B MUKPOKOHTpoAepe CHK MUKPOKOHTpONIEPA COCTOUT U3 ABYX NMOACUCTEM:
1. KOMMYHMKAUMOHHbIM NpoLeccop;
; S TR Cuk 2. KopeHb gosepus.
Wete uHTEpGEAC Mcu McU
TaKTupoEaHHA (JTAGISWD) Kaxkzaan 13 noacmctem ynpasnseTcs cCobCTBEHHbIM
' 1 1 BbIYUC/IUTE/IbHBIM AAPOM.

BesonacHoCTb pelweHnsa obecneymnBaeTca Tem, YTo:

*  TPaKTbl NPOXOXKAEHUA KNOYEN M AaHHbIX Pa3aeneHbl
d13MYeCKM M yNpaBAAIOTCA PA3IMYHBIMKU ASPAMM,

*  MNPOLECCOPHbIN 3NEMEHT KOPHA A0BEPUA TONIbKO

KonTponnep
nan

1

KpaHunuie Flash e Flash
=P wacrep-oua (HUK) n
= sy KOPHEBOMD CEpTHHINKATS

BootROM BootROM

i

T Srpaaneme KOHPUIYPUPYET KOMMYTAaTOP UCTOYHUKOB U NPUEMHUKOB
e o . R K/HOYEBbIX JOKYMEHTOB M KoOHTponnep NAM, obecneumsatomii
i ee nepepauy,
Hopenee 2 | bk g v * 06MmMeH KoOMaHZaMKn MeXxay KOpHeM A0BepPUsa N NPUKAALHOIO
= MeXnpoLeccopHoro K uenesoi
3% > —p -
sl smsarou : o et it npoueccopa ocyLecTaseTca yepes 610K MeXNPOLECCOPHOTO

o 5 il obmeHa,

(5} S

¥npaeneHue

Kpunto-
rpaudeckie
YCKOpUTEny

*  CUCTEeMHbIe LWNHbI KOPHA AOBEPUA N NPUKAAAHOro npoLeccopa
pa3aeneHbl PU3MYECKN.

Tpe6oBaHusa:

1. XpaHunuuwe mactep-Katoya n KopHeBoro ceptuduKaTta

Flash-namarte
J0BEDEHHOM
XpaHNUnULE

YnpaBnenue

Ynpaenexue Bnok

- Ausepcn-
thukaLun
reecscececeeedeheeenen i
y i OOMNKHO ObITb 3awmuieHo ot ¢usnyeckoro HCA, Tak n ot TYU
npaeneHue
Ly no KaHanam MN3IMUH;
WHHEIA apbuTp o
(koKToOMMED e ynpamnerme > 2. Cucrtema gmsepcudumKaumm Kaoven gonkHa bbiTb 3awmeHa
iR L ] OT IMHEeNHOoro n andpdepeHLManbHOro KPUNToaHaAn3a.




MnKponpoueccopbl CO BCTPOEHHbIMM CyXbammn 6e3zonacHOCTH

KOpHA J0BepUS

bnokK-cxema muKponpoueccopa € BCTPOEHHbIM KOpHeMm AoBepua

BrewHui
KDPEHb:
A0BEPUA

Cuctema
TaKTMPOBAHUA

[loseperHan namaTs
(flash, ICAN3Y, O3Y)

3arpyxaemelil
KOpeHb A0BepunR

© Cnyxbel GesonacHocTn
KOPHA J,0BEpHA

Cuctema ynpasnequs

L,0BEPEHHEIM
XpaHUMULLEM

[oBepeHHEIE
nepidepuitHee Mogyni

Hppo 0

‘IT

—r

CHecTenHas LMHa

-—

L |

{

—

Mukponpoyeccop

[oseperHan
CpeAa UCNONHEHNA

HenosepeHHan
Cpefa ucnonHedus

WHTepderic

BaauMogeicTana

1
1 JoBepeHHan namaTe
1 {flash, O3Y)
1

[oseperHar OC

[ paiieepsl
A OBEPEHHOI Nepudepui

ﬂOEIEpEHHPM

KI;HTpDJ'IFIEp
#» aapecHoro npoorpaHcTaa c
MMU + MPU / SAU + IDAU

1
1| HenoBeperHan namars

i {flash, O3Y)

1

1 | Mpuknagnan OC |
1
1
1

[paitsepel
Hej08epeHHON nepudepun

: | Mpuknagroe MO |

e e MEHNPOUECCOPHOTD e

CHETEMHES LMK

3arpysouHoe
m13Y (BOOTROM)

HauaneHsii
3arpyaunk

Heposepehbie
q—p nepufepHiHLe
MOy

|

[oseperHar OC

DNpaiteeps

I} | MpuknagHaa OC
1

: | Mpuknaghoe MO

A OBEPEHHOI Nep!

BrewHsan naMaTh

1 Opaiigepkl
I | | HeJOBEPEHHON Nepudiepui

- 1
e
¥ ; :
JoBEpEHHaA NamATe - Hepoeepennan namats £
{flash, O3Y) L {Rash, D3Y) 1

Bo3morkHa peanusauymsa 3arpyrkaembix cayKb
6e30nacHOCTM KOPHA A0BEpPUS Ha eAUMHOM
MoAyne NamaTu, ynpaBaaeMom CUCTEMOM
pasgeneHuna goctyna, Hanpumep, ARM
TrustZone.

Ona MUKPOKOHTPOANEPOB Hanbonee
HaZeXKHOWM U 3aWnLleHHON byaeT
apXUTEKTYpa C PMU3MYECKU pa3aeneHHbIMU
6nokamu namaTtun. Mpn 3TOM HEHYKHbIMU
CTaHOBATCA: AOBEPEHHbIN N HEA0BEPEHHbDIN
KOHTPO/11eP BHELWWHEN NAaMATU U AOBEPEHHbIN
KOHTpOANEp aApecHOro NpPoCTPaHCTBa.

Ana Takmx agep, Kak RISC-V, BO3MOXKHO
KOMBMHMPOBAHHOE PeLLUeHNE C BHYTPEHHEM
NamATbIO A1 AOBEPEHHOM cpeapbl
MCNOJIHEHUA U BHELLIHEN ANA He0BEPEHHOM
cpeapbl UCMONTHEHMA.




[lpumepsi peanuszayul
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TCK, TMs, TDO, TDL,

L]

flapo 0

o K=>
CloudBEAR BR-350
200 MMy (Make) | P K=

TCM
arbiter

ROMO | ROM1L
64KE | 32KB

TCM
(SRAM)
160 KB

\_{

Debug

CloudBEAR BR-350
200 MI'u (Makc.)
Appo 1

TCM
arbiter

MP =

ROM MicroPython

256 KB eFLASH

32 KB SRAM

ROM
16 Kb

TCMA TCMB
™ (SRAM)
2KB 8KB

(SRAM)

| Tem
arbiter

CloudBEAR BM-310
100 MTIu (makc.)

Debug

Anpo 2
PP |@

Mailbox }@:‘3 )

@:% DMAD K=

DMA1

© AHAPEN CAMOAE/IOB 2026

Tracer

NTRST kak AQ

> PIO[15:0] kak AD

: PIB_D[3:0], PIB_CLK
kak AD
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I

Debug subsystem:

640 KB +
32 KB
FLASH

I

JTAG / Serial Wire, Trace, CTI, GPR 320KB
@ jt SRAM
: (4 banks)
CPUO CPU1
Cortex-M33 Cortex-M33
MPU | NVIC @

ICACHE ICACHE | WIC
DSP FPU

TrustZone filters

s

i

:

Main bus matrix =
Battery backup TrustZone filters TrustZone filters
\ DC-DC \ l PLL ] domain
37kHz CryptoCell DMA
’ Clock, reset & power l oscillators GMS Crypto x2
control
RTC
Integrated 16 MHz
I oscillator ] @ MHU x2
1KB
[ Temperature & voltage ‘ Backup 1KB Watchdog x3
SEnsors SRAM ore Timer x4 <]:>

TrustZone filters

UART x4

Q

SPIx3

'
]

12C x2

!
I

125

1L

L

1 GPIO x64

PWM

SD/SDIO/MMC

|

1L

i

GPS/GLONASS
Receiver

T &

USB 2.0 OTG

TT U3
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[TpOMbILLNEHHbIN 6ECNPOBOAHOM MUKPOKOHTPOANEP

BnoK-cxema npombliluaeHHOro 6ecnpoBoAHOro MMKPOKOHTpONEpa

l______________________________________________I
|
oo MIPEG |
| NPU
i (RISC-V) C5l owvP Codec osD Scaler (EnceDec) :
|
| Multi-Media :
| : )
| 4 b :
|
| J 4l J :
: L25RAM | | vRAM || uaRT 5P| Timer i Pc || psram Display |
(2) (DSI+DPI+DBI) I
A p———" e —— L —— e — o T e ————————— ] I
T S S R R P T T R R R R T
: i emac || son || use || 25 | | omac || oma1 || cLB :
| (RISC-¥) Eng
3 e |
| |
I i k I
[IR" 7 Y |
| |
i ] I
| - |
DCRAM WRAM Wi-Fi+BLE+
| ROM SF_Ctrl
| - [B4K) (1B0K) ET+Zigbee :
| |
| PMU |
| POR/BOR... |
I UART 5Pl i2C 125 IR Timer Audio : W ] |
| (3) (2) |
| LT 1T 0 0 T o '
| 320M/400M... |
| (:: s o e 0 ( / ) |
]
, 0sC :
' | pwm | | PC | | TZc || Efuse || PDS || HBN Wireless (32K/32M) |
| |




Jlornyeckana cxema coeguHeHUA Aaep NPOMbILLZIEHHOTO 5ECI'IpOBOAHOI'O MUKPOKOHTpPOANEPAa

CaERIE Cwn | memen

=1 P

. Do Forward Peripheral -
, | IPC/Mailbox

Coweu el

-

= C— Rt

{ o s Core ]7\ 5 / of
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[TpoMbILLNEHHbIN 6EeCNPOBOAHOM MUKPOKOHTPOANEP

Cneundukauma 6ecnpoBogHOro MUKPOKOHTPONNEPA

* becnpoBoaHble npoToKonbl (Tier-1) * AnnapatHbiin yckoputenb Al NN
o Mpuemonepepatumk 2.4 My o NPU BLAI-100 ana obHapy»eHusa/pacno3HaBaHUSA
** Wi-Fi 802.11 b/g/n Video/Audio
% Bluetooth 5.x Dual-mode (BT+BLE) * [lamatb
% Zigbee / IEEE 802.15.4 o — BctpoeHHan 32/64 Mb6ainT DRAM
o CosmecTHble Wi-Fi/Bluetooth/Zigbee o —Moppnepxka go 128 Mbaunt SPI-Nor Flash
o WHTerpupoBsaHHbIi 6anyH, YM/MLLY o —Tloapepskka go 256 M6ait SPI-NAND Flash
o MoppepkKa BHewHUx YM/MLLY * besonacHocTb
*  MuKpoKoHTpoAanep o [osepeHHan 3arpy3ka; [JjosepeHHasa oTnaaka

o MHorosgepHbin RISC-V CPU:

*** 64-6uTHOE Aap0 C906 (DO) 480 MHz.
% 32-6utHoe aapo E907 (MO0) 320 MHz;
%* 32-6utHoe aapo E902 (LP) 160 MHz;

o Noppeprxka XIP QSPI flash

XIP QSPI On-The-Fly AES pacwundposaHue (OTFAD)
N3onauma Kputnyeckoro MO (TrustZone)

AES B pexnmax CBC/CCM/GCM/XTS

MD5, SHA-1/224/256/384/512

TRNG (du3nyecknit 4aT4NK CayYamHbIX YUcen)

PKA (yckoputenb nybamyHoro kntoya) ana RSA/ECC

L)

.0

&

0O O O O O O




becnposoOHOU MUKPOKOHMpPOsep
C KOpHEM 008epUs
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Obuee onucaHme 6ecnpoBOAHOIO MUKPOKOHTPONNEPA C
KOpPHEM J0BEpUS

F-

CuK

8

o

HSYfHESh—I'IEMHT;
C npoLumekoil 0
A J
o3Y 0 ’d—.

KopeHb goeepus

R ———

Hapo 0

3arpyaodHoe
N3y o

Flash-amars
paboux kiueit

MacTep-knioy

L

MpuknagHoW npoueccop

—_—

Appo1

BecnpoeogHoi npoueccop

_

Hapo 2

f 3arpyaouHoe

= N3y 1

™y
3arpyaouHoe "
n3y 2

f Flash-namars
| € npowwmexoi 1

|

HS)"}’HESH-HEMHTI:\

C NpOLKNBKOA

i 1 03¥ 1

CUCTEMHAS LUAHA 1

03y 2 ‘P

Hopresoil
Cepruukar

e

I

Kknrouann
(DPA res)

[uHHE

KOMMYTaTOp L1 . I

CMCTEMHAA WWHA O
A
Jj
3
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MWKPOKOHTPOANEP COCTOUT U3 TPEX NOACUCTEM:

1. KopHsa gosepus, oTBevaroLero 3a sepuduKaumio
NPOrPaMMHbIX MOAYNEN, XPAaHEHME aKTUBOB U BbINOJIHEHWNE
Kpuntorpadpuyeckmx onepauum;

2. MpuKnagHoOro npoueccopa, 3a BbINOJHEHWE
NM0/Ib30BaTE/IbCKUX MPUNONKEHWUI, 33434 YNPaBAEHNA U
peanunsauunm nonb3osaTenbckoro HMI;

3. KommyHMKaLMOHHOro npoueccopa, OTBeYatoLero 3a
B3aMMOZAENCTBME C BHELIHUMM YCTPONCTBAMM NO
npoBoaHbIM 1 6ecnpoBogHbIM MHTepdencam, pasbopy u
cbopKe NakeToB 06MeHA AaHHbIMMU.

Mexay Bcemu Tpema NnoACUCTEMaMM OPraHM30BaH NOMAPHbIN

06MeH JaHHBIMM U KOMaHAAMM C MOMOLLbHO NOYTOBbIX ALLMKOB,

KayecTBe KOTOPbIX MOTYT MCMO/Ib30BATbLCA NOYTOBbIE ALUMKM UAN

marasuHbl pernctpos (FIFO).

be30nacHOCTb BbINOIHEHUA KpUNTOrpadpuUecKMx onepauumn

rapaHTUPYeTCA TEM, YTO UHTepdencbl 0bMeHa AaHHbIMU U

nepegayn Kntoyen Kpuntorpadumyeckoro 610Ka pusnyeckn

pasgeneHbl U BbIHECEHBI B Pa3Hble NOACUCTEMBI.
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Anpo 0

CMCTEMHAS WUHA 0

MpeacraBneHHan Ha 6NOK-cxeme cucTema
ynpaBaeHUA KNKYamMm He UMeeT Kakux ambo
ocobeHHoOCTeN N obecneynBaeT NoaaeprKaHue
NMONIHOTO ¥M3HEHHOTO LMKNA K/NOYEBbIX OKYMEHTOB,
MaCOK, BEKTOPOB MHMLMANAN3ALMUM U T.N.
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Pa3BepTbiBaHWE KOPHS 4OBEPUS HA MUKPOKOHTPOANEpe

Ha npuBeaeHHoM 610K-cxeme

1 npeacTaBNeH MEXaHMU3M
HesawnwenHan
| obnacts pa3BepTbiBaHMA KOpHA aosepus (KA4),
= ! HauyMHaA oT annapaTHoro K/,
rpy#aemele
A T cykBe 3auyuuennan (Immutable RoT) u 3akaHumnBasn
KopHesoro cnyxba fe30nacHocTH obnacts
ceprudmkara BepUdMKaLiN KOPHA J0BEPUA Cfly)'K6aM|/1 6e3onacHocTH
3
b s 1 PaCLMPEHHOrO KOPHA A0BEPUS
nuzaLn CHK Heaa{:mewaﬂ (Updatable RoT), 3anyckaembimu nog,
oonacTe
- ] ynpasneHnem OC/OCPB.
HIM K 0
BepUpIKaLIN Cny»x6a BepuduKkaumnm iRoT BbinoNHAET
BEPUDUKALMIO NOATPYHKAEMbIX
CUCTEMHBIE KOMMNOHeHT eRoT, rapaHTUpya nx
ST ayTeHTMYHOCTb
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3alUnLLEHHbIM MUKPOKOHTPOoANeP Ana BIJIA

YnpolieHHasa 6510k cxema JoBepeHHOro MMKpoKoHTposnnepa (CHK) ana BIJ1A

c oyHKUMen "cBOM-4yXon" 1 3aliuLeHHbIM 6eCnpoBOAHbIM KaHanom obmMeHa gaHHbIMU

BLDC
Mator

BLDC
Motor

BLDC
Motor

BLDC
Motor

CPU1

CHETEMHARA WWHa

BLDC
Driver L MoneTHbin
(MCU) KOHTponnep
BLDC
Driver PYWIND
(MCU) ‘—|:’_ZZ P
—— PWM2  PWM
T F- PVM3
Driver
(MCU)
BLDC
Drriver
(MCU)
Mupocron A
ITG3200 le—SCL—

MarnutomeTp =L - Fc
HMC6352 | oy s—- SCL
Bapometp A
BMP0385 le—scL—

X—— e — - ADCO
AKcenepomeTp Y— m—|ADC1 ADC
ADXL335 7w ADC2
HaguraumorHsii T ™ U[S)ART
MOAY b —Rx———— - Rx

1

CHK
KopeHb
CPUD noBepus CcPU1
[y [ Y
| ]
30Ty 4 cPU ID ‘ |
MoneTHele
KOHCTaHTRI ¢ Jl Fisas ‘
03Y BOOTROM
Pabouve 3arpyaunk

NepEMEHHEIE

Flash-namars

OCPB
MO noneTHoro
KOHTpOnnepa

(Cnyx0a sepuduakaLim)

Immutable RoT

o3y

MouToBwIA ALKK

Jeyxnoproeoe
o3y

g- - — —

Paboune nepeMeHHsIe

Flash-namare

CHCTEMHARA WWHA

Jeyxnoproeoe

(Cnyxx6a ayTeHTMdMKALIMN
Cnyexba obHoBREHNI

KOH(MA BHLUMANEHOCTH)

Updateble RoT

Cmyxba

KpunTorpauuyeckan

nogcucrema

MouToBEIA ALK

[lByxnopToBoe
o3y

g — — —

[Jeyxnoproece
o3y

CHCTEMHERA LWKHA

KomMmMyHMKaUWHOHHEINH
npoueccop

=N

KoHCTaHThI
CBA3N

o3y

Paboune
nepamerHsle

Flash-namats

OCPB
KommyHukaumonHoe
no

Bupeokoger

WHrepiheiic
BWAE0KaMEDE!

BecnpoBogHoil
UHTEpheiic
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Buneoramepa

AHTeHHa




MU3HEHHbIU YUK KOpHA 0oeepus
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LKA npoeKTMpoBaHUs U MPON3BOACTBA 3/1eMeHTa 6e30MacHOCTM KOPHS
10Bepus

—————————————————————————————————————————————————————————

B cucteme MoXKeT 6bITb HECKOIbKO KOpHE

i Prazal i
! [IposkTpor aHIe | N Aosepuna, padmMmelleHHbIX Ha Pa3HbIX
: He | annapaTHbIx naatdopmax, u
T Se———  A— SN S —— NPefoCTaBAAOLWMX Pa3/INUHbIE CNYOBbl.
L HRETPRGHILLA Pazpadorxa YacTb U3 3TUX CNYXK6 OCHOBAHHbIX, Ha
O 11 FanHEIE 174 VHUSTHEIS J3HHEIS BeTposHHoro [0 .
_______________________________ ectpesania HC 13 sarpyssa [10 PG G KpunTtorpadpuyeckoi obpaboTke, n
a3 Tperseoactso lporssogctson ¥ AaBnAloWwmxca cnyxxbamm 6esonacHocTm
MacoK @ Tectipopadie HC |

4aCTO BbIMOJ/IHAKOT O6OCO6J’IeHHO, Ha

|
, OTAE/NIbHOM KpuCTanne, NoAKAOYEHHOM K
_________________________ t : Dazal OCHOBHOW cucTeme Yyepes
- KOMMYHMKaLMOHHbIN MHTEpPdENC nan B
| | BUAE N30MPOBAHHOrO 6/10Ka BHYTPU
: Jauuers g1
__________________ e e | KpucTanna npoueccopa obuwiero
e T R e et ! MEpToHATIIZALII E_______ \@‘ Ha3Ha4YeHUA.
1 p—— Takor PpU3nYeCcKM 3alNLLEHHDBIA KPUCTAN
! ponBoxeT=C 1 | | Bepoenmoe IIO YacTo Ha3bIBAOT 3lIeMeHTOM 6e3onacHoCTH
| . T | gma flash manaTi
i HOMILTEKCHOTD o] TC GesomacHOCTI (SE) nnn UC 6esonacHocTun
: 13T20118 i
DPaza’

ITZOSIIIsS
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KM3HEHHbIN UK/ 3/1EMEHTA 6e30nacHOCTH KOPHA AOBEPUA

3tan 1 |Pa3paboTKa Pa3pabotumk BctpoeHHoro MO gna UC 6e3onacHOCTM OTBEYAET 3a:
BCcTpoeHHoro MO |e  paspabotky MO ana UC 6esonacHocTy;
NC 6e3onacHocTn (¢  cneundmKkaumio TpeboBaHM K NpeaBapuTenbHON nepcoHanunsaumnm UC, xota ¢pakTUYeckne gaHHble ans
npeansapuTenbHoi nepcoHanusaummn UC nossnaoTca Ha Itane 6 (Mam Ha Itane 4 nnum 5).
3tan 2 |MpoektnpoBaHue |MpoeKkTuposwmk UC 6esonacHocTu:
NC 6e3onacHocT |@  npoekTupyeT UC,
e paspabartbiBaeT cneymanmsnposaHHoe MNO ana UC,
e npepoctaBaseTt uHpopmaumto, MO N NHCTPYMEHTbI pa3paboTumky BcTpoeHHoro MO ans UC 6e3onacHoOCTU M
e nony4aet MO obecneyeHne ans UC 6e3onacHOCTM OT pa3paboTymKa NoCpPeaCcTBOM HaAAEXHbIX Npoueayp
O0CTAaBKN U NPOBEPKM.
Ha ocHoBe npoeKktupoBaHua UC, pa3paboTku cneumnanmnsmposaHHoro MO ans UC u BcTpoeHHoro MO gna
3awmnTbl UC npoekTuposwmk UC:
e co3gaet 6a3y aaHHbIX MC 6e3onacHocTM, Heobxoaumyto ans nsrotosneHma potowadbroHos UC.
3tan 3 |MpowusBoacteo n |Mpoussogutenb UC 6e3o0nacHOCTU HeceT OTBETCTBEHHOCTb 3a:
TecTuposaHue NC |e  NpoOM3BOACTBO MUKPOCXEMbI HA TPEX OCHOBHbIX 3Tanax:
6e3onacHocTn O W3roToBAEHUE MUKPOCXEMDbI,
O TeCcTUpOBaHME MUKPOCXEMbI,
O npeaBapuTenbHasa NepcoHaAn3aUna MUKPOCXEMBbI.
Mpounssogutens macok gna UC 6esonacHOCTU:
e co3gaeT poTowabnoHbl ANA U3FOTOBEHUA MUKPOCXEMbI HA OCHOBE MHPOpPMaLMK U3 6a3bl AaHHbIX NC
6e3onacHoCTK.




KN3HEHHbIN LUK 2/1eMEHTA 6e3onacHoCTH KOPHA AOBEPUA

dtan4 KopnycuposaHue UC [Mpoussogurtenb kopnycos UC oTseyaer 3a:
e KopnycmpoBaHue u TectuposaHue UC.
dtan 5 [pouecc 3asepweHna lNMpoussoauTenb KOMNO3UTHOrO NPOAYKTA HECeT OTBETCTBEHHOCTb 3a:
nponssoactea NC e MpoLecc 3aBepLUeHMA NPOM3BOACTBA U BbIXOAHOTO TecTupoBaHuA NC 6e3onacHocTy.
6e3onacHoCTH

Jdtan 6 [epcoHanmnsauyma UC Cneuyunanuct no nepcoHanmsauum oTeeyaer 3a:

6e3onacHocTH ® MepCcoHaNN3aLNID MUKPOCXEeMbl 6€30MacHOCTU U 3aKOYNTE/IbHbIE TECTbI.

dtan7 BbiBOA K3 NocraBwmKk UC 6e3onacHOCTU HeceT OTBETCTBEHHOCTb 3a:
aKcnayataumm NC e jaocTaBKy npoaykTa UC 6esonacHocT notpebutento MUC 6esonacHocTn n npouecc Bbisoga NC
6e3onacHocTH 6€30NacHOCTN U3 IKCNAyaTaLUM.
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O630p npoLecca A0BEPEHHON MHCTaNNALMM npoLnsku (SFI)

@w= AES secret key
,’éﬂ STM32 chip certificate (public key)
@== STM32 chip private key

[7 ,il License (encrypted AES secret key)
o

¥HsM HSM smartcard

.
i .
= SFlimage (encrypted) =
. .

OEM contract manufacturing

STM32 Cube Programmer

SFI image (encrypted)

MSv50922V1

s

00 =INCHRCT=SIE

Mony4yeHune (3awmdpoBaHHoro) obpasa SFI
ot Trusted Package Creator.

leHepaumna B HSM cekpeTHOro macrep-
KNO4Ya 415 3K3eMniAapa yCTPOMUCTBA.
3anyckK npouecca SFl.

3arpy3Kka ceptuduKaTta yCTPOMCTBa.
AyTeHTMdUKaUMA YCTPOMCTBA.
[NpenocraBneHmne NLEH3UMN.

3arpy3Ka CeKpeTHOro macTtep-Katoua.
[MporpammmpoBaHmMe NPOLLUNBKMU
(Firmware) n 6aiToB HacTpomnKku (option
bytes.

[loBepeHHbIN 3arpy3ymK sBRseTcs CTaH4apTHBIM 3arpy34nkoM ¢ 4OMNONHUTENbHbIM (PYyHKUMOHaNnomM 6e3onacHoCTu.
Ecnn mukpokoHTponsep copackiBaeTcs B Npouecce 3arpy3kn CEKPETHOro MacTep-Kroya, To nepes NoBTOPHbIM

3anyckom SFI ctnpatotcsa Bce KOHMAEHUMArNbHbIE JaHHbIE.
B npouecce SFI, 4oBEpEeHHbIN 3arpy34ymKk He NO3BOSISIET HUKAKOMY OPYroMy KOAY MMETb JOCTYN K NOSIb30BaTENbCKON

Flash namatu nnm O3Y.




[lpumepebi UChOos16308AGHUA
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dopMMpPoBaHME 1 NPOBEPKa NOAMUCK Koda C OAHUM
cepBepom Noanmcu

Cepsep noanucu GopMHUpYyeT HOAIUCH TS

Cepeep
noanncu | 00pa3oB 0OHOBIIIEMOTO KOPHSI IOBEPHS,
Moamice — Moamice NpUKIagHOro KopHs nosepust, OC u
._ MOJIB30BATEIBLCKUX MPUIOKEHUH.
3apoackne '1 C
s O ekt T ! epTUdUKAT OTKPBITOTO KJIF0Ua (UK €ro Xel)
= = i = 3anuckIBaeTcs B oonacts [13Y, noctynnyto
L HopeHb 2 o | [lpuknagHoil =
S8 | aosepus 85 | kopewe — |54 | Mpwnoxenue HayaJIbHOMY 3arpy34uky (Boot ROM).
Kg*ﬂ” ®§ A =g | Adsepe =8 HauasnbHbli 3arpy34rK BepupuuupyeT oopas
BepUiuKaLne
aarpyaqnka - - ] HEOOHOBJISIEMOTO KOpHS JO0BCPUA U, BOSMOIKHO,
MPUKJIAJIHOTO KOPHS IOBEPHSL.
Wameperne A Wamepenwe B WMamepenne C o
;w f f - [IpuknagHO# KOpEHB TOBEPHUS, KaK MPABUIIO,
——————————— E y)K€ UMeeT JOCTYN K KOMMYHHUKAIMOHHBIM

uHTepdeiicaM U MOXKET UHUIIHATU3UPOBATh
JJIbHEHIITYIO BepU(UKAIIUIO 3arPyKaeMbIX
Coctosuue 00pazoB B myxe ctangaptaon PKI.

i 5B
Lint
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PopmmpoBaHMe 1 NpPoBepKa noanucn koaa ¢ YU n Heckonbkmmm
cepBepamm no4nucu

Ya0CTOBEpAKILLL WA

LeHTp nognucu |

Jasoackue
nocTa

m
=
=

Koy
Banuaaunu
cepeepa
noAnacH

AR
Ea

Boot

CoctoAaHne
3arpyakm

)

Monutika
noannucK

Cepeep
nognucu

. obpaaa

Mognuck

Monutuka
nognucK

Cepeep
nognuci

obpaza

Moanucs

Monuthka
nognucK

Cepeep
nognucu

obipaza

Moanuce

Obpaz NpoWHBKK

y N
= = } =
o KopeHk 2 o | MpuknagHoi ]
= . - = ==
o oBepuA o KOpeHE  —— o MpunoxeHne
8% AF'SPA 8% . )i
n 2 w2 LOBepuA o @
3 = =3
F A 'y
| | |
Mamepenne A MamepeHue B Wamepenue C

T

0l
&

VYnocrosepsitomuii nentp (Y1) Beimyckaer
cepTuduKaThl KIro4Yel MOANUCH U cepTU(UKATHI
KJIFOYEH TTPOBEPKH MOAIUCH U TIEpelaeT cepTUUKATHI
KJTFOYEH TIOJIITUCH CepBEpaM MOANKUCH, KOTOPHIE MOTYT
MPUHAJICKATH Pa3IHIHBIM TTpou3BoauTesiM [10.
CepBepsl moanucu GOpMHUPYIOT TOIIMUCH TSI 00pa3oB
OOHOBJISIEMOTO KOPHS JOBEPHS, MPUKIIATHOTO KOPHS
nosepusi, OC U MoJIb30BaTEIbCKUX MPUIOKEHUN.
Ceptudukar oTkpbiToro kiaroda Y1 (nam ero xerr)
3anuchiBaeTcs B obnacts [13Y, qoctynHyio HadyanbHOMY
3arpy3uuky (Boot ROM).

Havanbnelii 3arpy3unk Bepudummupyer oopas
cepTudUKaThl KAXKI0TO U3 CEPBEPOB MOIMNUCH U HA
OCHOBAHUE TUX CEPTU(DHUKATOB MPOBEPSIET MOIMUCH
HEOOHOBIIIEMOIO KOPHSI IOBEPUS U, BO3MOXKHO,
MPUKIIAHOTO KOPHS JOBEPUS.

[TpuknagHON KOpEHB T0BEPHUS, KaK MPABUIIO, YIKE UMEET
JOCTYI K KOMMYHUKAIIMOHHBIM UHTEpdercaM U MOXKET
WHUIAAIM3UPOBATH JATBHEHIITYIO0 BEpU(PUKAIIHIO
3arpyskaemMbix 00pa3oB B Ayxe ctanaaptHou PKI.




[Tomep nMHnUManm3aumm xocta n K.
[TpoToKOoN paboTbl cnyKbbl BepndurKaumm

AKM 3alwnu eHHan
Kﬂ naMAaTe (9]
1. AKM mo ID K/l BeIuncisgeT KOpHEBOM KIIIOY
Knrou Knroy o| Bepndukaynn |
BepudukaLmn BepUfMKaLMIT JLAHHRIX KI[ (KKKI[) " Ban}I)KaeT ero B KI[-
Sasoawi ID sengopa [ 2. Ha ocnoge ID sapa u KKK/ B AKM
KR0S Kog, sepndmkavn o
I ! ¥ reHepupyet kopHeBo# kitou sjapa (KKA) u
ki2) e IDKA R iz [y Sopesod ) B s || 3arPYIKaeTCS B XOCT.
el HInGRALd Ha KKH Ha KKH
3 3. X0oCT BBIUMCIIET UIMATOBCTABKY OT Oyioka [ID
‘ f [ L 4 . 4
sypa, cooOIIeHue, koa Bepudukanuu (BeH10pa) |
kdf2() [NakeT aanpoca J [aket otBETA 2! Hepe’uaeT HaKeT B K'H'
3 N o o H- 4. KJI mo ID simpa u3 nakera u KKKJ][ Beruncisier
TERETE || Pesynerar KK4 1 npoBepsieT UMUTOBCTABKY IaKETa,
Bepudikalun
— BOCCTaHABIIMBAET KO/ BepU(PHUKAIINN U TTPOBOTUT
[ AmunToBCcTaBKA
2 Koa sepudukaLym Ha KKS BepU(DUKAIUIO TAHHBIX.
K i B v
ID napa mf(oifgpi N mbﬂ%g:fu e o 5. KJI popmupyer orBeTHbIi makeT [ID xocTa +
Ha
Xocr pe3yabrar npoBepku + uMuToBcTaBka Ha KKA].

6. B kauecTBe pe3yinbraTa Bepu(pUKALUU UCIOIB3YETCS CydailHbI 0aliT, 4eTHOCTh €AMHHI] KOTOPOTO KOAUPYET PE3yNbTaT BepuUKaIIu.
7. Xoct nposepsiet ID xocTa U3 OTBETHOTO MakeTa, MIMUTOBCTABKY MAaKeTa M pe3yabTar BepupUKaIlUu.

B kagecTBe 06epTKH MPOTOKOJIA BEPUPUKALIUN MOXKHO, HAIIPUMED, UCTIONIb30BaTh CTaHAapTU3UPOBaHHbIN npoTtokoia CRISP.
PaccMmoTpeHHas cxemMa MOXKET UCIIOIb30BaThCsl COBMECTHO CO CXEMaMU, IIPUBEICHHBIMY HA JIByX MPEABIAYIINX ClIaiaax.




TpebosaHusa PocculicKux peayrismopos
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HecMmoTpst Ha HOBU3HY T€MbI MO)KHO OTMETUTD PSAJT HOPMATHUBHBIX JOKYMEHTOB, UMEIOIINX MPSAMOE OTHOIIEHUE K KOPHIM

JOBEPUSL:

1. P 1323565.1.012-2017. Uadopmarmonnas texuonorust KPUITTOI'PAOUUYECKAA 3AIIUTA UTHOOPMAILINN.
[TpuHIMTIBI pa3paOOTKU ¥ MOACPHU3AMH MUPPOBATBHBIX (KPUMITOrPAPUIECKUX) CPEACTB 3aIUTHI MHPOPMAIIIH.

2. Ilpuka3z ®CTOK Poccun Ne76 ot 02.06.2020 r. TpeGoBaHus 110 6€30MacHOCTH HHDOPMAITNH, YCTaHABIUBAIOIIHE
YPOBHU JOBEPUS K CPEACTBAM TEXHUUYECKOM 3aIUThl HH(POPMAIIMK U CPEJICTBAM 0OecIiedeHrs 0€30MacHOCTH
MH(POPMAIIMOHHBIX TEXHOJIOTUH.

3. PyxoBogsammit nokymeHT @CTIK Poccun ot 30 mapra 1992 1. ABTOMAaTU3UPOBAHHBIE CUCTEMBI. 3aIIUTA OT
HECAHKI[MOHUPOBAHHOTO JIoCTyNa K nHpopmamu Knaccupukanus aBToMaTu3npOBaHHBIX CUCTEM U TPeOOBAHUS 11O
3a1uTe HPOPMALIUH.

4. UT.CA3.ITP4.113. ITpoduis 3a1IMThI CpEICTBA TOBEPEHHOM 3arpy3KH YPOBHS IIATHI pACIIMPEHUS 4 Kilacca 3allHThlI.

5. TOCT P UCO _MD3K 12207-2010 Uudopmarimonnas texnonorus. CucremMHasi 1 nporpaMMHasi uH>xeHepusi. [Ipoueccer
KU3HEHHOTO IIUKJIa TPOTPAMMHBIX CPENICTB.

6. T'OCT P 51904-2002 ITporpammHoe obecrieueHre BCTpOoeHHbIX cucteM. OO1ue TpeOoBaHus K pa3paboTKe U
JOKYMEHTHUPOBAHUIO

7. TOCT P UCO 7498-2-99. UudopmalrinoHHas TEXHOJIOTUs. B3aMOCBsA3b OTKPBITHIX cucTeM. ba3oBas aTanoHHas
Mojielb. YacTh 2. ApXUTEKTypa 3alUThl UHPOPMAIIIH.

8. T'OCT P MCO/MDK 15408-3-2013. Uudopmanmonnas texnojorus. METOJIbl U CPEJICTBA OBECIIEYEHUA
BE30ITACHOCTH. KPUTEPUU OIITEHKU BEE30ITACHOCTH MHO®OPMAITMOHHBIX TEXHOJIOI' M. Yacrs 3.
KoMmnoHeHThI 10BepuUst K O€30M1aCHOCTH.
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RusCrypto 2026




NmeeTca paa BONpocoB, Tpebytowmx aganbHenwen npopaboTku:

KopeHb aoBepua npmBaA3bIBAaeTCA K annapaTtHon naatdopme. AN HENPEPbIBHOCTU LLEENOYKN AOBEPUSA
Heobxoaumo, 4Tobbl cama NnaTPopma TaKKe bblia JOBEPEHHOMN.

Ymo makoe «doeepeHHaa naamgpopma»? B cmoicne TK-362/TK-1677?

Kakue mpeboeaHusa 00miHbI Npedvasnamsca K naamgopme, Ymobbl oHa Moz27a cHumamasca 00eepeHHol ?
Mpn ncnonb3oBaHWM KOPHA A0BEPUA B BUAE OTAE/IbHOIO KpUCTanAa:

Kakum obpazom 00axHa ocyuecmensamaocsa Npusa3Ka KOpHA 008epus K annapamHoii nnamgopme?
(BzaumHasa aymeHmugukayua? lMpomokon? Cnocob xpaHeHUs aymeHmMu@uKayuoHHbIX OAHHbIX HA
annapamtol naamgopme? puesasKka Kk omoesnbHOMy A0pYy MHO20A0epH020 Kpucmanna?)

Ha kakom amane #u3HeHH020 Yukna SE, kem u KaKum o6pa3om 00xcHa NPou3800UMbCA 3a2PY3KA 8 He20
6a3o06bix akmueoe? Kakozo macumaba donxceH 6bimb akmus: Kpucmann? Yempolicmeo? lNapmus? BeHoop?
Numezpamop?

[0e u Kakum o6pa3om 00MHCHbI XPAHUMbCA OMmBemHsble OaHHble 019 akmueose SE?

Kakue akmuebi 0omHbI XpaHUMbCA Ha SE, KaAKoe MaKCcuUManbHoe epemMs UX HU3HU U KaKoea rnpouyedypa
CMeHbl aKmueos, 8 cay4yae Heobxooumocmu?
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