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Ïîñòàíîâêà çàäà÷è

• Ñòîðîíà À õî÷åò ïðîâåðèòü ïðèíàäëåæíîñòü ýëåìåíòà m ìíîæåñòâó ñòîðîíû
Á, íå ðàñêðûâàÿ ñàì ýëåìåíò m

• Ñòîðîíå À òðåáóåòñÿ êðèïòîãðàôè÷åñêè ïðîâåðÿåìûé îòâåò, êîòîðûé
ìîæíî ïðåäúÿâèòü òðåòüåé ñòîðîíå
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Ñóùåñòâóþùèå ðåøåíèÿ. PSI

Ïðîòîêîë ïåðåñå÷åíèÿ çàêðûòûõ

ìíîæåñòâ (Private Set Intersection, PSI) �
êðèïòîãðàôè÷åñêèé ïðîòîêîë,
ïîçâîëÿþùèé ó÷àñòíèêàì ïî èõ ñåêðåòíûì
ìíîæåñòâàì íàéòè ïåðåñå÷åíèå áåç
ðàñêðûòèÿ äîïîëíèòåëüíîé èíôîðìàöèè

(Óíèâåðñèòåò ÈÒÌÎ, ÃÓÀÏ) • ÐóñÊðèïòî'26 • 26.03.2026 • (3/16)



Ñóùåñòâóþùèå ðåøåíèÿ. PIR

Ïðîòîêîë ïîëó÷åíèÿ ñêðûòîé

èíôîðìàöèè (Private Information
Retrieval, PIR) �
êðèïòîãðàôè÷åñêèé ïðîòîêîë
ïðèâàòíîãî çàïðîñà ê áàçå
äàííûõ,ïîçâîëÿþùèé
ïîëüçîâàòåëþ ïîëó÷èòü íóæíóþ
çàïèñü, íå ðàñêðûâàÿ ñåðâåðó,
êàêîé èìåííî ýëåìåíò
çàïðàøèâàåòñÿ
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Ñóùåñòâóþùèå ðåøåíèÿ. PMT

Ïðîòîêîë ñêðûòîé ïðîâåðêè

ïðèíàäëåæíîñòè (Private
Membership Test, PMT) �
êðèïòîãðàôè÷åñêèé ïðîòîêîë,
ïîçâîëÿþùèé êëèåíòó ñêðûòü
ñâîé çàïðîñ ïðè ïðîâåðêå íàëè÷èÿ
ñîîòâåòñòâóþùèõ äàííûõ â áàçå
ñåðâåðà
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Ñóùåñòâóþùèå ðåøåíèÿ

Ïðîòîêîë Ðåøàåìàÿ çàäà÷à Ãàðàíòèÿ ïðè-

íàäëåæíîñòè

PSI Ïîèñê îáùèõ ýëåìåí-
òîâ ìíîæåñòâ

Íåò

PIR Ñêðûòîå èçâëå÷åíèå
çàïèñè ïî èíäåêñó

Íåò

PMT Ñêðûòàÿ ïðîâåðêà íà-
ëè÷èÿ ýëåìåíòà â áàçå
ñåðâåðà

Íåò
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Ïðåäëàãàåìîå ðåøåíèå
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Çàáûâ÷èâàÿ ïîäïèñü

Çàáûâ÷èâàÿ ïîäïèñü 1-èç-n

(Oblivious Signature, OS ) �
èíòåðàêòèâíûé ïðîòîêîë ïîäïèñè,
ïîçâîëÿþùèé ïîëó÷èòü ïîäïèñü
íà îäíî èç n ñîîáùåíèé áåç
ðàñêðûòèÿ ïîäïèñàíòó
âûáðàííîãî ñîîáùåíèÿ
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Ïðîòîêîë àíîíèìíîãî ïîäòâåðæäåíèÿ íàëè÷èÿ ýëåìåíòà â ðàññìàòðèâàåìîì
ìíîæåñòâå (1/2)

1 : Ñòîðîíà A Ñòîðîíà Á

2 : m ∈M,ppB B ⊆M, skB

3 : y← F (m)

4 : y = (y1, . . . , yn)

5 : (req, st)← OS.Sign(ppB ,y)

6 : y, req

7 : ∀i ∈ {1, . . . , n} :
8 : bi ← (yi ∈ B ? 1 : 0)

9 : ti ← timestamp()

10 : y∗
i ← (yi ∥ bi ∥ ti)

11 : σ′
i ← OS.Sign(skB , y

∗
i , req)
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Ïðîòîêîë àíîíèìíîãî ïîäòâåðæäåíèÿ íàëè÷èÿ ýëåìåíòà â ðàññìàòðèâàåìîì
ìíîæåñòâå (2/2)

12: σ′ ← {σ′
1, . . . , σ

′
n}

13: σ′,y∗

14: (b, t)← Parse(y∗, j),m = yj

15: m∗ ← (m ∥ b ∥ t)
16: (m∗, σ)← OS.Sign(st,σ′)

17: Token← (m∗, σ)
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Î ôóíêöèè F

F : M →Mn

F (m) = (f1(m), . . . , fn(m)),

ãäå fi : M →M

• Ïîïàðíàÿ ðàçëè÷íîñòü ýëåìåíòîâ: ∀m ∈ M, ∀i ̸= j : fi(m) ̸= fj(m)
Ïðèìåð: F (m1) = (m1,m2,m3), F (m4) = (m4,m5,m6)

• Èíâàðèàíòíîñòü íà ýëåìåíòàõ îáðàçà:
∀m ∈ M,∀i ∈ {1, . . . , n} : F (fi(m)) = F (m)

Ïðèìåð: F (m1) = F (m2) = F (m3) = (m1,m2,m3)

• Íàëè÷èå ñàìîãî ýëåìåíòà â âåêòîðå: ∀m ∈ M ∃!i ∈ {1, . . . , n} : fi(m) = m
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Ïðèìåð ôóíêöèè F

Ôóíêöèÿ F ðàçáèâàåò ìíîæåñòâî M íà íåïåðåñåêàþùèåñÿ ïîäìíîæåñòâà ìîùíîñòè n
|M | = N, N = n · L

Âàðèàíò 1: ðàçáèåíèå M

• âûáèðàåòñÿ ðàçáèåíèå M íà
ïîäìíîæåñòâà ôèêñèðîâàííîãî
ðàçìåðà

• êàæäîìó ýëåìåíòó ñîîòâåòñòâóåò
îïðåäåëåííîå ïîäìíîæåñòâî

Ïðåèìóùåñòâî

Ãèáêàÿ íàñòðîéêà ïîäìíîæåñòâ

Íåäîñòàòîê

Òðåáóåòñÿ õðàíèòü ïîäìíîæåñòâà

Âàðèàíò 2: ìîäóëüíàÿ àðèôìåòèêà

Äëÿ m ∈ M :

fi(m) = (m mod L) + (i− 1)L

F (m) = {m mod L, (m mod L) + L, . . . }

Ïðåèìóùåñòâî

Ïðîñòîå è áûñòðîå âû÷èñëåíèå

Íåäîñòàòîê

Íåò ãèáêîé íàñòðîéêè ïîäìíîæåñòâ
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Ñâîéñòâà ïðîòîêîëà

Àíîíèìíîñòü

Ñòîðîíà Á íå óçíàåò, êàêîé èìåííî
ýëåìåíò mi çàïðàøèâàëà ñòîðîíà À:

• íåîäíîçíà÷íîñòü (ambiguity)
çàáûâ÷èâîé ïîäïèñè

• èíâàðèàíòíîñòü íà ýëåìåíòàõ îáðàçà
è ïîïàðíàÿ ðàçëè÷íîñòü ýëåìåíòîâ
F (m)

Íåïîääåëûâàåìîñòü

Ñòîðîíà À íå ñìîæåò ïîäòâåðäèòü
ïðèíàäëåæíîñòü ýëåìåíòîâ âåêòîðà y∗,
êðîìå çàïðàøèâàåìîãî ýëåìåíòà mi:

• âûïîëíÿåòñÿ ñâîéñòâî
íåïîääåëûâàåìîñòè çàáûâ÷èâîé
ïîäïèñè
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Ïðèìåíåíèå ïðîòîêîëà
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Çàêëþ÷åíèå

• Ïðåäëîæåí ïðîòîêîë àíîíèìíîãî ïîäòâåðæäåíèÿ ïðèíàäëåæíîñòè ýëåìåíòà
çàäàííîìó ìíîæåñòâó, îñíîâàííûé íà ñõåìå çàáûâ÷èâîé ïîäïèñè è ôóíêöèè
F

• Ïðîòîêîë îáåñïå÷èâàåò àíîíèìíîñòü çàïðîñà ñòîðîíû À, îäíîçíà÷íîñòü
îòâåòà ñòîðîíû Á è êðèïòîãðàôè÷åñêè ïðîâåðÿåìûé ðåçóëüòàò äëÿ òðåòüåé
ñòîðîíû

• Ðàçðàáîòàííûé ïðîòîêîë ìîæåò ïðèìåíÿòüñÿ â çàäà÷àõ àíîíèìíîé ïðîâåðêè
ïðèíàäëåæíîñòè ýëåìåíòà çàäàííîìó ìíîæåñòâó â ðàçëè÷íûõ ïðèêëàäíûõ
ñöåíàðèÿõ
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