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PycKpunto CouuanbHas muccus KomnaHum

XXVI I I HAYYHO-MNPAKTUYECHKAA
HOH®EPEHLINA

2 Momouwb B POPMMUPOBAHMNM U MOHUMAHUN KYNbTypbl UB
0 ConpoBoXxaeHue byayulero cneumanmcTa

2 CTa*MPOBKU N NPAKTUKN

2 PaboTta B peanbHOM KOMMNAHUN, KAaPbEPHbIN POCT

«Kopn, besonacHocTu» BedeT aKTMBHOe coTpyaHuyectBo ¢ ~100 yyebHbIMM
3aBeAeHMAMN, KOTopble 3aHKMMatoTCcA NPodeccMoHaNbHOM NOAFOTOBKOM, NEPENOAroTOBKOM
M MOBbIWEHUEM KBanMPMKauMK cneumanuctoB B o06nactm 3awuTtbl MHPOpMaLUN.
KomnaHuna coaenctByeT MOBbIWEHUIO KayecTBa 0bOyyeHMA U MNPUHUMaET AeAaTeNbHoe
y4yacTue B pa3BUTUMN CUCTEMbI BbICLLErO M cneunanbHoro obpasosaHua B Poccmn 6narogaps
HeKommepuecKou Mporpamme nonynsapusaumm sHaHun B obnactun UB.

@ https://www.securitycode.ru/company/training/ 7
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PycKpunto CoumanbHas muccusa KomnaHum

XXVI I I HAYYHO-MNPAKTUYECHKAA
HOH®EPEHLINA

LLIKONbHUK CrypeHT Cneuuanucr
N
o
AN

* PaspaboTka n nepegaya B BY3bl meToanyecknx c
* CneuMannsmpoBaHHbIE KypCbl C
*  JKCKypCMM B KOMMAHUIO, BCTPEYM C NOCOBMI 1 CTeHA0B H P yP

BUPTYa/ibHbIMU CTEHOAMMU, nocobuamn n

akcneptamu KomnaHum - SKCKYPCUN B KOMMaHMIO
npeseHTaLmMAMM
*  Pacckasbl 0 NPOdECCMOHaAbHBIX PONSX B - BasoBble Kabe/pbl M NaBOPaTOPUN P H
+  TexHW4ecKkue cemmHapbl — Lienesas
IT-komnaHu 1 npouecce paspaboTtku + CneuuanusnpoBaHHble obyuyatoLme Kypchbl U

*  MeToanyeckas noagepKka npoduabHbIX Macrep-Kknaccol ayAnTOpYA MHskeHepbl, paboTatouime ¢
ea/NlbHbIMK Kelicamu

KNnaccos (3a4aun, BUPTyasnbHble CTEHAbI) *  OpraHusaLms MHTEPEeCHbIX NPaKTUK 1 P
. ocTyn K base 3HaHu «Koaa BesonacHocTu»

* Pa3BuTHE ABYCTOPOHHUX U TPEXCTOPOHHUX Aocty A

CTaXXMPOBOK
CornaweHunit o coTpyaHuuyecTse B 061acTm «  PykoBOACTBO BKP 1 NpOBeaEHMe KOHKYPCOB *  BebuHapsl 1 BUAEO-MHCTPYKUMHN NO
06pa30BAHNA M NPOGOPHEHTALUM BKP aKTya/ibHbIM OBHOBAEHUAM U TPEHAAM U B
LUKONbHUKOB (LKoNa + BY3+ pabotogaTens) . oTpacim

Yyactue 1 noaaepika onmmnuag,
e MacTep-Knaccol M A0OKNa4bl Ha
* ExerogHas noaaeprkKa copesHoBaHui CTF .
BCEPOCCMMUCKMX KOHpepeHuuax no Ub
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BecnaaTHbi 06pa3oBaTeNbHbINA NPOEKT

 [na Kenawwmux MOBbICUTb YPOBEHb  CBOErO

npodeccmoHannsma s sonpocax Nb
2019 *  YYacTHMKM — BCe XKenawlime, CTyAeHTbl U HegaBHUE
. BbINYCKHMKKN BY308B 1 Konnepxen
MpoBeneHne nepeon
* CnuKepbl — Beaylune 3KCNepTbl W CNEeLManucTbl

WwKonbl «Kooa
be3sonacHocTU»

KomnaHun «Kopg besonacHoCTm»

Ka)kabll  y4acTHMK MMeeT BO3MOMKHOCTb MOJy4UTb
MMEHHOW CcepTUPUKAT, KOTOPbIMA 4aCT NPEUMYLLECTBO NpU
cobecefoBaHUM Ha paboTy wmam crTaxkupoBky B «Kog
BesonacHocTu». Ona nosly4yeHus ceptudukarta
Heob6xoAMMO ycnewHOo BbINOAHUTb 334aHUA Kypca.



GUHAHCOBBIU
VHUBEPCUTET

NPW NPABUTENLCTBE POCCUACKOW MEQEPALIMIA

A



Py<spuiig Kpuntorpadg bl Koga besonacHocTtu

- R&D B obnactn Kpuntorpadum

2 YyacTue B Hay4YHO-UCCea0BaTENbCKUX NPOEKTaX
M paboumnx rpynnax TeEXHUYECKMX KOMUTETOB

- MNpenoaaBaHue B Beayuwmnx BY3ax cTpaHbl

2 MybanKaumm B HAYYHbIX U3OAHUAX U BbICTYN/IEHUSA
Ha NPOPUNbHbIX KOHDEPEHLUMAX
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CryptoFox NSUCrypto
— on to 2
“METHSIR I.IJKOHA .
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(] BO3MOXXHOCTb NPeANoXUTb CTYAeHTaM HecTaHAapTHbIe 334341, KoTopble
BO3HWKAIOT B Hawen paborte

L NMpopasuskeHne KomnaHnK, Kak 3aMHTEPECOBAHHOM B Kagpax, CMOCOOHbIX K
HecTaHAapPTHOMY MbILUNEHUIO U PELLEHUIO CNOXKHbIX 33434

(] Peanusaums Hallero TBOPYECKOro Hay4yHOro noTeHunana
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Yyactune B NSUCrypto
2016 — 2025

GF2 Alisa Koreneva Russia

https://nsucrypto.nsu.ru/archive/2016/total results/#data

L)

- . Onumnuaga npeasnaraeTt MHTepecHble
NPaKTUKO-OPUEHTUPOBaHHbIE,

MaTeMaTMYeCKMe U KpunTtorpapuyeckme 3agaum,
HEeKOTOpble U3 KOTOPbIX ABNSAIOTCA HepeLleHHbIMU
npobaemamm MmnpoBoi HayKU. B xoae pelueHun
OZlHOM U3 33434 H6blna ycoBepLIEHCTBOBAHA Naesn
HU3KOPECYPCHOM MoandUKaLunMm KOMMEPYECKOTO
wndpa Kb-256, paspaboTtaHHOro coTpyaHUKamu
«Koga besonacHoCcTm».

Moscow MEPhHI 12

Ch KOA
(& o’)

6e3onacHocTH

«Kopn BesonacHocTu» BOLWeEN B YACNO
npusepos onumnuaabl NSUCRYPTO'2025
B KaTeropuu npodeccuoHanos

@ https://t.me/s/Kodnaprovode
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gy e 3apaua gns NSUCrypto 2025
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TexHonoruqeckue TpeHasl / Bopb6a ¢ HOBbIM MOKONEHMEM PHCKOB M YTpo3

KBAHTOBO-YCTOUYUBAS KPUINTOMPAGUSA
(Post-Quantum Cryptography)

Gartner: kK 2029 rogy BO3MOXHas yrpo3sa NpUMeHeHUs KBaHTOBbIX BbIYMCNEHWI caenaeT TpaguUMOHHYH
KpunTorpapuo HebesonacHoi. [MNepexof K KBaHTOBO-YCTOMYMBOW (MOCTKBAHTOBOW KPUMTOrpapum) CTouT
HauMHaTb yXKe cenyac.

@ UccnepoBaHue Accoumnaunmm PuHrtex «3x10 tpeHgos 2025 roga»:
https://www.fintechru.org/press-center/issledovaniya/3kh10-trendov-2025-goda/
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@ https://nsucrypto.nsu.ru/archive/2025/round/2/task/2/#data

International Olympiad in Cryptography NSUCRYPTO’2025

Second round October 13-20 General, Teams

Problem 2. «Studying quantum security»

Problem for a special prize!

Starting from papers of O. Goldreich, Sh. Goldwasser, and S. Micali eryptographers
study how to construct random functions. Ok, let the function be random if it looks
random to adversaries. It is possible to define a pseudorandom function (PRF) | pseu-
dorandom permutation (PRP) as a function/permutation with the following property:
no efficient classical algorithm, when given oracle access, can distinguish it from a truly
random function/permutation.

There are some modern variants of modeling quantum adversaries for ciphers, see the
paper M. Kaplan, G. Leurent, A. Leverrier «Quantum Differential and Linear Cryptanal-
ysis» TACR Transactions on Symmetric Cryptology, Vol. 2016, No. 1. pp. 71-94.
DOI: 10.13154/tose.v2016.11.71-94. Namely, there are

Standard security: a block cipher is standard secure against quantum adversaries
if no efficient quantum algorithm can distinguish the block cipher from PRP (or a PRF)
by making only classical queries (denote this type as Q1).

Quantum security: a block cipher is guanfum secure against quantum adversaries
if no efficient quantum algorithm ean distinguish the block cipher from PRP (or a PRF)
even by making guantum queries (denoted this type as Q2).

The Q2 model of attacks assumes that an adversary can query a quantum crypto-
graphic oracle in superposition. This model can be implemented, when an algorithm
under analysis runs on a quantum computer with adequate resources. It is known that
most of standardized modes of operation for block ciphers are insecure in the 2 model.
You can read about it for example in the paper M. V. Anand, E. E. Targhi, G. N. Tabia,
and D. Unruh <Post-quantum Security of the CBC, CFB, OFB, CTR, and XTS Modes
of Operation» // Lecture Notes in Computer Science, Vol. 9606, pp. 44-63, 2016. DOIL:
10.1007/978-3-319-29360-8 _4. This means that such block ciphers modes of operation
can be considered broken after appearing a quantum computer with resources enough for
implementing an attacked algorithm.

Propose and describe a new (previously unknown) block cipher mode of operation
re in the 2 model, and justify its security in the Q2 model.

Block cipher modes
for quantum security?
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