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OBJNNAYHOE XPAHUJITULWIE OAHHbIX

PycKpunTto

O6nayHoe xpaHunuile
AaHHbIX — 3TO MoAerb apees H
OHManH-xpaHunuwa, B W %08
KOTOPOM JaHHble XPaHATCH
Ha MHOTOYMCIIEHHbIX
pacnpeerneHHbIX B CceTu
cepBepax,
npenocTaBnsgeMblX B
Nonb30BaHWE KNueHTam
TpeTben CTOPOHOMN.
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OBLUAA APXUTEKTYPA OBJIAYHbIX

XPAHUNNLL OAHHBIX

B ocHoBe apxuTtekTypsbl
o0nayHbIX XpaHUNULL, NEXUT
KnactepHasi cuctema.

[na katanornsaunm u
yBeJIM4YeHNa CKOPOCTU OTKMNKMKa
CUCTEMBI NCMOSTIb3YHTCS
KrnactepHble hannosble
CUCTEMBI.

[na goctyna K obnayvHbIm
XpaHunuLiamMm ncnosib3yrTCs
cneunanbHble NMPOTOKOSbI K
nHTepdencol goctyna: WebDAV,
AWS S3, CalDAV n ap.

PycKpunTto
KnneHtckne nnatgopmel
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[poTokonbl AocTyna k obnaky

KnacTtepHas cuctema
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WHO®OPMALIMOHHAA BE3OINACTHOCTb

OAHHbIX B OBJIAKE

O6nayHble XpaHunuwia yaooHbl 1
9KOHOMUYECKN 3PPEKTUBHBI, HO
NMEIOT onpeaerieHHble Npobremsl,
CBA3aHHble C NHPOpPMaLMOHHON
©e30nacHOCTbO AaHHbIX.
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PycKpunTto

O6nayHble cepBucbl 06paboTkn U
XpaHeHUs AaHHbIX NOCTOAHHO
NoABepraTcsa pasfiMyHbIM BUgam
Knbeparak.




LINMOPOBAHUE OAHHbIX

PycKpunTto

Bo3aMoXXHbIM peLieHnem npobnemsi
obecneyeHnst HPOPMaLMOHHOM
6e30nacHOCTN AaHHbIX B obnake

aBnseTca wudpoBaHUe AaHHbIX, @
pasmMellaemMbix B «obnakaxy», Ha

CTOPOHE KNMeHTa, YTo obecneunBaeT

3alMTy AaHHbIX Kak Npyn nepegade no

nyonM4yHOMY KaHany cBs3n, Tak U nNpwu @
XpaHEeHMN Ha yOaneHHbIX cepBepax
obnay4Horo ueHTpa.




SALUMLLUEHHBIX OOCTYN K OBNAKY NO
MPOTOKOJ1Y WEBDAV

PycKpunTto

>>>Request (MCcxogHbIN) >>>Request (M3MeHEHHbIN)

PUT /readme.pdf HTTP/1.1 PUT /readme.pdf HTTP/1.1

Host: webdav.yandex.ru Host: webdav.yandex.ru

Accept: */* Accept: */*

Authorization: xxx Authorization: xxx

Etag: xxx Etag: xxx

Sha256: xxx Sha256: xxx

Expect: 100-continue Expect: 100-continue

Content-Type: application/binary Content-Type: application/binary

Content-Length: xxx Content-Length: xxx

<cogepxumoe anna> <3awmndpoBaHHOE

cogepxumoe gpanna>




SALUMLLUEHHBIX OOCTYN K OBNAKY NO
MPOTOKOIJTY AWS S3

PycKpunto

>>>Request (McxogHbIN) >>>Request (M3MeHEHHbIN)

PUT /Key+? HTTP/1.1 PUT /Key+? HTTP/1.1

Host: storage.yandexcloud.net Host: storage.yandexcloud.net

Authorization: xxx Authorization: xxx

Content-Length: xxx Content-Length: xxx

Content-MD5: xxx Content-MD5: xxx

Content-Type: xxx Content-Type: xxx

<copgepxumoe panna> <3awwundpoBaHHOE

cogepxumoe ganna>




SALUMLLUEHHBIX OOCTYN K OBNAKY NO
MPOTOKOI1Y CALDAV

>>>Request (MCXOaHbIN)

PUT /calendars/events HTTP/1.1
Host: www.example.com
Content-Type: text/calendar
Content-Length: xxxx

BEGIN:VCALENDAR
BEGIN:VEVENT
DTSTAMP:20060712T182145Z
DTSTART:20060714T170000Z
DTEND:20060715T040000Z
SUMMARY: Victory Day
DESCRIPTION: Military parade
LOCATION: Moscow
END:VEVENT
END:VCALENDAR

PycKpunTto

>>>Request (M3MEeHeHHbIN)

PUT /calendars/events HTTP/1.1
Host: www.example.com
Content-Type: text/calendar
Content-Length: xxxx

BEGIN:VCALENDAR
BEGIN:VEVENT
DTSTAMP:20060712T182145Z
DTSTART:20060714T170000Z
DTEND:20060715T040000Z
SUMMARY: <KpuntoTtekcTt>
DESCRIPTION: <KpuntoTtekcT>
LOCATION: <Kpuntotekct>
END:VEVENT
END:VCALENDAR




T’MMBPUOHAA KPUTNTITONPAODUHECKAA CXEMA

PycKpunto
3aKpbITbIN KITtO4

BbipaboTtka [Npouenypbl pexxvma
? CUMMETPUYHOTO Br1o4YHbIX WNdPOB (B T.4.
KMoya NPON3BOAHbIE KITOYM ONS
\ Ha Kaxablii chain CEKTOPOB XpaHEHUS)
CepTMq)MKaT 3KC”0PT p OTnpaBska
6e30naCHOCTVI CUMMMETPUYHOIO p JAaHHbIX
nonb3oBaTens @ MacTep-kno4a \p B XpaHunuuie

OTKPbITbIN KoY




XPAHEHUE NMAPAMETPOB LLUIN®POBAHUA [
OBbEKTA B OBJ1AKE

PycKpunTto

MeTagaHHble oObekTa
[Ana pacwundpoBaHna gaHHbIX HEODX0aMMO

TaKkKe coXpaHuTb (NokanbHo/Ha obnake)
cnegyowme Kpuntorpadpunieckme napameTpsbl:
" anropuT™M U PEXUM LINGPOBAHNS;

" BEKTOp MHuUUnanunsauunu; O6wmnn dann-KoHTENHEpP

=  3alncpOBaHHbIN KIo4YeBon 6noo; /=

= Ter ayTeHTUdUKaumn (ansa AEAD-pex1moB
LUIMcPpOBaHUS). g L}é

CyliecTByeT Tpu crnocoba xpaHeHus - - .

_ OT1aenbHbIn pann-KoOHTENHeEP
napamMmeTpoB WnppoBaHMAa Ha obnake: .
MeTagaHHble, 00N pans-kKOHTENHED U

OoTAEenNbHbIN Pansi-KoHTENHeP. @ .
Ny




®OPMAT KOHTEUHEPA C NAPAMETPAMMU
LLWDOPOBAHUA ONA ®AUNOBbLIX
XPAH Mn M I_I_" PycKpunto

= “X-amz-cek-alg”: anroput™ n

: {
EGMMM LUM ¢hpoBaHMS:; "x-amz-cek-alg":"GOST_M/ECB",
" X-amz-lv'. BEKTOp "x-amz-iv":"tWYAAOs]AAA=",
NHUUnanmsaumnm, "x-amz-key-dupl-count":“1",
= “X-amz-key-v2”: 3aiMppoBaHHbIN "x-amz-key-v2":"HAAAAAOAAAAEAAAA
KnroyeBon 6rnoob; AQAAAEgAAAALAGAAMGYAAFQGAAA
m “X_amz_key_dupl_Count”: 4yucno eNwWAAMFKAAJOIAACrYAAA+G8SAAEBC

AADMZgAAVAYAAB43AAAWWQAAMQQ
AAKtgAAD4bwAAQFWAAMXMAABOaW
suc3RhbmIzbGF2QGNyeXB0b3NvZnQu

aybnukaToB Knwoua;
= “x-amz-key-dupl-1”: 1-bin

aybnvkar Krtoya LmnpposaHus cNUARXhTYW1wbGUXAGFUeQAAAAA=",

00bekTa; "x-amz-key-dupl-1":"gAAQTAALW... AAAA=",
= "X-amz-tag-len": onvHa Tera "x-amz-tag-len":"0",

ayTeHTudomkauum (AEAD- "x-amz-wrap-alg":"csp”

PEXUMbI) }




®OPMAT 3ALLULLEHHOIO KOHTEUHEPA
OnA NMPOTOKOJIA CALDAV

PycKpunTto

3alwmueHHble gaHHble npeactasnaoT cobomn JSON-06BLEKT,
cogepkallinm Kak camMmun gaHHble (none “x-amz-encrypted-
content”), Tak n napameTpbl WKpoBaHUs, HeobxoanMble NS
BbINOMTHEHUSI 0OpaTHbIX KpMnTorpaduyecknx npeodbpasoBaHuin.

PUT /calendars ...

BEGIN:VCALENDAR
BEGIN:VEVENT

SUMMARY: <...>

END:VEVENT
END:VCALENDAR

"x-amz-cek-alg":"GOST_M/ECB",
"X-amz-iv":"tWYAAOS]AAA=",
"x-amz-key-dupl-count":“1",
"x-amz-key-v2":"AAQAAMAAALA... AAAA=",
"x-amz-key-dupl-1":"gAAQTAAIW...AAAA=",
"X-amz-tag-len":"0",
"X-amz-encrypted-content":"+Xr/F...Sd+A==",

"X-amz-wrap-alg":"csp®



MAKET NMPOIrPAMMHO-TEXHUYECKOIO
PELLEHUA MO 3ALLUTE OAHHBIX B OBJIAKAX

ObecneyeHne 3aLmLLLEHHOrO
aocTyna K obnayHbim
XpaHuUnmLam rnpakTu4ecku
NPOBEPEHO C UCMOMNbL30BAHNEM
cepurHbix CK3UN «QP
KpuntodoH», «Kpuntollpo
CSP», a Takxke
aKcrnepumeHTarnbHbIX 00pas3uoB
C HOBbLIMU pexnmMamm BroYHbIX
wndgpos CTR-ACPKM, MGM2,
XEH v gp.

PycKpunTto
Beb-nHtepdemnc
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ObnayHoe xpaHunuue




CTAHOAPTU3ALUUA

= [1na addekTnBHOM paboThl
MEXaHN3MOB KpunTorpagouyeckou
3alUKUTbl AaHHbIX B obnakax
TpebyeTcsa cTaHAapTM3aums
TEXHUYECKMX crieunukaymmn K
npuKnagHbiM NpoToKoam 1
nHTepdgencam, Ucnonb3yembiM and
B3aMMoaencTBms ¢ obnadyHbIMm
XpaHUnuwamMmn gaHHbIX.

= PaspaboTka Takoro JOKyMeHTa
HaUMOHalIbHON CUCTEMDI
cTaHgapTu3auum BKITOYEHA B MnaH
pabot TK 26 Ha 2025 rog.

PycKpunTto

TEXHUWYECKWA KOMMTET NO CTAHOAPTU3ALIMK
<KPUNTOMPAGUYECKAS 3ALUMTA UHOOPMALINH>

T 26
(npoexT)

TC xx.x.xxX
TEXHUYECKAS CNELIMOUKALIAA _2025

WHdopmauymoHHan TexHonorms
KPUNTOMPA®UYECKARA 3ALMTA UHOOPMALIUK

Kpunrtorpaduueckme mexanusmbl v hopmaTei
IX OaHHbIX, NP IX AnA
B Npo WCTBUA C

2025




CMACHUBO
3A BHUMAHWE




