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Independent Submission
Request for Comments: 6986
Updates: 5831

Category: Informational

ISSN: 287e-1721

GOST R 34.11-2012: Hash Function

Abstract

V. Dolmatov, Ed.
A. Degtyarev
Cryptocom, Ltd.
August 2013

This document is intended to be a source of information about the

Russian Federal standard hash function (GOST R 34.11-2812), which is

onhe of the Russian cryptographic standard algorithms (called GOST

algorithms). This document updates RFC 5831.

Independent Submission

Request for Comments: 7861

Category: Informational

ISSN: 2070-1721

V. Dolmatov, Ed.

Research Computer Center MSU

Independent Submission
Request for Comments: 7891
Updates: 5832

Category: Informational

V. Dolmatov, Ed.
A. Degtyarev
Cryptocom, Ltd.
December 2013

ISSN: 287e-1721

Abstract

GOST R 34.10-2012: Digital Signature Algorithm

This document provides information about the Russian Federal standard

for digital signhatures (GOST R 34.18-20812), which is one of the

Russian cryptographic standard algorithms (called GOST algorithms).

Recently, Russian cryptography is being used in Internet

applications, and this document provides information for developers

and users of GOST R 34.10-2012 regarding digital signature generation

and verification. This document updates RFC 5832.

Independent Submission

Request for Comments: 8891

V. Dolmatov, Ed.
JsSC "NPK Kryptonite"

Updates: 5838 D. Baryshkov

March 2016

GOST R 34.12-2015: Block Cipher "Kuznyechik"

Abstract

This document is intended to be a source of information about the

Russian Federal standard GOST R 34.12-2015 describing the block

cipher with a block length of n=128 bits and a key length of k=256

bits, which is also referred to as "Kuznyechik". This algorithm is

one of the set of Russian cryptographic standard algorithms (called

GOST algorithms).

ISSN: 207@-1721

Category: Informational Auriga, Inc.

September 2020

GOST R 34.12-2015: Block Cipher "Magma”

Abstract

In addition to a new cipher with a block length of n=128 bits
(referred to as "Kuznyechik" and described in REC 7861), Russian
Federal standard GOST R 34.12-2015 includes an updated version of the
block cipher with a block length of n=64 bits and key length of k=256
bits, which is also referred to as "Magma". The algorithm is an
updated version of an older block cipher with a block length of n=64
bits described in GOST 28147-89 (REC 5830). This document is
intended to be a source of information about the updated version of
the 64-bit cipher. It may facilitate the use of the block cipher in
Internet applications by providing information for developers and
users of the GOST 64-bit cipher with the revised version of the

cipher for encryption and decryption.
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Mockea
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MEXTOCYAPCTBEHHBIA COBET N0 METPONOTN, CTAHRAPTHIALMN 1 CEPTHOMKALIAA
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INTERSTATE COUNCIL FOR STANDARDIZATION, METROLOGY AND SERTIFICATION
(1sC)
roct
MEXFOCYAAPCTBEHHbIN 34.12—
CTAHOAPT

2018

WHdopmauvorHan TexHonorua

KPUNTOrPA®UYECKAA 3ALLUUTA
WH®OPMALIUUA

BriouHbie wWudpbl

Uspanne oduumankHoe

MKC 35.040
Mimenesue MNe 1 TFOCT 3443-2018 WUHOPMAUMOHHAA  TEXHOMOTUA

KpunTrpadmuecKan auMTa uHdOPMaun. Pexnmsi paotil GROHLIX WHbpoa

NpunaTo comeToM N0 ; "

coprudukauus (npotokon Ne ar )

3a np WIMEHOHMA P opramsi  fo
AapTIALINK 8: AM, KG, RU, TJ, UZ [xoas! ankda-2

no MK (MCO 3166) 004]

Daty BEcAeHMA B AGACTBME HACTORWErC WIMEHEHWR YCTAHABNWBALT
YKa3HHBIE HAUMOHANEHLIE OPraHbI N0 CTAHAAPTHIAUMM

Mpeancrosve. MyWkT 1 AONOMHMTE CNOBAMM. <4 O6WecTBa C OrpaHnuenHoi
OTBETCTBEHHOCTEK «KPUMTO-MPO» (000 «KPUMTO-MNPOs)»

FlyHKT 5 MaNOXMTL B HOBOR PeAaKLMK

o5 HacToRus CTAHRART MOAGTOBNEH Ha OCHOBE Npwuenenus MOCT P 34.13-

5, P 1323566.1.017-2018, P 13

7-2018, P 132356

CoAepKaHne A0NONHWTL CNOBaMM.
4.4 Npoueaypa NPeoBpasosaHnA Kouas
«5.7 PexoM FaMMHPOBAHIA C NPEOSPAIOBaHIEN KNI04a
58 Pexvi AyTEHTMGULAPOBAHHOTO LIMGDPOBAHMA C BCCOLMUPOBAHHLIMA

RAHHBIN

Moapasnen 2.1 AON0AHKTS mywiTami 2.1.20 21.22

(5120 accouuMpoBaHbie AaHHbIe (associated data). danHwe, ANA KOTOPEX

oBECTEMBALTCA LENOCTHOCTS, HO HE DBECTIEUMBAETCA KOHCIMAHLMAMbHOCTS

2121 3awwdposaMwe C BLpabOTKOW WMMTOBCTaskM (authenti
Onepalys, COCTOAWAR W3 3aLM(bposawwR OTKPLTOMD TeXGTa W
\eHWA WMATOBCTAEIN OT OTKDBITOTO TENCTS W aCCOLMMPOBAHHGIX ABHHEIX, C

MCNCNBI0BAHWEM OAHOTD KIloya & 06ouX NpeabpasnsaHAX

21.22 ¢ nposep authenticated

decr XOR UMUTOBCTABIN

Onepaiyn, oBpaTHas Kk 3aWHbPOBaHMIG C Buipal
cocToAWas W3  NpoBepku WMMTOBCTABKK U nocneayow paclunpoBaHua
WMPTEKCTa 8 CITyNae YCNEWHOD JABEpeHUA POBEPKH»
Moapasen 2.2 AONONHATY 0BOSHAEHUAMH
« & - 6urosas  CTpOKA ABNAIOWEACA  PesyNsTaTOM

GKOMNOHEHTHOTD CROXEHUR N0 MOAYIO 2 GUTOBIX CTPOK



B TK 26 pa3paborano okono 50 pekoMeHaanum no

CTaHIapTHU3AINH:

[Psormozoss ][ Psossaons | [ Psoasaaons | [ Prossaoss ]
[rsonmiaos | [ Psosusaoss | [ eammsssmam | [[eammtssomiann ]
oo | [eomtsumtam | [eoamamrm | [emasmaoom ]
e | I | e |
[rsams | [easrmsans | [eomstsineans | [Prsmsssromos |
(oo | [eomsansas | [ eomsamonns | [eomtsrma ]
(oo | [essrosas | [ronssansas | [t ]
Commeonms | (oo | [Fosssamm | [rosmamam |
(oo | [eomssanim | [ romssimsam | [comsanym ]
T e | Iy |
[romstsranam | [esmsroson | [rmmsomaon | [rumstsrosan |

[Ceomstsacoras | [rasmseonctramns | [ammsesactoaon |




Yka3 Npe3sunaeHTta Poccnnckon Gepepaumm

0T 03.04.1995 . N2 334 «O mepax no cobatogeHuio
3aKOHHOCTW B 061aCTN pa3paboTkn, NpoOmn3BOACTBa,
peasin3aumm 1 sKkCnayaTaumm WndpoBaibHbIX CPEACTB,
a TAKXKe NpeAoCTaBAeHUs ycayr B 061acTu WwndpoBaHus
MHOPMAL N

PepepanbHbIM 3aKOH OT 27.07.2006 T.

N2 152-P3 «O nepcoHaNnbHbIX ZAHHbIX»

PepepanbHbIM 3aKOH OT 06.04.2011 T.
N2 63-O3 «O6 31eKTPOHHOM NOANUCK»

«[MonoxeHwne

0 pa3paboTke, NpON3BOACTBE, peanm3aLmnmn 1
aKCAAyaTaLmnmn WndpoBaabHbIX (KpunTorpadpmnyeckmx)
cpeAcTB 3awmTbl MHPopmauum (Monoxxenune MNMK3-2005)»

— npunoxenue K MNMpukazy PCB Poccmm 0T 09.02.2025
N2 66

[puHLKMNbl pa3paboTkm 1 MogepHU3aLLMK
LWNPPOBANbHbIX (KPUATOrpadnueckmnx) CpesCcTs 3aLnThbI
mHpopmayum (P 1323565.1.012-2017)



CTaHgapTamMm CTOUT NOJ1b30BATbCA

Mymuk, y Tebn
HapgeMHbLIA
| npoTokon

| AepXmu,
i MYMXMK,

HageXHbIn
jmozokon




CraHaapTamu He CTOUT NMO/Ib30BaTbCA
HeobAayMaHHO




[[OCT P 34.13-2015

B HEKOTOpPbIX peXnmMax A OJIKHA
MCMNOJ/Ib30BaTbCA YHUKa/bHas
CMHXPOMOCbINIKA, @ B HEKOTOPbIX CAYyYanHas

He pekomeHayeTCcs MCNOAb30BaTb  KJIHOY
peXunma BblpaboTKM MMUTOBCTABKM B APYrunx
KPpMNTOrpaduyeckmx airopmMTMax n pexxknmax



ProtoQa (P 1323565.1.046—2023)
OrpaHuyeHus v ycnosus (o6bem matepmuana)

Ana obecneyeHnss 3aWKUTbl  OT HABA3bIBAHUSA  JIOXHbIX COOOLLEHMMN
pa3paboTunky HeobXoAMMO OrpaHMUYUTL MaKCMMAJbHOE  KOAMYECTBO
obpabaTbiBaeMbIXx COODOLEHNM C HEMPABUIBHON MMUTOBCTABKOM B pPaMKax
MCNO/Ib30BAHUA OAHOMO KAtoYa. MakcMMasnbHOe KONMYeCTBO OonpesensieTcs
pa3paboTUMKOM C y4eTOM KJslacca 3almnTbl KOHKpeTHbIXx CK3W, peanmnsyioLymx
MpoTOKO/ [POTOKa, M C y4ETOM 3KCMJTyaTaUMOHHBIX XapaKTEPUCTUK KOHEYHO
CUCTEMbI, B KOTOPOM NpeanosaraeTcsi NCNo/b30BaTb YkaszaHHble CK3W;

MakcuManbHbIM 06beM MaTepuana, KOTOopbiM MoOXeT ObbiTb 0bpaboTaH Ha
OAHOM  KAKOYEe, AOJKEH ONpejensiteCl C  Y4YeTOM  TEOPEeTMYECKMUX
OrpaHMyeHnn, BO3HMKAKOWMX  MPU  MUCMONb30BAHMM  KOHKPETHbIX
Kpuntorpapuyeckux  airopMtMoB, W  MNPAKTUYECKUX  OFpaHUYEHUN,
BO3HMKAIOLWMX MPU peanmsalnm HacTosIEero npoTokosia. TeopeTuyeckue
OrpaHM4yeHMss Ha obbeM MaTepuasna, KOTOpblIM MOXeT ObiTb 0bpaboTaH Ha
OAHOM KJIt04e MpPU UCMOJIb30BAHUM HEKOTOPbLIX BAPMAHTOB PeXMMOB paboThl
6104HbIX Wnppos cornacHo NOCT 34.13-2018, npuBegeHbl B P 1323565.1.005-
2017. [lpakTnyeckme orpaHuyeHMss Ha obbem MaTepuana, KOTOPbIM MOXeT
6bITb 0bpaboTaH Ha oAHOM KJO4Ye, AO/MKHbI ObITb MOAYYEHbl B pamKax
TEMATUYECKUX NCCNef0BaHMN KOHKPeTHbIX CK3W, peannsyowmx onmcaHHbIN
MPOTOKOA, MpU OueHKe CcooTBeTCTBUA JaHHbix CK3W TpeboBaHuaAM no
6esonacHocTn MHbopmaummn, npeabssasemblx K CK3W, B cootBetctBumM ¢ P
1323565.1.012-2017



ProtoQa (P 1323565.1.046—2023)
OrpaHuyeHuns n ycnous (0bbem matepuana)

e ...paspaboTumky HeobxoaMmMo OrpaHUYUTb
MaKCMMaJibHOe KOJINYECTBO obpabarbiBaeMbix
coobuweHnn ¢ HenpaBWIbHOW MWMWUTOBCTAaBKOM B
PaMKaX MCNOJIb30BaHUA OAHOIO K/OYaA....;

.... TeOpeTnyeckue orpaHMYeHms Ha obbem matepuana,
KOTOPbIN MOXeT bbiITb 06paboTaH Ha O4HOM KatOYe NpU
MCNONIb30BaHMM  HEKOTOPbIX BAPMAHTOB  PEXMMOB
paboTbl 6104HbIX WndpoB cornacHo NOCT 34.13-2018,
npuBeseHbl B P 1323565.1.005-2017...

...MPaKTU4eckme orpaHmyeHna Ha obbem MaTepmana,
KOTOpbIM MOXeT 6biTb 0bpaboTaH Ha ogHOM KJOYe,
AO/DKHbI OblTb MONYy4YeHbl B paMKax TeMaTU4ecKux
nccnepsosBaHuM KoOHKpeTHbIX CK3U...



TLS 1.2 (P 1323565.1.020-2020)
TLS 1.3 (P 1323565.1.030-2020)
Bonpocbl peannsauum n 6esonacHocTm

MexaHn3M 3aWmnTbl OT NOOOYHbIX KaHA/I0B

TLSTREE(K,,,,1) = Divers, (Divers, (Divers (Kroot, STR8 (i&(1)),

STR8 (i&(2)), STR8 (i&(3))

root/

B cnyuae, koraa seqnum & C; # (seqnum - 1) & (. He BbI3bIBaTb
noadyHkuum Divers;, j € {1,2,3} npu ucnonssosannm TLSTREE



TLS 1.2 (P 1323565.1.020-2020)
TLS 1.3 (P 1323565.1.030-2020)
Bonpocbl peannsauum n 6esonacHocTm

MexaHn3m 3awmTbl oT downgrade-aTaku

PekomeHpyeTcs B nosie random NOMMMO C/TY4aMHOI O YMCAQ
nocnegHnumm 8 6anT yCTaHaBAMBATbL CNeLMa/IbHbIE 3HAYEHUS:

npu Boibope npoTokona TLS 1.2: 44 4F 57 4E 47 52 44 01;

npu Boibope npoTokona TLS 1.1 uanm Hnxe: 44 4F 57 4E 47 52 44 00



TLS 1.3 (P 1323565.1.030-2020)
NMPUNTOXXEHUE A

[IpropmnTeT NCNONL30BaAHMSA KPUNTOHAOOPOB:

TLS_GOSTR341112_256_WITH_KUZNYECHIK_MGM_L
TLS_GOSTR341112_256_WITH_MAGMA_MGM_L
TLS_GOSTR341112_256_WITH_KUZNYECHIK_MGM_S
TLS_GOSTR341112_256_WITH MAGMA_MGM_S



NTOI

CTaHZapT 3TO XOpoLlo,
CTaHZapT 3TO HAAEXHO,

HO ero Hy>XHO pea/sin3oBaThb
NPaBUIbLHO



Crnacu0o0 3a BHUMaHue!
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