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Âñòóïëåíèå

Öåëü � ïîêàçàòü âîçìîæíîñòè èñïîëüçîâàíèÿ MILP ïðè ïîñòðîåíèè
Rebound-àòàêè íà ôóíêöèè õýøèðîâàíèÿ, èñïîëüçóþùèå áëî÷íûå øèôðû ñ
íåòèïè÷íûìè ðàçìåðàìè áëîêà.
Àêòóàëüíîñòü � ñåìåéñòâî ôóíêöèé õýøèðîâàíèÿ ¾MORA-Z¿ ÿâëÿåòñÿ
ïåðñïåêòèâíûì ñåìåéñòâîì ïàðàìåòðèçóåìûõ íèçêîðåñóðñíûõ êðèïòîãðàôè÷åñêèõ
àëãîðèòìîâ.
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Àðõèòåêòóðà õýø-ôóíêöèè ¾MORA-Z¿
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Ñõåìà ôóíêöèè ñæàòèÿ g
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E(K,m) = X[kr+1]LPSX[kr] . . . LPSX[k1](m)

Òàâîêèí Ì.À., Áîíäàêîâà Î.Ñ. Ïîäõîä ê àâòîìàòèçàöèè àíàëèçà ÐóñÊðèïòî'2025 4 / 28



Ðàçëè÷èÿ àëãîðèòìîâ. ×àñòü 1

Àëãîðèòì Ðàçìåð âíóòðåííåãî
ñîñòîÿíèÿ, a× b

Ðàçìåð õýø-
çíà÷åíèÿ, Z áèò

×èñëî ðàóíäîâ, r

MORA-64 4× 4 64 10
MORA-80 5× 4 80 15
MORA-96 6× 4 96 15
MORA-128 8× 4 128 20
MORA-160 10× 4 160 20
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Ðàçëè÷èÿ àëãîðèòìîâ. ×àñòü 2

Ïîäñòàíîâêà π = (15, 9, 1, 7, 13, 12, 2, 8, 6, 5, 14, 3, 0, 11, 4, 10) äëÿ âñåõ àëãîðèòìîâ
îäèíàêîâàÿ.
Ïåðåñòàíîâêà τ ÿâëÿåòñÿ óíèêàëüíîé äëÿ êàæäîãî àëãîðèòìà:

Àëãîðèòì Ïåðåñòàíîâêà τ

MORA-64 (0, 4, 8, 12, 1, 5, 9, 13, 2, 6, 10, 14, 3, 7, 11, 15)

MORA-80 (0, 4, 8, 12, 1, 5, 9, 16, 2, 6, 13, 17, 3, 10, 14, 18, 7, 11, 15,
19)

MORA-96 (0, 4, 8, 12, 1, 5, 9, 16, 2, 6, 13, 20, 3, 10, 17, 21, 7, 14, 18,
22, 11, 15, 19, 23)

MORA-128 (0, 4, 8, 12, 1, 5, 9, 16, 2, 6, 13, 20, 3, 10, 17, 24, 7, 14, 21,
28, 11, 18, 25, 29, 15, 22, 26, 30, 19, 23, 27, 31)

MORA-160 (0, 4, 8, 12, 1, 5, 9, 16, 2, 6, 13, 20, 3, 10, 17, 24, 7, 14, 21,
28, 11, 18, 25, 32, 15, 22, 29, 36, 19, 26, 33, 37, 23, 30, 34,
38, 27, 31, 35, 39)
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Rebound-àòàêà

Ebw Ein Efw

inbound

outbound outbound

Rebound-àòàêà � àëãîðèòì êðèïòîãðàôè÷åñêîãî àíàëèçà ôóíêöèé õýøèðîâàíèÿ,
êîòîðûå èñïîëüçóþò XSPL áëî÷íûå øèôðû. Öåëü � ïîèñê êîëëèçèé.

E = Efw ◦ Ein ◦ Ebw
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Ýòàïû àòàêè

Ýòàï àòàêè Ìåòîä àâòîìàòèçàöèè

1 Ïîñòðîåíèå ïàòòåðíà
äèôôåðåíöèàëüíîãî ïóòè

MILP

2 Inbound-ôàçà Ïåðåáîð
3 Outbound-ôàçà MILP
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MILP

MILP (àíãë. Mixed Integer Linear Programming � ñìåøàííîå öåëî÷èñëåííîå
ëèíåéíîå ïðîãðàììèðîâàíèå) � ýòî ìåòîä îïòèìèçàöèè, êîòîðûé èñïîëüçóåòñÿ
äëÿ ðåøåíèÿ çàäà÷, èñïîëüçóþùèõ êàê âåùåñòâåííûå, òàê è öåëî÷èñëåííûå
ïåðåìåííûå.
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Ñóùíîñòü MILP


a11x1 + a12x2 + . . .+ a1nxn ≤ b1, aij ∈ R,
a21x1 + a22x2 + . . .+ a2nxn ≤ b2, bi ∈ R,
...

am1x1 + am2x2 + . . .+ amnxn ≤ bm, xj ∈ Z, i ∈ 1,m, j ∈ 1, n

Ðåøåíèåì çàäà÷è ëèíåéíîãî ïðîãðàììèðîâàíèÿ ÿâëÿåòñÿ ïîèñê òàêèõ ðåøåíèé
x1, . . . , xn, n ∈ N, ïðè êîòîðûõ ñ ó÷åòîì îãðàíè÷åíèé îñóùåñòâëÿåòñÿ ïîèñê ëèáî
ìèíèìóìà, ëèáî ìàêñèìóìà çàäàííîé öåëåâîé ôóíêöèè â çàâèñèìîñòè îò
ïîñòàâëåííîé çàäà÷è.

z =
n∑

j=1

cjxj → max (min), z ∈ Z
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Ìîäåëèðîâàíèå ïåðâîãî ýòàïà àòàêè

Ïåðåìåííûå:

1 Sr,k ∈ {0, 1} � ñòàòóñ àêòèâíîñòè ÿ÷åéêè (çàäåéñòâîâàííîé â S
ïðåîáðàçîâàíèè) k = 4 · i+ j (ñòðîêà i, ñòîëáåö j). 1 àêòèâíà, 0 � â ïðîòèâíîì
ñëó÷àå;

2 Mr,j ∈ {0, 1} � ñòàòóñ àêòèâíîñòè ñòðîêè j äî ïðåîáðàçîâàíèÿ L. 1 àêòèâíà, 0
� â ïðîòèâíîì ñëó÷àå.
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Íåðàâåíñòâà äëÿ ïåðâîãî ýòàïà

Îñíîâíîå íåðàâåíñòâî äëÿ êàæäîãî ðàóíäà r:

5 ·Mr,i ≤
∑
j

Sr,τ(4i+j) +
∑
j

Sr+1,4i+j ≤ 8 ·Mr,i

Óñëîâèå íåíóëåâîé ñóììû àêòèâíûõ ÿ÷ååê:∑
k

S0,k ≥ 1

Ñîâïàäåíèå ïðîìåæóòî÷íûõ ñîñòîÿíèé:

S0,k = Sr,k
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Öåëåâàÿ ôóíêöèÿ ïåðâîãî ýòàïà

Öåëåâîé ôóíêöèåé ïðè ìîäåëèðîâàíèè ïåðâîãî ýòàïà ÿâëÿåòñÿ ôóíêöèÿ ïîäñ÷åòà
÷èñëà àêòèâíûõ ÿ÷ååê. Íà äàííîì ýòàïå ïðîèçâîäèòñÿ ïîèñêà ìèíèìóìà äàííîé
öåëåâîé ôóíêöèè: ∑

r,k

Sr,k → min
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Òåõíè÷åñêèå õàðàêòåðèñòèêè

Ïðîöåññîð: Intel core i5 9300HF (2.4 ÃÃö, 4 ÿäðà, 8 ïîòîêîâ);

ÎÇÓ: 16 ÃÁ;

Âåðñèÿ èíòåðïðåòàòîðà Python: Python 3.9.0;

Âåðñèÿ êîìïèëÿòîðà C: GNU GCC 12;

MILP-ðåøàòåëü: IBM ILOG CPLEX Interactive Optimizer âåðñèè 22.1.0.0.
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Ðåçóëüòàò ïåðâîãî ýòàïà

Âñþäó äàëåå áóäóò äåìîíñòðèðîâàòüñÿ ðåçóëüòàòû ìîäåëèðîâàíèÿ äëÿ àëãîðèòìà
MORA-128 íà 4 ðàóíäà.

r1 r2 r3 r4

Ein = L ◦ P ◦ S ◦X[k3] ◦ L ◦ P
Ebw = S ◦X[k2] ◦ L ◦ P ◦ S ◦X[k1], Efw = X[k5] ◦ L ◦ P ◦ S ◦X[k4]
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Âòîðîé ýòàï àòàêè

Âòîðîé ýòàï çàêëþ÷àåòñÿ â ¾ñîñòûêîâêå¿ âîçìîæíûõ ïàð äèôôåðåíöèàëîâ íà
êîíöàõ ñîñòîÿíèé êîìïîçèöèè Ein.

PL DDT L−1P−1
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Ìîäåëèðîâàíèå òðåòüåãî ýòàïà. Ïðåîáðàçîâàíèå S. ×àñòü 1

Ïóñòü π � áèåêòèâíàÿ ïîäñòàíîâêà, èìåþùàÿ âõîä (x0, x1, x2, x3) è âûõîä
(y0, y1, y2, y3), ãäå xi, yi ∈ V2, i ∈ 0, 3.

x0 − A ≤ 0

x1 − A ≤ 0

x2 − A ≤ 0

x3 − A ≤ 0

x0 + x1 + x2 + x3 − A ≥ 0

4(x0 + x1 + x2 + x3)− (y0 + y1 + y2 + y3) ≥ 0

4(y0 + y1 + y2 + y3)− (x0 + x1 + x2 + x3) ≥ 0
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Ìîäåëèðîâàíèå òðåòüåãî ýòàïà. Ïðåîáðàçîâàíèå S. ×àñòü 2

Ïóñòü ìû õîòèì ñìîäåëèðîâàòü ïîäñòàíîâêó π, â êîòîðîé ïåðåõîä îñóùåñòâëÿåòñÿ
ñ îïðåäåëåííîé âåðîÿòíîñòüþ:

p = P [(x0, x1, x2, x3) → (y0, y1, y2, y3)]

Ñîãëàñíî òàáëèöå DDT, âîçìîæíû òðè íåíóëåâûå âåðîÿòíîñòè: 2−3, 2−2 è 1.
Çàêîäèðóåì ýòó èíôîðìàöèþ â äâóõ áèòàõ (π0, π1):

(π0, π1) = (0, 0) → p = 1

(π0, π1) = (0, 1) → p = 2−3

(π0, π1) = (1, 0) → p = 2−2
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Ìîäåëèðîâàíèå òðåòüåãî ýòàïà. Ïðåîáðàçîâàíèå S. ×àñòü 2

Çàêîäèðóåì âõîä, âûõîä è âåðîÿòíîñòü ïåðåõîäà â åäèíûé äâîè÷íûé âåêòîð:

ξ = (x0, x1, x2, x3, y0, y1, y2, y3, π0, π1)

Äëÿ ïðåäñòàâëåíèÿ âõîäíîãî âåêòîðà êàê ñèñòåìó ëèíåéíûõ íåðàâåíñòâ,
íåîáõîäèìî âîñïîëüçîâàòüñÿ H-ïðåäñòàâëåíèåì.

(γ0,0, γ0,1, . . . , γ0,9) · ξ + γ0,10 ≤ 0
...

(γt−1,0, γt−1,1, . . . , γt−1,9) · ξ + γt−1,10 ≤ 0

ãäå γi,j ∈ Z � èñêîìûå ïåðåìåííûå, j ∈ 0, 10, i ∈ 0, t− 1,
t îçíà÷àåò îáùåå ÷èñëî íåðàâåíñòâ.
Ïîèñê γi,j îñóùåñòâëÿåòñÿ ñ ïîìîùüþ ïðîãðàììû MILES.
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Ìîäåëèðîâàíèå òðåòüåãî ýòàïà. Ïðåîáðàçîâàíèå P

Ïîñêîëüêó ïåðåñòàíîâêà ÿâëÿåòñÿ ëèíåéíûì ïðåîáðàçîâàíèåì è âëèÿåò ëèøü íà
ðàñïîëîæåíèå ÿ÷ååê, òî â ïîñòðîåíèè îòäåëüíûõ íåðàâåíñòâ íå íóæäàåòñÿ. Åãî
ìîæíî ¾ñêëåèòü¿ ñî ñëåäóþùèì ïðåîáðàçîâàíèåì.
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Ìîäåëèðîâàíèå òðåòüåãî ýòàïà. Ïðåîáðàçîâàíèå L. ×àñòü 1

Ïóñòü (x0, x1, . . . , x15) � âåêòîðíàÿ ñòðîêà ìàòðèöû âíóòðåííåãî ñîñòîÿíèÿ, Gbin �
çíà÷åíèå áèòîâîé ìàòðèöû, (y0, y1, . . . , y15) � âåêòîðíàÿ ñòðîêà, ïîëó÷åííàÿ â
ðåçóëüòàòå óìíîæåíèÿ (x0, x1, . . . , x15) íà Gbin. Ôîðìóëèðîâêà çíà÷åíèé
yk, k ∈ 0, 15 âûãëÿäèò ñëåäóþùèì îáðàçîì.

yk = x0 ·Gbin
0,k ⊕ x1 ·Gbin

1,k ⊕ . . .⊕ x15 ·Gbin
15,k

ãäå Gbin
i,j - ýëåìåíò èç ñòðîêè i è ñòîëáöà j ìàòðèöû Gbin.
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Ìîäåëèðîâàíèå òðåòüåãî ýòàïà. Ïðåîáðàçîâàíèå L. ×àñòü 2

Äëÿ ïîñòðîåíèÿ ñèñòåìû ìîäåëèðóåòñÿ îïåðàöèÿ ¾n-XOR¿, òî åñòü
a0 ⊕ a1 ⊕ . . .⊕ an = b, ãäå a0, . . . , an, b ∈ {0, 1} ñ ïðèìåíåíèåì âñïîìîãàòåëüíûõ
ïåðåìåííûõ di ∈ {0, 1}, i ∈ N. Åñëè n ÷¼òíîå, òî íåðàâåíñòâî â îáùåì ñëó÷àå
âûãëÿäèò ñëåäóþùèì îáðàçîì:

n∑
i=0

ai + b = (n+ 2)d1 −
(
nd2 + (n− 2)d3 + . . .+ 2dn

2
+1

)
Â ñëó÷àå, åñëè n íå÷¼òíîå íåðàâåíñòâî âûãëÿäèò òàê:

n∑
i=0

ai + b = (n+ 1)d1 −
(
(n− 1)d2 + (n− 3)d3 + . . .+ 2dn−1

2
+1

)
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Ìîäåëèðîâàíèå òðåòüåãî ýòàïà. Öåëåâàÿ ôóíêöèÿ

Â ñëó÷àå Rebound-àòàêè ìàêñèìèçèðóåòñÿ âåðîÿòíîñòü äèôôåðåíöèàëüíîãî ïóòè
ôàçû Outbound. Ïóñòü êàæäîé ïàðå (πi,0, πi,1) íà ðàóíäå i ïîñòàâèì â
ñîîòâåòñòâèè çíà÷åíèå − log2 pi. Òîãäà â MILP ìîäåëè öåëåâàÿ ôóíêöèÿ áóäåò
ïîñòðîåíà ñëåäóþùèì îáðàçîì:∑

i

2πi,0 + 3πi,1 → min
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Ðåçóëüòàò òðåòüåãî ýòàïà

Â èòîãå ïîëó÷åí äèôôåðåíöèàëüíûé ïóòü ôàçû Outbound ñ âåðîÿòíîñòüþ 2−51.
α = ∆0

L 0x00000000d00000000000000a00000000

∆1
S 0x00000000400000000000000700000000

∆1
L 0xbd7b000000000000000000000000a7e9

∆2
S 0x76110000000000000000000000001111

INBOUND
∆3

L 0x00900050000a0f0000b0c0000c000500

∆4
S 0x00a0005000090d0000c050000c000500

β = ∆4
L 0x00000000d00000000000000a00000000

Òàâîêèí Ì.À., Áîíäàêîâà Î.Ñ. Ïîäõîä ê àâòîìàòèçàöèè àíàëèçà ÐóñÊðèïòî'2025 24 / 28



Ðåçóëüòàòû äëÿ îñòàëüíûõ àëãîðèòìîâ

Àëãîðèòì\Êîë-âî ðàóíäîâ 2 3 4 5 6 7
MORA-64 2−9 2−16 2−21 2−66 2−76 ×
MORA-80 2−10 2−24 2−41 2−68 2−94 ×
MORA-96 2−15 2−29 2−40 × 2−92 2−121

MORA-128 × 2−43 2−51 × × ×
MORA-160 × × × × × ×

Òàáëèöà: Ðåçóëüòàò ïîèñêà äèôôåðåíöèàëüíûõ ïóòåé äëÿ ðàçíûõ àëãîðèòìîâ ñ 2 ïî 7
ðàóíäû âíóòðåííåãî áëî÷íîãî øèôðà
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Ïðîáëåìàòèêà. Outbound-ôàçà

r\Àëãîðèòì 64 80 96 128 160
2 240/1335 300/1668 360/2001 × ×
3 680/2540 850/3174 1020/3808 1360/5076 ×
4 1120/3742 1400/4681 1680/5613 2240/7479 ×
5 1560/4959 1950/6191 2340/7423 3120/9887 ×
6 2000/6164 2500/7701 3000/9233 × ×
7 × × 3660/11045 × ×

Òàáëèöà: Êîëè÷åñòâî ïåðåìåííûõ / íåðàâåíñòâ â ìîäåëè MILP â çàâèñèìîñòè îò ÷èñëà
ðàóíäîâ è àëãîðèòìà
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Ïåðñïåêòèâû

Ïåðåíîñ âû÷èñëåíèé íà ãðàôè÷åñêîì ïðîöåññîðå (GPU);

Îïòèìèçàöèÿ ïåðåáîðà íà ôàçå Inbound;

Ïîäõîäû ê îïòèìèçàöèè MILP-ìîäåëåé.
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Âîïðîñû?
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