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CurHanbHbIN cepBep

1. curnanusauyus

“ 2. nepenava meaua “
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Cucrtembl VOIP
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CurHanbHbIN cepBep

Session Initiation
Protocol (SIP)

“ <+ > “

AOOHeHT 1 Real-time Transport AOOHEeHT 2
Protocol (RTP)




Cucrtembl VOIP
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" Bob Proxy Server(s) Alice
INVITE Alice

" | INVITE Alice@128.83.130.212
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ACK Alice with route
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« CornacosaHue N Bob Proxy Server(s) Alice
INVITE Alice
« » >
anpeca INVITE Alice@128.83.130.212
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mMeamna-notokax (SDP) > SIP < OK from Alice@128.83.130.212
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n RTCP-naketos = -
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CurHanusauma Mepgua
SDP Codec
NnpuKnagHom
ypOSEhb SIP RTP
TPaHCNOPTHbIN Y Y
YPOBEHb TCP UDP
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YPOBEHb P
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CurHanusauma Mepgua
SDP Codec
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Secure Real-time
Transport Protocol

CurHanusauma Mepgua
SDP Codec
Slp SRTP
TiS
TCP UDP
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CurHanusauma Mepgua
AKE-npoTokon
b\ SDP Codec

CurHanbHbIN ypoBeH
SIP SRTP
AKE-npoTokon
TLS | Menwna-ypoBeHb
TCP UDP
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AyTeHTU(pUKaLUA CTOPOH
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end-to-end
C NMOMOLLbO AONTOBPEMEHHbIX C NOMOLLbIO TEXHUKK Short
kntoden (PKI, IdP) Authentication String (SAS)

nndo aboHeHTbl ayTeHTUdMUMpytotTes nepeq SIP-
CepBEpPOM, KOTOPbIN ABMSIETCA AO0BEPEHHbIM




AKE B VOIP

PycKpunTto
CurHanbHbI ypoBeHb (B atpubytax SDP )

SDES: nepegada macTep-Kntoda B OTKPbITOM BuAe (3awuTta Ha ypoBHe SIP)

MIKEY: Habop 1-RTT (3anpoc-oTBET) NPOTOKONOB (4O, KITH4M)
MIKEY-RSA, MIKEY-RSA-R, MIKEY-DH, ...

Menuna-ypoBeHb

DTLS Handshake: mactep-kntod BolpabatbiBaeTcs U3 MS (Qonr. Kro4m)

ZRTP: ncnonb3yeT KOMMUTMEHT (SAS)



«Npesi» B ZRTP
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ZRTP Man-in-the- ZRTP
Initiator middle Responder
———hash(g') - hash(g")——
R
Man-in-he-middle does not know .| g
¢' yet and therefore g* is random
X Man-in-the-middie must find ag”
- g that yields the same SAS and in
: addition Hash(g') == Hash(z")
g o P
/

gY




SRTP B VOIP

enc {

| V|

P X | CC M|| PT || Sequence Number

Time Stamp

Synchronization Source (SSRC) Identifier

Contributing Source (CSRC) Identifier

RTP Extension (optional)

RTP payload

PycKpunTto

> auth

Master Key Identifier (optional)

Authentication tag




SRTP B VOIP
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SRTP (Real-Time Transport Protocol) — anga nepegayv meaua
SRTCP (Real-Time Control Protocol) — anst KOHTpons KadecTBa CBA3M

1. OpguH mactep-knod Ha Heckoribko RTP/RTCP-uctodHukos (SSRC)
2. BcTpoeHHada cMmeHa Krova
3. «HesBHbIN» CYETUYMK — B NAKETe cogepxatcs mnagwmne gesa 6anta (ROC)



NMpumep. WebRTC (VolP B bpay3epax)
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TLS SIP
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“ TLS SIP

O6meH agpecom (IP, nopT) 1 oTnevaTkamu
camonoAnucaHHbIX cepTunkaToB
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DTLS Handshake

IP, nopTt
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SRTP

UDP-ceccus




TpeboBaHuUA no 6e3onacHoOCTU
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AKE-npoTokon: SM-npoTokorn.
* fBHas ayTeHTUPUKaLKNS Kroya » KoHMunaeHunanbHOCTb
» CeKkpeTHOCTb KIlto4a * LlenoctHocTb

*  AyTeHTUdMKaymsa CTOpoH
* HezaBncmmMocTb Kntoyen
» [looTBepXXaeHue Krova

*  AHOHWUMHOCTb CTOPOH




TpeboBaHuUA no 6e3onacHoOCTU

PycKpunTto

AKE-npoTokon: SM-npoTokorn.
* fBHas ayTeHTUPUKaLKNS Kroya  KoHdmpaeHUmanbHOCTb
» CeKpeTHOCTb Krtoya * LlenocTtHoCTb

*  AyTeHTUdMKaymsa CTOpoH

 He3aBucumocTb Knro4yen

« [loaTBepxxaeHue Krroya
*  AHOHWUMHOCTb CTOPOH




AKE-npoTtokon. lNoarBepxxaeHue Krnroya
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K HerapaHTtuposaHHas
[OCTaBKa AaHHbIX
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AKE-npoTtokon. He3aBUCUMMOCTb KIHO4Yeu !
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WHuunaTtop OTBeTumk 1
fork K

, OTBETUNK 2

K Heckonbko

K < OTBETYMK 2 appecaTos
X: OTBeTUMK 1
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SM-npoTtokon. KoHbuaeHUnanbLHOCTb
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i Bitrate Viewer el S
=
Constant e
B 3aBMCUMOCTU OT Bit Rate |
XapaKkTeEPUCTUK Koaeka
ﬂnMHa I_IaKeTOB MO)I(eT 480 ? 576, PAL 25 fps  (686.53 MiB) - Close
3aBUCETb OT TUNa Rl —
dooHEM U nay3 B peyu. e |
Variable e |
- 25000 51890 kbps
Bit Rate
51890 kbps ©)

0
MIN = 11120 kbps MAX = 51890 kbps AVG = 31128 kbps FRAMES = 3336
1920 x 1080, NTSC 24fps (523,56 M8) Close




SM-npoTtokon. KoHbuaeHUnanbLHOCTb
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Ecnu y HapywunTtena goctatovyHo

anpuopHon nHgpopmaunm, oH
MOXET BOCCTAHOBUTb A3bIK, CI10Ba
Uncovering spoken pShl:";ts::?I:f e-:’:::;;t]:d VoIP conversations n ,D,a>|<e Ll,eﬂ ble (ppa3b|

Charles V. Wright Lucas Ballard Scott E. Coull Fabian Monrose Gerald M. Masson
Johns Hopkins University L

Rock and roll!
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Phonotactic Reconstruction of Encrypted VoIP Conversations:
- Hookt on fon-iks

Andrew M. White*  Austin R. Matthews*’  Kevin Z. Snow"  Fabian Monrose*
*Department of Computer Science 1 Department of Linguistics
University of North Carolina at Chapel Hill
Chapel Hill, North Carolina
{amw, kzsnow, fabian} @ cs.unc.edu, armatthe @email.unc.edu
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TIponecc BocctanoBneHHA VoIP B3aHMOIeHCTBHA




SM-npoTtokon. KoHbuaeHUnanbLHOCTb
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Internet Engineering Task Force (IETF) C. Perkins
Request for Comments: 6562 University of Glasgow
Category: Standards Track M. Valin
ISSN: 2070-1721 Mozilla Corporation
March 2012

Guidelines for the Use of
Variable Bit Rate Audio with Secure RTP
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SM-npoTtokorn. LlenocTHOCTb

PycKpunTto

[@apaHTUpoBaHHad
poctaska (TCP)

Bpema

v

HerapaHTnpoBaHHas
noctaska (UDP)

v




SM-npoTtokorn. LlenocTHOCTb
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* HepaBHOMepHOCTb JocCTaBku (jitter)
« 3apgepxka naketoB (latency)

* YTepsi naketoB (loss) \
peLleHne
]
Iil ! e | I 2
i » Jitter buffer . @Kw

[MakeTbl «NpoUrpbIBalOTCA» C HEOOMbLUOW 3a4ePKKON
YTepsiHHble NakeTbl 3aMeLLarTCa « TULLMHONY




SM-npoTtokorn. LlenocTHOCTb
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CTtaHaapTHO 3alumLLIaeMCcs OT HEAEeKTUPYEMOTO:

* WN3MEHEHUSI COAEPKMMOro NakeToB;
e yOaneHusi NakeToB 13 NOTOKA;

*  W3MEHEHUSs NopsiaKa NakeToB B MOTOKE;
« gobaBneHnst NakeToB B MOTOK.

OpHako ...




SM-npoTtokorn. LlenocTHOCTb

PycKpunTto
Ecnu HapywmTenb MOXeT:

[ornoc nepenaeTcad

NoApsiA NAYLINX NaKeToBs,; B PEXMMeE pearibHoro
* 3a4epxaTb JOCTaBKy MNaKkeToB BpEMEeHM

s S

Hapywmntenb MOXeT N3MEHUTb CMbICIT
nepegaBaemMon MHdopmMaLmm




SM-npoTtokorn. LlenocTHOCTb
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NMpumep: bob cnpawwmneaet y Anucel

- «J1lobuLwb NPAHNKN?»

- D'a

- «YOanuTb TBOWU AaHHble De3BO3BPATHO» ?
- Hert

HapywwuTtenb 3agepxuBaet nepsbln OTBET ANKUChI N yaoansieT BTOpPou
oTBeT Anucbl




LlenocTHOCTb ayanmouHdcgopmauumn

PycKpunTto
Ha ctopoHe nony4artens HeobxoanmMo KOHTPONMpOBaTb:

* KOIMMYECTBO YTEPAHHbBIX NN HEKOPPEKTHO 0O6paboTaHHbIX
NaKeToB;
* pa3Mep «CKOMb3SILLEro OKHa».

-------------------------------------------------------------------------------------------------------
. 3

ObecnevyeHne kadecTBa CBSI3N HEPA3PbIBHO
cBs3aHO c obecnevyeHnemMm MHpopMaLMOHHON
6e3onacHOCTM aTon cBA3M!

* .
--------------------------------------------------------------------------------------------------------
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