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Pa3BuTne KBaHTOBbLIX BbIYUCIIEHUMN:
KBAHTOBOE BblHUCIINTEJIbHOE NpenmMmyLLecTBoO

(@) TA3NPOMBAHK

Willow — 105 cBepxnpoBOAHUKOBbIX KyOUTOB, 3aaaya
CIMMNNMPOBAHUSA CITyYaMHbIX KBAaHTOBbIX Lierno4ek

Zuchongzhi 3.0 — 105 cBepXxnpoBOAHUKOBbIX KyOUTOB,
3aaya CAIMMNIMPOBaHUA CrlyYaruHbIX KBaHTOBbIX Lienoyek
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nporpecc B BO3MOXXHOCTAX U KOPPEKLUs oLunooK

[leMOHCTpauns aKCMOHEHLMaNbHOro YMEHbLUEHNS OLLMBOK C pPOCTOM KOAOBOIO PaCcCTOAHUA B MOBEPXHOCTHOM KoAe
[Google Quantum Al and Collaborators, "Quantum error correction below the surface code threshold”, arXiv:2408.13687]
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FIG.1. Surface code performance. a, Schematic of a distance-7 surface code on a 105-qubit processor. Each measure qubit
(blue) is associated with a stabilizer (blue colored tile). Red outline: one of nine distance-3 codes measured for comparison
(3 x 3 array). Orange outline: one of four distance-5 codes measured for comparison (4 corners). Black outline: distance-7
code. We remove leakage from each data qubit (gold) via a neighboring qubit below it, using additional leakage removal qubits
at the boundary (green). b, Cumulative distributions of error probabilities measured on the 105-qubit processor. Red: Pauli
errors for single-qubit gates. Black: Pauli errors for CZ gates. Blue: Average identification error for measurement. Gold: Pauli
errors for data qubit idle during measurement and reset. Teal: weight-4 detection probabilities (distance-7, averaged over 250
cycles). ¢, Logical error probability, pr., for a range of memory experiment durations. Each datapoint represents 10° repetitions
decoded with the neural network and is averaged over logical basis (Xr and Zr). Black and grey: data from Ref. [17] for
comparison. Curves: exponential fits after averaging pr, over code and basis. To compute 4 values, we fit each individual code
and basis separately [24]. d, Logical error per cycle, €4, reducing with surface code distance, d. Uncertainty on each point is
less than 5 x 1075, Symbols match panel c. Means for d = 3 and d = 5 are computed from the separate 4 fits for each code
and basis. Line: fit to Eq. 1, determining A. Inset: simulations up to d = 11 alongside experimental points, both decoded with
ensembled matching synthesis for comparison. Line: fit to simulation, Agm = 2.25 + 0.02.
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Implementing Fault-tolerant Entangling Gates on the Five-qubit Code and the Color Code

C. Ryan-Anderson, N. C. Brown, M. S. Allman, B. Arkin, G. Asa-Attuah, C. Baldwin, J. Berg, J. G. Bohnet, S. Braxton, N. Burdick, J. P. Campora, A
Chernoguzov, J. Esposito, B. Evans, D. Francois, J. P. Gaebler, T. M. Gatterman, ). Gerber, K. Gilmore, D. Gresh, A. Hall, A. Hankin, ). Hostetter, D.
Lucchetti, K. Mayer, J. Myers, B. Neyenhuis, J. Santiago, ). Sedlacek, T. Skripka, A. Slattery, R. P. Stutz, . Tait, R. Tobey, G. Vittorini, J. Walker, D. Hayes

Logical fidelities of the color code experiments
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FIG. 6. Experimental and simulated logical fidelity vs the total two-
qubit gate count in seven different color code experiments. Note that
the ordering here is different than that in Table III, as denoted by the
vertical line labels. The red, blue and green markers denote experi-
ments that ideally produce output states in the X, Z, and Bell bases
respectively. The markers connected with solid lines represent exper-
imental data, and the markers connected with dashed lines represent

simulated data.

Demonstrating Bayesian Quantum Phase Estimation with Quantum Error Detection

Kentaro Yamamoto, Samuel Duffield, Yuta Kikuchi, David Mufioz Ramo

KBaHTOBbIE anropuUTMbl C MOMOLLBIO NTOrMYECKNX onepaLmn Ha Norm4YecKnux
Kyoutax: 920 gounanyeckmx onepaumn, 4tTodbl OLLEHUTb IHEPTUHO OCHOBHOIO
COCTOSIHUS MONEKyIbl C TOYHOCTbI 6 x 1073
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Figure 5. Estimated energies plotted against the number of experiments R for the unencoded QPE (a) and against the rescaled
number of experiments R for the encoded experiments (b). The black circles represent the estimated energies with the error
bars representing 1/ Vary[E]. The purple dashed lines indicate when the distributions are converted from Fourier to von Mises
representations.
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Pabora rpynn
N.A. Cemepukosa n H.H. Konadesckoro

2021-2022:

» 4 kybuta (2 kyauTa)

* TOYHOCTb OAHOKYOUTHbIX onepaumn — 95%
* TOYHOCTb ABYXKYOUTHLIX onepaunin — 70%

2022-2023:

* 16 kybuToB (8 KyouTOB)

* TOYHOCTb OAHOKYOUTHBLIX onepaumn — 99,1%
* TOYHOCTb ABYXKYOUTHbIX onepaunin — 95%

2023-2024:

» 20 kybuTtos (10 KyauToB)

* TOYHOCTb OAHOKYOUTHbIX onepaumn — 99,1%
* TOYHOCTb ABYXKYOUTHLIX onepaunin — 95%

2024

* 50 kybuToB (25 KyouTOB)

* TOYHOCTb OAHOKYOUTHBLIX onepaumn — 99,1%
* TOYHOCTb ABYXKYOUTHbIX onepaunimn — 95%
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Pa3BuTHe KBaHTOBbIX BbIYUCNEHWN: @) TA3NPOMBAHK
HOBble anropnTMmbl hakTopmusaLmm

= CoBpeMeHHasi acuMMeTpuYHas kpuntorpadus 6asmpyeTcs Ha CNOXKHOCTU PeLleHus]
onpeneneHHoro Knacc MmatemaTudeckux 3agad, Hanpumep, cpaktopmsaumm (pasnoxeHue
ynucna Ha NPOCTbIe MHOXUTENN).

= B 1995 roay Nutep LWop npeanoxun anroputm and sagad pakropmsaumm n AUCKPETHOIo
norapngmMupoBaHma 3a NOSIMHOMUHANbLHOE BpeMS A9 KBAHTOBOro kKomMmnbtoTepa. Ymcno 15
ObINO Pa3foXeHO Ha MHOXUTENM 3 U 5 NPY NOMOLY KBAHTOBOMO KOMMbOTEPA C MOMOLLBIO
KoMnbtoTepa ¢ 7 Kydutamu.

How to factor 2048 bit RSA integers in 8 hours using 20
million noisy qubits

Craig Gidney' and Martin Ekera?>

1Gocgle Inc., Santa Barbara, California 93117, USA
2KTH Royal Institute of Technology, SE-100 44 Stockholm, Sweden
3Swedish NCSA, Swedish Armed Forces, SE-107 85 Stockholm, Sweden

Physical assumptions for large-scale superconducting qubit platforms: a planar grid of qubits with nearest-
neighbor connectivity, a characteristic physical gate error rate of 103, a surface code cycle time of 1
microsecond, and a reaction time of 10 microseconds.
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Factoring integers with sublinear resources on a superconducting quantum processor

Bao Yan, Ziqi Tan, Shijie Wei, Haocong Jiang, Weilong Wang, Hong Wang, Lan Luo, Qianheng Duan, Yiting Liu, Wenhao Shi, Yangyang Fei, Xiangdong Meng,
Yu Han, Zheng Shan, Jiachen Chen, Xuhao Zhu, Chuanyu Zhang, Feitong Jin, Hekang Li, Chao Song, Zhen Wang, Zhi Ma, H. Wang, Gui-Lu Long

Shor's algorithm has seriously challenged information security based on public key cryptosystems. However, to break the widely used RSA-2048 scheme, one needs millions
of physical qubits, which is far beyond current technical capabilities. Here, we report a universal quantum algorithm for integer factorization by combining the classical lattice
reduction with a quantum approximate optimization algorithm (QAQA). The number of qubits required is O(logN/loglog N), which is sublinear in the bit length of the integer
N, making it the most qubit-saving factorization algorithm to date. We demonstrate the algorithm experimentally by factoring integers up to 48 bits with 10 superconducting
qubits, the largest integer factored on a quantum device. We estimate that a quantum circuit with 372 physical qubits and a depth of thousands is necessary to challenge RSA-
2048 using our algorithm. Our study shows great promise in expediting the application of current noisy quantum computers, and paves the way to factor large integers of
realistic cryptographic significance.

* Bbibop chakTopHOM 6a3bl « [na CVP ctpoutca pyHkumnoHan QUBO — 3agada ontummsaumm
* [lonck rmagkunx nap (sr-nap) » 3apaya onTMMM3aumn peLlaeTcs ¢ NOMOLLbIO anroputMma
* [octpoeHue CJIAY KBaHTOBOW NpunbnuxeHHon ontumusaummn (QAOA), KoTopbI
* [locTpoeHne comHoxuTenen na pewieHns CJIAY Ha ocHoBe paboTaeT 6e3 koppeKuun onbok

nagen depma * B xoge QAOA 3agenctByeTca knaccmyeckas ontummsaums
[Mouck sr-nap CBOAUTCS K MOUCKY Brivkanllero BekTopa Ha [MpennonoxeHuve: hakTopnsaunst YCKOPSETCS Npu peLleHnn 3agayv
pewetke (CVP), MOXeT 6bITb peleHo ¢ NomMoLLbto LLL- CVP Takum metoom
anroputmMma

®akmopusayus LLHoppa KeaHmoeasi npubriuxeHHasi onmumu3sayusi
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B Poccun YCOMHUANCH B CKOPOM Pitfalls of the Sublinear QAOA-Based

B3/1oMe Wwndpa RSA KBaHTOBbIMY Factorization Algorithm

KOMIMbKOTEPaAMU
SERGEY V. GREBNEV 12, MAXIM A. GAVREEV 12, EVGENIY O. KIKTENKO “1:2,
ANTON P. GUGLYA!2, ALBERT R. EFIMOV2-3, AND ALEKSEY K. FEDOROV " 1:2

IRussian Quantum Center, Skolkovo, 121205 Moscow, Russia

3asenyowmin Kadbeapon MHXeHepHon KnbepHeTukn HUTY

"M MCMC" An bGGpT E¢MMOB OTM eTV”-l LITO KBa HTOBbIM KOMHbI‘OTep ZNational University of Science and Technology “NHSIS," 119049 MOSCOW, Russia
! . 3Sberbank of Russia, Sber Innovation and Research, 121357 Moscow, Russia
BCe XXe MOXXET CTaTb CEPbE3HbIM PUCKOM U H(‘DO pMaLlMOHHON Corresponding author: Aleksey K. Fedorov (akf@rqc.ru)
6esonacHoCcTH B 6yﬂ'y Lem This work was supported in part by Sberbank, and in part by the Russian Science Foundation under Grant 19-71-10092.
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FIGURE 1. Convergence of mean energy E to the minimal energy E;, for QAOA circuits consisting of p = 3 layers designed for different number of
qubits n and different RSA integers N = 1961 (a), N = 48567227 (b), and N = 261980999226229 (c). Each line corresponds to a distinct run of
Nelder-Mead optimization algorithm.
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11 mapta 2025 roga

A Practically Scalable Approach to the Closest Vector Problem
for Sieving via QAOA with Fixed Angles

Ben Priestley*
Department of Computer Science, University of Ozford and
Quantum Software Lab, School of Informatics, University of Edinburgh

Petros Wallden'
Quantum Software Lab, School of Informatics, University of Edinburgh
(Dated: March 12, 2025)

The NP-hardness of the closest vector problem (CVP) is an important basis for quantum-secure
cryptography, in much the same way that integer factorisation’s conjectured hardness is at the
foundation of cryptosystems like RSA. Recent work with heuristic quantum algorithms [1] indicates
the possibility to find close approximations to (constrained) CVP instances that could be incorpo-
rated within fast sieving approaches for factorisation. This work explores both the practicality and
scalability of the proposed heuristic approach to explore the potential for a quantum advantage for
approximate CVP, without regard for the subsequent factoring claims. We also extend the proposal
to include an antecedent “pre-training” scheme to find and fix a set of parameters that generalise
well to increasingly large lattices, which both optimises the scalability of the algorithm, and permits
direct numerical analyses. Our results further indicate a noteworthy quantum speed-up for lattice
problems obeying a certain ‘prime’ structure, approaching fifth order advantage for QAOA of fixed
depth p = 10 compared to classical brute-force, motivating renewed discussions about the necessary
lattice dimensions for quantum-secure cryptosystems in the near-term.

Scaling advantage

13 mapta 2025 roga

Experimental factoring integers using fixed-point-QAOA
with a trapped-ion quantum processor

Ilia V. Zalivako,'? Andrey Yu. Chernyavskiy,? Anastasiia S. Nikolaeva,' %2 Alexander S. Borisenko,"? Nikita V.
Semenin,’'? Kristina P. Galstyan,’? Andrey E. Korolkov,'? Sergey V. Grebnev,? Evgeniy O. Kiktenko,? 3
Ksenia Yu. Khabarova,!? Aleksey K. Fedorov,"23 Ilya A. Semerikov,"? and Nikolay N. Kolachevsky!>2

LP.N. Lebedev Physical Institute of the Russian Academy of Sciences, Moscow 119991, Russia
? Russian Quantum Center, Skolkovo, Moscow 121205, Russia
3 National University of Science and Technology “MISIS”, Moscow 119049, Russia

Factoring integers is considered as a computationally-hard problem for classical methods, whereas
there exists polynomial-time Shor’s quantum algorithm for solving this task. However, requirements
for running the Shor’s algorithm for realistic tasks, which are beyond the capabilities of existing and
upcoming generations of quantum computing devices, motivates to search for alternative approaches.
In this work, we experimentally demonstrate factoring of the integer with a trapped ion quantum
processor using the Schnorr approach and a modified version of quantum approximate optimization
algorithm (QAQOA). The key difference of our approach in comparison with the recently proposed
QAOA-based factoring method is the use of the fixed-point feature, which relies on the use of
universal parameters. We present experimental results on factoring 1591 = 37 x 43 using 6 qubits
as well as simulation results for 74425657 = 9521 x 7817 with 10 qubits and 35183361263263 =
4194191 x 8388593 with 15 qubits. Alongside, we present all the necessary details for reproducing
our results and analysis of the performance of the factoring method, the scalability of this approach
both in classical and quantum domain still requires further studies.

1591 = 37 x 43 using 6 qubits (experiment)

35183361263263 = 4194191 x 8388593 with 15 qubits (simulation)
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Fa3anpombaHK aKTUBHO NUNOTUPYET KBAHTOBO-
YyCTOMYMBYIO 3aLUNTY AAHHbIX
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KBaHTOBO-yCcTOM4YMBaA 3awmTta UHPOPMaLMOHHbIX ( [A3NPOMEAHK
cucrtem Host-to-Host baHka u OM3HeC-KNMeHToB

MapTHep npoekTa: U QApp

3alumuiaemble AaHHbIE: NNaTeXHble NopyYeHus

BusHec-knueHT baHka FasnpombGaHk

PenosuTopui
MopgnucbiBaeT

MpoBepseT cTaTyC OT3bIBa

cepTucukata cepeepa KopHeBo# CeKpeTHbIN /
cepTtudumkar knwoy YL
yu rne rmB

PQC GATE knueHT PQC GATE cepBep
KoHdourypaums KoHdpurypauus

- MpoBepsieT, 4TO cCepTUUKAT CEKPETHOrO Knto4a
. API o B KopHeBo# ceptudmkar YL cepuopa nomvean YILTIE M AC T CepTudmkar cepeepa IMBE H2H
U3HecC-
noaKnioYeHN 5 GOSTTLS cepBep
KIMMUeHTa e cereTHbIVI KN4 cepBepa NoAKNoYeHn
e
AfQpec noaKnoYeHNns KeaHTOBO-yCTOMBOE MpocnywmBaeMbiii agpec
noaknioYeHne
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B 2024 rony 3aBeplLueH NUAOTHbLIA NPOEKT MO MOCTKBAHTOBOM KpunTorpagum @ FA3NPOMBAHK
KBaHTOBO-yCcTOMUYMBbIE MOOUNBbHBbIE BLE-nnarexu o

MapTHepbl npoekta: S HCMIC ) QApp

3almuaemble gaHHble: PUHAHCOBbLIE TPpaH3aKLMK

A Mokynatens 2 Npopasey

Npunoxenne e Npanoxesnme
Fasnpombanxa FaanpomBasxa
NOnOANENME M CHATHE CPERCTE MonoNKeMHe 1 CHATHE CPRACTR

BLE-Kowenex BLE-Tepmunan
n
(PQC Pay) LOAKMONOHKE K TePMUKATY & (PQC Pay)
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https://qapp.tech/cases/nspk

B 2024 rogy 3aBeplleH NMOTHbLIN NPOEKT NO NOCTKBAHTOBOW KpunTorpadumn
KBaHTOBO-yCcTOM4YMBbLIE MOOUIbHbIE BLE-nnaTexwu

MapTtHepbl npoekTa: 5S¢ HCMIK U QApp

3almuaemble gaHHble: PUHAHCOBbLIE TPpaH3aKLMK

BLE-coeauHeHue

UHTerpauma nocTKBaHTOBOM KpunTorpadpum
A9 MOBbILLEHUSA YPOBHSA Knbepbe3onacHoOCTH

v/

MNpoBeneHue nnaTeXxem B yC10BMUAX
OTCYTCTBUSA UHTEPHETA

BbICOKUI paauyc NoKpbITUA: yJyulleHHoe
B3auMoaencTBue npu NnpoeBeaeHnn onaTbl

\

CKOpOCTb nepenaym gaHHbIX (?,

1-2 MéuT/c

@ rA3NPOMBAHK

NFC-coeauHeHuUue

106-848 K6uT/c
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B 2024 rogy 3aBepLUeH NMUMOTHbLIN NPOEKT MO KOHUAEHUNanbHbIM BblYUCIIEHUAM .@ FA3MPOMEAHK
KoHdomaeHumansHoe oby4yeHne mogenu oueHKu -'

BepoATHOCTK gedbosiTa opuaANYeCKUX nuu

MapTHepbl NpoekTa: QK6 L) QApp

Pewaemas 3agada: noBbllLEHNE TOYHOCTUN Mo eNen KpeaAUTHOro CKOpuHra

Bnepsble B ["asanpombaHke Nony4yeHue TouHOCTU NpeackasaHua GINIZ:
yAanocb NpoTecTuMpoBaTh
NporpamMmMHbIN Noaxon K 058 CSMPC-nomxonom 40 cex

KOH(bVIJJ,eHLI,VIaJ'IbeI M (BesonacHas nepegaya gaHHbIX)

CKkopocCTb Bblgayu
BblyncrieHnam (SMPCH1) P A

0.6 Bes SMPC-noaxoaa npenckasaHnm

(HebesonacHasi nepegaya gaHHbIX)

PesynbTaTt npeacrasneH
Ha ®opyme Scoring Day 2024

[1] SMPC (secure multi-party computation) — rmpomokos1 KoHgbudeHYuaibHO20 8bIHUCIEHUS 3MO Kpurnmozpaghudyeckud rnpomokKorsi, KomopablU

pacrpeodersisiem 8bI4UCIEHUSI MEXOY HECKOJIbKUMU CMOPOHaMU, rpu 3mMoM HU 00Ha U3 CMOPOH He MoXem sudemb OaHHbIe Opy2ux CMOPOH

[2] Koagppuyuenm OxuHu (Gini coefficient) — mempuka kadecmea, Komopasi 4acmo UCosib3yemcs rnpu oueHKe rpeocka3amersibHbIX

MoOeriel 8 3a0adax buHapHoOU KnaccuguKkayuu 8 ycriogusix cuslbHouU HecbasiaHcupogaHHOCMU Kriaccos uesiegol rnepeMeHHouU 18



[@PycKpunto (&) rasnpomBaHK

Anekcen PepopoB

aleksey.k.fedorov@gazprombank.ru
+79162970977




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19

