AN

—

C yeE R[4

Kak 6bl 9
B3/ilOMan...PyHeT

[lepBYyLWWH VIropb

-/




Llenb

Kak Obl 1 B321oMan
PyHeT

Kak 6bl 1 caenan
ero 6esonacHee




L

avyHeM C MacLuTabos

>6.5M/45M |P-agpecoB
>71."7M 3Ha4YMNMbIX CEPBNCOB
>63.5M HTTP-cepBMCOB
>125 pas3nnYHbIX MPOTOKOMNOB

>35000 yHUKanbHbIX TUNOB 10




He HY)XOH HaM 3TOT...

Ceﬂsgs Q Hosts v location.country:russia and services.port:10050| location.country: “RU" and port: 10050

IP-appec v Mopt + [MpoTokon

Bcero xocTtoB: 135 567

Host Filters Hosts Fopoaa

Results: 517 Time: 1.35s

Labels: S—

St Petersburg

= 0‘ eVl  country"RUport 10050 Vekaterinburg

Novosibirsk W Poccuiickas depepauus,

Magnitogorsk Mocksa

83.69.237.9

Krasnodar

Samara

Note: Mo results found

Armavir

Chelyabinsk 185.12.92.55

Kaliningrad

W Poccuitickaa Pegepauus,
MockBa




YTo HaAM nomMoraeT?

MOYHO N CTy4HaTbCH He BCe ,EI,Bepl/l?

Percent of (port, port_type): 0.5603, size: 87713 - Percent of (port, port_type): 0.2329, size: 87713

60000 80000 100000 20000 140000 20000 40000 60000 80000
port port

ASN: AS495035, size

Percent of (port, port_type): 0.2955, size: 87713 Percent of (port, port_type): 0.3353, size: 87713

¥

ASN: AS8369, size: 77782 ASN: AS42610, size Percent of (port, port_type): 0.3804, size: 87713 -5 Percent of (port, port_type): 0.3195, size: 87713




YTo HaM nomMmoraeT?

[ycTb NporpaMMHoe obecrneyeHume onpenenmTcsa caMo...

"is_processed": false,
"num_of_matches": 177,
"re_match": "Ratchet/0.4.1",
"readability_test": {
"flesch_reading": false,
"is_first_upper": true,
"ner": true,
"num_is_alpha": true,
"punct_ratio": false,
"tokens_ratio": 10.0

. Server: Synapse/1.96.1 is_processed=False Matches: 56

. Server: Synapse/1.90.0 is_processed=False Matches: 8

. Server: JAWS/1.0 is_processed=False Matches: 32

. Server: Werkzeug/3.0.1 Python/3.12.1 is_processed=False Matches: 77
. Server: Nimble/3.7.11-9 is_processed=False Matches: 51

. X-Powered-By: Ratchet/9.4.1 is_processed=False Matches: 177

. Server: IPC/2.0.9 is_processed=False Matches: 466

. Server: Brovotech/2.0.0 is_processed=False Matches: 212

. Server: Airee/Cloud is_processed=False Matches: 251

. Server: BaseHTTP/@.6 Python/3.10.7 is_processed=True Matches: 38
10. Server: Microsoft-IIS/10.0 is_processed=False Matches: 97

WOSNOUhWNRE®

! 11. X-Powered-By: ASP.NET is_processed=True Matches: 71
' 12. Server: WSGIServer/@.2 CPython/3.8.10 is_processed=False Matches: 46

"sample": [
"HTTP/1. Upgrade header MUST be provided\r\nConnection:
"HTTP/1. Upgrade header MUST be provided\r\nConnection:
"HTTP/1. Upgrade header MUST be provided\r\nConnection:
"HTTP/1. Upgrade header MUST be provided\r\nConnection:
"HTTP/1. Upgrade header MUST be provided\r\nConnection:

-Version: 13\r\nUpgrade: websocket\r\nX-Powered-By: Ratchet/0.
-Version: 13\r\nUpgrade: websocket\r\nX-Powered-By: Ratchet/0.
-Version: 13\r\nUpgrade: websocket\r\nX-Powered-By: Ratchet/0.
-Version: 13\r\nUpgrade: websocket\r\nX-Powered-By: Ratchet/0.
-Version: 13\r\nUpgrade: websocket\r\nX-Powered-By: Ratchet/0.




OCco6eHHOCTU HAaLMOHANTbHOMU OXOThbI

1 TpeHOoBble YA3BMMOCTU B MEXOAYHaAPOOHOM CerMeHTe
2 TnoBoe Anga pervmoHa nporpamMmmHoe obecnevyeHme

3 3a4acTyro Ya3BMMble TEXHOJIOTNK

4 [TOPTbI C «XapaKTepOM»

5 TO, UTO MbITAlOTCA CKPbITb




TpeHAaoBble YA3BMMOCTU

[TocnegHune CJTy4dan.

TeamCity (CVE-2024-27198)
ConnectWise (CVE-2024-1709)
Fortinet (CVE-2024-21762)
Wordpress (...)

Gitlab (CVE-2023-7028)

\ac@ce




TeamCity (CVE-2024-27198)

dor  jethraing v product | teamcity v wuln CWE-2024-27198 ~
~ Absolute values

Unig_vulherable_org_name Unig_vulherable_ip

OpraHusauum

GitLab (CVE-2023-5009)

dor  gitlab ~ product | gitlab « wuln | CWE-2023-5009 v
v Absolute values

Unig_vulnerakle_org_name Unig vulnerable_ip

OpraHusauuvm

TpeHaoBble YA3BUMOCTU

IP-appeca " CepBuchbl

Unig_vulnerable_services

IP-agpeca CepBuUCHI




TUnoBoe Anga
pernoHa lNno

1C-Bitrix  (Y93BUMOCTHW, MUCKOHPUIHN,
criefbl aKcrnyataymnm)

Trueconf (CVE-2022-46764%)
Terrasoft/Creatio (BDU-2023-04519)

Websoft HCM (BDU-2022-06939)



TunoBoe angd pernoHa Mo

dor fortinet + 1e-hbitrix « product | All v vuln | CWE-2024-21762 + CVE-2023-27997 + CVE-2023-1719 + CVE-202... v
v Absolute values

Unhig_vulnarable_org_hamsa Unig_vulharable_ip Unhig_vulnarable_servicas

OpraHunsauumm IP-agpeca CepBuUchHI

Trueconf (CVE-2022-46764) )

ueconf product | server v wuln | CWE-2022-46764 v
~ Absolute values
Unig _vulherable_org_name

Unig_vulnarabla_ip Unig_vulnerabla_services

OpraHusauum IP-agpeca CepBuUcChHI




3a4yacTylio ya3BUMble .
TeXHOoJIormm

a Mikrotik (CVE-2018-14847) — 94000+ e Dahua (CVE-2021-33044) - 10000+

a Hikvision (CVE-2017-7921, e Xiongmai (CVE-2017-7577,
CVE-2021-36260) - 3000/75000+ CVE-2018-10088) - 900/10000+




Y glele a2 Elole]gd port:1801

NMopTbl ¢ XapakKTepHbIM MO

R
Q

1801 - msmq (CVE-2023-21554)

10050 - Zabbix agent

location.country: “RU” and|port: 1801

IP-appec v Mopt v MpoTokon

Bcero xocToB: 4 670

lopopa

Moscow

Yaroslavl

89.208.118.181

St Petersburg

Yekaterinburg W Poccuiickas Gepepauus,

Novosibirsk Mocksa
Magnitogorsk
Krasnodar
Samara
Armavir

88.82.184.122
Chelyabinsk

Mocksa
Microsoft Message

Queuing

Brazil
China
Spain

Japan
Netherlands

4307 — Trueconf (CVE-2022-46764%) Peru

Q Hosts v location.country:russia and|services.port:4307

location.country: “RU” and|port: 4307

IP-agpec v Mopt v Mpotokon v

Bcero xocToB: 7 278

Hosts
[opoaa

Results: 37 | Time: 0.42s
Moscow

St Petersburg

Yekaterinburg 213.248.31.1 E 46.28.92.69

Yaroslavl W Poccuitckas Depepauus,

Novosibirsk Mocksa

Magnitogorsk . " ]
. country:"RU" port:4307
Samara
Armavir

213.248.31.12
Chelyabinsk

MpoayKTbl W Poccuiickas Gegepauus,

MpoaykTbi W Poccuiickaa Gegepaums, Note: NO results found

Mocksa
TrueConf video

conferencing service



MopTbl 0cO60ro HasHa4vYeHus

Q location.country:RU Q. location.country:RU AND

IP-agpen eps = LIpITRiL IP-appec v Mopt v Mpotokon v

tutor.helix.ru
om— I Ve ririvnun W\.,H\..PUL.\VIH

W Poccuiickas ®Pepgepauuns MNpoayKTbI:

gSOAP
SERCOMM CPE
ZTE CPE

185.152.81.167 EasyCwmp

Huawei Home Gate...

@ Poccuickan ®epepauus | 21 3.248.31 .1 3

CPE SERVER

Apache httpd W Poccuiickan ®eaepauus

199K mini_httpd




TO, UTO NbITAOTCH CKPbITb

[ maBHOE MeHIO

Poccas HD (H)

49-Feb- Poccaa HD (+1)

-Apr-
Poccan HD (+2)
AHr apCcKUeMeHT 15-Feb-
MHK 30-Now-
MaxoHWHA 15-Now-
Ogewna bpaTcH O7-Jun-

5

0211 war HascTpeuy_P¥[1.mpd 10-Nov-

l_ MoaKNOYEHUE K Y AaNeHHOMY

Y pabouemy cTony

Anons filma.mpd 27-Jun-

J1 16.05 suepro BEYEP.mp3 17-May-

g Gazprom 26062023 g 22 27-Jun-

Irkraion vipuskniki.mp4 30-Jun-




Mpo pe3ynbTaThbl

@ OpraHl/BaLl,l/IOHHble BblBO4 Dbl

Cz TexHn4yeckKme BbiBOObI

@ Ha6J'II-O,EI,eHl/Ie 33 CTAaTUCTUKOU



TpeHAaoBble YA3BMMOCTU

Fortinet

Unig_lpport_by Products

CVE-2023-27997

222222222222222222222222222222222222222222

CVE-2024-21762 Lt

2222222



TpeHAaoBble YA3BMMOCTU

Atlassian Confluence

Unig_inport_by Wulns

Last*~

240 CVE—2023—22518 = Lnig_ipport CYVE-2023-22512 251
320 == nig_ipport CVE-2023-22618 138
unig i pport EOL 70

- Lnig_ipport CYE-2021-2 6084 45

280 = Unig_ipport CVE-2022-28134 36
- Unir_ipport CVE-2023-22527 17

== nif_ippot CYVE-2023-22515 %

240 = Lnig_ipport CVE-2022-2 6138 1

300

260

220

200

120
160
140
120
100
a0
B0
a0
20

6]
10016 10421 10426 10031 11705 TIA0 1115 117200 11725 11300 12/08 0 120100 1215 12/20 12725 130 0104 0108 0114 01/1%  01/24  01/2% 0203 02/08 0213 0218 0223 02/28 03/04 03/0%




Cratuctuka no HapyweHuam Ub B CMS 1C Bitrix

m @ﬁywﬁjy ‘ g;\;eﬁw’&ﬁ&m@j 2 .

T¥ oY o L T



TunoBoe anga pernmoHa MO

TrueConf

Unig_ipport_by Vulhs

(-1

 CVE-2022-46764 e

400
375
350
325
300
275
250
235
200
175
150
125
100
5
50

25

6]
08417 05724 10701 10702 10/15 10422 1028 11705 1112 1119 1126 12103 12110 12417 12724 12431 o107 o114 01721 01728 02704 02411 0218 02725 03j03 0310



Npo BbiBOADI

G CnegnTb 3a HOBbIMU YIroo3aMm

a 3HaTb CBOM NepuUMeTp

e OnepatnBHO OENCTBOBATDL

CTapaTbCya He TOMbKO CKPbIBATbCH, HO
N CTAHOBUTbCH Be3ornacHee
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