KceHna HaymoBa

CneunanncT oTaena obHapyxeHns BpegoHocHoro 10
SKCMNepTHOro LeHTpa 6e3onacHocTn Positive Technologies

CoBpemeHHble noaxoppl
3/10YMbILLTEHHNKOB K COKPbITUIO
ceTeBOro B3anMmoaencTeBns
BpeaoHOCHOr o NporpaMmMHoOro
obecneyeHus



O60 MHe

» bHonee 4-x neT paboTato B CETEBOW aHanNUTnke BpegoHocHoro 1O
(JTabopaTopua Kacnepckoro, Positive Technologies)

* 3akoH4Wa 6akanaBpuiaT Mo NHPopPMaUNOHHOW 6e3onacHocTy B MO
1 3aKaH4mBalo marmcTpaTtypy B8 MNDU

*  MepuogunyecKkn 3aHNMaKCh NpenogaBaTeNbCKON OeATENbHOCTbIO, B
TOM UMCrie Ha CTyaeHYeCcKnx nporpammax B Crupuyce n B By3ax

* aKTUBHO Yy4acCTBYIO B XN3HU Ib-coobLiecTBa — B POCCUNCKUNX U
MeXOyHapoOHbIX KOHPepeHLUMsIX, B OpraHu3aumm CoOpeBHOBaHNN Mo

npakTnyeckonm Vb (CTF)

« Bepny 6nor no ceteBown aHanutuke BINO B TBUTTEPE




O yem poknan

BonbwrHcTBO BpegoHocHoro MO ncnonblyeT B3anMogencTaeme rno
ceTun: oNs ckauvmBaHs BPpegoOHOCHbIX dalioB, B3aMOOENCTBUSA C
yrpasnsowmnm cepsepomM. [1ns cokpbITUs Tpaduka xakepbl
MNCMOSb3YIOT pa3fnyHble MeToabl WndpoBaHns n obdpyckaumm —
3TO HY>KHO ONs TOro, YTobbl cneunannctam Vb, nsyvatowmm ceteBble
MakeTbl, 6blNO CIOXKHEee onpeaennTb BPeAOHOCHOCTD.

CerogHsi Ha goknage Mbl pacCMOTPUM:

CoBpemMeHHble noaxoabl
3/10yMbILWNEeHHNKOB K cokpbiTuio BIMNO

B CetTun

AKTyanbHble cnocobbl ero
nccneaoBaHns, AeTeKTUpPoBaHUSA
M pasibHenwWwero o6Hapy>XeHusa




O yem poknan

s

AR CxaTwue: zlib, gzip

s

-, B LUndpoBaHune: AES, RC4

s

-/B Mumukpusa nog TLS

s

‘,B DNS TyHHenunpoBaHue

N/

",B Caosurn n XOR-bI

N/

~ |3 Baseé4, netbios, hex




Kakon ns sanpocoB K google nopgaenbHbIN?

GET / HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

User-Agent: Mozilla/5.0 (Windows NT 10.8; Winbtd; x64; rv:59.8)
Host: w.google.com

GET fewt/nfu=http://111.252.161.116/Nzgz¥jI10Dh/Wobvd3oDs-F
Zz_HnSv/K-3Z7ZT6glU8 HTTP/1.1

Accept: */*

User-Agent: Mozilla/4.8 (compatible; MSIE 6.0; Windows NT ©
Host: google.co.jp

GET / HTTP/1.1

Accept: */*

Accept-Language: ru

User-Agent: Mozilla/4.® (compatible; MSIE 8.8; Windows NT 6.1; WOWe4;
CLR 3.5.30729; .NET CLR 3.0.38729; Media Center PC 6.8; .NETA4.8C; .NE
Accept-Encoding: gzip, deflate

Host: google.com

Connection: Keep-Alive

GET / HTTP/1.1

Host: www.google.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wine64; x64) AppleWebKi:
like Gecko) Chrome/104.0.5112.102 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,im:
apng,*/*;q=0.8,application/signed-exchange;v=b3;gq=0.9
Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;g=0.9

GET /gwt/nfu=http://rss.2wgsrnae.info/NFjZ1¥YmM1YJR]jj/pv25qLX/byghi
giajhj HTTP/1.1

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)
Host: guugle.org

GET / HTTP/1.1
Host: google.com

A4



Kakon ns sanpocoB K google nopgaenbHbIN?

GET [ HTTP/1.1
Cache-Control: no-cache m

Connection: Keep-Alive
Pragma: no-cache

User-Agent: Mozilla/5.0 (Windows NT 10.8; Winbtd; x64; rv:59.8)
Host: w.google.com

GET /gwt/n?J=http:/]111.252.161.116/NzgzYjI10Dh/Wo6vd3oDs-F
z_HnSv/K-3ZZTeglU8 HTTP/1.1

Accept: */* ]f?{
User—Agent:|Mmzillaf4.9|{c0mpatible; MSIE 6.0; Windows NT ©
Host: google.co.jp

GET / HTTP/1.1

Accept: */*

Accept-Language: ru

User-Agent:| Mozilla/4.8 [(compatible; MSIE 8.8; Windows NT 6.1; WOW64;
CLR 3.5.307J9; _NET CLK 3.0.38729; Media Center PC 6.8; .NETA4.0C; .NE
Accept-Encoding: gzip, deflate

Host: google.com

Connection: Keep-Alive

GET / HTTP/1.1

Host: www.google.com (::)
Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wine64; x64) AppleWebKi:
like Gecko) Chrome/104.0.5112.102 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,im:
apng,*/*;q=0.8,application/signed-exchange;v=b3;gq=0.9
Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;g=0.9

GET /gwt/n?u=http://fss.2wgsrnae.info/NFjZ1YmMI1YJR]j/pv25qLX/byghi
giajhj HTTP/1.1
Accept: */*

USEP—ﬁgEHt:‘MOZillafﬂ.@ (compatible; MSIE 6.0; Windows NT 5.1)
Host:|guugle. org m

GET / HTTP/1.1

Host: |google.com

?
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GhOst RAT

. 00000000 60 02 00 00 60 02 G0 00 31 00 32 80 33 00 34 60 Lo ... 1.2.3.4.
Z..b7... 00800010 35 00 36 00 00 00 90 Of 00 00[78 9cled 57 3d 6b  5.6..... ..x..
..CN...3.c .3 Y .~YTIh..]. ... ... “&YZ. kRwP. . ... cp~X.[ooann O.... 00000020 db 5@ 14 3d 9@ a9 da b3 6b ac 87 24 b6 22 a8 b2
.z.m.E.M..N&...ub.nS3%..V....@:.t... ... -.q.k..nb. u.X."._.].).#..~.B. 00000030 @a 81 26 2d a5 90 86 84 dO 38 a5 la aa 5a 92 ed
+. i Polllii 2{z W, .. cdlaay. {LL T re oL G W I 5 00000040 62 37 ae 12 2 45 @9 5d ©a 81 Be a5 43 db6 4e f9
LS. (#. T7T# +E>YIp. ... G[[.Q.d...... fG.. ... 2-..I..... +..S] . pXa /30l L 00000050 1f 99 33 a5 63 b6 la 4a d7 @e 59 3b b8 e7 5e 59
).X<o ../ k.. .VbdT.rN;1.<.,...... M. {=.90z. &) BN (- Fe . [6eenenn 00000060 49 68 02 a9 5d 04 c5 e8 3c de d3 d3 91 f4 be 74
.- .- 00000070 de bd f7 8d al 84 22 26 59 5a b8 ¢7 6b 52 77 5@
L.-ad . 000p0p80 81 @1 f3 86 94 63 b4 70 7e 78 9d 5b c6 16 da 88
00000090 f1 1a 6f 99 d6 f9 d7 @d fc 7a f7 6d df 45 15 4d
000000A0 bc al 4e 26 b@ 81 Be 75 62 b2 6e 53 33 25 aa cb
000000BO 56 e5 a4 f9 7f 40 3a a2 74 8c 83 e@ @9 e7 b9 89
@00000Ce 10 2d ce 71 9e 6b 1@ b3 6e 62 89 d7 75 d4 58 df
R GRS ..U 000000D8 60 12 db c4 5d cc 29 eb 23 c@ b6 7e dl 42 81 2b
1..1«<.. I S ? .- 000000E® e4 c@ 69 Oc 3e e6 db ce d9 96 cb f5 bé 50 ad ca
000000F@ ba df 7f 69 b2 3e 83 32 7b 7a 8c 57 2c f7 f6 ce
00000100 ©f 4d 4c b3 fd 94 31 f@ 61 79 ed 85 7b f1 f6 d5
00000110 37 2f ef 72 Oc 83 15 aa ¢@ a7 16 02 96 31 4b 13
00000120 ab 5c cf 07 ba aa 31 b9 ©e la dc 13 35 aa cl 24
20000130 1b 28 23 ba 89 f9 37 66 23 f9 2b 45 3e 79 3a 70
00000148 bf 89 d2 ea da 47 5b 5b 90 51 f8 64 ad ed 1c a3
00000150 8d b3 2f 47 1f b3 ee c3 a2 32 2d da 95 49 88 cd . 2-..T1..
000001680 8 aa @f 2b b3 b6 53 7c fd b4 70 99 58 cc ab f3 ...+..5‘ ..pX...
00000170 11 cb 2f 7e 4a 4a 97 8c <3 b2 4c ab 29 d6 d2 58 £ s DA I T ¢
00000180 3c de ff fb 2f 84 6b bc b3 b5 56 62 64 54 19 72 <
00000190 4e 3b 6c a3 3c ed 2c ¢5 bb bd d5 fb 82 3f 4de e6 M;Ll.<.,. .....?N.
@00001A8 6 7b 3d 1c 24 4f 7a 17 e8 26 fc fb 29 da 23 9f A{=.%0z. .&..).#.
200001B0@ 5e 28 ab 2d aa f1 8d ef 7d be f@ @7 £f b3 cf Sb Alomeees Foaa. [
@00001C8 fd 36 ee d4 d3 de ba el 90 c3 cc 31 a2 e8 86 13 Bl s 1....
@00001D@ 99 ab e2 11 d5 5d a7 3e 9b f4 a6 @d &d ac 9e 91 ..... Jox ool
@0PBE1ED 69 aa 3f 15 cf 9b f8 e2 4d 8d be ©@a 37 7c 3f 1b i.... M...7|?.
@000001F@ b9 bb 8d 55 d9 d9 9d f@ {4 b3 cb bd ca 88 68 d1 F h.
00000200 83 c7 bd ed el 21 63 ba 15 fa d5 @5 ee a5 e7 1la P o
00000210 bb 8a 67 96 73 8f a3 b5 a2 46 b3 62 13 8c 6¢ a7 ..g.5... .F.b..
90000220 99 23 13 cc d3 Se 7b fd 13 4a c@ d8 69 9b 2a f1 I T R P I
00000230 98 77 99 45 33 6d da f2 7f f5 45 d3 b4 df 15 aa w.E3m.. ..E.....
000002480 c4 67 12 Ad da 8c cc 23 e5 22 b2 11 19 87 a5 ad EMoLE L
00000250 e7 e7 80 39 e4 33 39 7d 84 ac db 8c c2 6f c7 6f ...9.39} (... 0.0
00000260 da b2 ab be R

00P0RERe 1f 00 00 0@ 1f @0 0@ 60 31 00 32 @0 33 00 34 08  ........

00000816 35 00 36 00 00 00 01 00 60 08|78 9c|63 6O 6O 00 5.6..... ..

00000020 01 00 o1 -
00000264 32 01 00 @0 32 91 @0 0@ 31 00 32 20 33 08 34 00 2...2...1.2.3.4.
P0@00274 35 @0 36 00 06 60 32 75 00 06[78 9c|ed d1 4d 4a  5.6...2u ..x...M]
00000284 c3 40 14 00 ed 87 4b c1 3b 78 @1 5d e8 d2 33 @8 @ .- -K. ;x.]..3.
00000294 62 97 22 52 5a a9 62 ba 4a 13 eb cf 45 bc 82 f7 b."RZ.bj J...E...
000002A4 {2 22 be 24 fe 24 52 91 82 b8 fa be 21 93 cc be MUBLER. Lol
000002B4 99 9 9b 99 ad 38 89 65 94 31 cb 7a 1c f3 d8 8&d
@00002C4 e3 7c df e6 33 8b cb ec 3b 9a bf 9c 3e 3f bd 8e
000002D4 bo 63 21 cb 59 8c e2 31 aa a8 33 db 8c ed eb 4de
@00002E4 b2 55 65 39 6f ¢7 4 47 34 ed 2a df 4d 74 3f 7b
000002F4 1e f2 69 fa 26 d9 5e @e 7a 77 a2 fb c3 7d 5¢ e7
00000304 df bb a7 fe 65 ce d7 f8 a2 dd 41 99 5f fd 58 d5
00000314 ee 6@ 95 23 ba @c fb bl 22 db e3 b5 19 14 6d c6
00000324 ¢3 75 56 b9 c2 55 ae 5Ff 7d cb e9 ef 22 1f 7f ff
\l 20000334 79 de 38 ee 62 9a 7b 29 b3 9e fd 41 16 8b ec 2d




GhOst RAT & PCRAT

OEeKOOVPOBaHUe, OETEKTUPOBaHNE, OBHapy)KeHVe

[[] Case insensitive Multiline matching [C] Dot matches all

Find / Replace Q n

Find

\xFf Replace

REGEX ~ Global match

[ case insensitive Multiline matching [] pot matches all

4 N\ ([ h
Recipe B E 8 input + O 8 = Input + OS] @ =
789ced573d6bdb56143d9@a0dab3bbacd724bbe2a8b20a81262da5008684d038a5 1aaa5ad2ed6237 el 2f245095d0a810ea5
e o n 43d64eF919933a563b61a4ad70e593bb3e75e59496802a95d04c Se83cded3d391 fabe7adebdf78dal842226595ab8c 76b52 789c93f471473b7323430362e09c Fc 5330570802300 31747752b0b034F375aaf1cc2bA9cdd188d25
— 77508181F3869463b4707e789d5bc616daB8F11a6F99d6F9d70dF c7af76ddFA5154dbc a14226b081027562b26e533325aac6 8848cdcf@3dlcedlallascabbalb6616060265260a0e8a467a2606ee1e55356199050696be 26868600
Auto 56e5a4f97F403aa2748c83e0B9e7hI89102dceT19e6b18b36e6289d775d458dF6012d6cA5dcc 29eb23cPbETed142812bedcd 80bee5153
690c 3eebdbced996chf5ba5Radcabadf7F69b23e83327h7a8c572cF7Ffhcedfadach3fda31F86179ed857hF1F6d5372Fof72 =% =a T o s (O 0
9c83153ac@a7160296314b13ab5ccf@7baaa3lbo@eladc1335aac1241b2823ba89T937662392bA53e793a70bF89d2eadad?
Zlib Inflate Q n 5b5b90517864aded1ca38dbl2fa71fbleec3a2322ddag54988cdc8aadf 2bb3b6537cfdba709858ccabf311cb2fTe4adad78¢c
c3b24cab29d6d2583cde T Fb2@A6bbcb3b55662645419724e3b6ca33ced2cc5bEbads fbO23FAeabc67b3d1c 2441 7al72826 Output B rD M o
Start index Initial output buffer size Buffer expansion tvpe fcfb29da239f5e28a62daat18def7dbefRO7 ffb3cfsbfd36eeddd3debael9@c3cc31a2e8861399abe211d55da73e9bf4a60d
0 9 Adaptive 8dac9e91692a3f15cfobfBe24d8dbe@a377c31bbobb8d55d9d99dfafab3cbbdca8868d183c7bdede12163balSfad505eea5 e LANG:1@33|Win 7 SP1|1GB 896MB|Intel(R) Xeon(R) CPU E5-2680 v4 @ Z.AGGHz\Vipengﬂ
mme 1172 = 1 Tr Raw Bytes 44 L
[ Resize buffer after decompression [ Verify result
Output B l_D m o ‘Wireshark-FollowTCPStream (tcpstream eq 1) - b2a2e7626288eb517442b0929d09... — O
Find / Replace o n m10.127.0.189
BeQumrjqgo 000000 58 43 52 61 74 66 00 0@ 06 54 00 00 00 |78 9c|93 PCRatf.. .T...x..
Find 0| R~:Win7-spl 7601.6.1.1.16.1.7681Intel Core Processor (Broadwell)-88hlxgv: 0O0ERA1A f4 71 f4 73 b7 32 34 3@ 36 ae @9 cf cc 53 38 57 q.s5.240 6....56W
\x00 REGEX ~ Replace Global match Wk 00000P20 08 Be 30 ac 31 74 77 52 be be 34 f3 75 aa f1 cc @.1twR ..4.u...
57 254 Gb zzde 38 Gb 00000030 2b 49 cd d1 @08 d2 54 88 48 cd cf @3 dl ce 81 al +1....T. H.......
*QX[ : 000P0R40 Oa ae ab ba 46 66 16 V6 Ba 65 26 Ba Be Ba 46 7a ... .Ff.. .e&...Fz

;7 2 Gb zzbe2 Gb Standard VGA Graphics Adapter
>FX[:0 MProgram Managersis2024. 2222Dsls:
2024, 2.17-17: 8:43

Ngmﬂ

2024. 2.17-17: 8:43X861992x64AdmindEBsaks 3EBuk+ /calrpcdEBuse ) calrpciEBuase2
States)>f:yhv:

pefl:l

SNANLADISPLAYL 6 1280 © 720
C:\Windows'\system3234972aed65f49f7fd8f689d9e476296b

gaede-aeEnglish (United

.

fnxPrcgram Manager;m Rez35S
--[System Process]--System--smss.exe--csrss.exec
--wininit.exe--csrss.exe--winlogon.exe--services.exe--lsass.exec
--lsm.exe--svchost.exe--svchost.exe--svchost.exe--svchost. execs
--svchost.exe--audiodg.exe--svchost.exe--svchost.exe--spoolsv.exec
--svchost.exe--taskhost.exe--dwum.exe--explorer.exe--dllhost.exec
--svchost.exe--sppsvc.exe--output_32.exe

00000050 26 ©6 ee le 55 35 61 99 05 06 96 be 2e 86 86 Bc  &...USa.
00P0PO6@ Oc B0 be e5 15 f3

' ™\
Mpaemio 1.

msqg: "REMOTE [PTsecurity] Possible GhOst"™;
content: "|00|"; offset: 3; depth: 1;
content: " |00|"; distance: 3; within: 1;

content: " |00 00|"; distance: 0O;

pcre: "/"([0-9a-f]1\x00) {4,32}\x00\x00/R";
content: " |78 9c¢|"; distance: 4; within: 2;

I\ J
content: " |00 00 78 Sc|";




GhOSt RAT & PCRAT aexopmpoBaH/e, ASTeKTpPoOBaHe, ObHapy)XKeHe

Jawéopabl Ceccuu ATaku CeTeBble CBA3N JlenTta akmauoc'.g_?«* Yanbl 1 Krpoﬂ“ \

7 map e = »
Trojan.Win32.Generic.a
C 7 mapra, 08:35 no 7 mapta, 09:35
= =]
06wwmit Tpaduk 95,19 K6 - @ QTtnpasneqo 62,4 K6 Monyyero 32,79 KB - CpeaHAs cKkopocTb Tpaduka 26 B/c Bamop
Backdoor.Win32.Generic.n
08:40.00 08:45:00 08:50.00 08:55:00 09:00:00 3arpy3qMK Bno
< 10.127.0.113:57891 — 103.144.241.85:8000 < - .
Trojan-Downloader.Win32.Generic.n
0O6ue ceepeHus 06wme cBefeHna
MpoTokonbl tcp ATtaku
3arpy3uuk BlNoO 4
Hauano 7 mapTa 2024, 09:33:45 REMOTE [PTsecurity] Possible GhOstCringe = <
Korel 7 wpTa 2024, 09:33:50 ANetwork Trojan was Detected \T rojan-Downloader.Win32.GhOst.n
[OnuTtenbHocTb 4 cekyHAbl M 268 MUANMCEKYHA, REMOTE [PTsecurity] GhOstCringe
OtnpasneHo 60.05 KB, 49 naketoB A Network Trojan was Detected
Nonyeto 1.31 KB, 22 naketa (= [ sandbox  Ceonc  3ammen  Oovexts  Coencreanposeper v Mcrowmwsn  Chcrewa v + Nposepuro obbexrs & @ .\
OTnpaBuTeNnb 10.127.0.113:57891 @
F6:56:46:C0-01:07 6720233532079b37dad76¢941bebbabdd70 70b7b! oxe B Coopmuposars orer
5 HOME_NET, PT_LAB
Microsoft Windows NT 6 or newer
Q e * MoseneHueckuit aHanua +Crasars pesynerars avanuza ~ 7] Pesyrbrar noseaendeckoro ananusa
Monyyatens 103.144.241.85:8000 @ Wt e —— S An = i S%20p
[AS9232 Ntte Global Network Brand Name] ~ win7-spl-x64 @  EXE
B (CN) KHP ® O 3ananwe
29-00:BA:A0:30:B3 = 6720a33533079037dad76c94 bebbase QowapyNaseion phectos 0
(5 EXTERNAL_NET « +{2 MoBepenyeckud ananus Thom
X
Microsoft Windows NT 6 or newer . it e cheovns
b
XpaHunuiie tyl_mdtest V:::::Wm!? Generic.a
o = o TERMINAL SERVER
i BaKaop.
- ~ BackdoorWin32.Generic.n
Sarpysaux BNO
ﬁTa““ v Taad 22 TERMINAL SERVER Trojan-Downloader. Win32.Generic.n
Jarpysunx BNO
read Trojan-Downloader.Win32.Gh0st.n
REMOTE [PTsecurity] Possible GhOstCringe
2 193 Mogospurensioe nosenenme
read %1010 MITRE ATTACK ID: TI08
\ Metwork [rojan was Detected Read SystemInfoRecomeissance
‘ v‘.< oe o o e RUN ,
REMOTE [PTsecurity] GhOstCringe
P . o create
| ANetwork Trojan was Detected ) S g o o
Jelete.Process. TerminateProcess.
N\ create Evasion J

10
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ZgRAT

OEeKOOVPOBaHUe, OETEKTUPOBaHNE, OBHapy)KeHVe

4 \

1f8b03060A0BO0RARL00a554dbaeab3610FdI5bc546a15ed136e214402a98ec1265c02011320e10d08e17e4b48807c7d9dbd55F59¢873e7524cf8ccTcbeb9ebSc]
952db34493cedddfae78fbT56db62c501603b65a0211488c046000cc41400b86246110290eec434de8976aa8863ac4976aa43d13621b8efal583a68145c05b757
25a342024835896b5449bdabd318eb30eef6184c26b4296582d7d6319d2d857b3978Ffc56d97846T243ca%05713aab78cc8c429dFfdfdBat4600b084cBBCca00a8)
183029021114c485c093650c822b8dd779F9Tbde6ba802a32d935e55c26ef76fec80493945108c2a02a32b930da4206814d78818d45ac66868b7688963371d6)
2619ea62192255a57469c492435d416930da%¢caba52e67117987dbdacbe356775aca3c0ed9032c799bc2322e2faae3764741 f67c8fce®2bf36chc@@foa7057153)
18be94b73e19253@33d5df655caee59d7eac34dfafd67950f77ad1e97eddf179d7dfT4d7b0F7996193af1fe47926e3b49b84429b871d9136413ebd2d@2ebaled)
dcf258ad1fd7964T6e93fBbaa8ed35629756c371e9433419d13ffa7cb5fc9ffaadb73e12014111c45fTad81afb899d10121d34899926baf6258bb1911b2d526543|
4e3365244c9315eeel378e7668Ta5ec5¢2a0754091853a39a28d6e985cb98af747d284d84dd40715@a5bb34f6bcea72f6bdacB8765e1d30591736267539056¢a2)
547cdale50760e955cadf5b23bb855109e6aadledbfe507661d8147adddf6T076a8842f6blaff9T16eal298e94d968746ab05cTal29d18b309b98755ae93a8e10)
fAdf8b3edb1640608800a8987407ac119act316735df6dATeddd336ebaefachl2aaca7e7372190dbobo8d3dBa279777e5ef3014e4194618c3dTAF636708901e7|
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mc 2036 = 1 Tr Raw Bytes € LF

B0mE::

Connecting<@>/93/4AAQSkZIRgABAQEAYABgAAD/ 2wBDAASGBg cGBQeHBwWe JCQgKDBQNDASLDBKSEwBUHRoTHh@aHBwgICAnICT s IxwcKDepl DAxNDQ@Hyc SPTgyPCAz|
NDL / 2wBDAQKICQWLDBNDR 2y TRwhM TyM3 TyMj TyMj TyMj TyMj TyMJ TyM3 TyMj TyM3 TyM5 TyM3 TyM3 TyMj TyMj TyMj TyMi L /wAARCAAy ADTDAS TAAhEBAXEB / 8QAHWAAA
QUBAQEBAQEAAMAAAAAAAAECAWQFBgc ICQoL /8QAtRAAAEEDAWTE AwlFBAQAAAFSAQTDAAQRBR ThMUEGE 1 FhBy IxFDKBkaE I TOKxwRVSOFAKM2JygekKFhcYGRo1TicoKS
0@NTY30Dk6QORFRKAISUp TVFVWVIhZWmkZWZnaGlge3R1dnddeXgDhIWGhA1 11 pKT1IWW1 51 ZmgK j pKimp6ipgrkz tLW2£715usL DxMXGx8 1y tL TINXW19Z2uHid+T|
1sufo6erx8vP@9fb3+Pn6/8QAHWEAAWEBAQEBAQEBAQAAAARAAAECAWQFBgCICQoL /8QALREAAZECBAQDBAC FBAQAAQ] 3AAECAXEEBSExBh 1BUQdh cRMiMoE IFEKRobHE)
CSMzUvAVYnLRChYKNOE18RcYGRomJygpK jU2Nzg50kNERUZHSEIKULRVV LdYWVp ] ZGVmZ2hpanN@dXZ3eH16go0EhYaH1iImKkpOUlZaXmImaoqOkpaangKmgsro@tba3uy|
Lm6wsPExcbHyMnK@tPU1ldbX2NnaduPk5ebn60ng8vP@9fb3+Pn6/90ADAMBAAIRAXEAPWDNvG3IWU0X2IyhaxsGPxxjPvViNnzA1Q5DDgcP16UyvTitDxZbhRRRVEhRRR
QAUUUUAS THMmd27ge/ hUdP 1Yt I c44w0BjpTKmOqRULaTQUUUVRIUUUUAF FFFAE18yPPujh815q/ InP8Iy X6/ JUNTTgtKSCz JASKA7VHsb+6FypR2Ke42inbG/ungglif]
3T+VMQ2inbG/un8qNjk/dP5UANoqzShuAfuD/ALTH+NFKEC zPiibckqe T97+pqza86bZHuYF IPAUUVE31PdXwk 1 FFFMAGKbo3+6aKKAKG JSRIKKKK 2R / 2Q==|
<«@>Default<@>B616A37EFBBF38B3BAFBFRA@>Jay<@>WINDOWS - L29TFFP<@>Z97M-D3H<@>e2eSoft VCam<@>Intel(R) Xeon(R) CPU E5-2680 va4 @
2.48GHz @ 2<@>Intel(R) UHD Graphics<@>2GB<@>1GB<@>35 %<@>404 %<@>Microsoft Windows 7 Enterprise 64-

Output #

Recipe e a Input
1‘FSbBS@B@@BG@B@@Eﬂ@B@bCSCC4b9799c3929?859499@9@d
From Hex O n
e 48 = 1
Delimiter
Auto Output
|Ping
Gunzip o n
g J
- pa—
Input + 0908 =

eit<@>2.2<@>18.62.2924<@)Admin(@}N/A<@>Micr‘msoft Visio Viewer 2016 Y,

-
® %
Output 4. BD®:
0y AnuoeTF T Fauisossousommue” wur” noenur§0nuLCrue s ackackaeLackeng es seLeciest s
FFOCHCR SF VT VT FF SMDC20C3SIDCACSsUEUs @S cssuers £s B ' " #Es rs (7),01444 05 " 9=82< . 342§ UnuCson sF T Freancr crow2 | es
1222222322232222222222223223222232322222222222222222%Bxucoct a5 v 2nui2erxson™ nuistrocsousTrocasosiyfsuL us nuLuuLsouengsousousonsausouson

NULKULNLLNULNULNULNULNULSOHSTXETXEOTENQACKEEL 25
VT YN LD LENULST XS OHETKET K TEOTETXENQEN EOTEOTRLLNULS OH JsomsTRETxNuLEoTpctenenca | LAuckocsQapeL " qocs 2@ os #B+AuRASE 3bre
sonzrecen en el ' () *456789: CDEFGHIISTUVWXYZ cdefghijstuvixyzesssssssssessssssdfny|§ pal?

u9- 1 ARAAECEEEDOOD0xPUIEaE5 dec 268060

T ANULLLDCINULSTYSOHS TXEDTEOTETKEOTE ELENQEOTEOTRLLSOHSTXWNULSOHsTxETxDE1E0TENe | LackoczAQeeLaqo:

UG5 ANUL U5 S0HNULETKSOHSOHSOHSOH SOHSOHSOHSOHS OHN LLNULNULN UL KULNUL SOHSTXE TKEOT ENQACKEEL 25
"2essocsBe (A #3RBnabril
sonbAa%fierzcamer el ' () ¥56789 1 COEFGHIISTUVWXYZcdefghijstuvixyzessssssssssssssassdfny g pa2s

w9 e ARRASCEEEDOOO0=QUIaa55ac 26806 O #F erxsosnuistrnczmaocon Paucl ¢ so - %e (_bres Lewiige 007 | A
stsv [ #00sQTHQE scanu QF oesson B0 2w iez ? 8GO #Hs $0Bcan S B9 Bnaxdi AocsQEQ ! EncsPsouF neePearx| o >255T2i1e T8« T3P0
{i§0¥ cs e {a et 20 #6704 ChE1oT+Ee ¢ 0¥ ? e 60 2 SesconBiu Cpl 12, TY - 38 1™ :mei ROAEwsd0u| $oQF@

enehég eni®L5us 7 (¢ P
| J

-
Ipaewmiio 1.

msg: "REMOTE [PTsecurity] =zgRAT first packet";
dsize: 4;

stream size: client, =, 5;

stream size: server, =, 1;

content: " |00 00|"; offset: 2; depth: 2;

1,<=,0x04,1;
set, zgrat fist pkt;
noalert;

byte test:
flowbits:
flowbits:

Mpaeuiio 2.

msg: "REMOTE [PTsecurity] zgRAT second packet";

stream size: client, >, 19;

stream size: server, >=, 1;

content: "|00 00 1f 8b 08 00 00 00 OO0 0O 04 00|™; offset: 2;

flowbits: isset, zgrat fist pkt;

depth:

12

r

12
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Xworm RAT
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Xworm RAT

OEeKOOVPOBaHUe, OETEKTUPOBaHNE, OBHapy)KeHVe

Recipe BB E input + Oz § =
[584e9da3c90011e5e5171F2188369e1d25973412c1b6108bal9306485d42hR57af
AES Decrypt On ] ™\
8d6d44ab9ad57a3bccdBa729a81adc@58ff541achee7fdbo6ald3 TIpaBMIIO 1.
e | STy ool ag. 'REUOTE [PTsecurity] Possible Wom';
dadefdfd3df5ba731438.. - asbdeea aadba asc e715e a . TI00]". . 9.
38b07e909237a991ec02685Fe87444f9cfc1818dbadcas62c3d6a contenE. IR depth: 8; S
6b87577e9e957bc2ebf29bd21Fb3c3a18352b26Falde8a218dsdy Pcre: "/~ [0-9]{1,6}[0,2,4,6,8]\=x00/";
Y HEX ~ flowbits: set, xworm pkt;
o = ™ % threshold: type limit, track by src, seconds 10, count 5;
Mode Input Output a I
ECB Hex NDpaBuno 2.
INFO<Xwormmm>1664A6CACA31F94BCDD3<Xwormmm>george<Xworgy mMs3g: "REMOTE [PTsecurity] XWorm";
Output Windows 1@ Pro 64bit<Xwormmm>XWorm flow: established, to client;
Raw V2.1<Xwor‘rj1mm>19f@S/ZE)ZB(Xwor‘mrrm)False()(wor‘mmm)Tr‘ue<Xh content: "|00|"; depth: g:
Xwormmm>Windows Defender pcre: ",-’IA [I:I—g] ‘{_I_, E } [I:I, 2! f:! E, "E] ‘\xl:ll:lf n :
e ) flowbits: isset, xzworm pkt;
Input flowbits: unset, xzworm pkt:;
66144780%bac6dc@d91e2b17b3d84a54a 4 \/
[Ipaemio 3.
mec 32 — 1 msg: "REMOTE [PTsecurity] Xworm Ping":;
dsize: 19;
content: "16|00 53 9c 47 5c 59 25 30 ab 7d 21 76 83 fa be 04 %e|"; depth: 19;
Output
PING! - /
g )
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PlugX backdoor

Vs

POST fapi/config HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.8 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
Satari/537.36

Content-Length: 24

Host: 119.3.126.15:8600

4EOkNJ73LUMMPRRZDDESSZQ=FTTP/1.1 200 0K
Server: workerman

Connection: keep-alive

Content-Type: text/html;charset=utf-8
Content-Length: 7216

7gipbY39Lfwb/hpY8ID7rmQraQm+GsYkysiBtpwdnPwSg68QixfwlN5NODQYalyzsUcDrD/p9sfiHazN
oB+KuYev7u5jE5s9N30]kalUf7 skf1GnUCeSaG+Bv67e5hQz TkfVXBBelkiBACh71ESE 1gBMARrDM2UV3
JMsKBZrUfy6UcCsKWV80pVA7Quf EyOyN2VZrhWiYymY+1DLB1tMOr7ngb1R9/QYoIaEx3T20]GI1e+bi
LBKLFEM3+EBNZP/LXhxNipsrtsPqfiIm1DVTbF10Gkc7SArk@nsusz2GyM3Ct9dBa1PegHcxbt EbONGT
e1SOMQCMMYdQ83FgNbYIYhhzArEsCPpsBY3bcdocYCArsgTwQTB2j07+L78vx1Z1C9usSUZvvelguwVeYe
32YZQmEbEX/ 2t ciaBTnGQy3Aq9sX2D1bV/ r+Bpil BX5KJolu3tQmMho7Xta5Xt I+jpm6T9exRi2SygA
38gN7+nIVREcT/kZMjGIRR1WIfq22mPuMhv@Dm+2D3vRopJ8GIbogftBgBCc+V36nxz6R1dLAOtabFf+
abxSgj50mnMvzhBUmdwl/haEtUbxT1WXTrNPKFpvsVIlgfdaCttnRpb4T9fUzBtR50KI2RNMMghNBKS s
rHfZG3zQS60KALwNIAZAMYORCTzjylsdv]11AfNI s4aFBS0I0ru7gVedo8r2rddsBnhbNrTPexrv8/aPf
p2wKdybjiBerva3hDpVHC/SXBO1AAQS5szE7HQ/ESTuCf g8 /WHAfPr39gxd76VjkDMAM21QiCpba+cy+T|
B+xeMp983POMAE zVrWBWUS/guCTBRPighVWVWT jMoTiF+q7 L DeZVpV5aBaXMY JWNrRuzC5w/76P5fcPkuF
jv3/VEfr5VHBNC1LY]jFC?FAikZiXDlZSXNleFC5UCNVRVtk51/JVldtH2I3FCZVSj+XKLh7@quUiq

Content-Type: text/html;charset=utf-8
Content-Length: 4

trueP0ST /api/environment HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.@ (Windows NT 10.8; Wined; x64) ApplelWebKit/537.36 (KHTML, like Gecko) Chrome/80.8.4044 .92
Safari/537.36

Content-Length: 24

Host: 119.3.126.15:800

SVivamecwa/hpY?dvﬁandHTTP/l.1 200 0K
Server: workerman

Connection: keep-alive

Content-Type: text/html;charset=utf-8
Content-Length: 4

truePOST /api/install HTTP/1.1

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/80.0.4044 .92
Safari/537.36

Content-Length: 144

Host: 119.3.126.15:800

AEOkNI73LOMMrR5dsYT6snxs01r+D8ZX1tCwlNVp2qgIx0cP70ugwIMfKieHNkT1nQ1InjCitMrkiWY6K6MIsA®GXcVRgXRAdiN4aHvng8rDi04]
mCGswOLMIKSnETV+NiHOUOKDISUB+3virHTTP/1.1 208 OK

k69kOulWYKgia@HKgEM/uKR60o+1Kj5G3HuYuG9al2/p@l1Q8t+HR1wd8yVkEFU78F3R6wU] /@FcBIPCnVe
DTWoGsIWE®7cji®eRqPBGMrIc0]s1zDfXhCrOAFNST1vhIUsim+0gAD3UCM39KIvUtazjbLZxfYkHXq

FyvJ2tfBmI3EpNAZ1COBp3§5U1227rgdAASGIDHIMbE3 /wvxOUGPQD8UbYGZGqfnV0gQS11RDEDNABED]
tLPwnY5TMswKiyXLYNqefIAKpoiCF1TPB++h6PoCw]IQgqaiyV1inYRadEkzsR+pqdXPLPQIGC2ufdvcvs
IbiQWS5FOMEKhRXUPeXWe765y+04fL2TtIAZtGny /GSWhNZmRhmf 8HYSBAAE /78NHf IL1KuXe55uM+5
willd@YMQKMr8T 2rSIS0OMy 1 EK13XUBN fwodbMWATaHAYS11gVDYWQLgGsW8xdNABgWtHC7bR3of6q8Nb /
cgBbgSEHD21F6koD674d71d6joY819pobBt9akB/SvUnmigDVMBAPuuf6vdsakKjMe8adPTLpzM2W99am|
++23Y88/A02A0aMgAvuoGib+wilcyFED7tQKrz jwuxWRABIf@bp/ER7pPWAThOFfDBs 7nx9krdsolYEo+v,
exZFcPFndonk/t7aSqehZPP+GhS78DdANEUE5ZmAY /kK5bKz6gh/§s6h@856rzf iXrRABLIQNymgAGS
JR13Mx/QnIQzrtJULUSRAINZiAS7rwg5633k/AH13C21PkpmugFPbemsd@KyQpOYRHEZ7XCy 5@BiXVUL
BgdpVYLaRQv15vM7b4PSUWGEsFgBGaluTK1wsk4684uybdTx1n1tROQBGFVIWNaZ6eMDxnYKjF7oFpbdld
x7km1UuQx+KRzhVph70fQ7IPCROYGsgH30gpjwmfkk@e8QK8T+BCdQfWGcDDv1aSX7Ic0gZx9114sy9V,
UMCC4ID3ySQA9bZxwRBhgyB+TQiFIHRz /MnmCawmm95AtBy /fk1Mt1aNDibWUiRW+9YouSRGg87tRzme
P6AYXd8Ewd6pl r4YEGOS5rt1hjFHyLAJIQCE,/ sNsFOEROHDvtG6hQOiP@2HxrArymx1Y5GI741WRwWzb@3Z!
WEHM34SFnZrq72bFzjxBSZyQacBrSaLEyQmgl kQuQ84vgKMUzMy21RHcUFhm7BNX00RgsHte+94nGt1

azdyMLftOEhPMpYJ5y7159yvogFql 3mR6PPY 3RxVRGragdalKyAqTETFr10HF jscKfsALdBVEIS10P/ 7h

‘ Wireshark - Follow TCP Stream (tcp.stream eq 4) - tcpdump.pcap - O
P0oERERe 33 35 33 353

00000000 | 78 9c|ec bd 7 60 14 d5 b5 38 3e bb 3b 49 16 58 x.... .. .8>.;I.X

000PEA1e 98 41 82 a6 18 25 Ba 56 34 54 d1 a@ 22 8b 9a @0 AL RNV AT. YL

00POPO20 9b 50 65 61 97 90 @d 15 ©5 5a 91 a6 11 2d 86 5d Pea.... .Z -.]

P0POPO30 @ 6a 10 d8 ac 64 b8 4c e5 d3 9a f7 ec 2b 7d 45 [ Y+ [ +}E

P0POP04@ a5 2d 55 db 47 5b bl c1 ©2 26 81 ee 86 8c 98 do -U.G[.. &......

0000P050 14 a3 f2 fa 82 4d db 89 49 6d 30 @8 ©1 63 f6 7b  ..... M.. Im@..c.{

00POPA6EO ce b9 77 76 37 3f cl1 f6 {3 3e 7f 7d a3 cc ce dc wv7? >.}-..

00000070 b9 f7 dc 73 cf 3d 3f ef af 71 3f b0 5d b2 49 92 ...s.=?. .q?.].1.

00P0P080 24 c3 bf 68 54 92 2a 25 fe 97 2d 5d fa 4f b5 48 $..hT.*% -1.0.H

P0POPA9A d2 a8 f1 6f 8e 92 5e 1f f6 ce 75 95 96 79 ef 5¢ JRY TR | DA VI |

000PAPA® b7 a8 e8 5b 6b 32 56 97 7c fb 9b 25 5f 7f 2c e3 [k2v. |..% -,

P0POPOBO el af 3f fe f8 b7 fd 19 df 78 24 a3 24 f@ 78 c6 R x$.%.x Y,
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PlugX backdoor AEKORMPOBSHING, AETEKTVPOBSHING, OBHAPYKEHIS

(RC4 Qn 4EOkNJ73LOMMr‘RSdszG5nstlr-+D82)(1th1NVp2quxOcP?BquIMQ ( \
1BHNKT1n01In3CitMFKIWYEKEMOSAGS GXCVRgXRAdiN4aHng8rDi047mC Mpasmmo 1
Pacsphrace ot format GswOLNIKSnEIV+NiHOUOKDISUB+3vr| nsa IU"IBACKDOOR [PTsecurity] Plugk":
. - : :
49M4g21 5h7mQ... LATINT Baset4 g " " Y gats
Yy E— el oyt it content: "POST"; http method;
Output format content: "/api/"; http uri; depth: 5;
Latind [_ r _ r r
atin B L . . . . .
Output 0Om o content: "User-Agent: Mozilla/5.0"; http header;
- n L LI 3 - - -
juid=108358&mac=0@: @3:47:C8:EC: 63&ver=1.6.5&filetype=Fxelos content: 4EQkKNJT73LO"; http_cllent_body, depth: 10;
=Windows 7&osname=WINDOWS-SLNUCBM&ostime=28928&css=X
J
MpaBuiio 2.
((Reci B mE pu +o2 8! . .
= hes msg: "SUSPICIOUS [PTsecurity] Base6d4 data in Request"”;
o © u  [eievvis P e il bis uz’ e ! BZ,“ 1851GYXM1 it ]ESS‘)Y!)O]Eagfl;k:lonu{esaﬁ-svsleshqx " "
T il h71E rDM2UV: 0szL 4R2Jobbx1/E2V3. MSKBZruf 1z i LI E: 20)G! il - - -
vl ot o =l | content: "POST"; http method;
: LATINT = PpsBY3bcdocYCArSgTwQTB2 jf 07~L7@ 1Z3COuSUZ: 1quWVgYcBuwsC 6kb30jmHbIX0h;3z' i pilBXSK 3851 2] - -
4jMagaLsh7masakort.. baispitads i bttt 5 7’" Sesssfinaec aotasEfil LajeThurc sbases pcre: "/~.{0,15} ([A-Za-z]{4,15}=]) (?: [A-Za-z\d+\/]{4})*
Tnois férimat prormey sy vzh8Udhel /haEUbXT1HX] pysVI1gfdaCttnpbs 1 2 19RC723y15dv1 1ATN)s4aF0SOIBru7gVedosr| 2 A-7 \d+\/] .[ 3 ]— | [A 4 \d+\/] { 2 } } ?s/P"
" IYhC1T7YI9be k. S/aFClp2ukdybji 2E7HQ/ESTuC! 1Gy! - — — = — — —_ -
Seseer Lo 21 ial jMoTithlp 4 TNrRuzC Bq:(rﬁkurﬂf/ﬂﬂ(oqodlrx)v)/VEFrSvHBN:ILY;]f(?Fﬂ)kZ)XDlZSXMdkf( ( [ a-z a-z - r
SUCWVRVES]/Iv1dtH2I3FCavs: nxxl. ar TL3d6Ly i - " . L
125 - jil q Jc;)s:’:DFXM'OMHST‘ hIUsi M39KIvUtOzjbLZxF JZ(fB‘lJEpI&\Zl(?Bpi]’ pcre - / ( |: :| [ \d] | [A Z :| |: \d] ) /P r
5U722)rgdAASG J/aRT b33tLPw iyXLYNqef TAKpoiCF1TPB++h6PoCwI10qaiyVInYRadE kzsR+padXPLPQ)
seciita oot e vyt fsomaEruoL overateing cre: "/([\d | [NA] [R-Z2] | [A-Z]+] [a-z]+]| [\NA]+] [A-Z]1N\/ | [a-z]\/ | [\NAIN/) /P";
r
OYMQKMrBT2rS155My EK] 1qvoYWQL y7q! i 4d77d650Y05
fvdsak jMeBadPIL IHWTuPR/nKo/OTt1++g: 5 WRABT ol Tnx9krdsol
3 b1 i) il )003»401)(]RliulenJertJUlUBRA)hZ;AS?NqS6
33k/AH13C2 pmwq| i 5TkLC q Bgdp) TK: jF7oFpbdld|
YXVS1jx5Gf: i 40P § 7IPC] 3 OB(dQM(DDv) -0q; 11145y IVLHTExvIBLEACPBPt 7n2 1K6c cGFWMLBWOUMCCA1D3ySQASbZ|
iFTHRz /MnmC [F1ME1aNDibWUA » FAUEXT3X: IraYEGOSrt1h FHyL4IQCE/ sNs FOERSHOVEGEhQDi PO2HXrAry |
meaysGr /q0543fr8027uu/vi 25 EyQmgl 1 i HpaBMJ'IO 3.
rJmewlf:oznmvJSyzxssyogrqx3mnsvpv3uxvxaragaaaxymtzmmwr;scxcsnmmsm?nnr P gPori SxDe12jnGOKZ j 1 o
e e e Vot 7 4 Eo R msg: "SUSPICIOUS [PTsecurity] Base64 data in Response";
£Q33TVnATSopmoAE/ 3P2gTF pewZhV: 3 U484g2c9: JtuT+3c215tTqbZQ1f Imécul S0304eKB4d1HITimB1AXMSFAPK1VzZ+X]
Acniioyret ! :w v D37x61 i 5 ufs: EXTCXUEBMIGRCTE Py mm i a. vni'(n-: stk content: "200" H http stat code ’
pcre: "/7(?:[A-Za-z\d+\/]1{4})* (?2:[A-Za-z\d+\/]{3}=|[A-Za-z\d+\/]{2}==)25/Q";
BD0®: L o
{"id":1,"uid":1,"wait":0, "taskurl®: "Url :https:\/\/sami.douyu.com\ /2950456; Refarer:https:\/\/smaw.douyu. com\/g_rayx;\nUrl:https:\/\/vi. douyu.com\/10403169; pcre " / ( [ ] [ \d] | [A_ Z ] [ \d] ) /Q ¥
Refi th EAVAV/ . de o \/g_! 3\ 1:h EAVAV/ . i . \/; Refe +h EAVAY( . de . \/; \nUr1:hf BAVAV/ . de o V3 ic\/APL? - Li} m.,
D e e S R e it s e pcre: "/ ( [\d] (a-2] | [\d] [A-2] | [A-2]+] [a-z]+] [\d]+ [A-2]\/] [a-2]\/1 [\d1\/) /Q";
Referer:https:\/\ /. douyu.com\/g_qgflpe; \nUrL:https:\/\/va. douyu. con\ /6385489 ;
n:f:::::m:::\/\/.ﬁ.:.a::z:.:::\/:_:gw?‘\nurx:m ?\/\/M"‘.‘:eu:yca‘n‘\ﬂ/‘s7zsns; pcre: "/ ( [ ] [A Z] [ ] | [Aiz] [aiz] [A,Z] ) /Q";
Referer:https:\/\/wmw.douyu. com\/g_FOL4; \nUrl:https:\/\/live.kuaishou.com\/u\/love5201314nau;
Referer:https:\/\/www. kuaishou.com\/; \nUrl:https:\/\/live. kuaishou.com\/u\/ryzbxuhh;
Referer:https:\/\/ww.kuaishou.com\/;\nUrl:https:\/\/live.kuaishou.com\/u\/ZHM-B8ESS;
Referer:https:\/\/www.kuaishou.com\/;\nUrl:https:\/\/live. kuaishou.com\/u\/ksHongling®3;
Referer:https:\/\/ww.kuaishou.com\/; \nUrl:https:\/\/sew.douyu.com\/10039150;
Referer:https:\/\/ww.douyu.com\/g_FOLA; \nUrl:https:\/\/sew.douyu.com\/topic\/WCLjs?rid=8797913;
Referer:https:\/\/m.douyu.com\/g_TKS); \nUrl:https:\/\/www.douyu.com\/211099; Referer:https:\/\/wa¢.douyu.com\/g_AC; \nUrl:https:\/\/swi.douyu.com\/71415;
Referer:https:\/\/ww.douyu.com\/g_TVgame; \nUrl:https:\/\/vww.douyu.com\/501761;
Referer:https:\/\/wmw.douyu.com\/g_Mario;\nUrl:https:\/\/ww.douyu. com\/629756;
Referer:https:\/\/ww.douyu.com\/g_msg2; \nUrl:https:\/\/live. kuaishou.com\/u\/Naixi56789;
Referer:https:\/\/www. kuaishou.com\/; \nUrl:https:\/\/live. kuaishou.com\/u\/wda5675940;
Referer:https:\/\/www.kuaishou.com\/; \nUrl:https:\/\/live.kuaishou.com\/u\/CFang899;
Referer:https:\/\/www.kuaishou.com\/; \nUrl :https:\/\/www.douyu.com\/topic\/t1tkflive?rid=656841;
Referer:https:\/\/mw.douyu.com\/g_EFT; \nUrl:https:\/\/wa.douyu. com\/1236858;
Referer:https:\/\ /s douyu. com\/g_EFT; \nUirlthttps :\/\/uar. d \/topic\/t1tkfli
Referer:https: \/\/sw.douyu.com\/g_EFT;\nUrl:https:\/\/www.douyu.com\/5339476; Referer:https:\/\/www.douyu.com\/g_EFT;\nUrl:https:\/\/ww.douyu.com\/7892;
\_ Referer:https:\/\/ww.douyu.com\/g_classic;\nUrl :https: \/\/wme.douyu. com\/60651; _J \ J
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Toneshell Backdoor

e
e s e e Telephony Wireless _Tools _ Help P00EPEBe 17 B3 03 @@ 37 43 88 29 76 7f 94 c5 e2 7b e® 21 7C.) .1 :
= == c5 e e 1D I
AR @ v EaQqqr | |000PPR18 @ 37 ec 3d fa b2 b8 19 a6 ef 44 b5 12 eb 90 11  .7.=.... ..D.....
I|tcp.5treameq3 ﬁBBBBBBQB 3e a7 9c 2d 2a d6 f9 84 32 b5 84 B a6 3e b3 6a >o.-FoL0 20005
No. Time Source Destination Protocol Length Info 00eAE030 5a 78 bc 1@ bd f4 f4 55 ec a3 @@ b5 I%..... U ...
00PPEERE 17 03 83 00 7d 41 fe d5 ec bf 2c a6 a3 5a 60 40 F A |
0OPPEB18 77 3f dO ce 73 9a Oc 72 bf 48 8e 8c d@ 39 92 3a w?..s..r .H...9.:
15.361217 .168.100.1.. 103.91.64.250 TCP 54 53894 - 443 00000026 dc 19 28 1b 91 2f 87 59 @6 85 a4 eb f2 49 @3 05 ..(../.Y ..... I..

146 15.362144 192.168.160.1.. 183.91.64.250 TLSv1.2 114 Applicatiod Data 00000030 1c 73 cd Od 12 a8 24 69 e 5e b3 ed 76 42 89 24  .s....%1 ."..vB.$
15.376573 .01.64.250 .168.1686.197 TCP 594 [ACK] 00000048 b3 do 27 73 84 5f d7 c6 ad fe 40 £7 09 1d 38 56 ..'s _ ..@...BV
24.893126 .01.64.25@ .168.108.197 TLSV1.2 i 00000050 5T Oc d9 60 b4 ec d7 ce 75 c¢d 10 d2 99 13 65 9d .. .... U..... e.

02.168.100. 1.. .01.64.250 00PPEBEA 1c le c9 24 af 2a 97 24 ae 73 29 63 52 9d a6 3a ..$.*%.% .s)cR..:
PPEPRB7e 28 54 1b 50 cl1 30 ce a8 ab db cf de al 75 cf ad (T.P.@.. ..... u.
0eePeRse ff 37 7
00 00 00 0O PO 00 G0 08 T
00 00 00 B0 PO BB BB BB ........ ........
< / 31 23 22 @2 55 53 4552 ....... M 1#".USER
> Frame 146: 114 bytes on wire (912 bits), 114 bytes captured ( ﬂ_ 00epee30 2d 50 43 08 -PC.
» Ethernet II, Src: 18:f7:78:6f:96:ee (18:f7:78:6f:96:ee), Dst
> Internet Protocol Version 4, Src: 192.168.108.197, Dst: 183/91 BaitTe KommeHT apuii
» Transmission Control Protocol, Src Port: 53884, Dst Port: 3, (wecTHaguaTepuyHOe MpenCTaB/ieHne)
% Transport Layer Security
~ TLSw1.2 Record Layer: Application Data Protocol: Hypertext 2080 ; WcTopuueckuit 3aronoBok. Koa Tunma: @x17 = 23 (Application Data).
Content Type: Application Data (23) ; B TLS 1.3 3TOT Tun cTporoe 3aduKCMpoBaH, HO He WCNONb3yeTcA ANA
Version: TLS 1.2 (@x@3@3) ; ONpeneneHWA THUMa 3anucH. Hanpumep, 3anuck Handshake B TLS 1.3
Length: 55 3 MMEeT Tun @x16. ECAM Takasa 3anWuck Mepefa&TcA B 3aWMWEHHOM BMAE,
Encrypted Application Data: 438829767f94c5e27bed2Y@e37ecs 5 TO B JaHHOM 3aronoBke ANA Heé BCE pasHo GyAeT yKasaHo 3HauyeHue Ox17.
[Application Data Protocol: Hypertext Trans
2001 3 McTopuuyeckoe 3HauyeHue BepcuW: @x@303 = TLS 1.2. 3HauyeHwe
3 €Tporo 3adMKCUpOBAHO M He ABNAeTCA obo3HauyeHMem Bepcuu B TLS 1.3,
; Koo Bepcum TLS 1.3 - 0x0304, HO B 3arofOBKe 3arlWcH OH He YKa3blBaeTcCA,
L 3 Tak Kak y3naMm OedcTByHWan BepCcUA NpoToKona W3BECTHa W3 KOHTeKcTa,

3 BblpaﬁOTaHHOFO B npouecce YCTaHOBNEHWA COefWHEeHUA.

Y KITMEeHTCKNX nakeToB TLS Cny>|<e6Ha9| YacTb 60MblUe, TakK Kak KJIMeHT
nHMNummnpyeT NnogkKrioveHne n coobllaeT OoNONIHUTENbHbIE JaHHbIe
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Toneshell Backdoor

magicbytes sze xorkey32bytes

60990990 [17 e3 93][@9 37] ‘43 08 29 76 7f 94 c5 e2 7b e0 21 7C.) v....{.! R
00000010 ©e 37 ec 3d fa b3 b8 19 ab ef 44 b5 12 eb 90 11 o o= ..D.....
00000020 3e a7 9c 2d 2a ‘dG f9 84 32 b5 84 c@ a6 3e b3 6a >eu-*ll0 20000007
00000030 5a 78 bc 10 bO f4 f4 55 ec a3 00 b5 IX..... u...
00000000 17 03 03 00 7d 41 fe d5 ec bf 2c a6 a3 5a 60 40 ... JA.. AN )
00000010 77 3f do ce 73 9a Oc 72 bf 48 8e 8c do 39 92 3a W?. S./’
00000020 dc 19 28 1b 91 2f 87 59 @6 85 a4 e6 f2 49 @3 @5  ..(../| fpamwme L. e
00000030 1c 73 cd 6d 12 a8 24 69 le Se b3 ed 76 42 89 24  .s....| Loo.  FoT U0 T RCRIY L oneERe L S pe
00000040 b3 d6 27 73 84 5f d7 c6 a4 fe 40 f7 09 1d 38 56 'S. | stream size:- server, =, 1;
00000R50 5f Oc d9 60 b4 ec d7 ce 75 cd 10 d2 99 13 65 9d .. ..| content: "[17 03 02 00|"; depth: 4;
00000060 1c le c9 24 af 2a 97 24 ae 73 29 63 52 9d a6 3a ...$.* flowbits: set, Toneshell request;
4 ' |d6f9843Zb584(:@363(2b3635378bc1@b®'F4'F4559C33@@b5 WB
From Hex Q 1l
Mpaesmioc 2.
\—{  Delimiter - i mﬁg: "Backdoor [PTsecurity] Toneshell second pkt";
Auto e = Tr Raw B stream size: client, <, 261;
stream size: server, <, 1024;
. Output B I_D content: "[17 03 03|"; depth: 3;
(L o n R flowbits: isset, Toneshell request;
o [+fie DBoiceraDESKTOP-JGLLILDvue flowbits: unset, Toneshell request;
438829767f9465e27be@2 HEX ~ threshold: type both, track by src, count €0, seconds &0;
Scheme
Standard [J Null preserving
N AN

)
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N Ve N\
3anyck mj‘ Co3gaetca .&= C2-cepaepi HpaBMJIO 1.
cepauca cepsuc ; i msg: "REMOTE [PTsecurity] DecoyDog DNS Tunneling";
J flow: to server; dsize: >B30;
28 Decoy Dog b4 == e content: " |00 01 00 00 00 00 00 00 081" offset: 4; depth: 9;
; (L(lj):r‘iird) @ - 7Y content: " 'Z'EI'"; d:lstance: g; wi1.:hir.1: 1;
Mposepra Decoy Dog RAT 4 = : content: | l? I:. ; “cﬁilstapce: n3\2;ﬁ‘flthl¥l: 1;ﬁ .\ - | -
naeHTnpuraTopa (vérslon 2) TDV':S Cozpaer coket ?Tﬂnpa':nﬂET DGAaran pcre: " ,'fA . {-]-':-I :’ \XUo [EL—Z \'3:].] {:’3: :' \x2U0 [a—;-' \'3:].] {34 } \X_]_ [s] [E,l_—,__'-’ \-Z:]_] {é/: :» J.-"r ",‘
roera CAY e [N pacunbposke \ 3awc”nwwy Henb ctl.socket concemn ¢ threshold: type threshold, track by dst, count 2, seconds 125;
@ 4.@4. 8
Y 8 (BIN) Mony4aeT akTyanbHyO API FeHepauma
False koHdurypaumio u3 gaiina mindly.social DGA—p OL::EHOB
Sgrpii’;zﬂ mpci.bin v A HpaBMJIO 2.
(pcie.cache) G msg: "REMOTE [PTsecurity] DecoyDog DNS Tunneling";:
Q flow: to server; dsize: >80;
Jasepueme content: "100 01 00 00 00 00 00 00|"; offset: 4; depth: 8;
npouecca content: "120|"; distance: 0;
pcre: "/\x20[a-z\d] {32} (\x18[a-z\d] {24} |\x10[a-z\d] {16}
~ ~ [\x28 [a-z\d] {40}) [\x03-\x3f] [a-z\d]/":
(0000000 44 o4 01 00 00 01 00 00 00 00 90 00 08 34 72 64 D. ... ... ... arm R threshold: type threshold, track by_dst, count 2, seconds 125;
PPEAPR10 62 35 62 69 38 20 74 71 31 31 33 6b 79 76 64 36 b5bi8 tg 113kyvd6
PPOAPE20 6Ga 36 63 36 69 6f 64 61 33 67 32 7a 73 32 6b 6f j6cHioda 3g2zs2ko
0000Pe30 38 71 39 39 39 39 10 61 33 6a 35 6c 69 76 72 7a  8q9999.a 3j5livrz lpasuno 3. ) )
00000040 74 61 61 39 39 39 39 @a 63 6¢ 61 75 64 66 72 6f taa9999. claudfro msg: "REMOTE [PTsecurity] DecoyDog DNS Tunneling";
P000PR50 Ge 74 03 6e 65 74 00 00 @1 00 01 nt.net.. flow: to_server; dsize: >40;
0PAORAE0 44 e4 21 20 00 01 60 @1 00 00 00 60 02 34 72 6d D.. ... .. ... .. e content: " "Z.Ii:l 01 00 00 00 00 00 00 |"; offset: 4; depth: §;
000APB10 62 35 62 69 38 20 74 71 31 31 33 6b 79 76 64 36 bS5bi8 tq 113kyvdé content: "|10/"; distance: 0;
@000PB20 6a 36 63 36 69 6f 64 61 33 67 32 7a 73 32 6b 6f j6c6ioda 3g2zs2ko content: "9999%; distance: 127 within: 4;
@0000@30 38 71 39 39 39 39 10 61 33 6a 35 6C 69 76 72 7a  8g9999.a 3i5livrz pcre: "/\x10[a-z\d]{12}9{4}[\x03-\x3f] [a-z\d]/";
90000040 74 61 61 39 39 39 39 @a 63 6¢ 61 75 64 66 72 6f taa9999. claudfro ) | threshold: type threshold, track by dst, count 2, seconds 125;
\ J
Mpumepbl C2:

OEeKOQMPOBaHMe, OETEKTVPOBaHNE, OBHapy)KeHme

DecoyDog

f4dI3fi2.kwxmohluim2lé6axd2iacxlhashdq2999.mjgddgzaocknq?29299.claudfront.net

prell3z6g2ysdisevbarowj6anea?9929%.yyeefmc5ma929999%.beacon.net.eu.org

Tlajeb6e05xaq?999.claudfront.net
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so\
2d
2d
es
00
2d
64
2d
2d

=0
2d
2d
e8
0o
2d
64
2d
2d

Ipaemunoc 1.

msg: "REMOT PTsecurity] YoungLotus first
flow: established, to_server;

dsize: 482<>487;

stream size: server, =,1;
stream_size: server, <,2;

stream size: client, <,488;

byte extract: Z, 5, bytel;

byte test: Z, =, bytel, 9;

byte test: Z, =, bytel, 1Z;

flowbits: set, YoungLotus rgs fstpkt;

Mpaeuno 2.

msg: "REMOT Tsecurity] YoungLotus first
flow: established, to_client;

dsize: 16;

stream_size: server, =,17;

stream size: client, >,0;

stream size: client, <,488;

byte extract: Z, 5, bytel;

byte test: 2, =, bytel, 9;

byte test: Z, =, bytel, 1Z;

flowbits: isset, YoungLotus rgs fstpkt;
flowbits: unset, YounglLotus rgs fstpkt;
flowbits: set, YoungLotus rsp fstpkt:

[Ipaemno 3.

msg: "REMOTE [PTsecurity] YoungLotus";
flow: established, to_server;
dsize: >1000;

stream size: server, =,17;

stream size: client, <,2000;

flowbits: isset, Younglotus rsp fstpkt;
flowbits: unset, Younglotus_rsp_fstpkt;

rgs pkt";

rsp pkt";

\
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OEeKOQMPOBaHe, OETEKTVPOBaHNE, OBHapy)KeHme

Just HEX

+ 028 =£\

BFBEBCE9BERS7CESBB8RE7BB84367C5F5F5FSF5F5F5F5F5F70544553545F5@437C3139322E3136382
E3132322E323®317C353‘33939?(35322D35342D303E}2D35452D38362D42427C436F726531|

Input

s 154 =1 Tr Raw Bytes &= LF

RO0® =

| TEST_PC|192.168.122.2081|5969|52-54-88-5E-86-BB | Corel

Output

‘online\é"puﬂ

‘ Wireshark - Follow TCP Stream (tcp.stream eq 5) - 01d03cbfe2e760371e08f2... — ] X

Just reverse baseé64

NSEzY4EWMSkjIsIiZROmMNpWS1wkaBZTSupEbkhkSsRWb1YXUzwmailmVSNmbWpGWyUDcaNjVzN2R5wmWS
©ZJIFBbz1UcSNENp1kNIpGaHZ1RWZmYH1TaihFbUV2VOoys-=

QFiYTMwENZygTNiJzNmeZmRTM3gDZiFliVZMzUTYBUDMiojImRGMyADOjFDNSIijYijFmYZIWZxa
1

1ETplkavlimYH1TaihFbUV2VOVnWYpUekd1TmIWbs5G] Reverse on
qJWbW13YuZlaYITNwp1MWN3YH1DbalXSnlUQvNXStVi o
WSZmYtxmbkdFe3ImMWSWSpFOZD12dp1ERI12Tppkek{ (i aracter
nizY1cjdUOspVeldWSB92cIpWTw8ERZV3ITD1kNI1mVi
1ENPRUR4xkaBF TSq9Waad1UxQ2RsBTWXhnZi1GbuR2 Qn
q o From Base64
USmU1p1V1AHZHVjdZFTO1F2VkFjYIJkdad1YpleQBt
buR2V4dnYyY1bJ1WQnNUa3VTTU9WaahlUoNGbSJkVu. Qm?bme " .
-Za-70-9+/=

mVSUXYXRWMihkQ2p1Vj1WSDFOSMNkS1IWbGR3YLZFS
SWSpF@ZD12dpIVVR12TppEbadUOEVGWKBIYUZ1dZFT
XFzaYJITNwp1MWN3YH1DbalXSn1UQvNXSplkNI1mVr]
e3J3VIlkavimWXFDaUIWN2F2Vkx2Ys1TdhdFZxIGSC
1SmIWbs56ZXh3diJjVulUaBd2QpdXaahlTepVVvnl2T

Adby e W ETIE AZM Y AviMembll LA L ID A S 4 L O L KA N7 L

Remove non-alphabet chars D Strict mode

< 1: ==QfiYTMWEWZygTNiJzNyMmZ... X  2: =snCgAilnv2bwxWdnlmbfIXZxvXZz.. X >\

==Qf iYTMwEWZygTNiJzNyMmZmRTM3gDZ i FmM1V2MzUTYOUDMio j ImRGMyADO]FDNS T jYwYjZ jFmY2 IWZxImN
SEzYAEWMSkFISTiZROmMNpWS1wkaBZTSupEbkhkSsRWb1YXUzwmailmV5NmbWpGWyUDcahjVzN2R5wmW518Z

w2128 = 1 Tr Rau Bytes &1 LF

gafm::

Output

< 1:{"fb46827aa6dc993f6b9c8a00c5afb7c... 2:}6229.0:"retrevnoCycnerruc_nigulpoeg” ,"... > =

H "fb46827aa6dc993f6b9c8aBBc5afh7c7 " : "48786147990724347c301443677123926006d1509d4a0c9
4610b6b","912ef2c1ba373188966c5e041Td8bas7" : "7e2ea2024d962a7c3f69f437fceddc30", "be b7
7926¢589b@362F6b3ccdbf25Fc5" : "==AbpSWdAF2c552Y" , "6362c993d7al8bed fAffa097128e7ble" : "=
snCEALINV2bwxWdn1mbFIXZXVXZzRnI6IC0R4SM34CNA4yN3ICLKACTicWZvBHb1dWau91c@FGd1NNI6IDMwwW
1CgAiInV2buxWdnlmbfRWZsFlWeiojIx@2ciwiCgAiInV2bwxidnlmbfNmc1RWa@Ii0iM1btVGIvZGIOhWZgIX

AVncuVEZeOWYAFGT NS 2Ys\HZ TNHTHY2hM1 G110 Tk EGAhRy YWYV GZ e Thle cRIIYATl lanRG] sEmdh1Ghh16h

0]156 | 0x6F6E6C696E657CES8886E7BB84367C5F5F5F5F5FSF5F5FSF7C544553545F50437C31
39322E3136382E3132322E3230317(353930357(35322D35342030302D35452D38362042427C
436F726531

//'ﬁpaBMﬂO 1. ‘\\

msg: "BACKDOOR [PTsecurity] PlugxX";
dsize: <256;

stream size: client, <, 257;

content: "|Jc|"; offset: 1; depth: 1;
content: "|7c 20 78|"; distance: 1; within: 10;
fast pattern;

content: "7cbhfbfbhf"; within: 50;
content: "7c¢"; distance: 0; within: 50;
content: "2Ze"; distance: 0; within: 50;
content: "Ze"; distance: 2; within: &;
content: "2Ze"; distance: 2; within: 8;
content: "7c¢"; distance: 2; within: 8;
content: "7c"; distance: 4; within: 12;
content: "2d"; distance: 4; within: 2;
content: "2d"; distance: 4; within: 2;
content: "2Zd"; distance: 4; within: 2;
content: "2d"; distance: 4; within: 2;
content: "2d"; distance: 4; within: 2;
content: "7c¢"; distance: 4; within: 2;

/

-

[IpaBmunc 2.

msg: "SUSPICIOUS [PTsecurity] Reverse Basecd data™;

flow: established, to _client;

content: "Z00"; http_stat_code;

pcre: "/" (=[RAEIMOQUYcgkosw(48] [A-Za—-z\d+\/] ==[aQgw] [A—
pcre: "/ ([\d][a-=z]]|[\d] [A-Z])/0QR";

pcre: "/ (la-z] [A-Z][a-z]|[A-Z2][a-=z] [A-Z])/QR";

Za—z\d+\/1{1}) (2: [A-Za-z\d+\/]1{4}) {30}/Q";

Just netbios

(GET /updates HTTP/1.1

~

Accept:
Cookie:

* %
user=EDADBMAANJINBBNIMBPCMAGEFLAJJBHIPGMLFPDINLCMCACFNMPLKKFOP

\

[pcre: "/=(?2=(?

NLOMBICNONLNOHADPHNDOLEBCGNKJJFKOKKLDHCOAFKPPAEFOKCBIKNLIAHFEIJPFIPFID
CAAOCCCEDLMBNHPCLPGDOFOJIBDKNKEMAPKNIIFPOOAKBLITHPBHIFMICMMHDMPGMAOHF L
CFPENMHHLGPDDHECHDBEKGDNHADIFJMGOHPIBGNPNGOIBKGAAMCFGIBEHPINNF

Host: 3939

User-Agent: Mozilla/5.0 (Windows NT 6.1;
Connection: Keep-Alive

Cache-Control: no-cache

rv:24.0) Gecko/20100101

:[A-P][A-P]){10,128}P[A-P]) (?: [A-P] [A-P]

) {128} /CR"; ]

Content-Type: text/plain
Content-Length: @

- J
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