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... BT.Y. B KMbepbe3zonacHOCTK.

Ataka: SW (malware, tools), OPs 3awmTe: tools (ngX — IDS, EDR, SOAR),
(fishing, DGA, OSINT, reverse Ops (reverse engineering, forensic,
engineering), technologies (DeepFake), monitoring, automation), processes
processes (APT, bruteforce) (O-trust model)

Jlloagn HAYMHAIOT He CNpaBAATbCA



Malevich “black box”

https://www.theartnewspaper.ru/posts/2375



[Tpobnema ncnonbloBaHma ML
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Moaens NOrMYecKo

[ocyaapcTBEHHOE peryanpoBaHmMe UHTENIeKTYa ibHbIX aATOPUTMOB
ANA onpeaeneHHbIX CerMeHToB
https://eurlex.europa.eu/eli/reg/2016/679/0;j.

From S. Nishant «Machine learning»

BO3MOKHOCTb 06bACHUTbL NAaTTEPH YaCTO BaXKHee CKOPOCTU 06yuyeHna unam npeacKkasaHus
MpocTo 3HaTb MeTPUKY KauecTBa HeA0CTaTOYHO
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YTO ecTb B Hallem pPacnopaKeHum?

1
0
Local Interpretable Model-Agnostic Explanation (LIME) (1)
“Why should | trust you? Explaining the predictions of any classifier”, 1 T '“‘i’”
https://arxiv.org/pdf/1602.04938.pdf ; g
1 difference
SHAP | gfl,
“A Unified Approach to Interpreting Model Predictions”, i
https://arxiv.org/pdf/1705.07874.pdf i
LSTAT - —.-.4...‘_..__.—.. i
RM N S —
[paAneHTHble MeToabl. o =
“Learning deep features for discriminative localization” AGE n . 3
https://arxiv.org/pdf/1512.04150.pdf o 1
PTRATIO - :
«Interpretable Deep Learning: Interpretation, Interpretability, Trustworthiness, and " __‘_“"_—
Beyond» Xuhong Li, Haoyi Xiong, Xingjian Li, Xuanyu Wu, Xiao Zhang, Ji Liu, Jiang ,J sl
Bian, Dejing Dou T S S O T e

-5 0
SHAP value (impact on model output)

https://arxiv.org/pdf/2201.08164.pdf, comparison of Saliency, Input x Gradient,
Integrated Gradients, Guided Backpropagation, Grad-CAM, Guided Grad-CAM,
Lime, Occlusion, DeeplLift, SmoothGrad.

Algorithms: DenseNet and ResNet, dataset: BigEarthNet (pictures from Sentinel-2
satellite).

Class Activation Mapping



https://arxiv.org/pdf/2201.08164.pdf
https://bigearth.net/

MyabTUMOAaNbHbIN aBTOKOAMPOBLLMK

min M SE(x — n) + Al|n||.
Reconstruction-based meton, AE mn
Crapaetca mmHnmmnanposatb MSE, nameHAAa BXxogHble AaHHbIe
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Mpobnema 2 : cross-domain AaHHbIE MMEIOT Pa3HbIE TUMbI U NO \ |
o ~ 9 | —
pasHoMmy BAMAIOT Ha obydyaemocTb moaenu (level of :—:—: = o :-«:’ ‘:~:
learnerabil ItY) Pre-training of Pre-training of Fine-tuning of
parametersin [=2.5 parametersin [=3,4 all paramters

Y.lkeda, K.Ishibashi, Yu.Nakano, K.\WWatanabe, R.Kawahara. Anomaly Detection and Interpretation using
Multimodal Autoencoder and Sparse Optimization https://arxiv.org/pdf/1812.07136.pdf



https://arxiv.org/search/stat?searchtype=author&query=Ikeda,+Y
https://arxiv.org/search/stat?searchtype=author&query=Ishibashi,+K
https://arxiv.org/search/stat?searchtype=author&query=Nakano,+Y
https://arxiv.org/search/stat?searchtype=author&query=Watanabe,+K
https://arxiv.org/search/stat?searchtype=author&query=Kawahara,+R

CnatnotemnopanbHoe rpadoBoe MOAEL/IMPOBaAHME
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“Root-cause Analysis for Time-series Anomalies via Spatiotemporal Graphical Modeling in Distributed Complex Systems”

C.Liu, K.G. Lore, Z. Jiang

“RBM with practical implementation” https://medium.com/machine-learning-researcher/boltzmann-machine-c2ce76d94da5



Habopbl AaHHbIX, LMDPOBbIE ABOUHUKK, CTEHAbI

SUTD: SWAT, WADA, EPIC, loT
Skolteh: SKAB

Harvard: TEP

Numenta: NAB

Dataset Requests (2017 - 2021)

Origin of Date of

S/N N (o] isati Dataset ested
/ ame rganisation Request request ataset requeste
933 | PengKang Southeast University China 25-Dec-21 | SWaT, WADI
. Southwestern Uni ity of Fi d .
1932 | Li Yunpeng outhwestern University ot rinance an China | 25-Dec-21 | SWaT, WADI
Economics
1931 | Meng Wei Xie Fudan university China 23-Dec-21 | SWaT, WADI, loT
Urna ANl CDIr ricc
1817 | Liudmila Kopeikina Eotvos Lorand University Hungary 9-Nov-21 SWaT
1816 | Chernyshov Yury Ural Security Systems Center Russia B-Nov-21 | SWaT
. . L Uzbekist
1815 | Nozima Murodova Inha University in Tashkent ZERISTA | g Nov-21 | swaT
n
. Beijing Uni ity of Post and .
1814 | WuJihua €ljing Lniversity of Fost an China | 8-Nov-21 | SwaT, WADI

Telecommunication

SWaT, WADI, CISS,

1813 | Francesco Simone Sapienza University of Rome Italy 8-Nov-21 BATADAL
SWaT, WADI, EPIC,
1812 | Tianhao Chen Shandong University China 8-Now-21 | CISS, Blag_0,
BATADAL, loT

2011 | Uarch Foimia Indian Institute of Information Technology,

https://itrust.sutd.edu.sg/
https://www.youtube.com/watch?v=i4vCG4cINZQ



SWAT 2015 (SUTD) akcnepumeHT

AD models: OCSVM, iForest, SOM, AE-LSTM,
Entropy, ...

AD frameworks: Prophet, ETNA, ...
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AHann3 paboTbl JaT4MKoB 1 0O60pyAOBaHUA Ha
MCnbITaTeNbHOM CTEHAE HA OCHOBE AaHHbIX

Mpouecc cbopa AaHHbIX AnNunicsa B obwen cnoxHocTn 11 aHen.

CTteHa yHKUMOHUPOBAN B pPeXMMe HOH-CTON (24 yaca B CyTKM) B TeveHue Bcero 11-AHeBHoro

nepuoga. lNepsble 7 U3 11 gHen yctaHoBKa paboTana B HOpManbHOM pexume, 6e3 ocyLecTBNeHNS 1
aTak. HanageHus 6biny coBepLUEHbl B TEHEHME OCTaBLUMXCA YeTbIpex AHen - ¢ 28 aekabps 2015
10:29:14 no 02 aHBapst 2016 13:41:11

MHTepBan 3anucu gaHHbix = 1 cek. B xoge npouecca cbopa aaHHbIX 6bIno coBepLUEHO B 0OLLEN
CNOXHOCTK 36 aTak.

Ewe gBe atakn 37, 38 - pa3ameydeHbl B gatacete Attack, HO OTCYTCTBYIOT B ONUCAHUK K JaTaceTy

Fmmmmmmmmmmmmmmmmmmmmmem—em—ooooo-o- 4

355P (omHosTamHbBI: OOHOTOHENHEIR) - 26 mIT.
S5MP (ogposTanHbIe MHOTOTOUEMHBIE) - 4 1IT.

MSSP (MEOTOITANHBIE OTHOTOMEMHEIE) - 2 IIT.

MMESMP (nMorosTaHbIe MHOTOTOMENHBIE) - 4 1T,

rlpO,D,OJ'DKI/ITeJ'IbHOCTb aTakK BapbupyeTcAa B 3aBUCMMOCTU OT TUNA. Heckonbko aTak, kaxaas
npoAOIKUTENTbHOCTbLIO AeCATb MUHYT, BbINOJTHAKTCA NocriegoBaTesibHO C NMPOMEXYTKOM B 10 MUHYT
Mexay nocriegoBaTteribHbIMMU aTakaMu.

501

Ne Bpensa atakH THII ATAKH :ﬁ B HEM COCTOHT
[28.12.2015 12:08:05'," SSSP LIT- YpoBeHb BOABI
28.12.2015 12:15:121] (oIHOSTAMHBIE 301 mexay Lu H

OJHOTOYSYHEIE) (ypoBeHs BOIEI
nosbImacTcA Bhume HH
1200)
2 | ['28.12.2015 13:09:45', SSSp DPIT- | DPIT < 40 kpa.
'28.12.2015 13:25:54'] (omHO3TANHEIE 301 yCTAaHABTHBacTCA——45
OJHOTOWETHEIR)
3 | [28.12.2015 14:16:01', SSSP FIT- FIT-401 esmme 1
'28.12.2015 14:18:41'] (omHO3TANHEIE 401 (ycTaHaBmHBaeTCH 3HAYCHHER
0IHOTOUEHHEIE) FIT-401 <0.7)
['29.12.2015 18:29:59', | SSSP MV- MV-101 oTkpsIT;
'20.12.2015 18:41:40"] | (oanosraname | 101, | LIT-101 mesay L n H
smuorotouesnsie) | L1T-101 | (nocroanno nepsures
MV101 prIrodeHHBIM:
sHayeHne LIT-101
YCTAHABTHBACTCA PABHBIM
700 anp)

5 | [29.12.2015 22:54:56', MSMP uv- UV-401 srmroueH;

'20.12.2015 23:02:41'] (muOTO3TamHEIe | 401, AIT-502 <150;
muoroToueunsre) | AIT- P-501 oTkpEIT
502, P- | (octamaBmueaetcea UV-

401:

suavenne AIT502
YCTAHABIHBACTCHA PABHEIM
150:

He nospomaerca P-501
BBIKTHOUHTHCH)

HekoTopble 13 aTak BbIMOMHAKTCS C BO3MOXXHOCTBIO CTabununsauum cucteMbl nepes nocrenyroLLen
atakoi. MpoJomKknTenbHOCTL CTabunmaaumm cucTeMbl BapbupyeTcsl B 3aBUCMMOCTU OT aTak.
HekoTopble 13 aTak okasbiBatoT 6o5iee CUNbHOe BUSIHUE HA U3MEHEHUE CUCTEMbI U TPedyoT
6orbLUero BpeMeHu Ans ee ctabunusaumun. bonee npocTble aTaku - Te, KOTOPbIE BIUSKOT HA CKOPOCTb
noToka, TpebyoT MeHbLUe BpeMeHU Ansi ctabunmsaumm. Kpome Toro, HeKoTopble aTaku BO3OeNCTBYOT
Ha cucTemy He cpasy.




Pe3ynbTaTbl, BbIBOAbI, M/1aHbl

NHTEepNpeTMpyemocCcTb BaXKHa B AeTeKUUN aHOMATUN

B reconstruction-based metoaax obHapy*eHnsa aHOMa/ MM MOKHO HaWUTU BXOAHbIE
NPU3HAaKN, YMEHbLUAoLWMe OWNOKY PEKOHCTPYKL NN

Ina ANCKpeTHbIX CUTHAN0B MOXHO MCNO/1b30BaTb moaenb RBM

Ob6bACHMMOCTb CBAAI3aHa € MyHBOKMM n3yyeHnem npeameTHon obnacTy,
NCNO/Ib30BAaHMEM CUCTEM OPraHu3aLmnm 3HaHUMN (OHTONOTMKU, TAaKCOHOMUMN)

byaywue nccnengoBaHumA

[MpumeHeHne noaxona ANna Apyrux Habopos AaHHbIX U CTEHAOB

[Monck nnmn nsobpeteHne MeTpmMKM OLEHKN KavyecTBa PETPOCNEKTUBHOIO aHa/1M3a
cobbiTni (popeH3nKkmn)

MopaennpoBaHue, co3gaHne CTeHAA ANA SKCNEPUMEHTOB

Mcnonb3oBaHMe cMctem opraHu3aumm 3HaHUM M3 gomeHHon obnactu (ontology,
taxonomy, etc...). MITRE, CVE, ...



Cnacmbo 3a BHMMaHue!

C yBaxeHuem,

YepHbiwos KOpui
ychernyshov@ussc.ru
@yuchernyshov
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Some known facts from cybersecurity

02/11/88 Morris warm attacks ArpaNet
(cybersecurity birthday)

Evraz, Ryuk malware decreased steal
production on 4.7% (appr $12M)

22

Norsk Hydro, LockerGoga. $41M



Some other examples of datasets

6.1 Simulated Data

We first investigated whether the proposed estimation algorithm can distinguish
the contributing dimensions accurately with simulated data. The training data
were 1000-dimensional data generated through a simulation as follows:

o _ JN(1000,2007) (j=0)
001k k22 NBAY) (G =1,,99) (12)
fori=1,...,10,

where N (p,02) is a random variable of a normal distribution with mean g and
variance o2. With the data, it was assumed that the surveillance target is com-
posed of ten independent components and there are one random value (such
as the number of server requests) and 99 correlation values with noise (such as
server load) for each component. For generating test data, we first generated
data similar to the training data and randomly chose i from i = 1,...,10. Af-
ter that, we randomly chose n; values from x; 95,7 = 1,...,99 and increased
(or decreased) the values by r-fold, where r was also randomly determined by

Next, we evaluated our estimation algorithm through the NSL-KDD Dataset [27].
The dataset consist of 41 feature values about each communication and the com-
munications attribute to five classes. One is normal, and the other four are types
of attacks: denial of service (DoS), remote to user (R2L), user to root (U2R),
and probing. We used 67,343 normal communications in the training dataset as

Y.lkeda, K.Ishibashi, Yu.Nakano, K.Watanabe, R.Kawahara. Anomaly Detection and Interpretation using Multimodal
Autoencoder and Sparse Optimization https://arxiv.org/pdf/1812.07136.pdf



Adversarial example

1 State-of-the-art DNNs can recognize 2 But DNNs are also easily fooled: images can be produced that are unrecognizable
real images with high confidence to humans, but DNNs believe with 99.99% certainty are natural objects
Input
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A. Nguyen, J. Yosinski, and J. Clune, “Deep neural networks are easily fooled: High confidence predictions for
unrecognizable images,” in Proceedings of the IEEE conference on computer vision and pattern recognition, 2015.



