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DID: BBepeHune A
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DID ngeHtnéukatop DID pokyMeHT
did:example: = |
— "@context": [
METOL "https://wwww3.org/ns/did/v1",
"https://w3id.org/security/suites/ed25519-2020/v1"

DID URL Lo

. o id": "did:example:12345678%abcdefghi”,
did/path["?"]["#"] - "controller"; "did:example:bcehfew/h32f32h7af3",

"authentication": [{
"id": "did:example:12345678%abcdefghi#keys-1",
"type": "Ed25519VerificationKey2020",
"controller”; "did:example:12345678%abcdefghi”,
"oublicKeyMultibase": "zH3C2AVWLMv6gmMNam3uVAjZpfkec JCwDwnZnéz3wXmagPV"

HokyMmeHnTaumnsa W3C

1. https://wwww3.org/TR/did-core/
2. https://wwww3.org/TR/did-use-cases/



https://www.w3.org/TR/did-core/
https://www.w3.org/TR/did-use-cases/

DID: apxutekTypo

DID
subject

refers to

DID

did:example:123

resolves to

contains

DID URL

did:example:123/path/to/rsrc

refers, and
dereferences, to

recorded on

DID
controller

controls
DID document

JJokyMeHTaLus:

1. https://w3c-ccqg.github.io/did-resolution/

2. https://identity.foundation/didcomm-messaging/spec/v2.0/
3. https://identity.foundation/sidetree/spec/

4. https://wwww3.org/TR/did-spec-registries/
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Data
Registry

recorded on
' #/
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https://identity.foundation/sidetree/spec/
https://identity.foundation/sidetree/spec/
https://identity.foundation/sidetree/spec/
https://identity.foundation/sidetree/spec/
https://www.w3.org/TR/did-spec-registries/
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Credential Graph
. ) ¢ Claim \\
Verifiable Credential [,m """ =N ,
) [ I’ 2002 \I Drivers License !
Credential Metadata I I
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i I ! | Issued 1
Claim(s) /! Bob <—+—  DL#12345%6  ————>  2023-03-23 I
I I
I [ Categories I Issuer :
Proof(s) L ' '
Iy B,C,ED ] GIBDD7707 !
\\\ N o e e e e o e e o - 4 /
e - - - - — - - - - = - -
Credential Proof Graph
s T T T TR EEEEEEEET T T EEEEEEEEEEEEEEEEEE \
[ Created Value |
| 2023-03-23T11:.00.00 <——— Sign —>  Njd34rfF...84fhh3 |
: Creator :
: kaIBDD7707 I
\ ,’

HNokymeHTauma W3C

1. https://wwww3.org/TR/vc-data-model/
2. https://wwww3.org/TR/vc-use-cases/



https://www.w3.org/TR/vc-data-model/
https://www.w3.org/TR/vc-use-cases/

VP: Bepunpmumpyemole NpeacTaBeHns AR
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VC 1: Driver's License Verifiable Presentation
Metadata Metadata
Claims dVC T: Driver's License
categories: B, C, E, D Metadata
experience: 2012
Proof Claims VC 2: Vehicle Permit
roo categories: B, C, E, D
Metadata
Proof
Claims
dVC 2: Vehicle Permit categories: 2, 3, 4.3, 8
vehicleType: FL
Metadata
, Proof
Claims

categories: 2, 3, 4.3, 8

HokymeHnTtauus DIF:
Proof

https://identity.foundation/presentation-exchange

Proof
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UsnaTensb Bnapgeneu(A) Cepsuc-nposangep (SP)

e Decr (Cgp, skep) > M

AN\
C\m\a

Enc(M, pk,) > C, 0 KeyGen(k) = (sk,, pk,)

e IssueVC (C
e IssueVP (C,)

e ReKeyGen (sk,, pkep) = (rk,sqp)

0 ReEnc (C,, rk,¢p) 2 Cqp

Register (VC, C))
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1. Jiayu He , Dong Zheng, Rui Guo, Yushuang Chen, Kemeng Li, and Xiaoling Tao . b
Efficient |dentity-based Proxy Re-encryption Scheme in Blockchain-assisted Decentralized Storage System I I I ‘ I 0
International Journal of Network Security, Vol.23, No.5, PP.776-790, Sept. 2021
2. Song, J.; Yang, Y.; Mei, J.; Zhou, G.; Qiu, W.; Wang, Y.; Xu, L.; Liu, Y.; Jiang, J.; Chu, Z.; e ®e
Proxy Re-Encryption-Based Traceability and Sharing Mechanism of the Power Material Data in Blockchain : ._'. '. KAYTRUST

Environment. Energies 2022, 15, 2570.

3. B.Chen, D. He, N. Kumar, H. Wang and K. -K. R. Choo,
"A Blockchain-Based Proxy Re-Encryption With Equality Test for Vehicular Communication Systems,”
IEEE Transactions on Network Science and Engineering, vol. 8, no. 3, pp. 2048-2059, 1 July-Sept. 2021

4. K. O.-B. O. Agyekum, Q. Xia, E. B. Sifah, C. N. A. Cobblah, H. Xia and J. Gao,
A Proxy Re-Encryption Approach to Secure Data Sharing in the Internet of Things Based on Blockchain, D

I[EEE Systems Journal, vol. 16, no. 1, pp. 1685-1696, March 2022

5. Gaofan Lin, Haijiang Wang, Jian Wan, Lei Zhang, Jie Huang,
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