PycKpunTo

ExxerogHas MexayHapoAHasa HayuyHoO-NpaKTuueckasa koHdepeHuus

«PycKpnnto'2023>»

Kpuntorpadwusa: soBrieueHue B
npodeccuro. OnbiT HoBOCMGUpCKa

HaTanba TokapeBa,

K..-M.H., pykoBoanTenb Kpuntorpaduyeckoro ueHtpa (HoBocMbupck)
3aB. NlabopaTtopuen kpuntorpadpmm HoBocmbupckoro rocyaapCcTBeHHOro YHMBEPCUTETA




KpunTorpaclmquKuu ueHTp (HoBOCMOGMPCK)

Co3paH B 2011 roay. CoctaB: 6onee 20 npenogaBaTenein, aCNMpaHTOB U CTYAEHTOB.
= BosneyeHue B npodeccunto: ¢ 1-3 kypca HI'Y. bonee 50 3awmTt BKP.
= [logkntoyeHue K npernogaBaHunio, MNOCTYr/IeHMe B aCMpPaHTypy, 3aluTa.

= HanpaBneHusa AeAaTeNbHOCTU:
=  HayuyHble uccnegosaHms B 06nactu Kpyntorpadum
= [IpenogaBaHue n pa3paboTka NnporpaMm
=  OpraHu3aumsi MaclUTabHbIX MEPONPUATUM:
MexayHapoaHas onmMnuaaa no kpuntorpadpumn NSUCRYPTO
JleTHsaa wkona no kpuntorpacdumn m nHpopMmaunmoHHON 6e3onacHoOCTH
MexayHapoaHasa koHdepeHuunsa SIBECRYPT «KoMnbroTepHasa 6e30nacHOCTb U kpunTtorpadus»

= HayuyHble HarnpaBneHus: CMMMeTpUYHast Kpuntorpadus n KpuntoaHanus; Kpunrtorpaduyeckne 6ynesbl
PyHKUNK; 61oYHbIE WNPLI U S-6/10KK; NOCTKBaHTOBas KpunTtorpadus.

= HayuHble KOHTaKTbl: TOMcK, KannHuHrpaa, Mocksa, TaraHpor, MuHck (Benapycbk), COSIC (Benbrust), Selmer
Center (Hopserus) v gp.

wWww.ruscrypto.ru



[lpenogaBaHue

dopMupoBaHue rpynnbl KpynTto-LeHTpa
C 2011 roga — Hay4HbIN ceMuHap «Kpuntorpadusi u KpUnToaHanmns»

2018-2020 lNMepBas B Poccun aHrnosi3slvyHas MarucrpaTypa rno
KpunTorpaduu.

C 2022 roga — HoBas aHrnos3bliyHas Marmuctpatypa «Quantum
technologies and cryptography».

Hawwn Kypcel B HacToswee Bpems: «Kpuntorpadust n KpuntoaHanus»,
«MaTeMaTn4ecKme OCHOBbI 1 NMPUTOXEHUS KBAHTOBOW MHMOPMATUKMU:
KpunTorpadus un BbluMCIeHUs», «OCHOBbI TEOPUN MHGOPMaUMn 1
Kpuntorpadpun», «Kpuntorpadus B 3agadax», «Kpuntorpadus u
KpunToaHanus. CoBpeMeHHble MeToAbl», «bynesbl pyHKUUN B
Kpuntorpadun», «BeeaeHune B pacnpeaeneHHble peecTpbl U TEXHONOMMIO
6nokuenH», «Kpuntorpadudeckme npoekTbl», «CoBpeMeHHble
BblIUNCINTESNIbHbIE CUCTEMbI AN1S1 PELLEHNS 3a4a4 KpunTorpadpum u
MHOPMaLMOHHOM 6e30nNacHOCTU» U ap.

H. H. Toxapesa
CummerpuuHas
Kpunrorpapus

MNATALIATOKAREVA

A. A Topognnosa
H.H. Tokapesa
T. . lymyes

Kpunrorpadus
1 KPUITOAHAIU3
CBopHuk 3a/1a4 “ 

Master in Cryptography

. Novosibirsk State Unlvemny
Via

.Department of Mechanics

September 2018 - June 2020

. Please send your applications to E-mail: ¢
More detail and actual information

wWww.ruscrypto.ru
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JleTHAA WWKOJ1a NO KpunTorpacdun

ExxerogHo: okono 50 yyacTHMKOB — npenogaBaTtenen u cTyaeHToB. MNpakTuka NeTtHsn wkona
NpUrNaLEHHBIX NpenoaasaTeneii. My6nukaums cGopHUKa TPyaoB. KPAMTOIPADUA

u nHdopmMmaymnoHHas 6e3onacHoCTb

Ha wkone coBMeLwatoTcs NekumMm n Hay4Ho-npakTuyeckast paboTta B NpoekTax. 7 aBrycra « 17 aBrycra 2023, Kanusdirg ol
[Nocne WwKonbl UCcneaoBaHus NpoA0HKATCSA, NYOANKYIOTCA HayYHble CTaTbu. T
MeXayHapoaHbIiA MaTeMaTUYeCcKUi LIEHTp B AKafemMropogke
leorpadums: HoBocnbupck, Mockea, ToMck, KannHuHrpaa, TaraHpor, POCTOB-Ha- CeBepo-3anazHbiii LIEHTP MATEMATHHECKNX UCCEA0BaHMI UMeHN
Cothby KoBaneeckol (BOY UM. U.KaHTa)

ﬂlOHy, ﬂp' CaﬁT: WWW'CryDto' nsu Ll ru obbABNAKT O Ha60pe CTyAeHTOB U YY4€HUKOB CTapLUUX Krnaccoe

y4ebHbIX 3aBefieHniA POCCUM Ha JIETHIOKO LUKOMY
"KpunTorpacdus 1 nHpopmMaumoHHan 6esonacHocTe", KoTopas NporuaéT
Ha Base BOY um. KaHTa ¢ 7 no 17 asrycta 2023 roga.

e rrer | Malnrm gl

X il ! y e Ha JleTHel WKorne C NeKLUAMU BLICTYNAT POCCUICKUE CreumanucTsl
o e P 58 = no kpunTtorpacduu, Beayuiue pa3paboTumKu NOCTKBAHTOBBLIX KPUNTOCUCTEM,

y4acTBYOLMX B KOHKYPCE HA HOBbIN rOCYAapCTBEHHbI cTaHgapt PO,

Bac XAET KoMaHaHas U nHAWBMaYyanbHasa paboTa Hag NpoekTaMu
Mo aKTyanbHbIM TEMam KpUNTorpadum, CopPTUBHLIE 3aHATUS
W KpYIMbi CTON N0 COBPEMEHHBLIM Npobnemam kpunTorpagum.

HuTerpauns aIropurMos J0KA3ATEILCTBA ¢ HYJICBLIM PAICIAMIEHHEM B CMAPT-KOHTPAKTHI

Ethereum (Baantos A.A., C; LA, AA). 72
:’mvﬂﬁ“;':- b et s e HIOTETLLT ” YyacTue B JleTHell Wwkone GecnnaTtHoe, BO3MOXHA YacTUYHas
(A LA, >
e maTepuansHas noasepXKa Npoesa v NPOXNBaHUSA YYaCTHUKOB.
BHEJIPEHHE NPOTOKOJA TOKA3ATE/ILCTBA ¢ HYJJICBLIM PA3IAIIeHHEM 11 CePBHCA KYIIH-
NPOJAKH HIOTEUHOI 3AKIATHOH (Matewox HLA., BasapoB AA. )..oeeeeeceiec e e vansenes s cennesenes T8 Konu4yectBo mect OfpaH“quo-
Pa3pAGoTIE BEC-IPIIGAENIE A1 CEDEHCA KyDIM-DOJAAM MIOTEMHbIX SAKTAIHbIX 3asBku npuHumaiotes Ao 17 mas 2023 ropa.
(Ulepouma JLA., AP) 83 Mo Bcem Bonpocam obpalianTeck Ha cryptography.nsu@gmail.com

CEKPETHBIE YATBI 87
Pa3paGoTka cexpernoro ata TGmini (Encioxon A.IL, Crcyumua B.B., Kpnayxosa B.0., JTnnws Cawnt NetHewn wkonsbi: https://crypto.nsu.ru/ru/letnyaya-shkola
H.C., Diiceane H0.H., Kotennmcora A.A., Momeikanor C.B., JIICHKO AA. ).....ooemmererssrsemensnscsssensecns 87 -
KOMIBIOTEPHASA BE3OIIACHOCTh 94

PaspalioTka renepaTopoB H MYTATOPOB TAHHBIX /18 NOHCKA HAGOPMANNK Ha OcHOBE
OTKPEITHIX HCTOURNKOB (Mansn M., Kpareu E.A., Ceprees ML ).....

Paspaboria moayeit 415 cG0pa uHGOPMAIIN 0 THOSX H3 OTKPHITLIX HCTOUHNKOB.
(,[L\ﬂmms:nl E.K., Xaonuna C.C., 0.C., E.P.) 97

PaspaboTka dpeii p
(Kpwkos H.JL, Kacumos T.P.,

ANA MOHCKA Ha OCHOBE OTKPBITBIX HCTOTHHKOB
HA., Hep B.B., B.C.. A.C.)99

wWww.ruscrypto.ru



MexxayHapoaHaa koHpepeHuus SIBECRYPT

=  MexayHapoaHasa KoHdepeHumnsa «Cnbupckas HayvyHas LWKOsa-CeEMUHAp
«KoMnbloTepHas 6e3onacHOCTb 1 KpunTorpadus»» uM. .I1.Arnbanosa.

= www.Sibecrypt.ru
= [lpoxoauT c 2001 roga. B 3ToM roay — B 22-1 pas.

= OpHa U3 BeayLumMX KOHhEepeHuuit no KpunTorpacbum 1 KOMMbIoTEpHOM L “Cu 9
6e3onacHoCTM B Poccun, exerogHo Npoxoasiuas B pa3HblxX ropogax 'KOMﬂbml‘eDHaﬂ 93,,9H30H00Tb Kpﬂﬂ};orpa' 51
Cvbupu. Eé uenb — obcyxaeHune dyHaaMeHTanbHbIX MaTEMaTUUYECKMX ﬁ' aerals Hg”«"” HeTp?rB”q . AF”GZ‘”"BE’”‘
npo6neM kpunTorpadum 1 3aLmTbl MHGOPMALMK B KOMMbIOTEPHBIX
CMCTEMAX U CETSAX, OBMEH Hay4HbIMU pe3ynbTaTaMmu.

= [eorpadus y4yacTHnkoB: MockBa, ToMck, HoBocnbupck, KpacHosipck,
KanuHuHrpaa, NpkyTck, TiomeHb, CapaTtoB, dpocnasnb v ap.

= OpraHusaTopsbl:

" HoBocnbupckuii rocyaapCTBEHHbIN YHUBEPCUTET, NPUKNAOHAS
. o AUCKPETHAA nNPUKNAOHAA
*  MexayHapoaHbIi MaTeMaTUYECKUI LEHTP B AKaZeMropoake MATEMATUKA ~[MCKPETHAR
- MATEMATHWUKA

= TOMCKMI rocyapCTBEHHbIA YHUBEPCUTET

. NHCTUTYT KpunTorpadmm, cBsa3un u nHgopmatukm Akagemmmn ©Cb
. Akanemus kpuntorpadum Poccuiickon deaepauimm

. MOCKOBCKWI FOCYAapCTBEHHbBIN YHUBEPCUTET UM. M.B. JToMOHOCOB
. CeBepo-3anaaHblii LEHTP MaTeMaTUYeckux nccneaosanmin uM. Cocbm KoBaneBckomn

wWww.ruscrypto.ru




MexxayHapoaHas onuMmnuagaa NSUCRYPTO

= www.nsucrypto.nsu.ru TOoNn gytor =
) =3
= [poxoauT c 2014 roga. B 3ToM roay — aecstas, tobunenHasi. 0 -
L | =
= KpynHoe MexayHapoaHoe MeponpusTue, Leb KOTOPoro npueieYb MOOAbIX ol 1 [ o rlv =,
NccneaoBaTeNnen K peLeHmno BONpocoB COBPEMEHHOM KpunTorpacdum, B TOM Yncie — e A
K OTKPbITbIM Hay4HbIM npobsieMam. MeponpusaTne NpoBoANTCS AUCTAHLUMOHHO Ha |l d- W
aHITIMNCKOM SA3bIKE. T ;
P
= E>eroaHo B osiuMnuaae npuHUMaroT yyacrtue okosio 800-1000 y4yaCTHUKOB U3 P | &
40-50 cTtpaH Mupa. O6wwas reorpadust yyactHUKOB: 6onee 68 cTpaH. lay
= B HacTosiee BpeMsi OpraHn3aTopamMu onMMnunaabl BeicTynatoT Kpuntorpadudeckuin LieHTp i | d &l ' -

(HoBocnbupck), MexxayHapoaHbin MateMaTudeckmi LieHTp B AKaieEMIropoake,
HoBocnbupcknin rocyaapCTBEHHbIN YHUBEPCUTET, YHUBEpcUTET I. J1IéBeHa (benbrus),
TOMCKMIA roCcyaapCTBEHHbIM YHUBEPCUTET, Benopycckunin rocyAapCTBEHHbIA YHUBEPCUTET,
CeBepo-3anafHbiil LLIEHTP MaTeMaTU4eCcKux nccnenoaHuii umeHn Codbm KoBaneBckom u
KOMMaHus «KpunToHUT». B nporpaMMHbIN KOMUTET ONMMINUAAbl BXOAST CNELNannCTbl 13
Poccumn, EBponbl 1 CLLA.

= [lo utoram Kaxxaou onuMnuaabl Ny6nmMKyoTCa HaydHble CTaTbk € pa3bopom npobnem,
NPeanoXXeHHbIX Y4aCTHMKaM, B TOM YMC/E — HEPELLEHHbIX, TPEOYIOLWMX OTAENbHOrO
Hay4HOro nccnegosaHus. Nobeantenu n npusepbl OAMMNNAALI HAarpaXkaatoTcs LEHHbIMU
npu3aMmn, opraHM3yeTcsl A0CTaBKa NPU30B U AUMIOMOB MHOCTPAHHbIM YYaCTHUKAM.

wWww.ruscrypto.ru




MexxayHapoaHaa onuMmnuagaa NSUCRYPTO

WWW.NSucrypto.nsu.ru

Kaxkablii rog Mbl paccbinaem 6onee 10 000 nucem MmonoabiM cneunanuctam B UT 1 kpuntorpadum no
BCEMY MUPY C NpurnaweHMsaMmn yyacteoBaTb B Onumnuage. Hawa 6a3a noctosiHHO 06HOBNSIETCS.
Okono 200-400 amMnnomoB 1 nucem 6narogapHOCTEN OTNPaBSOTCS MO UTOraM ONMMNnaapbI.

MpurnawaemM Bac CTaTb CO-OPraHM3aTOPOM UJIM CMOHCOPOM onuMnuaabi!

CRYPTOLOGIA Tavior &F 5
2020, VOL. 44, NO. 3, 223-256 @ aylor rancis
https://doi.org/10.1080/01611194.2019.1670282 Raylor & Franch Grouy

M) Check for updates

The Fifth International Students’ Olympiad in
cryptography—NSUCRYPTO: Problems and
their solutions

Anastasiya Gorodilova (&, Sergey Agievich ([, Claude Carlet (), Xiang-dong
Hou, Valeria Idrisova @, Nikolay Kolomeec (@, Alexandr Kutsenko @, Luca
Mariot (@, Alexey Oblaukhov (&, Stjepan Picek (%), Bart Preneel (&, Razvan
Rosie, and Natalia Tokareva (&

ABSTRACT

Problems and their solutions of the Fifth International Students’
QOlympiad in cryptography NSUCRYPTO'2018 are presented. We
consider problems related to attacks on ciphers and hash
functions, Boolean functions, quantum circuits, Enigma, etc. We
discuss several open problems on orthogonal arrays, Sylvester
matrices, and disjunct matrices. The problem of existing an
invertible Sylvester matrix whose inverse is again a Sylvester
matrix was completely solved during the Olympiad.

KEYWORDS

hash functions; Enigma;
quantum circuits; metrically
regular sets; irreducible
polynomials; arthogonal
arrays; Sylvester matrices;
disjunct matrices;
Olympiad; NSUCRYPTO

Introduction

NSUCRYPTO—The International Students’ Olympiad in cryptography—
celebrated its 5-year anniversary in 2018. Interest in the Olympiad around
the world is significant: there were more than 1,600 participants from 52
countries in the first five Olympiads from 2014 to 2018! The Olympiad
program committee includes specialists from Belgium, France, The
Netherlands, USA, Norway, India, Belarus’, and Russia.

Program Committee of the Olympiad:

D.Kolegov (Rus:

S.Agievich (Belarus'), S.Gangopadhyay (India), E.Gorkunov (Russia), W ws, /M
A.Gorodilova (Russia), V.Idrisova (Russia), EIshchukova (Russia), K.Kalgin (Russia),
ussia), A.Kutsenko (F EMalygina (Russia), :
LPankratova (Russia), B.Preneel (Belgium), M.Pudovkina a), R.Rosie (Luxembourg), On behalf of the Program Committee
, V.Shishkin (Russia), F.Sica (Kazakh Tokareva (Russia), Natalia Tokareva

A.Semenov (Rus:
M.Turan (USA), A.Udovenko (Luxembourg), A Zubkov (Russia)

Cryptographic WMQ N

Center (Novosibirsk)

The Ninth International Olympiad in Cryptography
NSUCRYPTO (October 16-24, 2022)

CiERTIFICATE OF APPRECIATION

This certificate is presented to

KRYPTONITE

for high appreciation and support of the Olympiad 2022

We are proud to cooperate with you and thank you for your active and
comprehensive support of the Olympiad, for your contribution to the
development of cryptographic research. This year 623 participants from
36 countries competed in the Olympiad. Thanks to your support, we were
able to hold the Olympiad at a high organizational and scientific level.

General chair of the Olympiad
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MexxayHapoaHaa onuMmnuagaa NSUCRYPTO

= Pa3HoobpasHble 3a4aun

“Fun taSkS”: Historical Ciphe Sta"(t) ;)rlll%liésfe Sﬁé‘éﬁt side reflector
[ ]
[ ]

P °
T er ©® * o
. ° o
scheme of the ROTOR

clEnce Of «seCrET wriTinGs. FOr aT

hErE haVE bEeN peOPIE WHo WAnTeD

oUID oNly bEen rEAd bY tHe pEOP.

An example. Let the codeword be MARY. Then the ciphertext for
¥PT0 is (2.3) (8.1) (4,1) (1.4) (3.3) (13).

eD. a | [eatars . — | ’L;agv RSA the ciphertext could be (3,1) (3,2) (2.1) or

P
D
|u
B

invENt l y
crypted a sentence using this cipher. As a result she got the followin

o
! g
fre all spaces in the text are saved:

«ATBA|

P (L1) (26)  (55) (75) (1L7) (7.8) (5,7) (8.11) (9.1) (3.1)
) (76) (75) (1,10) (25) (7.5) (74)  (27) (1L.2)  (3.9) (L11)
| (63) (7.8) (7.5)  (11,6) (7,9) (1,3) (9,8} (14) (7.5)
19) (6,4) (8.8) (5,10) (7,5) (3,11

SymmeTRiC ANd PubliC-kEy enCRYp!
and Rsa. the dEVELopMENT Of cg

NEVER sTopS! deerYPt THe mESsaGd

|
lit if you know that the codewor

|e contained all English letters ang ® ® @ 6 6
|

FRTPNP. PP WIE 21 TS SENCTN U8 W 015 . |

=
rzm@

ro=Hom=z—wmE-

v —=g

gzomcoc~<o=0MmI

Decrypt the following ciphertext sent to Bob by Alice:
ROLELISEOQOEEEHTOMVCPBDEFSON

It is known that Alice used the musical notation below.

= =3

Ciphertext:
RHSM ZHXX AOWW
YLGE VGZG KULJ
BGSW DARG EYSP IK ®

BBRT ROZD XJCC OMKR™PNSW UAZE TNIY BANH FGCS CIWY'
VGLX KUZW PARD NMXP LDLZ ICEK XVSJ NXCF SOTA AQYS YZFX
MZDH MSZI ABAH RFXT FTPU VWMC PEXQ NZVA LMFX BHKG QGYS
BIVE MEUE PJNR AVTL JSUZ PLHQ MOUI IQFD HVXI NOOJ YJAF
WAVU PVQA FMKP AHLK XJYD GITB QSPK CUZU XPRK MUJJ YRJ

Link to “Moby Dick” text file: click here,

o3

ocoZ2—~wvwomo-
o m = o3l

=m=3!

[ W an e ol A
~ 0O
= ]

1
1

Programming tasks

The company Palindrome had been using the block cipher DES to encrypt its documents
for 12 years since the foundation until its engineers took a decision to use the block cipher Blowfish

in addition to DES. It was in 2005 year. So, up to now all its documents are encrypted by DES and

then the result is also encrypted by Blowfish. The ciphering is conducted in EBC mode.

ciphers DES and Blowfish have the same key and block lengths equal to 64 bits. The descriptions of

these ciphers can be found here: DES and Blowfish.

As a result of inf
company, the text of

Dear colleague
of success and we

And the cipherte

C'= 83c1004!

The FNV2 |

a message x composed of bytes z;,

1) b+ ho

2) fori=12,...,m h + (h+z)g mod 2!%;

3) return h

n = 40763613025504836845249840044831561583564626405535158 138667037
18791672670905308860844304055285019651507728831663677166092475

16155

m shor

419756121537288444995708421977847213953345126368090185271

10259760189356588305406519080647582874212687596214191915933827

67252094717222418132289251314647500491996323400002019,

23034db7b4408629 4df36caB7ad39fda
f2eab13d1161e849 0fe72e9b98fcleBa
4e44cB8745afae37f bd5d6d49292bd1b2
aeBfcal2e6745687 565d353£3bbb1204
123e6cf37fbad6fe

Could you decrypt the following ciphertext that was intercepted in the company network few weeks ago:

C' = cf414505b7d3ace3 36£48ae753ec799¢
0l

bE4S

£9339e6

5475ddf991ef3ad9 85a6c0c451b76dab
43c362dccbebf2le  dbb2b086aba67212
62386237b27597b4 cbeBec7B8b07i4ced

It is known that an encryption 128-bit key is changed dynamically every day according to certain

rules and it is always a sequence of 128 bits where each of 16 bytes is given by ASCII codes of figures

99277e6£1e217dfd
0aab680e3b4022ch
9386£2£383061bfd
aa79742{7ab66£b1

fb49aaeal7fa2a38
£e9780d30168bdf £
aadcb%ecc40af09
1c92e2{327a03b05

2992ed164e9622aa
10d77405d1b51a6a
852bT0cebeb127b9
blaffd236d8e0i9¢c

from 0 to 9. The first 64 bits form a DES key and the other 64 bits form a Blowfish key.

nsucoin

ACCEPTED HERE

from the func
z € {0,

hash function is di on FNV-1a. FNV2 processes

255} in the following way:

1263207769815506495620667062367629, g = 2% + 315,

that is, two different messages r and 2’ such that FNV2(x) =
messages and collisions that are obtained without intensive
med. Supply your answer as a pair of two hexadecimal strings
f colliding messages.

is known, that Bob's

1. it generates the !
for some seeret e

Ui 16 = C15ti413 B €19 & .. . S cou; Tor all integer £ 2 0;

2. i-th random numl

i = i + tei1 2+ Uagi

3. Bob initializes ug

0 < IV < 2' by the same way, i.e.

4. it is known that

00:00 (in his time zone) to his current time (in his time zone too) modulo 2'®

ry = 57586

8
at November 17, 2014, at about 12:05 U
seconds from January 1, 1970, 00:00 UTC

equal to 1416225900
Help Eva to detect

Bob commumicate in Russia through the Internet using some
58 of communication Bob sends random numbers to Alice. It
pseudo-random generator works in the following way:

binary sequence up, uy, uy, . .., where u; € F, = {0,1}. such that
- - -1 €13 € Fy it holds

ber r;, ¢ 2 1, is caleulated as

+ wiis152'"%

sy, - g5 wsing some integer mumber [V (initial value), where

IV = ug+ w2+ w2 + ... +upg

as IV Bob uses the mmmber of s

conds from January 1, 1970,

in Novosibirsk and knows that Bob ha
C-+6 up to several minutes. The number of
6 to November 17, 2014, 12:05 UTC+6 is

t Bob's time zone.

nsucrypto.nsu.ru

wWww.ruscrypto.ru




MexxayHapoaHaa onuMmnuagaa NSUCRYPTO

= Pa3HoobpasHble 3a4aun

Mathematical tasks

Unsolved problems

Bab is very interested in blockchain technology, so he decided to create his
He started with the construction of a hash function. His first idea for a
was the function H with a hash value of length 16.

Let Fasg be the finite field of characteristic 2 with 256 elements. Cons
the function

T I ) T T

F : Fysg — Fogg such that F(z) =

1t works as follows, i i 2019 Sharin Unsolved
1 for all nonzero z € Fasg, we have F(z) = = for all nonzero elements 2014  Watermarking cipher Unsolved :
7(0) = 0. ® Let iy, 5, ... .4, € Fa be a data representation, n is arbitrary.
the function £ as an S-box (that maps 8 bits to 8 bits) ina [l 4 pob caleulates 20, =" € T2, 29 = (0._...0), and =*! is obtained from = in n 2014 APN permutation Unsolved 2019 Curl27 Partially SOLVED during the Olympiad
new block cipher. But before she wants to find answers to the following questions. the following way: = g 1]
. . — 2014 Super5-box Unsolved 2019 8-bit S-box Unsolved
 How many solutions may the equation fu =1 o @
i (eI A N >
Flz+a)=FP(z)+b m) i =0, O 2015 Asecret sharing Partially SOLVED in [1,2] 2019 APN +Involutions Unsolved
[ IS W
have for all different pairs of nonzero parameters a and b, where a, b € Fasg? . 1; 5 # S 5 ‘g ﬁ s | e —— 2015 [ Com e ot
s 2 @ i = 25, LA o
« How many solutions does the equation (1) have for the function F(z) = z¥"-2 = " W R -3
over the finite field Fy. for an arbitrary n? g ; : [ 2016  Algebraic immunity SOLVED during the Olympiad 2020 JPEG Encoding Unsolved
[¥]
Please, help to Alice! o Finally, H(up,.....u,) = (s} & A ; T g .
= :g ) 2016 Big Fermat numbers Unsolved 2020 Miller — Rabin revisited SOLVED during the Olympiad
Qi Lt e
, . , Bob decided to improve the famous Miller  Ra imality test. The odd number n B 0 W -~ 2020 Bases Partially SOLVED during the Olympiad
l;u,\ - %(. 1-,,.,‘ i .}1, ;:_till - r\im {,,,__, u,{ i ,1 IL'F}, ’ being tested is represented in the form n— 1 i, where m is vt divisible by 2or3. il o1 = 2017 Theimage set Unsolved J = iy
(0) = {z 2.4} SFixPg), s £y (g)= [z @u: {r.4} € FixP(g), = # 4]
; L U
where FixP(g) is the set of all fixed points of g, i.e. FixP(g) = {z £ Fy : "Lhg adifi oyl iy m s the Sl g &,’ e O 2017 Boolean hidden shift problem Unsolved 2020 AES-GCM Unsolved
Suppose that g is an APN permutation. Get necessary conditions for ms \(g), Blg) and sets 1. '1:3\!‘ "_m”:}f"” a€{2....,n-2} . . TN z
Alg). Blg). Prove that if your conditions are not satisfied, then g is not an APN pernutation. ; ;_,l':: S & "\m: " :f‘;:,:m:- r:'.ils.‘:::n:’::iﬁ“ i ; S 3 o itk | WERE moh A SRS | Wit i [t el Stk
Q2 Let . R o -
dosle) = Hr €FF: glr@a)@g(r) = b}, abeFy (@) beadmodm ) S g © [ : s s o O L IRt
Let ¢ be an involution and APN. Find dua(g) for each nonzero a € F. [(l(]} i i—i;l([\aih\mblv by @, return “PROBABLY PRIME; ® o - .8 2018 Orthogonal arrays SOLVEDIn [3] s-Boolean sharing artia uring the Olympial
a 4~ ab mod n.
] ; : —_— ) o s
Q3 Can you get the nontrivial upper bound on [FixP(g)]? 4. Fori=0,1 — 1 repeat: 8 ::; o g 2018  Sylvester matrices SOLVED during the Olympiad 2021 Quantum error correction  Partially SOLVED during the Olympiad
(a) ifa+ divisible by n, re “PROBABLY PRIME ¢
¢ = 0000 aaaa 0000 bbbb = G e e e N - ;
0000 cccc 0000 dddd PP =i 2018 Disjunct Matrices Unsolved 2021 Distance to affine Unsolved
bX = dbb1 f04f 2d5a 42e1 i e functions
a554 4916 51af a669 hat this algorithm does not fail, that is, not return “COMPOSITE', for a prime n. (S =] g
bY = 13ae dE89 294a a168 — GeutK., Kirienko K., Sadkov P, Taskin R., Titov S. On explicit constructions for solving the problem ‘A secret sharing’. 1AM,
bbf3 57a2 522b 3be9

2017, 10, 68-70.
S.M. Ayat, M. Ghahramani, A recursive algorithm for solving «A secret sharing» problem, Cryptologia, 43:6 (2019), 497-5

Let G be a cyclic group of a large prime order g and g be a generator
of G. Tom designed the machine DH-d that on input (g. g*) outputs g” " Here ¢* n
arbitrary element of ¢ and d is a small fixed positive integer.

Use the machine DH-d to solve the Diffie - Hellman problem, that is, find ¢™ from
4. 9%.g"). Suggest a solution with the minimal requests to the machine.

KissR., Nagy G. P. On the nonexistence of certain orthogonal arrays of strength four. 1AM, 2021, 52, 65-68.
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TpyAHOCTHU, MbIC/IM, LLUAIU

=  AKapeMuyecKast Hayka. HenoHnMaHne akTyanbHOCTU KpnTorpauyeckmx
pe3ynbTaToB, B CBA3WN C YEM eCTb TPYAHOCTW C NpoBeAeHneM (pyHAaMeHTaNbHbIX
nccnegoBaHun. OTCyTCTBUE NPEACTABUTENEN «OT KpUNTorpacdmm» B HayUYHbIX KOMUCCUSX,
coBeTax, 3KCMnepTHbIX rpynnax. MatemMaTtuku otcbinatoT K UT-oTpacnun. CneumnanncTbl oT
T pe3ynbTaToB HE MOHMMAIOT.

= Kpuntorpadgpuueckoe coobLiecTBso Masio CKOOpAUHUPOBaAHO. HeT obulero
HOBOCTHOrO nNopTana, rae Morna 6l cBO60AHO NOSABNAATLCS MHMOPMALMSA O COBbITUSIX B
kpuntorpadum B Poccnn. KoHdepeHLUnK, WKONbl, Marnctepckme NporpaMmMbl, NporpaMmbl
NOBbILLEHUS KBAaNNMUKaLMKU, KOHKYPCbl, OIMMNMaAbl, KHUMU, XXypHanbl, NOMNynsipHble
ctatbu. MimeeT cMbicn nepeHnsaTb onbiT IACR — MexayHapoAHOW accoumaumm
KpUATorpadnyeckmx nccneaoBaHuin.

=  Kpuntorpadgpmsa B Cubmupun. Habniogaetcs nHTepec K nosyvyeHuo Kagpos n3 Cnbupm,
K ux nepee3ay B MockBy, CaHkT-lNeTepbypr. B MeHbLUEN CTENEHM — K Pa3BUTUIO
HanpaB/feHMs] Ha HaLLEN TePpUTOpUM. Mbl MbITaeMCS 3TO AenaTb.
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bnaroaapro 3a BHUMaHue!

HaTtanba Tokapesa
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