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MpuBaTHOCTb B 5G (06beKT
n3yyeHusa)



IK OueHb kKpaTko 0 5G-AKA

- MPOTOKON ayTeHTUMMKALNM + ayTEHTUMULMPOBAHHOW BbIPABOTKM 06LLEro Knoua
(AKE-npoTokon).
- OCHOBHOE «Teno» — Tpu wara: naeHTudukauus (nepegaya ID), 3anpoc, OTBET.

- WpenHoe npoaomxkeHne npotokona 4G (obpatHas COBMECTUMOCTb).



IK BbicokoypoBHeBOe onucaHme 5G-AKA

User Home

{ID}vw

Chal || AUTN

Resp

Mons Chal n AUTN He 3aBUCAT OT C/IY4anHOCTL CO CTOPOHbI Nonb3oBatens User.



IK Mpo6nema: BO3MOXHOCTb replay-aTak

User Home

{ID}yu

Chal | AUTN

Resp

- MOXHO nocbinatb «ctapble» Chal n AUTN v no Koy OWnb0oK pas3nnyaTb
nonb3osaTteneu.

+ [lpakTnyeckoe passutne naen: ataka LFM.

- CneacTeuMe: «NPUBATHOCTb» NOJ YrPO30WU.



IK Yto gymaeT 3GPP 0 npuBaTHOCTM?

[TS133.102, Sec. 5.1.1] (3G) The following security features

related to user identity confidentiality are provided: ﬁ : ? cos =7

e user identity confidentiality: the property that the per-
manent user identity (IMSI) of a user to whom a services is ddx Q-7 [c‘; ?]V N ?
delivered cannot be eavesdropped on the radio access link;

e user location confidentiality: the property that the pres- A i = ?
ence or the arrival of a user in a certain area cannot be F %ng T f foe oe= ¢

determined by eavesdropping on the radio access link;
e user untraceability: the property that an intruder cannot M normal opproach
deduce whether different services are delivered to the same o,

user by eavesdropping on the radio access link. (5 use less /?erf’.

1A Formal Analysis of 5G Authentication, D. Basin et. al



IK HeoTtcnexusaemocTb (untraceability)

TS 133102
an intruder cannot deduce whether different services are delivered to the same
user by eavesdropping

1. To eCTb NPOTUBHMK TOMbKO NACCUBHbLIN? Mmoyemy?

2. YTO 3HAUUT “He MOXeT onpeaenuTb’? ycTpanmBaeT N1 Hac CUTyaLus, B KOTOPOU
onpenenaeT NonoBuHy “undp” B Homepe TenedoHa?
3. Ecnv “He nony4yaeT HuKakon nHdopmaumm”, ToO YTO KOHKPETHO 3TO 3HAYNT?
- Bce coobuieHrd B NPOTOKOMNE HeOTNNYMMbI OT CiydanHbix 6ut (IND).
- Bce coobuleHma B MpOTOKONE MOXHO NPOMOLENNPOBaTh, HE 3HAA AONTOBPEMEHHbIX
cekpeToB (ZK).
. |_|pOTI/IBHl/IK He MOXeT onpefdenunTb, C KaKUM N3 ABYX y4aCTHNKOB OH O6LLI,aeTCﬂ B JJ,EiHHbII;I
MOMeHT BpemeHru (LOR).



IK Mpumep: 5G-AKA

Moaxon 3GPP:y HAac eCTb KOHKPeTHasA aTaka? Mbl 6yaem CTaBWTb KOHKPETHY0 3annaTtky B
NPOTOKONE, 3aWNLLALLYI0 OT KOHKPETHOW aTakMu.

3GPP TR 33.846

In case the linkability attack occurs, it represents a breach of the user’s untraceability,
the attacker can establish the traceability of a subscriber based on the study of the
failure messages and can detect subscriber’s presence in a specific area by replaying
one old legitimate authentication vector.

3GPP TR 33.846
The 5G system shall support mechanisms to mitigate the linkability attacks.



IK MNpumep: 5G-AKA

Moaxon 3GPP:y HAac eCTb KOHKPeTHasA aTaka? Mbl 6yaem CTaBWTb KOHKPETHYIO 3annaTtky B
NPOTOKOME, 3aLMLLAOLLYI0 OT KOHKPETHOW aTaKw.

3GPP TR 33.846
The 5G system should support mechanisms to mitigate SUCI based attacks.

3GPP TR 33.846
The 5G system should provide the mechanism to mitigate SUPI guessing attacks.

3GPP TR 33.846
The protection of SQN during AKA re-synchronisations should prevent the information
leakage of SON values.



Kryptonite, SA3 106e meeting communication

We believe that the main goal of this work is to develop a secure authentication
protocol that allows you to deal with both currently known vulnerabilities and
potentially possible but not yet found attacks. And the only sufficient guarantee is the
security proof in some relevant adversary model (for authentication, privacy, key
exchange, e.g.).

SA3 106e meeting communication

This “potentially possible but not yet found attacks.” sounds like a trip into a rabbit
hole. When will you know that all or majority of “potentially possible but not yet found
attacks” are covered in the study? In fact, what you are proposing is not dissimilar to
studying “undetected breakins.”

SA3 106e meeting communication
Objectives shall also specify measurable goals allowing, e.g., the determination that the
goals are met.



IK Lunkn pa3paboTku npoTokona

HemHOro 060611as, MOXHO YTBEPXAaTb, UTO HErMACHO NPUHAT Cleaywmnin LK
pa3paboTky NpoTOKOMa:
1. HechopmanbHble TpeboBaHUS;
NPOTOKON C HethopManbHbIM AOKA3ATEIbCTBOM,;
KOHKpEeTHbIe ataku (ya3BUMOCTU);
HoBble ad-hoc TpeboBaHMA N0 pe3ynbraTam aHanmn3a ysa3BUMocCTen;
“nataHvie Obip”: HOBblE MPOTOKOMbI C HEOPMaNbHbIM A0KA3aTENbCTBOM,;
279
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IK Yem Takon noaxon nnox?

- HesBHble (He apTUKYNMPOBAHHbIE) e, Pecypcbl, MPeanonoKeHns;

- HeT nepencnonb3oBaHnd onbiTa;

i



IK Llenun, pecypcbl, npeanonoxeHus

HeaBHble (He apTUKYNMPOBAHHbIE) Lie/n, PeCypCbl, MPeanonoxeHus;

- OfHW 3KCNepTbl 6yayT CKNOHHbI CYUTATb, YTO CBOWCTBO «6ECCMbICIEHHO», U ero
HEo6X0AMMO UCKIOUYUTL U3 PACCMOTPEHNS...

- ... B TO Bpems Kak Apyrue 6ynyT npeanaratb pelleHuns, Ucxona n3 nx noHnMaHus
Yyrpo3bl.



IK

Llenu, pecypcbl, NpeanonoXxeHus

«... The attacker could generate valid SUCI only if he
knows the home network public key associated to the
subscription...»

«... The cell area is very big so it is difficult
to trace the UE...»

«...encrypt the AUTS/random number and failure code,
and the AUSF uses the Kaysr stored during previously
successful authentication to decrypt the AUTS/random
number and failure code. ... If no stored Kays; the KEY isa
256-bit binary string of all 0s»

1chpocm pa3paboTKM U CTAHAAPTU3ALMM OTEYECTBEHHbIX KPUNTOrpaduuyeckux anroputMoB 1 NPOTOKONOB B ceTsax cBA3M 5G, E. Mputoenosa, CTCrypt2021



IK Lenwn, pecypcbl, NpeanonoxeHus

Fey lssues

Security threats

Comments

Key Issue 2.1 Linkability by
distinguishing MAC failure and
hronization failure

Traceability of the user/victim by
IMSI-probing when an attacker fries
10 find out whether the subscriber
with this idenity is present in 1 given
area.

Gverall impact of the aftack i low a5
it is only one of multiple IMSI
probing type aitacks thal can be
Iaunched and so preventing this
particular attack would not resolve
the oveallissue,

Key Issue #2.2; Linkabiliry by SUCT
repl

Traceability of the user/victim by
IMSI-probing when an artacker tries
‘10 find out whether the subscriber
with this identity is present in a given
area.

Gverall impact of the attack s low a5
it is only one of multiple IMST
probing type aitacks that can be
lawiched and so preventing this
particular attack would not resolve
the overall issue.

Traceabiliy of the user/victim by
IMSI-probing when an attacker tres
o find out whether the subscriber
with this idenity is present in a given
area.

Gverall impact of the attack s low 5
itis only one of nultiple IMSI
probing type attecks that can be
Iaunched and so preventing this
particular attack would not resolve
the overall issue.

Key Issue #2.2: DoS attack

Do attack on UDM

Overall impact of this attack is low.

Mogenb HapyLlmTens Ao CUx nop He
corjacoBaHa Ao KOHLA: BblABUTraeTcs
npeAnoXeHUs BblYePKHYTbL OCHOBHbIE
yrposbl 2.1, 2.2 1 3.2, NOCKONLKY eCTb
6osiee NpocTble CNocobbl UX
peanun3osaTb (imsi paging).

1Bonpcrcm Pa3paboTkK W CTaHAAPTWU3aLNM OTEUECTBEHHDBIX KpUNTOrpaduyecknx anropuTMoB 11 MPOTOKONOB B CeTax cBA3u 5G, E. Mpuboeaosa, CTCrypt2021
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IK OnbIT, CbiH OWINGOK TPYAHBIX

HeT nepencnonb3oBaHna onbiTa.

- MHorve TpyaHocT (Ha NpaKkTuKe) HesBHO «3aKo4MPOBaHbI» B 06LWeNpu3HaHHbIX
MOJIeNAX.

+ N3yueHune 6€30MacHOCTY AN KOHKPETHOro NPOoTOKoMa 6e3 pacCcMOTPEeHMs ero B
6onee 06LeM KOHTEKCTE MOXHO N36bITOYHO Cy3UTb PAaCCMaTPUBAEMbIE YrPO3bl.

When will you know that all or majority of “potentially possible but not yet found
attacks” are covered in the study?

iIMeHHO Toraa, Koraa nony4eHo AoKa3aTenbCTBO B KAKOU-N1M60 0bwenpru3HaHHON
mogenn ans AKE-NpoToKonos, ANA NpuBaTHOCTU 1 T.A.

15



[lokasyemasi CTOMKOCTb




IK Y10 NmoAa 3TMM NOHUMaeT AOKNA[UUNK

- ®opmanbHas MoAeNb NPOTUBHUKA: TUM aTaku (BO3MOXHOCTYU MO B3aNMOLENCTBUIO C
CUCTeMON) + MoAeNb yrpo3bl (Kakyto 3aaavy NPOTUBHWK PELIAET) + BblUMCIUTENbHbIE
pecypcbl.

- CBefeHune aHanusa 6e30nacHocTy 06wen (MHTerprpoBaHHon) cuctembl (3gaHns) K
aHanu3sy 6e30nacHoCTn “nNpuMnTUBOB” (KUupnuyen).

- Mlcnonb3oBaHuMe “TOYHbIX OUEeHOK", a8 He aCUMNTOTUK.

106 onHom noaxofe K opMan3aumMm 3aay KpUNTorpadhuyeckoro aHanusa, Anekcees EK. u ap., Matem. sonp. kpuntorp. (8 neyar)

16



IK He egnMHCTBEHHbIV BO3MOXHbIN NoAxo4 K dopManm3aunm

/

JTlokasyeMas cTOHKOCTh

TeopeTHKO-UH(POPMAUMOHHEIH TTOAX0]
(MPOTHBHHUK He OTPaHHyeH
BpeMeHeM BLI‘{HCIIEHI/II:I)

i,

YueT BpeMeHH BbIUHMCJIEHHH
(PPT-mauuvHb1 ThiopHHra)

®opmabHas BepHpHKAUHS

Penykuvonusm

(CBeIeHHe aHaJIM3a CTOHKOCTH MPOTOKOJIA
K aHaIn 3y CTOMKOCTH I'Ipl’lMHTHBOB)

/

ACHMITTOTHYECKHE MEeTObI

Puc. 1: Moaxoabl K dhopmanmsaumnm




IK He naHavues

1. MHTepnpeTaumna B Ayxe abCOMOTHOW CTOMKOCTU AAET U3ObITOYHO ONTUMUCTUYHbIE
pe3ynbrathl (“Hamu 6bi B3NOMaH JOKA3yeMo CTONKWIA npoTokon”).

2. OrpaHuUYeHns B MCNOMb3YEMOW «TEXHUKE, CTOXHOCTY AoKa3aTeNnbCTBa — AaloT
N36bITOYHO MecCUMUCTUUHbIEe pesynbTaThl (forking lemma kak npumep).

3. QueHb YyBCTBUTEMNbHbI K M3HAYaNbHbIM NPeanonoXeHUsM, BNAOTb A0
“He3HaunTenbHbIX” N3MEHEeHWN.

4. YyBCTBUTENbHbBI K KKOMNO3ULNAM»: KCTOUKUA» B + KCTOUKUIA» B, MOXET NPUBECTU K
KHEeCToOUKoMy» B.

5. He Bceraa nerko WHTepnpeTMpoBaTb pe3ynbTaThl.

6. ManonoHATHbIE MOAENN, CIOXHbIe [OKa3aTenbCTBa.



IK «W BOO6LLE B KOPHE HEBEPHbIN»

- PasnuuHble ngeanusauun (random

oracle, ideal cipher, generic group, ...

- OUeHb CTpaHHble NPeanooXeHnsa o
CNOXHOCTK 3ajau.

).

Critical perspectives on provable security: Fifteen years of
"Another Look" papers UPDATED

Another look at "provable security"

Another look at "provable security" II

Another look at generic groups

Another look at HMQV

Another look at non-standard DL and DH problems
Another look at automated theorem-proving
Another look at automated theorem-proving IT
Another look at security definitions

Another look at tightness

Another look at tightness II

Another look at HMAC

Another look at 1-key nested MACs

Another look at non-uniformity

Another look at XCB

Ammtbms Lanls ok mmvmanl mmmeavimabinme in ~emsmEamelosis 19

Tanother Look at Provable Security, Neal Koblitz and Alfred Menezes, https:/ /www.math.uwaterloo.ca/ ajmeneze/anotherlook/index.shtml



IK KpaTko o npegnonoxeHusx

26. LRSW: LRSW Problem . . . oo oo tvo e
27. Linear: Linear problem . . . . .. .o\t
3 Discrete logarithm problem 9 28. D-Linearl: Decision Linear problem (version 1) .. .. ... ...

14. DLP: discrete logarithm problem . . . ... ..o 9 29, 1-SDH: I-Strong Diffie-Hellman problem - . - . . -+ . . .. ...
15. CDH: computational Diffie-Hellman problem .. . ... oo 10 30. ¢-DLSE: Discrete Logarithm with Short Exponents . . . . . . . . . . . .
16. SDH: static Diffie-Hellman problem R 10 )

31. CONF: (conference-key sharing scheme) . ... ... ... .......
17. gap-CDH: Gap Diffie-Hellman problem . . . . ... ... .. ....... 10

o 32. 3PASS: 3-Pass Message Transmission Scheme . . . ... ... ... ...

18. DDH: decision Diffie-Hellman problem . . ... ... ... ... 1

33. LUCAS: Lucas Problem . . . . .
19. Strong-DDH: strong decision Diffie-Hellman problem . . . . . . . . . 11 cas Froblem
20. sDDH: skewed decision Diffie-Hellman problem . . . ... ... ... .. 12 34 XLP: x-Logarithm Problem . ... ... ..o
21, PDDH: parallel decision Diffie-Hellman problem . - . . . . . . . . .. .. 1 35. MDHP: Matching Diffie-Hellman Problem . . ... ... .........
22. Square-DH: Square Diffie-Hellman problem . . . .. ... ... ... ... 12 36. DDLP: Double Discrete Logarithm Problem . . . . ... .........
23. I-DHT: I-Diffie-Hellman inversion problem . . . ... ... ......... 12 37. rootDLP: Root of Discrete Logarithm Problem .
24. I-DDHI: [-Decisional Diffie-Hellman inversion problem . . .. .. . . 13 38. n-M-DDH: Multiple Decision Diffie-Hellman Problem . . . . . . .. . ..
25. REPRESENTATION: Representation problem 3 39. I-HENSEL-DLP: /-Hensel Discrete Logarithm Problem . . . . ... ...

40. DLP(Iun(G)): Di
Growp .. ....

e Logarithm Problem over Inner Automorphis

1Fmat Report on Main Computational Assumptions in Cryptography, K.U.Leuven



Mopenu B obwem n
KpunTtorpaduueckue




IK Auto npo gpyrue mogenu?

PeanbHbIn MonydopmannsoBaHHbie
Mup TpeboBaHus / rmnoTesbl
[okasaTenbcTBo, MaTemaTunyeckme
cnencTeus Moaenu

Puc. 2: Bce cTpenku B gnarpamme, Kpome ofHON, ABAAIOTCA «HEOAHO3HAUYHbIMIY



IK “B npeabiaywnx cepusx”

U3HEHHbIN LUK KPUNTOCUCTEM

PeanbHas cucrema ﬂ MogaensHas cuctema
(pewaemere sapaum (sBknrouaeT mogenu
6esonacHocTU) Moaenuposanme npoTuBHUKa)
Wnterpaumsa un Cuntes n
aKkennyarayus aHanus
TTporpammHoe, Kpuntorpagpuueckue
TexHUueckoe u Peanusauns AnropUTMEL U
OpraHM3aUUOHHOE NPOTOKONLI
pelweHue
N
P KPUNTOMPO
e

Puc. 3: 1 TyT BCe CTpenkn «HeoQHO3HaYHbI»

140 nnoxoro MoxHO caenatb, HeNPaBUAbHO NCNONb3YsA KpunToanroputmbl, Anekcees E.K., CTCrypt2019



IK Aectb nu “npaBunbHbie” mogenun?

George Box
All models are wrong, but some are useful

- Bonpoc, ABNAeTca N MOAeNb NPaBUNbHOW, 6&CCMbICNIEHHbI — BCE MOJeNy
NUTHOPUPYIOT KaKne-nmbo acrnekTbl «peanbHOCTU.

- Takvm 06pa3om, No onpeaeneHunto Ntobas Mogenb HeBepHa.
- Tem He MeHee, HeKOTOPbIe U3 HUX MOMe3Hbl (A8 HeKOTOPbIX YaCTHbIX CUTYaLNNA).

23



IK Aectb nu “npaBunbHbie” mogenun?

Richard McElreath, Statistical rethinking

All statistical modeling has these same two frames: the small world of the model itself
and the large world we hope to deploy the model in. Navigating between these two
worlds remains a central challenge of statistical modeling. <...>

Richard McElreath, Statistical rethinking

The small world is the self-contained logical world of the model. Within the small world,
all possibilities are nominated. There are no pure surprises, like the existence of a huge
continent between Europe and Asia. Within the small world of the model, it is important
to be able to verify the model’s logic, making sure that it performs as expected under
favorable assumptions.

24



IK Ewe HemHOro o 60/1bWOM 1 MAsIOM MUPaX

Richard McElreath, Statistical rethinking

The large world is the broader context in which one deploys a model. In the large world,
there may be events that were not imagined in the small world. Moreover, the model is
always an incomplete representation of the large world, and so will make mistakes,
even if all kinds of events have been properly nominated.

Richard McElreath, Statistical rethinking
The logical consistency of a model in the small world is no guarantee that it will be
optimal in the large world.

25



IK B nepenoxeHumn Ha Kpuntorpaduto

Small world = hopmanbHaa Mogenb NPOTUBHMKA.
Large world = peanbHas cucTema, B KOTOPYH BCTPAMBAeTCsi MPOTOKON.

JTOXXHOMONOXNTENbHOCTb: HEe BCe aTaku, ONuCbiBaeMble B paMKax daopmaanoM
mofenu, nepeBOAATCA B peadlibHble aTakh Ha KPpUNTOCNCTEMY.

JIOXXHOOTPULLATENbHOCTb: €C/IN NMPOTOKON SBNSETCS CTOMKUM B HEKOTOPOW MoAdenu,
TO 3TO He 03HAYaeT CTOMKOCTU B HEKOTOPOM «abCOMOTHOMY» CMbIC/E, TONbKO B
pamKax TO MOAENU, B KOTOPOW MOMy4YeHO [A0Ka3aTenbCTBO.

- WHTepnpeTauus: «HeqocTaToOUHO CBUAETENbCTB 4718 TOro, YTOObl ONPOBEPTHYTH

rmnoTe3y O TOM, YTO NMPOTOKO/I 6e30naceH».

26



IK /loxHononoxutenbHoe? Mpumep 1

- KoHuaeHUManbHOCTb pexnma WwudpoBaHus.

- IND: 3aWwnpoBaHHbIN TEKCT HEOTANYMUM OT C/IyYanHbIX GUT.

- LOR: 3aWwndpoBaHue AByX TEKCTOB AAeT HEPA3NUYMMbIE PE3ybTaThl.

- ECTb NpuMepbl PeXNMOB LMdpoBaHus, cTonkmx B LOR-, HO He B IND-cMbIChe.

- MepesoanTca nu yrposa B moaenu IND B Kakylo-1nb0o peanbHyto aTaky Ha
KOHUOEHUNANbHOCTb pexnma WndpoBaHmna?

27



IK NoxHononoxutenoHoe? Mpumep 2

On Privacy for RFID, S. Vaudenay

Hence, our proof that IND-CCA security is not sufficient shows that the PKC protocol can
be wide-strong private in the HPVP11 sense but not in the OV12 sense. <..> However,
looking closer at what it means in practice, we can wonder to what extend the proof that
IND-CCA security is not enough for OV12 privacy implies any privacy threat. Indeed, the
inability to simulate the Result oracle in our counterexample does not seem to imply
any leakage in identifying information. So, HPVP11 privacy may be enough in practice.

BblBatoT 1 ellle 6onee 3anyTaHHble CUTYaLUK, e COBCEM HUYEro He MOHSTHO.

28



IK /loxHooTpuuatenbHoe?

- NMocmoTpuTte ceputo ctaten “another look at ..

- MocmoTpuTe goknaa CTCrypt 2019 roga “UTo NAOXOro MOXHO cAenaTb, HenmpaBUIbHO
MCNONb3ya KPUNTOANTOPUTMbI?”

- MpakTnueckn nobasa cTaTbs C Ha3BaHMeM, cogepxallem “cryptoanalysis of ...
protocol”...

... MOTOMY YTO MPaBNIOM XOPOLIEero ToHa B 21 Beke ABNAeTCA NpeAcTaBNAaTb MPOTOKON
Cpa3y BMeCTe C 40Ka3aTe/ibCTBOM CTOWKOCTU B HEKOTOpOI7I moaenv NpoTuBHKWKaA.

29



IK No3numm gokazyemon CTOMKOCTU Ha AAHHbIN MOMEHT

- XOTUM Mbl 3TOrO UNKW HeT, HO “provable security” Ha HACTOSAWMI MOMEHT SIBNAETCA
lingua franca B kpunTOrpadumn 1 rocnoacTByoLLEN
napagvrMmon /HayuHo-UCCneaoBaTenbCKo NPOrpamMmon.

- OTKNIOHEHMA TaKKe BO3MOXHbI: CM. npumep Signal (cHauana npoToKon, NoTom
MOAENb 1 [JOKA3aTeNbCTBO)...

- ... unn 5G.

30



IK Lunkn paspaboTku npoTokona 2.0

MpeanaraeTcs COBEPLIEHHO HOBbIN LWKN pa3paboTki NpoTOKONa:

~N o R W N

dopmanbHasi MOaenb;

nNpOTOKON C OpManbHbIM A0KA3aTeNbCTBOM,;

KOHKpeTHble aTakun (yA3BMMOCTM), HE YUTEHHbIE B MOAENY;
HOBble MOAeNu Mo Mo pe3ynbTaTam aHann3a ysa3BuMocCTel;
“nataHve Ablp”: HOBble “AOKa3yemMo CTOMKME” MPOTOKONbI;

299

PROFIT!
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IK A3auem Torga Boo6uLe HY)XHbl moaenu?

1. KaK MHCTPYMEHT KOMMYHUKALUW: B OKAaTOM BUAE COLEPXaT TO, UTO APYrue «yMHble
NOAU» NOCUNUTANN BAKHBIM YYUTbIBATD.

2. COBMeCTHO C floKa3aTenbCcTBOM: ANns 6onee rny6o+<oro NMOHUMaHWA 3aJa4n.

3. [Ing nonyyeHus 6onee TOUHbIX BbIBOAOB (C ABHbIM MOCTYINPOBAHNEM UCXOAHbIX
NPeanonoXeHun).

4. SIBHOE OTK/IOHEHWE OT Mofenu AaeT 60/blie UHMOPMALUK, YeM NONHOE
COOTBETCTBYE eMl: eCTb KaKne-To CyL|eCTBeHHbIe aCMNeKTbl peanbHOCTU, HeyUTeHHbIe B
Moaenu.

5. BO3MOXHO: MOAENN/COBOKYMHOCTW MOZENeNn pa3BrUBalTCA KyMyNATUBHO U HEABHO
BOWPAKOT B Ce6a BCE nyyllee, uTo 6bin0o NnpuagymaHo pardee (cm. n. 1).

32



IK 1 ewe oanH KameHb B CTOPOHY Moaenen

MpoTue metoaa, M. MeiiepabeHp

... HE CyLecTByeT NpaBuia — CKOMb 6bl MPaBAONOA0OHbBIM 1 3MUCTEMOMTOrMYECKN
0O60CHOBAHHbIM OHO HM Ka3a/10Cb, — KOTOPOE B TO 1N NHOE BPeEMA He 6bIN10 Obl
HapyLeHo.

MpoTue metoaa, M. MerepabeHs

... e WECTKOro MeTofa Wiu ECTKON TeoPUM PaLMOHANBHOCTY MOKOUTCA Ha CMLIKOM
HAaMBHOM MPeCTaBNeHUN O YeOBEKe 1 ero COLManbHOM OKPY)KeHUU. <..> CYLLecTBYyeT
NUWb OAVH MPUHLMM, KOTOPbIN MOXHO 3aLLUMLLATb NPU BCEX 06CTOATENbCTBAX W HA BCEX
3Tanax YenoBeyYecKoro PasBuTKA, — BCe A03BOMEHO.

33



IK Pesiome

- CepebpsaAHON NyNu HeT.

[lokasyemas CTOMKOCTb — NULLb OAVH U3 BO3MOXHbIX MOAXOA0B K (hopManbHOMy
aHanu3y NpoTOKOOB, KOTOPbIN MO3BOMAET B UNC/IEHHOM BUAE BbIPa3nTb Hally
YBEPEHHOCTb B 6€30MacHOCTM NPOTOKONA B 3aAaHHbIX MPEANONOKEHNAX.

- Mogenu 6e30nacHOCTM HUYEM NPUHLUNNANBHO He OTAMYADTCA OT MOfeNen B Hayke
BooOLLe.

- [oaxoa He [AaeT NPOTUBOPEUMBDIX Pe3yNbTaToB — TOUHO B TOM e CMbIC/e, B KAKOM
Knaccuueckas MexaHuka He npoTUBOPeUNT PenaTUBUCTCKON (Npy yCcnoBum
OTCYTCTBUMA OWMOBOK B [OKA3ATEeNbCTBAX).
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Cnacmbo 3a BHUMaHKe!

Puc. 4: «Beponomctso 06pasos», PeHe Marputr
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B paboTte Haa AOKAaaoM NMpUMHMMAaNK yvyactue
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e.griboedova@kryptonite.ru

Kupunn Llaperopoaues

Cneumanuct-nccnenoBaTenb,
JTabopatopus TeNEKOMMYHMKALMN
k.tsaregorodtsev@kryptonite.ru
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