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LoRaWAN RU

= B 2019 TK194 «Kubep-dpunsmnueckmne cuctembl» npeacrtasun MHCT «lpoTokon
obmeHa ANA BbICOKOEMKUX ceTen € BONbLLIMM paanycom AENCTBUA U HUSKUM
3HepronopebneHnem»

= [THCT asnsetca apantauuen ana Poccmm npotokona LoRawWAN 1.1
= [MHCT nmeert ctatyc permoHanbHon cneundukaumm LoRaWAN - LoRaWAN RU

" Bbin nepeganH ana paccmotperma B TK26 n nonyymn octatodHo bonblioe
KO/IMYEeCTBO 3aMeYvYaHUnI, B pe3yabTaTe NnoaBuaacb AopaboTaHHaA Bepcus
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HUP «Undpepbnat»

= Akagemuen Kpuntorpadpum PO B 2019 roay bbina
NnocTaBNeHa Hay4HO-UCCceaoBaTe/IbCcKaa paborTa
(HNP) «UndepbnaTt», 4acTb KOTOPOWM NOCBALLEHA

Kpuntorpadpumyeckomn 3awmrte MHGopmauun B
LoRaWAN RU
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OKOHEeYHble YCTPOUCTBA

" [lpegHa3sHa4yeHbl ANA OCYLLECTB/IEHUA YNPABAAKOLWMX
NN N3MEPUTENIbHbBIX PYHKLUN

= Knacc A — npuem HUCXoAALLUX COODLLEHNIN BO3MOXKEH TONIbKO
cpa3y nocne nepenayn. MmHmmanbHoe sHepronotTpebneHue

OxoHeuHble ycTponcTea LoRa

= Knacc B — BO3MOKEH MPUEM HUCXOAALWMX COODLLEHMNIN NO
pacnmcaHunto. BoamoXXHO nonyyeHme mHoroapecHbix coobwenHmmn =1

—=
= Knacc C— nocToAHHAA rOTOBHOCTb MPUHMMATb HUCXoaALWME Y
coobueHnn. Bo3MOXKHO Nony4YeHMe MHOToaAPeCcHbIX COOOLLEHW W
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LLno3

" [IpMHMMaeT Bocxodslme coobLEeHMU OT OKOHEYHbIX
YCTPOWCTB NO pagnoKaHany

* [lepepaet Bocxoasdlime cooblleHUa Ha ceTeBou cepsep

= QOcyuwecTBAAET AO0CTaBKY HUCXOAALWMX COODLLLEHMNIN Ha
OKOHeYHble YCTPOUCTBA

= LlInt03 M OKOHEYHble YCTPOMCTBA 06Pa3yoT TOMNONOIUIO Sasosas cramunn
«3Be3ga»
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CeTeBOU cepBep

= YnpaBaaeT pagnoceTbio
= KOHTpoO/npyeT paagnoceTb

= MapuwpyTm3npyeT coobLeHNA MmexKay OKOHEYHbIMU
YCTPOUCTBAMU N CEPBEPOM MPUJTOKEHNM
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CepBep NPUNOKEHNN

" BbinonHaeT 06paboTKy AaHHbIX

" YnpaBAsieT OKOHEYHbIMW YCTPOUCTBAMM Ha NPUKNA[HOM
YPOBHE
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CepBep npuncoeamHeHUA

" [poBOAUT aKTUBALMIO OKOHEYHbIX YCTPOWCTB MO BO3AYXY

" BbipabaTbiBaeT CEAHCOBbIE KNOYM B C/y4ae aKTUBALIMMK
OKOHEYHbIX YCTPOMCTB MO BO3AYXY

WWWw.ruscrypto.ru
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Ocob6eHHocT LoRaWAN RU

= CeTeBOl cepBep, cepBep NpUcoemHeHns, cepaep NPUIOKEHNN
PacnoNOKeHbl Ha 0AHOM PU3NYECKOM YCTPOMCTBE

= [lpeaycmaTtpuBaeT 06paTHYO COBMECTUMOCTb ¢ npoTokonom LoRaWAN 1.0
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AKTUBALLMA OKOHEYHbIX YCTPOWUCTB

=  AKTMBaUMA NO BO3AYXY

=  AKTMBaUMA Yepe3 nepcoHanmnsaumnio
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AKTMBaUMA MO BO3AYXY

= OKOHeyHoe YyCTPOUCTBO HanpasAaaeT
3anpocC Ha NpucoeaeHne K CeTU Ha sookey T @ —> § Lavpsiey
cepBep NpMcoeanHeHUs ey T § —> P - s e

NwkSEncKey

Bblpa6aTbI BAKOTCA CeaHCOBbIlE K/1HO4YUA

= B pesysibTate U3 6a30BbIX KAOYEN )
I
24

‘L' \A!‘“:,“’r\.‘ ﬁ
= BO3MOXHO MOBTOPHOE W & =9 i

npucoeanHEHMNE K CETU NPU noTepe —
MHPopMaLMM O ceaHce Unu ans
OOHOBNEHUA CEAaHCOBbIX KNtOYen

End Device Gateways Network Server Application Server
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AKTMBaUMA Yyepes NnepcoHann3aumnio

= He npoBoguTCA npoueaypa

npucoeanHeHUA R s

* OKOHeYyHOoe YyCTPOMNCTBO P - suwsiney
YKOMM/IEKTOBAHO HEOHBX0ANMOM 4
MHdopmauuei ana paboTobl B B i
KOHKpeTHOM ceTu (BKAtoYas ;_jw —_—
CeaHCoBble K/touM) - — =7 ?

End Device Gateways Network Server Application Server
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3allnTa nepeaaBaemMbliX AaHHbIX

Yposesb 1. YpoBeHb 2. YpoBeHb 3.
Mpunoxexue Cerb LORaWAN

Backend Backend
IMPpo g nposepka npoeepka
\ mu(bpoaarme nnpoaepxa UeNOCTHOCTH UeNOCTHOCTH
UEeNoCTHOCTH W Wwupposaxue W wuposaxue

Cepsep
NPUNOXEHUH

Abonentckoe AppSKey

yctpoucwo NwhkSKey
j é Cereaou
LoRaWAN - punstp
bazosan

6e30nacHoCTL Murerner (ceveBasn) 6e3onacHoCTL

McTouHuMK: «IP-Tenekom XonauHr»

CTaHuMA IPsec, TLS, Firewall, etc.)

" He obecneymBaeTcs LENOCTHOCTb AAHHbIX HAa NPUKNAAHOM YPOBHE
= Backend 3awmnta B8 LORaWAN He onpeaeneHa

= B LoRaWAN ucnonb3syetcs anroputm AES, B LoORaWAN RU He onpepeneH™
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lononHutenbHaa 3awmnta 8 LoRaWAN RU

YpogeHs 0. YpoBeHb 1. YpoBeHb 2. YpoBeHb 3.
Npunoxenne W Ceto LORAWAN Tpancnopt

m‘ Backend Backend .

- LoRaWAN nposepka nposepka

@ wudposanue ; WHHPOBAHKE W npoBepka LeNOCTHOCTH UENOCTHOCTH -
'. UENOCTHOCTH U wudposaHue W wudposaxHue

ABOHeHTCKoe AppSKey

YCTPOUCTBO Cepsep

NPUNOXEHWIA

f NwkSKey @
LoRaWAN - é

Cereeou

(bunbtp

6e3onacHocTb basosan Mure{mer (cetesan) 6e3onacHoCTL MICTOUHMK: «IP-Tenekom XonamHr»
CTaHUMA IPsec, TLS, Firewall, etc.)

= B0O3MOXHO AONONAHUTENbHOE WNPPOBAHUE U BbIMNCAEHNE UMUTOBCTABKM NO
anropntTmy «KysHeuymk»
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AHanu3 LoRaWAN 1/4

" YA3BMMOCTU B perkmume obpatHon coBmectmmoctu ¢ LoRaWAN 1.0

" Kcnonb3oBaHME CAyYarHbIX YMcen Npu nepeaaye AaHHbIX U NPU NPUCOEANHEHUN K CETU
(OHM moryT noBTOPUTHLCA)

= [lepenonHeHue nam cbpoc cHETYNKOB COODOLLIEEHNI

=  OTcyTCTBME CBSA3U COOOLEHUA-NOATBEPHKAEHUS C UCXOAHbIM COODLLEHNEM NN
MCXOAHbIM 3aNPOCOM Ha NpPUCOeANHEHUE K CETU

" 3TK yA3BUMOCTU NPUBOAAT K Pa3/IMYHbIM aTaKam

= YacTb aTak BO3MOXKHa A8 04HOro M3 HanpaB/IEHUN CBA3U B PEKUME
obpaTHOM COBMECTUMOCTU
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AHanu3 LoRaWAN 2/4

" YCTAaHOBKa, pacnpeaeneHne n XxpaHeHne nepBuYHbIX Karo4ven
= K/o4M oCcTatoTca B BUAE METOK Ha KOpNyce OKOHEYHOro YCTPOMCTBA
"  3HayeHUA KA4Yen No YMOHAHMIO HE MEHALOTCS NPU BBOAE YCTPOMCTB B 3KCMNyaTaLUmMio
= DopmMMpPOBaHME KNOYEN HA OCHOBE UAEHTUPUNKATOPOB

= JlybanKkaTtbl KNKOYEM OCTAOTCA B TEXHUYECKUX CPEeACTBaX, MCMOAb30BaBLUMX A4 BBOAA
Karo4yeun

= dainbl C KAOYaMUM NepeaatoTca No noyvte, Ha GA3LW-HAaKONUTENAX U T.A.
"=  OaWMHaKoBbIE KNOUYM UCMONb3YHOTCA ANA TPYNNbl YCTPONCTB

" HepocTtaToyHadA 3alLMTa CEPBEPOB

" HepocTtaTouyHana 3awWmnTa MHPPACTPYKTYPbI pa3paboTumnKa
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AHanun3s LoRaWAN 3/4

" Hebonblion pa3mep cH4eTYMKA NPUCOEANHEHUN MOXKET NPUBECTU K
nepenosiHeEHUIO U B/IOKMPOBAHUIO AanbHeENLEN paboTbl YCTPOUCTBA

= He obecneuymBaeTca LEeNOCTHOCTb AaHHbIX MeXK Ay OKOHEeYHbIM
YCTPOMCTBOM U CEPBEPOM NMPUNOKEHUN. BO3MOXKHbI aTaKM YenoBeKa
nocepeanHe Uan BpeJOHOCHOIO CeTEBOro cepBepa

" He onpeaeneH NPOTOKON Nepeaadym CeaHCoOBOro K/ko4Ya OT cepBepa
nPMCcoeaNHEHUNA K CEPBEPY NPUNOKEHUN

= J1n1nHbI UMUTOBCTaBKU 4 BaTa moXKeT ObiTb HEA0CTaTOYHO

- an dKTnBauunUn vyepe3 NepcoHain3auymio CeaHCoBbl€ K/THOYHUN HE

MEHAIOTCA
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AHanns LoRaWAN 4/4
BbiBOAbI

" YA3BMMOCTM OTHOCATCA K MPOTOKO/1Y, @ HE UCMO/1Ib3YEMbIM %
Kpuntorpapmyeckum aaropmMtmam

= 3ameHa AES Ha TOCT He uameHunT cntyauuto ¢ 6e30nacHOCTbIO

WWWw.ruscrypto.ru
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AHanus gonoaHuTenbHoro wudposaHus 1/4

= JleKnapupyeTca UCNosib30BaHME PeXXMMa raMMUPOBaAHNA, OAHAKO
dopmynbl He cooTBeTcTBYOT TOCT P 34.13-2015

=" Bonpoc ¢ 4OCTaTOYHOCTbIO MMUTOBCTABKM AJIMHOM 4 BaunTa

= Knwouun wndppoBaHMAa N UMMUTO3ALNTbI COODLLLEEHMIM NOCTOAHHbIE HA
BECb CPOK CNY*KObl
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AHanus gonoaHUTenbHoro wudposaHus 2/4

" BbI3bIBatlOT 60/1bLIOV BONPOC TPEOOBAHMA K CHETYMKAM COODLLLEHNI:

= Pa3mep cyeTymnKa 4 banTa

"  CYeTUYMK UMKINYECKUM

" 3Ha4YeHMe CYETYMKA HE A0NKHO NOBTOPATHLCA

" PekomeHayeTcAa MCMONb30BATb KaxKAblM pa3 HOBOE 3HAYEHME CHETUYMKA

= EcTb TpE6OBaHl/le Nno oOHOB/IEHUIO CceaHca 40 nepenoHeEHNA 3HaA4YEeHUNA
CHETHYUNKa NPU akKTUBaL UM MO BO34YXY

" YKa3aHHble CKOPOCTU Npn CPpoKe cyKbbl B 10 neT moryTt npmBecTu K
nepenosiIHeHMIO CHETYNKA NPU aKTUBALLUKM Yepes nepcoHannsauuio
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AHann3 AONONHUTENIbHOTO WKndposaHua 3/4

" B c/ayyae BO3MOXHOIo NepenosIHeHUA cYeTYUNKa:
= HapywaeTtca 3awmTa oT NOBTOPOB

* HapyuwaeTca KOHPUAEHUUANbHOCTb (MCNONb3YETCS PEKUM FAMMUPOBAHUA U
CMHXPOMNOCHI/IKA onpeaensaeTca 3HayYeHnemM cHeTYnKa)

" W3-3a ocobeHHOCTEN POPMMPOBAHNA MMUTOBCTaBKMN (MMMUTOBCTABKA
BbIYMNC/IAETCA TONbKO ANA 3HAYEHMA CHETYMKA U 3HAYEHUSA NPUKNAAHbIX
NAHHbIX) B HEKOTOPbIX CUTYALMAX MOXHO HaBA3aTb O4HOMN U3 CTOPOH
KOPpPeKTHOe coobuweHmne, Takum 06pa3om HapyLUaeTCa LeNoCTHOCTb U
ayTeHTUOUKaUmA NCTOYHMUKA MHPOopMaLum
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AHaNN3 4ONONHUTENbHOTO WNdpoBaHuA 4/4

BbiBOAbI

= [lpobnembl ¢ KpUNTOrpaPmUUecKom CTOMKOCTbIO %
aononHutenoHoro wndposaHma LoRaWAN RU moryT
NPUBECTMN K TOMY, YTO pPa3Hble pPa3paboTynKkm no-pasHomy

OyayT UX YCTPaHATb U 3TO NPpMBEAEeT K HECOBMECTUMbIM
peanmsaumnam

WWWw.ruscrypto.ru
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[lpepnoxeHuna no 3awmte LoRaWAN RU

= [losnumoHuposatb LORaWAN RU TonbKO Kak NPOTOKON nepeaayvyn AaHHbIX
6e3 ynoMnHaHMA Kpuntorpadmnyeckom 3aLmTbl M CBOMCTB H€30nacHOCTH

= PeanunsosaTb KpunTorpadpunyeckyto 3amTy AaHHbIX HAa NPUKAAAHOM YPOBHE
" [cnonb3oBaTb CTaHAAPTM30BaHHbIN KpunTtorpaduveckni npotokon (CRISP)

= PopmunpoBaHME pEKOMEHZALUNN MO NCNONb30BAHUIO KPUNTOrPapmyecKoro
NPOTOKO/1a OCYLLLECTB/IATb B pamKax pabouen rpynnbl TK26 npu yyactum
npeacrtasutenen Accoumaumm MHTEPHETA BELLEN
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CsouctBa npoTtokona CRISP e

u He Tpe6YET YCTaHOB/1EHNA CeaHCa CBA3U PEKOMEHmAUMM o P 1323565.
cTaHgAPTM3AUMKM  1.029-2019
N MCI‘IOﬂb3VET TO/IbKO CMMMETPUYHDbIE a/ITOPUTMDbI

=  Mcnonb3yet MMHUMabHbIN Habop anropmMTMoB
Mucbopmauuouuaﬂ TexHonorusa

®"  lcnonb3yeTt HebonbloM 0bbem KAoYeBOW MHPOPMALIUK
KPUNTOMrPA®UYECKAA 3ALLUTA UHOOPMALIUK

=  (ObecneymBaeT 3aWUTY OT NOBTOPOB T ——

Ans UHAYCTpUanbHbIX CUCTEM

= Wndp «Marma» moxKet bbiTb adpPekTnBHEe «Ky3HeunKka» ans
JIETKOBECHbIX peanmsauunm

Wapnanne opmumansHoe
= [lo3Bos1A€T UCMO/1Ib30BaATb TO/IbKO MMUTO3Aa LLNTY
= [lo3Bonsaet paboTtaTtb C MHOroaAapecHbIMMN COObLWEHNAMM
@ Cranm:cr:::)opu

= [logaepsKMBaeT CMeHHble KpunTtorpaduyeckne Habopbl

= OpobpeH TK26 1 nmeet ctaTyc peKomeHaaumm No cTaHgapTU3aumnm
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Bonpochl

?9?
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KOHTaKTHasaA nHpopmauma

DNEeKTPOHHaA noyra:
Olga.Shemyakina@infotecs.ru

TenedoH: @
+7 812 383-14-28 (pno6. 4910)

Caunt:

infotecs.ru
tc26.ru
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http://www.infotecs.ru/
http://www.tc26.ru/

