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N\ KOHdepeHuus
@ PycKpunto

Llenb paboTbl

Llenb paboTbl — co34aHMe napameTpmn3oBaHHOM KpunTtorpadumnyeckom

xew-PpyHKUMN, NapamMeTPpoOM KOTOPOM SBAAETCA A/IMHA pPe3yabTUPYIOLLLEro
Xelw-Koaa.

Ona poctuxkeHma 3agaHHOM uenn 6blan NOCTaBAEHbl caeaytouiune
3a4a4m:
= AHanu3 cywecTteytowen xew-oyHKUUK Ana nocneayowen mognpuKkaunm;
" [lony4yeHmne napameTpu3oBaHHOU BEPCUMN BbIDPaHHOM Xell-PYHKLUUU;

" MccnepoBaHWe NOIYYEHHOMO aJiroPUTMa.
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KOHdepeHuus

@ PycKpunto

Kpuntorpapuyeckaa xew-pyHKUmMa Hamsi

= PacwwupeHune coobuwenuna E: {0,1}""— {0,1}"
» KoHKaTeHauyma coobweHnuin C: {0,1}*x {0,1}"*— {0,1}°
" HenuHenHoe npeobpasosaHue P, Pr: {0,1}°— {0,1}°

= YceyeHue coobuwenuns T: {0,1}°— {0,1}"

Hamsi-256:
hi = (T oPo C(E(Ml), hi—l)) @ hi—l' hO = iv256,0 <i<l

h = (T o Py o C(E(Ml),hl_l)) ® h,_,,m=32,n=256s =512

Hamsi-512:
hi = (T oPo C(E(Ml), hi—l)) @ hi—l' hO = iv512,0 <i<l

h = (T o Py o C(E(Ml),hl_l)) @ h,_,m=64n=>512s = 1024
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=Y KoHbepeHuusa
©, PycKpunto

Cxema paboTbl aArOpUTMa

M, M, M,
= M; - 610K OTKPbLITOro TEeKCTa
l l l = h; - 3HaueHue xeww-Koaa
Ha (-0 uTepaunm
7N / \ 7N = (- KOHKaTeHauus coobuweHumn

" P, P -HenuHeitHoe

npeobpasoBaHue
cl| P C|| P cecee Cl| 5
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N\ KOHdepeHuus
@ PycKpunto

AHann3 nMHemHoro npeobpasoBaHus

B HennHerHbIx NpeobpasoBaHusax P u Py ncnonbsyetca ciesytouiee
NMHenHoe npeobpas3osaHue L Hag BekTopamu Buaa (a, b, c, d):

v
a:= a kK 13 d:i=d « 7
c:=c K 3 a:=a@dbéd
b:=b @ adc ci=cPH dP (b K 7)

di=d @ c ® (a K 3) a:=a <5
b:=b K1 C:i= ¢ K 22
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N\ KOHdepeHuus
@ PycKpunto

KoadppunumeHT paccenBaHUA

[Moka3aTenb paccemBanHusa (aHrn. branch number) aMHenHoro
npeobpas3oBaHus F paBHseTcs:

ming. (W(a) + W(F (a)))

MeToaom nepebopa Ana gaHHOro npeobpa3oBaHmA
6bl10 HAaWAEHO, YTO NPU BEKTOpPE BUAA

a=c=d=(0,..,0)
b= (0,xq,x9,X3,X4,X5,X6,X7,0,...,0), X1, ..., X7 € F,

NAaHHaA cymma siBAAeTca MMHUMANbHOM M paBHa 3.
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Knacc inHenHbIX npeobpa3oBaHUi

Bua nnHeHoro npeobpasoBaHUA:

X1 := X1 D x, D x5 BeKTopa, Npu KOTOPbIX 3HaUYeHne KoadduLneHTa
X4 = X4 P x, P (X3 K ¢q) pacceMBaHUA MUHMMANbHO, BbIIAAAT CAEAYHOLWMUM
X1 = (X1 K Cy) obpazom
Xy = (X4 KL C3) X1 = Xo=X4= (0, ..., 0), X3 3aBMCUT OT 3HAYEHNM
X, = X, @ x; D x4 6UTOBbIX CABUIOB
X3:= X3 D Xy & X4 K cy) X; = X,= X3= (0, ...,0),x, 3aBUCUT OT 3HAYEHUM
roe X, ..X4 € FL,c; € {1..n—1} buToBbIX CABMIOB
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MHBapMaHTHbIe NOANPOCTPAHCTBA

[nAa nony4eHHOro Knacca JAMHEeWHbIX npeobpa3oBaHU Obin
OCYLLECTBNEH MOWUCK WMHBAPWAHTHbIX MOAMNPOCTPAHCTB ANA MNPOBEPKMU
YA3BMMOCTU AQHHOTO KJ/1lacca K aTaKamM OCHOBAHHbIM HAa MHBAPUAHTHbIX

NoAnpoCTPaHCTBaXx.

[ Onepaunmn B npeobpasoBaHmU }

/\

[ LUnknanyeckmm casur } [ CnoxeHune no moaynto 2 }

\ 4

[ Jlornyeckunm casur }
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MHBapMaHTHbIEe NOAMNPOCTPAHCTBA

[Mlony4yeHHOE MHBAPUAHTHOE NMOANPOCTPAHCTBO A5 Kaacca
JIMHEWHbIX Npeobpa3oBaHUN NMeeT BUA,:

(a;a;aq ...d;d;d;asasa, ...d,d,d,azazas ...dsdsdsasasay, ...d,d,dy),
dj, «uv) di (S Fz

[nsa Toro, 4tobbl He H6bIN0 NHBAPUAHTHbLIX NOANPOCTPAHCTB
HeobxoQMmMo M AO0CTAaTOYHO MCMNOb30BaTh 2 casura a n b, uto:

HO(a,b)=1
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[TlapameTpun3oBaHHaa xew-pyHKUMA Hamsi-n

[TapameTpn3oBaHHYIO BEPCULIO a/ITOPUTMA Hamsi-1n MOXKHO
NpeAcTaBUTb C MOMOLLBIO C/ieayoWwmx Npeobpa3oBaHUm:
= PacwupeHmne coobuenusa E: {0,1}8— {0,1}"
= KoHKkaTeHaumsa coobuieHnit C: {0,1}*x {0,1}*— {0,1}*™
= HenuHeliHoe npeobpasosaxue P, Pr: {0,1}°"— {0,1}*™

= YceueHue coobueHua T: {0,1}"— {0,1}"

hi =(ToPoC(EM;),hi_1) ® hi_1,hg =iv,,0<i <
h=(T o Pro CEM), hi-1)) ® hi-s
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=Y KoHbepeHuusa
©, PycKpunto

OcobeHHOCTN NapameTpu3oBaHHOW BEPCUN

n
= Pasmep 6/10KOB OTKPbLITOrO TEKCTA PaBEH S ouT;

n
= BHyTpeHHee cocToAHMe npeacTaB/eHo B BUAe maTtpuubl 4x4 cnosa no 5 6uT;

" [lpun pacwmpeHnn coobLeHmMa MOryT UICNONb30BATLCA JIMHENHbIE KOAb
Hag nonamu F,, Fy, Fig;

* Wcnonb3yeTtcs IMHeMHoe npeobpa3oBaHUe U3 NOJIyYeHHOro Knacca a/n.
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PaccmoTpeHHble aTakn Ha Hamsi

OcHOBHbIMKU paboTamu Mo KpuntoaHanusy xew-dbyHKUMKM Hamsi asnatoTca
aTakn Ha PyHKUMIO cKatma Hamsi-256. Bce paHHble aTakWM HanpaBaeHbl Ha
GYHKUUIO CKATUA KpUNTOrpapuyeckon xew-PpyHKUMMU, HE MOHUKAA MPU ISTOM
CTOMKOCTb Camou GYyHKL NN,

[ ATaKM Ha GYHKLUMIO CHaTUA: }

/\

[ ATaKa-pas3imunTenb } [HaXO)K,EI,EHMEM Konnm3mﬁ}

\

[ HaxoxaeHnem nceBao-npoobpasa }
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ANTOPUTM MOUCKA HEAKTUBHbIX OUT

1. BblbpaTtb cTonbeuy, maTpuubl BHYTPEHHETO COCTOAHUA, cAeNaTb
Ha4a/IbHOEe BHYTPEHHEE COCTOAHUE HYNEBbIM;

2. NobaBuTb pa3Huuy Becom B 1 nam 2 6muta uenHomy 3Ha4YEeHUIO
B BbiIbpaHHOM cTONbOUE;

3. Habntoaatb 3a BO3MOKHbIM M3MEHEHUEM BHYTPEHHETO
COCTOAHUA C y4eToM A00aBAEHHOM Pa3HULbl HAa NPOTAXKEHUM
HEeCKOJ/IbKNX payH40B.

4. Nocne NPOXoXKAEHUs BCEX payHA0B, HEOTMEY€EHHble BUTbI

pe3ynbTaTa He byayT MeHATbCA C BepPOATHOCTbIO 1 npu
nobasneHnn BblIOPaHHOM pa3HULbI.
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N3meHeHnA B MNapamMeTpmn3soBaHHOM dJITOPUTME

[MpoaHanM3nMpoBaB aTakM U anropuTmM MO MOUCKY HEaKTUBHbIX
6uT, B anropntm 6bIJIM BHECEHDI C1eaytoline N3MEHEHUS:

" I3meHeHue S-6,10Ka

" I3MeHeHuMe Knacca AMHENHbIX J —
npeobpaszoBaHUM / —
" I3meHeHne cnos MMHENHbIX “ .
npeobpasoBaHui -
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N3meHeHue s-610Ka

Mcnonb3yemble B 6104HOM Wwndpe Serpent s-610KM
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X;'= X1 @ X2 D x3
X4 3= X4 D X, D (X3 K ¢q)
X1 = (X1 K Cy)
Xy = (X4 KL C3)
X = X3 @ x1 D x4
X3:= X3 D X1 B (X4 K ¢y)

X1 '= X1 D X D x3
X4 = X4 D X3D (X K ¢q)
X1 = (X1 K Cy)
Xy = (X4 KL C3)

Xz = X3 @ x1 @ x4
X3:= X3 D x4 B (X1 K ¢y)
Xy 1= (X, KL Cg)

Xy = (X4 KL Cg)

X1 = X3 © Xz O (x4 K ¢7)
X3 = X3 @D X4 © X

O

KOHdepeHuus
PycKpunto

MN3meHeHne Knacca NMHEenHbIX Npeobpa3oBaHUN

Knacc n/n po nsmeHeHus Knacc n/n nocne usmeHeHums
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YayylieHue paccemBaHmA B AIMHEMHOM Npeobpa3oBaHMM

YBennyeHue BAMAHUA 0AHOro buta pasHuubl ¢ ot 2-7 Ao ot 4-15 6but pesynbraTa
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Bec XamMuHra pesynbTaTa IMHelHOro npeobp3oBaHus
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[TONCK HeaKTUBHbIX BUT Nocsie U3MEeHeHUM

KOHdepeHuus
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OcobeHHOCTM peanusaumm airopnuTMma

[TapannenbHoe BblYUCNEHME:
= CnoXeHuAa C KOHCTAaHTHbIMM 3HAYEHUAMU N CHETYUKOM;
= Cnow n3s s-610KoB;

= CnoAa NUHenHbIX npeobpa3oBaHUN.

Peanunsauyus IMHEMNHOTO npeobpa3oBaHUA
PaCLLIMPEHNA COODOLLLEHMA NP NOMOLLM UCMNONb30BaAHUA
Tabaunu nouncka.
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[©; pycKkpunto
Tabanubl NoncKa ANA paclMpeHmna coobLeHuns
n

Ob6uwee yncno Tabnmuy, NOnCKa: E

Ob6bem KaxKaom Tabnnupl B butax: 2P - n

3HavyeHna ana Hamsi-256

obbem Kaxkaon Tabauubl KonunuecTtso Tabauny

WWWw.ruscrypto.ru
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OueHKa KosinyecTBa onepaumnm Ha
BbINO/IHEHUE PYHKLUM CHATUA

KoandyecTBO OMTOBBIX

IIpeoOpa3zoBanue
onepamuii (M,NJIN,XOR)
Ob6uwee uncno 6UToBbLIX
Pacmivpenus coo0meHus onepaumii
n
KoHKaTeHaIlUsA COOOIIeHMii n-(23-x+1+

8-p

X payHJI0B HeJIMHEeNHOM nmepecTaHoBKH P

Yceuenue cooOIIEHUA

Ciaokenue ¢ NMPpEeALIAYINUM HCITHBIM

JHAYCHUECM
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=Y KoHbepeHuusa

OueHKa Konnyectsa onepaumnim Ha
BbINOJIHEHNE QYHKUUU CHKATUA

000000

O T T T T 1
16 32 64 2 1024
PasmepHoOCTb anroputma
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CpaBHeHMEe CKOPOCTU NapameTPnU30BaHHOUN BEPCUN
C APYrMMU YYaCTHMKaMM KOHKypca SHA-3

Anroputm 256-6uTHanA Bepcuna 512-6utHan Bepcus

M6aiit/c Takros/6aiiT Me6aiit/c Takros/6ait

Blake 272,17 15,43 441,97 9,50
BMW 292,81 14,34 531,34 7,90
CubeHash 90,28 46,52 90,49 46,41

Echo 174,71 24,34 50,31 83,48

Fugue 117,51 35,74 60,18 69,79

Grostl 143,83 29,20 71,01 59,14

Hamsi 167,34 23,68 81,93 51,26

155,03 25,44 73,72 56,97
JH 166,08 30,86 133,72 31,40

Keccak 185,17 22,68 102,37 41,02

Luffa 75,36 55,73 44,95 93,43

SHAvite-3 182,59 27,52 90,64 46,33

Shabal 413,83 10,14 415,36 10,11

SIMD 74,76 56,17 69,24 60,65

Skein 388,03 10,82 450,76 9,31
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CpaBHeHMe CKOPOCTU 256-OBUTHbIX BEpCUM
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Ckopoctb M6/c
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@ KOHdepeHuus

=4 PycKpunTo
3aKa4veHune
v B KayecTse OCHOBbI a/IrOpMUTMa bblna B3ATa U NPOaHANM3NPOBaHa Xel-GyHKLUMA
Hamsi;

v'Ha ocHOBe nonyyeHHOro aHanm3a 611 onMcaH NnapameTpMU30BaHHbIN aITOPUTM
Hamsi-n;

v OYHKLMA CXKATMUA MU3MEHEHA B COOTBETCTBMM C U3YYEeHHbIMK paboTamu no
KpunToaHannsy Hamsi;

v OcyLecTBaeH aHaan3 CKopocTu paboTbl NapameTpm3oBaHHOIO aaropMUTMa.
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Cnacmbo 3a BHMMaHue!l
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=Y KoHbepeHuusa
@ Pyc KSMI‘ITO

KOHTaKTHasaA nHpopmauma

DNEeKTPOHHaA noyra:
ermakov-kir@mail.ru

TenedoH: @

+7 929 039-25-24 f
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