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HeobxoaumocTb peanusauuu mMep 3awuTsi

Pekomengaunn no ctangaptusaunn P 1323565.1.012-2017

C3KW gon>xHbl npoTnBOCTOSTH aTakaM, UCMOb3YHOWUM
TEXHUYECKNE KaHasbl pacnpocTpaHeHnst NHPOPMATUBHbLIX CUFHANOB

Mepbl 3auThI:
o TexHu4eckue mepbl
o AnropntMmmnyeckue mMepsl
o OrpaHuyeHne obbeMa MaTepuana obpabaTbiBaeMoro Ha
OOHOM KJito4e
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KpunToanropnTmbl B CTaHAAPTU3NPOBAHHbBIX MPOTOKOIaX

o bnouble windpsl (FTOCT P 34.12-2015) n pexxumMbl UX UCMONb30BAHUS
(TOCT P 34.13-2015)

o Cxema JLM FOCT (P 34.10-2012)

o Conytcraytowme kpuntorpadpuyeckne anroputmel (P 50.1.113 - 2016 ):

o HMAC
VKO
PRF
KDF

© © 0 o
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HMAC

HMAC(K, T) = H(K ® opad || H(K @ ipad || T))
o K — knto4
o T — paHHble
0 opad, ipad — KOHCTaHTbI

Vpo3sa - MHOroKpaTHOe ObpalueHne K KoYy

CpaBHugaem c anroputmMom « KysHeuuk»
Mpu wndposanun 4 Kbaiit — 256 = 28 obpaluenuii k katody
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Obpatyerunst k kntouy npu ogHom Bbizose HMAC

o 2 Bbi3oBa xaw-dpyHkuun H(:)

0 [ON15 KaXKAOro Bbi30Ba
gn(h, k @ pad) = E(LPS(h® N,K & pad) ® h® K & pad)

Ntoro — 4 obpaueHus

6
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HMAC B pasnuyuHbIx KOHCTPYKLUSX

Anroputm/ PRF1 s KDF | KDF—Expand | TLSTREE
Obpauierune k | PRFpsec PRFPLUS* IKETREE
ESPTREE

HMAC 4 1 4 %

H 2V 2 2V 2V

katoy K 4v 4 4v 4V

V — konu4ectso dopMupyembix Kito4deli
* _ ansa gaHbix anroputmos V < 255
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TLS 1.2

TLSTREE(K, i) = Divers(Divers(Divers(K,...),...),...) =
Divers(Divers(Ka, ...),...) = Divers(Ks, ...)
roe Divers = KDF

o TLS GOSTR341112 256 WITH MAGMA CTR_OMAC
o K-V=1
o Kb -V =2
o K3— VvV =21

o TLS GOSTR341112 256 WITH_ KUZNYECHIK CTR_OMAC
o Ky — vV =2%
o Ko — V=218
o K3— V=28

o V7
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TLS 1.3

TLSTREE(K, 1)
o TLS GOSTR341112 256 WITH KUZNYECHIK MGM L
o Ki-V=2°
o Kr— V=28
o K3— V=258
o TLS GOSTR341112 256 WITH MAGMA MGM L
o K — Vv =21
o Kb -V =258
o K3— V=28
o TLS GOSTR341112 256 WITH KUZNYECHIK MGM S
o TLS GOSTR341112 256 WITH MAGMA MGM S
o Ky — V=28
o Kh— V=28
o K3— VvV =21
HKDF-Extract
o V28
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IKEV2

o dynkuns PRFPLUS

Nnexogsa N3 KOHCTpPyKUunn
o V <255

npu chopmpuposanun SKy, SKai, SKar, SKeiy SKer, SKpi, SKor
o V7
o dyHkuus PRF
npu cpopmuposanun SKEYSEED
o V=1
@ KJOY 3aWUThl COObLLEHNSA
Kmsg = IKETREE(K, i1, I, 3) = KDF(KDF(KDF (K, ...), ...),...) =
KDF(KDF (K3, ...),...) = KFD(Ks,...)
o g K-V 28
o ans KQ—V<216
o ans Ks — vV < 21°
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ESP

Kmsg = ESPTREE(K iy, in, i3) =
= KDF(KDF(KDF(K,...),...),...) =
= KDF(KDF (K, ...), ...) = KFD(Ks, ...)

o ana K-V 28
o ans Ky — V < 216
o ansa K3 — V <216
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Mepbl 33N ThbI

o MpoMyXXyToUHbIE KHOUN JOSKHBI (POPMUPOBATLCS OGHOKPATHO
o OrpaHuyeHne konmyecTBa obpaLLeHmnii K CEKPETHOMY KITHOHY

o ANropuTMnYeckne Mepbl 3aluTbl, NPUMEHNMbIE K anropuTmy « KysHeunk»
(mackupoBaHue,..)
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Cnacunbo 3a BHUMaHMe!
Bonpocbi?
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