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Hacko/1bKO Nosie3eH peBepCc-UHXUHUPUHT NPU UCCef0BaAHNM
3aWNLLLEHHOCTU MPOrpaMMHO-annNapaTHbIX peweHnin?




Main questions and answers A

Cnocobbl uccnenoBaHua 3awumweHHocTm MAK:

" MOCTPOEHUMe CTeHAa, peasnisyrolero Tnnosble cueHapun MNAK

= yccnenoBaHme cuctemMol ynpasnenmsa MNAK (B 6onblimHcTBe cnyvyaeB WEB)
= yccnepoBaHne pyHKLMOHAIbHbIX CEPBUCOB

= uccnenoBaHue B3ammoaencrTemsa KomnoHeHToB MNMAK npu nomolm RE

OnAa Kakmx 33434 NPUMEHAETCA PeBEePC-MHXXUHUPUHT NPU NOUCKE YA3BUMOCTEN:
= dHa/IM3 NMPMYMH aHOMAJIbHOIO NoBeAeHna cny>Xb npu akcnayaTaunm
" u3y4yeHme NpmHUMNoB GyHKLMOHMPpoBaHMA NMAK 1 ero otaeibHbIX MEXAaHU3MOB

= 0T/1aKa U peann3sauma MHCTPYMeHToB 3KcnayaTaunm (PoC)
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Others research

CVE-2016-1287 NCC Group Approach

struct malloc tree chunk @ 0x7fffb8092530 {
prev foot = 0x4141414141414141
head =10x4140 (PINUSE
fd Ox7fffbfa372
bk Ox7fffb628b0106
left ox7fffbfa372ae
- right ox38
Fragment parent = 0x96c2b9P
bindex ox7
struct mp heagd
frag Z seq no (alloc pc
free
(
| ]0x00004141] 0x00000000
UxbbZ8b0 10 0x00007fff
: 0x00000038 0x00000000
0x00000000 0xbe832d00 0x00007fff
2z 0x00007fff 0x00000038 0x00000000
Z8b016 0x00007fff 0x00000000 0x00000000
x00000038 0x00000000 0xb628b016 0x00007fff
: 6xb80925d6 0x00007fff 0x02102887 6x00000000
: 9xb80925e0 0x00007fff 0x0161c42e 0x00000000
: Oxbfa372a0 0x00007fff 0x00000000 0x00000000

https://www.youtube.com/watch?v=4QVO0CTfeRzw
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“Under the hood” A
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User mode System N

Gul SERVICE

A

*\Program Files\ *
? *\Windows\system32\ *

“C:\Program Files\CUSTOM_PATH" e —
*\Program Files (x86)\ *
A —————————————

OK

https://docs.microsoft.com/ru-ru/windows/security/threat-protection/security-policy-settings/user-account-control-only-elevate-uiaccess-
applications-that-are-installed-in-secure-locations
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User mode System N

GUI SERVICE

PIPE
A

Command: Copy Ato B ——
*\Program Files\ *
? *\Windows\system32\ *
*\Program Files (x86)\ *
—

https://docs.microsoft.com/ru-ru/windows/security/threat-protection/security-policy-settings/user-account-control-only-elevate-uiaccess-
applications-that-are-installed-in-secure-locations RE Counter: 1
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User mode

GUI

|

A

+

Evil “version.dll” in User folder

Command: Copy Ato B
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System A

SERVICE
PIPE
RE
BOOL
GetNamedPipeClientProcessld(
HANDLE Pipe,

PULONG ClientProcessid
);

Decryption/Encryption method
error!

RE Counter: 2
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User mode

GUI

|

A

IV ? Key?
RE

IV - is a hardcode value

KEY -in “public” folder with
read permissions
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System A

SERVICE

PIPE

RE
Blowfish

[ Plaintext (64 bif) ]

[ Ciphertext (64 bit) ]

RE Counter: 4

)




User mode System N

GUI SERVICE

= & -

IV -is a hardcode value

. . . —
KEY -in “public” folder with Erlr;)f! Incorrect
read permissions older
-'.
RE

Evil “version.dll” in User folder

Command: Copy Ato B

substr (destination_path,
“C:\Program Files\Company
Prod\")

RE Counter:5
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User mode System N

Gul SERVICE
(] ok
A
N WA W WA WA WA W substr (destination_path,
. %\zlgzz\eg},z\f\ —u  “C:}\Program Files\Company
+ %c0%af Prod\’)
RE

, Error! Incorrect folder
Command list;

 CopyAtoB
* Register
» Start Process

RE Counter: 6
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User mode

GUI

|

A

IV -is a hardcode value

KEY -in “public” fFolder with
read permissions

+
Evil “version.dll” in User Folder
Command: Start_process B
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System A

SERVICE

PIPE

Error! Incorrect
Process

RE Counter:7
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User mode System N

GUl SERVICE

|

A

version.dll If run from system Evil code 2

If run From User Evil code 1

SUCCESS

E¥ Administrator: Windows PowerShell

IV -is a hardcode value

KEY - in “public” folder with
read permissions >

Jh
Evil “version.dll” in User folder

L Corporation. All rights reserved.

Command: Start_process GUI
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User mo d e Reboot machine SyS tem A

GUI SERVICE
D No Service
No PIPE
»
RE

Blowfish —» Some string —»

— Int — PD —

RE Counter: 8
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User mode

GUI

—>

String —> Blowfish

—d lnt ——

27.03.2019

version.dll

If run from system Evil code 2

If run from User Evil code 1

permissions

IV -is a hardcode value
KEY -in “public” folder with read

Evil “version.dll” in User folder
Command: Start_process GUI

Reboot machine

NEPCMNEKTMBHbLIN MOHWUTOPUHI

System

SERVICE

Service
PIPE

A

E¥ Administrator: Windows PowerShell




Final exploit and results A

1. Start Service
2. Pipe for commands
3. Start_process cmd.exe

1. Bypass signature x3
2. Bypass Blowfish x3
3. Root privilege shell
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