N\ KOHdepeHuus
@ PycKpunto

ExXerogHaa mexKayHapoaHaa Hay4YHO-NpaKTUYecKkasa KoHpepeHuUuUs

«PycKpnnto’2019»

O pellueHun cuctem ypasHeHUM 04HOro Knacca
CTaTUCTUYECKUMM MeTodaMM

Nonos Bhnagnmup Onerosuny, K.¢.-M.H.,
AMPEKTOP No Hay4yHou pabote, OO0 «Kpuntollpo», accoumauma «PYCKPUMTO» {C\RYPTOPRO
OwKKnH Uropb bopuncosuy, K.¢p.-M.H., Ha4anbHUK otaena, 000 «Kpuntollpo»

WWWw.ruscrypto.ru



N\ KOHdepeHuus
@ PycKpunto

0630p nuTepatypbl no Teme Side-Channel Attacks

* YongBin Zhou, DengGuo Feng «Side-Channel Attacks: Ten Years After Its
Publication and the Impacts on Cryptographic Module Security Testing». 2005 .

Llenb 0630pa - noarotosutb matepuansl agna FIPS 140-3 (6bian pegakumm ot 2012 n 2014 roaos, HO A0 CUX
Nop He NPUHAT), OCHOBaHHbIe Ha 0b630pe 169 nybamkaumnii 1 TEMPEST.

* Pa3gen 5.1.12 Combination of SCA and Mathematical Attacks: kombuHauua metogos SCA (Side Channel
Attacks) 1 maTemaTmMyeckmMx MeToa0B MOXKET AaTb NONE3Hble Pe3ybTaThbl.

* Giovanni Camurati, Sebastian Poeplau, Marius Muench, Tom Hayes, Aurélien
Francillon. Screaming Channels: When Electromagnetic Side Channels Meet Radio
Transceivers. EURECOM. (2018r.)

e KaHanbl IMHEMHOW Nepefayn oNna YCTPOUCTB C pagnonepeaaTtimkom.
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KaHanbl yTeuykn no TEMPEST  excerer rrRom NACSIMS000

1-5. (€) Propagation of TEMPEST Signals (U). - There are four basic means by which
compromising emanations may be propagated. They are: electromagnetic radiation; conduction;
modulation of an intended signal; and acoustics. A brief explanation of each follows.

a. (€©) Electromagnetic Radiation (U). - Whenever a RED signal is generated or processed in an
equipment, an electric, magnetic or electromagnetic field is generated. If this electromagnetic
field is permitted to exist outside of an equipment, a twofold problem is created; first the
electromagnetic field may be detected outside the Controlled Space (CS); second the
electromagnetic field may couple onto BLACK lines connected to or located near the
equipments, which exit the CS of the installation.

b. (€) Line Conduction. - Line Conduction is defined as the emanations produced on any
external or interface line of an equipment, which, in any way, alters the signal on the external or
interface lines. The external lines include signal lines, control and indicator lines, and a.c. and
d.c. powerlines.

c. (©) Fortuitous Conduction. - Emanations in the form of signals propagated along any
unintended conductor such as pipes, beams, wires, cables, conduits, ducts, etc.

d. (€) (Six lines redacted.)
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POCCUUCKaAA HOPMATMBHAA Oa3a

PEKOMEHOAUMMN MO CTAHOAPTUSALUMAN. NMpuHUuMnbl pa3paboTkm n moaepHmM3aumm
wndpoBanbHbIX (Kpntorpadpmyeckmnx) cpeacrts 3awmtbl MHPopmaumm. Mocksa 2016.

KOWM u noHaTtmne &byHKUMA sHeprum, wl)

PEKOMEHOAUNN MO CTAHOAPTUSALMN. Kpuntorpadpmyeckme anropmtTmMmsbl, CONyTCTBYHOLWLME
NPUMEHEHUIO ANropUTMOB BbiovHoro wmndposaHusa. (MpoekKT).

PEKOMEHOAUNN MO CTAHOAPTUSALMN. Mcnonb3oBaHME POCCUNCKUX KpunTorpadpmyeckmx
a/ITOPUTMOB B NPOTOKO/1Ie 6e30nacHOCTU TpaHCcNopTHoOro yposHaA (TLS 1.2).

S. Smyshlyaev, Ed. Re-keying Mechanisms for Symmetric Keys. Internet-Draft. IETF. 2018.
https://datatracker.ietf.org/doc/draft-irtf-cfrg-re-keying/?include_text=1

RFC 4357. Additional Cryptographic Algorithms for Use with GOST 28147-89,GOST R 34.10-
94, GOST R 34.10-2001, and GOST R 34.11-94 Algorithms.

PekomeHayroT orpaHmymBaTtb maTtepumas, obpabatbiBaembin
Ha OAHOM 3Ha4YeHUM K/to4a
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MeTtoabl DPA, CPA

 Differential Power Analysis

* Y. Fei, A. A. Ding, J. Lao, and L. Zhang, A statistics-based fundamental model for side-channel
attack analysis," Cryptology ePrint Archive, Report 2014/152, 2014,

 A. Adam Ding, Liwei Zhang, Yunsi Fei, and Pei Luo. A Statistical Model for Higher Order DPA on
Masked Devices (2015).

* Yunsi Fei, Qiasi Luo, and A. Adam Ding. A Statistical Model for DPA with Novel Algorithmic
Confusion Analysis

e Correlation Power Attack

* E. Brier, C. Clavier, and F. Olivier, Correlation power analysis with a leakage model," in Int.
Workshop on Cryptographic Hardware & Embedded Systems, 2004, pp. 135-152.

* Thanh-Ha Le, Jessy Clediere, Cecile Canovas, Bruno Robisson, Christine

» Servipere, Jean-Louis Lacoume. A proposition for Correlation Power Analysis enhancement
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Differential Power Analysis (DPA) Procedure
- Implementation:
« Leakage: W={W4, ..., Wnm}, Wi={Wi1, ..., Wip}

- Algorithm:
» Select function: V= y(d), where d=Sbox(Xx®k)

- Attack:
* Correlation: For DPA, Difference-of-means (DoM):

O = SJWw=1_EW—w Nm:NWZJ—l_Nw:O

Leakage Pre-processing

Key Select

: lati ML T
Hypotheses - Function . Correlation - est
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Central Limit Theorem and DPA

- DPA: a sampling process on the entire waveform

population
* W,—; and W,—o: random variables with normal distribution:
N(e +b, T ) N(b, I )

V- V-0

* b: mean power consumption for the waveform group =0

_ _ lim O, =¢
* ¢:. power difference related to the bit under DPA attack V,,—*

* Therefore, the DoM of the correct key (k¢), d¢, is a random variable with
normal distribution:

N(g,2 )
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OCTAHOBKa 3a4a4M

G — KOHeYHOoe MHOXecTBO c onepaumein *, GxG->G; KaK NpaBuio G — BEKTOPHOE NPOCTPaHCTBO Haf,
nonem F (B ocHoBHOM Hapg GF,) paamepHOCTM M U C HEKOTOPbIM GUKCUPOBAHHbIM Hasncom (Nnopagkom

KOOPAUHAT), Kak NpaBuio * —rpynnosas onepauus, iMbo rpynnosBaa onepauma , ycioXXHeHHas
HeKoTopbiMm nNpeobpasoBaHunem T, G*G = T(GAG), BO3MOXKHO UHOE.

w: G->R, R - genctBuTeNbHbIE YNCNa, w() — UeHTpUpPOBaHa.

A ={a;}i=1 N, a; € G —MHOXeCTBO 3n1eMeHTOB (r, OTHOCUTE/IbHO KOTOPbIX byaem npeanonaraTb
PaBHOBEPOATHOCTb U HE3ABMCMMOCTb Hag, G.

X € G, anpuvopu paBHOBEPOATHbLIN Hag, G.

w(a; * x)=d;, i=1,N

G pa3naraeTca B npAmoe npoussegeHue r 6nokos, G = G X G, X - X G, |Gj| = n,.
Ecnu aT0 pasnoxeHune B NPAMYIO CyMMy NPOCTPAHCTB, TO bj- pasmepHOCTb G;.
w() —aaauTUBHA Hag, 3TUM Pa3NoXKEHUEM, w(g) = w1(g1) + wy(gy) ... + w,-(gy).
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OCTAdHOBKa 3a4a4U (NpoaoixeHune

‘ imwjlag;*x) = dy, i=1N

° MycTb CTAaHOBATCA U3BECTHbIMM BeNMuMHbl R; = d; + &;, roe &; He3aBMCHMble HOpMasbHble
BennumHbl 9t(0, 02)

. j= 1w](al,]-*x]) R;, i=1N

* Mpeanonaraem, cuctema TpyaHo pewaeman (m, |G| - senmkn).

e OTMeTUM, d;— LEHTPMPOBAHbI U MOTYT PACCMATPUBATLCA KaK CNyYalHble, ecnn x € GG cnyyanHas
BE/INYMHA.
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/ICNO/Ib3yeMble CTaTUCTUKHU

JIMHenHaa cTaTUCTUKA:

N
1 .
Sj(x)=ﬁ2wj(a,;,j *x)Ri, x€G, j=0r—-1 (1)
i=1

KBaapaTUYHaA CTAaTUCTUKA:

N
1 .
S}(JC) = NZ(Rl —wj(ai,j * x) )2, X € G}, ] = O,T— 1 (2)
=1

UV SKBUBANIEHTHAA.!

N
1 .
SJ(X) = NZ&J}(QU * X)Ri, X € G}, ] = 0,?"— 1 (3)
=1

+1, x>0
wj(a) =4 0, x=0 3Hakuucna.
-1, x<0
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BuHapHbie cuctemsl (b=1, GF2)

w(x) = (—1)*, x — buToBan BeNMUYMHA.

w(X;) o%+0?3 m—1
50 = =5;1;  §O~N(-—E—,  rmeoi=——
(o 1 o%+0f
Pe = fxzofp%l,J? dx G2~ N (=5, =),

1 m
Y= ((p—?1’a_2 + 40%,6_2) — IJIOTHOCTb pacrnpe/ieJieHus1 BbIOOPKHU {Sj}jzl.

E@) =0;D@) = 0.2 +3;

m .
PacnpegeneHue yncna owmnbokK B {Sj}j=1 - BuHOoMManbHoe Bin(m,p,).
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BuHapHble cnctemsol (Npoao/iKeHue)

f((Pl'a 2
m 5 — npux <0
MnoTHocTb owmnboK £(x) B BapnaLMOHHOM paje {S(j)}j=1: e(x) =< ((p_lie ,
it
2 npu x = 0
\ 2De

Ecnu pewweHune cMcTembl CyLLECTBYeT: 271:15]'2 - HEeUEHTPa/bHbIN Y2 ¢ m cTeneHaAMM
cBo60/pl M NapamMeTpom He LeHTpanbHocTn A = m/(40?2).

Ecnu pelleHne cucTemMbl He CyLLLECTBYET: Z}T’ilsz - x? c m cTeneHAmMM cBobOAbI.

Anekcees E.K., OwKkuH U.B., Nonos B.O., Cmbiwnsaes C.B. PewweHne cuctem ANMHENHbIX
ypaBHeHWI byneBa TMNA C UCKAXKEHHOM NPaBOM YacCTblo Ha, Nonem AeNCTBUTENbHbIX
ymncen. [_IMckpeTHaa matemaTuKa. Tom 29, Bbinyck 1. 2017.
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MoAay/bHOe CNoXeHue, MeTo, CKONb3ALEro OKHa

w(a;+x)mod2™=R;, i=1N

OKHO WMPUHbI b coaepKnUT paHee BOCCTAaHOB/IEHHbIE 3HAKMN C HOMepamMM j-b,...j-1; j 3HaK
onpeaenaeTca No CTaTUCTUKaM

N
1 .
S] = NE w(ai,]- + ]/])Rl ) ] = 1,m
i=1

Y] — nNepeHOoC pe3y/sibTaTa CZI0XKEeHUA YNC/1a U3 OKHa C COOTBETCTBYHOLWMMUN 3HaKaM BETMYUH
a.

Yncno ownbok B 1.8 — 2.3 pasa NnpeBoOCXxoanT Yymcina ownbok bMHapHOro metoaa C TaKUMMU XKe
napameTpamm.
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DJ/I0YHbIE CUCTEMDI
N
1
SJ(X) =N Z‘P(wj(ai,j*x),Ri), X € G] |G]| =le, j= O,T'—].
=1

S;(*) pa3nnuaer j-biii GparmeHT peLleHna cucTeMbl X;, ec/in eé cpeaHee 3HaudeHue (Nnbo nHas
XapaKTepu1CTVKa) AR X; OTAMYHa oT obuero cpeaHero E( S;(x) ).

I, 0; - NapameTpbl pacnpeaeneHns pelweHns j-pparmeHTa, paccynTbiBaeMble BENNYMNHDI,

ls, Og - NapameTpbl BbIGOpKK S;(*), 3TO BbIUMCAAEMbIE BENMNYMHDI, [ = 0.

U= J—] - 1-:-5, meTog, HerMmaHa — NMMpPCOHa Mo pas3/IMYEHUIO PeLLEHNA U YNEHOB
S O'j
BapMaLMOHHOTO paaa Sjy(*) He npumeHum. o= —
S

BepoATHOCTb pparmeHTa peweHmna Ha k mecte paga Sy (*):
(0.0)

Prx = C1Iff—1j

X=-

(py,o-z (X) F0,1 (x)n_l_k (1 — Fo,l(X))kdX
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D/IOYHbIE CUCTEMDI (NPOAO/1XKEeHUNe

dyHKUMA pacnpeaeneHns UMeeT XxapaKkTep pacnpegeneHus Tmna Benbynna Ha
LLe/I0YUCNEHHbIX TOYKAX:

Yook ™ Wy (t—s), 0<s<1, t=12,...

[1aHHbIN BbIBOA, OCHOBAH HA 3KCMEPUMEHTANbHbIX UccnenoBaHMAaX. IcNonb30BaiNCb METPUKN XU
KBagpat n Konmoroposa a/1a noucka 6numkanwero Wy ;(k+s) K gaHHbIM, NoNyYeHHbIM
3KCMNEPUMEHTANIbHO U NO MHTErPasIbHOMY NPEACTABAEHUIO Py,.

NocTpoeHo otobpaskerne: (U, d) — (i, 4,s)

k; - npyuHMMaemoe Y1CNO 3HAUYEHNI NePEMEHHON X;,
TT; - BEPOATHOCTb j — pparmeHTa peLleHna HaxoanuTCA Cpeam 3TUX K 3HauYeHuN.

Tl,'j = W%,/l(kj — S).

Q = l_[::(kj/ ), P = H:;:nj.
D
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dRJTIOYEeRHNE

I N
N7 g2 4 g2
Myctb m =128.
Mo onbITy uccnegoBaHuii, ecam  ky = 8—: —10,

pelLleHne oCcyLEeCcTBMMO Ha KoMnbtoTepe i7.

N3n0oXKeHHble MaTepUuasbl OCHOBaAHbl Ha CTaTUCTUHECKNX UCCNIeJ0BaHUAX
6MHaprIX, MOAYNAPHbBIX N NHBbIX CUCTEM.
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KOHTaKTHasaA nHpopmauma
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