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ÃÃ. Êîíêóðñ Îðã. Îïèñàíèå

1997-2000 AES áëî÷íûå øèôðû

2000-2003 CRYPTREC íåñêîëüêî êàòåãîðèé àëãîðèòìîâ

2000-2003 NESSIE íåñêîëüêî êàòåãîðèé àëãîðèòìîâ

2004-2008 eStream ïîòî÷íûå øèôðû

2007-2012 SHA-3 ôóíêöèè õåøèðîâàíèÿ

2013-2015 PHC àëãîðèòì õåøèðîâàíèÿ ïàðîëåé

2013-2018 CAESAR

ñõåìû àóòåíòèôèöèðîâàííîãî
øèôðîâàíèÿ

2016-? PQC
àëãîðèòìû ñ îòêðûòûì êëþ÷îì,
óñòîé÷èâûå ê êâàíòîâûì àòàêàì

Table 1: Êðèïòîãðàôè÷åñêèå êîíêóðñû.
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Ñèñòåìà àóòåíòèôèöèðîâàííîãî øèôðîâàíèÿ
ñî ñâÿçàííûìè äàííûìè (AEAD)

Π = (K,Enc ,Dec),

EncK (H,N,M) � àëãîðèòì çàøèôðîâàíèÿ,
DecK (H,N,C ,T ) � àëãîðèòì ðàñøèôðîâàíèÿ,
K ∈ K ⊆ {0, 1}k � ñåêðåòíûé êëþ÷,
N ∈ N ⊆ {0, 1}n � îäíîðàçîâûé âåêòîð (nonce),
T ∈ T ⊆ {0, 1}t � èìèòîâñòàâêà,
H ∈ H ⊆ {0, 1}∗ � ñâÿçàííûå äàííûå (associated data),
M ∈M ⊆ {0, 1}∗ � îòêðûòûé òåêñò,
C ∈ C ⊆ {0, 1}∗ � øèôðòåêñò.

Enc : K ×N ×H×M→ C × T ,

Dec : K ×N ×H× C × T →M∪ {⊥}.
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Ñèñòåìà àóòåíòèôèöèðîâàííîãî øèôðîâàíèÿ
ñî ñâÿçàííûìè äàííûìè (AEAD)

EncK (H,N,M) = (C ,T ),

DecK (H,N,C ,T ) =

{
M, åñëè ïàðà (C ,T ) àóòåíòèôèöèðîâàíà,

⊥, â ïðîòèâíîì ñëó÷àå.

DecK (H,N,EncK (H,N,M)) = M äëÿ ëþáûõ (K ,H,N,M).

Âèêòîðèÿ Âëàñîâà Îáçîð ôèíàëèñòîâ êîíêóðñà CAESAR 22 ìàðòà 2018 5 / 29



Ðàññìàòðèâàåâàåìûå ñâîéñòâà àëãîðèòìîâ

• Âîçìîæíîñòü ðàñïàðàëëåëèâàíèÿ
çàøèôðîâàíèÿ/ðàñøèôðîâàíèÿ.

• ¾Online¿ (ðåçóëüòàò îáðàáîòêè áëîêà äàííûõ íå çàâèñèò îò

ïîñëåäóþùèõ áëîêîâ).
• Èíâîëþòèâíîñòü.
• Âîçìîæíîñòü âû÷èñëåíèÿ ïðîìåæóòî÷íûõ êîäîâ
àóòåíòèôèêàöèè.

• ¾Provable security¿ (ïðÿìàÿ çàâèñèìîñòü ìåæäó ñòîéêîñòüþ

àëãîðèòìà è ëåæàùåãî â åãî îñíîâå áàçîâîãî ïðèìèòèâà).

• Ñòîéêîñòü ïðè ïîâòîðíîì èñïîëüçîâàíèè îäíîðàçîâîãî
âåêòîðà.

• Îòñóòñòâèå âîçìîæíîñòè ïîëó÷èòü èíôîðìàöèþ î
ðåçóëüòàòå ðàñøèôðîâàíèÿ, åñëè øèôðòåêñò íå ïðîøåë
àóòåíòèôèêàöèþ àëãîðèòìîì.
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Âàðèàíòû èñïîëüçîâàíèÿ

1 ñðåäû ñ îãðàíè÷åííûìè ðåñóðñàìè

- äëÿ ðåàëèçàöèè íà íåáîëüøîé àïïàðàòíîé îáëàñòè è/èëè
ïðè ïîìîùè íåáîëüøîãî êîëè÷åñòâà êîäà äëÿ 8-ðàçðÿäíûõ
ïðîöåññîðîâ

2 âûñîêîïðîèçâîäèòåëüíûå ïðèëîæåíèÿ

- äëÿ ýôôåêòèâíîé ðåàëèçàöèè íà 64-áèòíûõ ÖÏ ñåðâåðîâ
è/èëè âûäåëåííîì îáîðóäîâàíèè

3 äîïóñòèìî ñòîéêèå ïðè íàðóøåíèè ðåêîìåíäàöèé ê
èñïîëüçîâàíèþ ("Defense in depth")

- îáåñïå÷åíèå öåëîñòíîñòè ïðè ïîâòîðíîì èñïîëüçîâàíèè
îäíîðàçîâîãî âåêòîðà
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Figure 1: Áàçîâûå ïðèìèòèâû [AFL16]

[AFL16] Abed, F., Forler, C., Lucks, S.: General classi�cation of the authenticated

encryption schemes for the CAESAR competition. Computer Science Review (2016)
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Figure 2: Ó÷àñòíèêè 3 ðàóíäà
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Âíå êîíêóðñà: GCM
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Âíå êîíêóðñà: MGM
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Âíå êîíêóðñà: 8 áèò
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CLOC&SILC
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OCB

* Èäåÿ íàñòðàåâàåìîãî áëî÷íîãî øèôðà (tweakable block cipher)
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OTR
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AEZ
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Deoxys
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COLM
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Ketje, Keyak

Figure 3: Äóïëåêñíàÿ êîíñòðóêöèÿ
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NORX, Ascon

Figure 4: Ñõåìà àëãîðèòìà Ascon
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ACORN
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Äðóãèå ñèñòåìû íà îñíîâå ïîòî÷íûõ àëãîðèòìîâ

Si = (Si [1], . . . ,Si [q]) � âíóòðåííåå ñîñòîÿíèå èç q ñëîâ

1 Èíèöèàëèçàöèÿ
(S [1], . . . ,S [q]) = Init(K ,N, parameretrs)
Si+1 = StateUpdate(Si , f (K ,N)), i = 1, . . . , cInit

2 Îáðàáîòêà ñâÿçàííûõ äàííûõ
Si+1 = StateUpdate(Si ,ADi ), i = 1, . . . , cAD

3 Çàøèôðîâàíèå

Ci = Mi ⊕ (Si [a]⊕ Si [b]⊕ (Si [c]&Si [d ]))

Si+1 = StateUpdate(Si ,Mi )

}
i = 1, . . . , cM

4 Âû÷èñëåíèå èìèòîâñòàâêè
Si+1 = StateUpdate(Si ,Mi ), i = 1, . . . , cFinal ;
T = TagGen(S [1], . . . ,S [q])
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AEGIS
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MORUS
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Tiaoxin
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JAMBU
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Ïðîèçâîäèòåëüíîñòü

Ðåçóëüòàòû òåñòèðîâàíèÿ ïðîèçâîäèòåëüíîñòè íà ÏËÈÑ (Xilinx Virtex-6) [ATHENa]:

Algorithm Throughput Area Throughput/Area
(Mbps) (LUTs) (Mbps/LUT)

MORUS 49,556 3,397 14,5
AEGIS 70,934 3,46 9,3
ACORN 11,304 508 9,1
TIAOXIN 52,796 7,112 7,4
Ketje 24,843 1,238 5,5
NORX 24,519 2,921 5,2
Ascon 5,085 1,27 3,2
AES-OTR 7,708 3,492 1,6
SILC 4,048 3,079 1,3
Keyak 12,6 6,223 1,2
JAMBU-AES 2,008 1,84 1,1
Deoxys 2,882 3,175 0,91
JAMBU-SIMON 939 1,048 0,89
CLOC 2,979 3,143 0,74
OCB 3,109 4,254 0,73
AEZ 3,271 4,73 0,69
COLM 3,109 7,143 0,39

[ATHENa] George Mason University: ATHENa: Automated Tools for Hardware EvaluatioN. (2017)
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Ïîáåäèòåëè

1 ñðåäû ñ îãðàíè÷åííûìè ðåñóðñàìè

- ACORN (ïîòî÷íûé, )

- Ascon (ïîòî÷íûé, )

2 âûñîêîïðîèçâîäèòåëüíûå ïðèëîæåíèÿ

- AEGIS (ïîòî÷íûé, )

- MORUS (ïîòî÷íûé, )

- OCB (ðåæèì ÁØ, )

3 äîïóñòèìî ñòîéêèå ïðè íàðóøåíèè ðåêîìåíäàöèé ê
èñïîëüçîâàíèþ ("Defense in depth")

- COLM (ðåæèì ÁØ, )

- Deoxys-II (ðåæèì ÁØ, )
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Ñïàñèáî çà âíèìàíèå!

Âîïðîñû?
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