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MHTpocneKuuna

€ MNonyyeHmne AaHHbIX N3 ONEPALNOHHOM
Cnctembl

€ Mcnonb3oBaHue Ana AUHaMUYECKOro aHaamsa
— MpodunmnposaHue Koaa
— ObHapyxeHune BpeagoHocHoro 10

— MOHUTOPUHT OTAENbHbBIX NPUTOXKEHNI




AKTYa/IbHOCTb

€ OTnhaaKa amynsaUuuMmM HOBbIX NAATPOPM
€ AHanus BpegoHocHoro N0

€ AHann3 cnctem, B KOTOPble HEBO3MOXHO
3arpy3uTb NPUNOKEHUe




TpaagnuUMOHHbBIN NoaxoAn

€ BHYTPEHHMeEe CTPYKTYpbI
€ Mporpammbl-areHTbl

— 3anycKaeTca OAUH pa3 ANA CYUTbIBAHUA
MHPOopPMaL NN

— PaboTaeTt B cucteme NOCTOAHHO

€ YueT napameTpos coopku roctesomn OC




[MTpobnembl

€ Mnoxaa nepeHocumocTb mexxay Bepcuamu OC
€ Cuctema B N3Y

— Henb3Aa 3arpy3unTb areHTa

— HensBecTHbl BEpPCMA MCXOAHUKOB U MAapaMeTpbl
cObopKu

€ HeBO3MOXHOCTb paboTbl areHTa npu
BOCMNpPOM3BEAEHMNN 3aNMMCAHHOTO CLUEHaAPUA



ABI

€ CornaweHua o Bbi3oBax
€© CncTemMHble BbI30OBbI

€ CurHaTypbl GYHKLUNMN
© PE/ELF




Cxema paboTbl meToaa

UHCTPYKLMK CuctemHble CraTuMyecKkana moaesnb

Bbl30OBbI

$0x77, %eax NtAddAtom

Onepaumnm c

NtLoadKey bannamm

... NtSetTimer
mov $0x23, %ecx NtSaveKey
push $0x30

pop %fs
mov %ecx, %ds API| BbI30OBbI
mov %ecx, %es

gz:;‘ f22§3 ReadConsoleA

— WinExec Onepa .
° ol CreateProcessW nepatin [Mpouecc
S VirtualFree rpoueccamn

Sleep

sesp, %Sedx




Pannosblt MOHUTOP

NtReadFile (HANDLE FileHandle, HANDLE Event, PIO APC ROUTINE ApcRoutine,
BV ORI AR eEon e xR BREOHFSIE SIS RING G slioiSioaiu o B fieeikijrapV @It LB nisiaaing
UELONGERah gdliy=PhARGESIENEEGHR RS Byra@isbs s UION Gl an i

readi(intithandlbeli vagrdstbirftar clinE nhyEe)i; I

Abstract read(file handle, address of the buffer,

number of bytes to read)

Returned file handle  Returned file handle  File handle File handle File handle
Name of the file Name of the file Address of the buffer Address of the buffer
File access mode File access mode Number of bytes to read Number of bytes to write



[lpouecchl B Linux

“ Uma obpasa KoOHTeKCT BbinonHeHuA

— /sbin/mount 0x359b8000

= /sbin/mkdir 0x35908000
O0x2a - -

- /sbin/systemd-tmpfiles 0x35908000
Ox2d - _

- - 0x359f££000

context pid image

new_context +
fork/clone +
execve + +
getpid + +




[Mpoueccbl B Windows

context pid image
new_context +
NtCreateProcess ?
NtOpenProcess + ?
NtCreateThread +
NtQueryinfoProcess + +




API

© *.dll / *.s0

— ma 6nbnunorteku

— ba3oBbIn agpec

— CMeLLLeHUA aKcnopTMpyembiX GYHKLUN




ObHapyXeHne bnbanoTexku

NtOpenFile ] NtCreate NtOpenSection] NtMapViewOf
Section Section

name,
fileHandle

name,
sectionHandle




MoHuTopuHr API

€ Windows XP, 7, 8
€ Linux 2.6 — 4 .x

— BCTpoOeHHble cuctemsl
— Ubuntu
— Arch Linux




Cnuncok npoueccos Windows

“ Umsa obpasa KOHTeKCT BbINONHEHUA

0x20c C:\WINDOWS\system32\Isass.exe 0x97b3000
Ox2a8 C:\WINDOWS\system32\svchost 0x9a88000
0x2f0 logonui.exe 0x97b3000
0x328 C:\WINDOWS\System32\svchost.exe 0x9a88000
Ox4a0 C:\WINDOWS\system32\userinit.exe 0x97b3000
0x568 C:\WINDOWS\system32\wuauclt.exe Oxb45a000
0x614 rundll32.exe 0x9a88000
0x634 C:\WINDOWS\system32\NOTEPAD.EXE Oxb47e000
0x668 C:\WINDOWS\System32\logon.scr 0x97b3000



CtpyKTypa moaynen ana QEMU
:_______-i MoHuTOop MoHuTOop

=)

APl moHUTOp ]}

KOHTEKCTa
{
€TEKTO
[ ]; CﬂlCTEMHbFI)X
Bbl30BOB d)yHKLI'MM




Pe3ynbTaThl

€ MeToa nutpocnekumm yepes ABI

€ MporpaMMHbIN MHCTPYMEHT ANA CO34aHUNA
MOAYyNEN MHTPOCNEKLNN
€ Moaynum ona MOHUTOPUHTA:
— dpannos
— npoueccos
— APl dyHKUMM



