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MeccenpKepbl — caMble 9aCTO UCIOJIb3yeMble TPUIOKEHUS JIJTsT
cMapTdOHOB

O0HA9

Telegram, Skype, WhatsApp, Viber, Google Hangouts, Wickr,
Signal, TextSecure, ICQ, Silent Phone, CryptoChat, Threema,
Chadder, RedPhone, ProtonMail, Facebook Messenger,
Google Allo, ...
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Yro nmoHuMaeTcst moji «KOH(MUIEHIINATIbHOCTHIO
OJIB30BATETHCKON MHMOPMAITAN!
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IlenTpasmsoBaHHOE yIIpaBIeHUE

N
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‘HGHTP&HI/ISOB&HHOG YIiIpaBJI€eHHUE: | ME2K/1Yy II0JIb30BaTC/IAMMN
yCcTaHaB/JIMBaeTCA 3alllUIIeHHOEe COeAMHEHNE YePE3 BHEITHUI CePBED
C UCIIOJIb30BAHUEM 0OE30IaCHBIX TPaHCIIOPTHBIX ITPOTOKOJIOB

Cepnep
P

&~

T @
-

W=7

Kooan s pacimdpoBannsg cooOIEeHN 10Ib30BaTE e
XpaHsTCd Ha BHEITHEM CepBEpe => CepBEP MOXKET IOJIyINTh
JIOCTYTI K HEPEIUCKe.

JloBepsiem i MbI cepBepy”?
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End-to-End mudposanue (E2E)

End-to-End mmudposanune (E2E):

HEPETICKE.

N
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HCIIOJIB3YETC A

KpuUNTorpaudecKnii MpoTOKOJI, ITOCPEJICTBOM KOTOPOTO
yCTaHaBJIMBAETCS 3alUIIEHHOE COe/IMHEHNE HeIOCPEeICTBEHHO
MeZK/ly I10/1b30BaTe/ MU

Kimoun nyist pacimmdpoBanust cooOIeHnii XpansaTes Ha
YCTPOMCTBAX MOJIb30BaTe/eH, a He Ha BHEIIHUX cepBepax =
HUKTO, KPOME I10JIb30BaTe Ieil, He MOXKET IOJIyUUTh JIOCTYII K
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Bezonacubie MecceHpKepbl — MUK MIH PEATbHOCTH?

N
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Kak ymocToBepuThest, 9TO MECCEHKED JEHCTBUTENIHHO 00eCIIeTn-
BaeT 3asABJIEHHBII YPOBEHDb 3alUINEHHOCTH 0JIH30BATETbCKON MH-
dopmarun?

‘CTOI'?'IKI/If/'I E2E HpOTOKOJ’I’
+
| «besonacuas» mporpammHast peanﬂsan‘nﬂ’

Croiikuii E2E nporokost: dopmasnbaoe Bepudunuposantoe(!) 060cHO-
BaHME CTOMKOCTU HMPOTOKOJIA B MNPUOIUKEHHONH K peaabHOCTH MOJIEIH
IIPOTUBHUKA.

«BbesomacHasi» mporpaMMHas peau3aliusi: open-source code, JJst KOTO-
poro Ha JIAHHBIA MOMEHT He U3BECTHO HUKAKHAX SKCILIYATUPYEMBIX yA3-
BUMOCTEI.
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Bezonacubie MecceHpKepbl — MUK MIH PEATbHOCTH?

N
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lTelegram‘ Vs ‘WhatsApp ’ Vs | Signall vs | Wickr

(]

ObocHoBaHue cToKOCTH ucoab3yeMmoro E2E mporokosa;

Ayrentudukarms;

@ Basosbie kpunrorpaduyueckne MpOTOKOJIbI U IPUMUTHUBBI;

[Mo6ounast uadopmarust (metadata) Ha cepsepe;

Xpanenne KOH(PUACHINATBHBIX JAHHBIX Ha, KOHEUHBIX YCTPONCTBAX;

@ l3BecTHble ysSI3BUMOCTH B IIPOTOKOJIE U /WU PeaIn3alium.
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ITporokon Signal. Overview

N
i B CRYPTOPRO
[Iporokos: Signal i AT sl

Paszpaboruank: Open Whisper Systems
[Ipororun: TextSecure
Peanmuzammusa: WhatsApp, Signal, Facebook Messenger, Google Allo

@ Perucrpanus nosp3oBaresieil Ha cepsepe (JUIMITHIECKNE KPUBBIE,
nomucs Ed25519)

@ Jlnunpanmsanusd J0JITOBPEMEHHON 3alllUIIEHHONI CeCCHU IIyTeM CO-
IJIACOBAHUS «HAYAIBHOIO» CHMMETpHYHOro Kitoda (triple-DH)

@ HermocpeacTsenubiit 06MeH COOBIEHMSMU ¢ UCTIOTBL30BAHNEM TEXHI-
ku «symmetric-ratcheting» (Encrypt-then-MAC ¢ ucnosbzoBanuem
AES in CBC mode u HMAC-SHA256, KDF)

o IlepecoryiacoBanue «HAYaIBHOIO» CUMMETPUYHOIO KJIIOUa (TeXHU-
Ka «assymmetric-ratcheting») (DH, KDF)
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. Overview

Crarbs «A Formal Security
Analysis of the Signal Messaging
Protocol»

Astopsr: K. Cohn-Gordon
C. Cremers, B. Dowling
L. Garratt, D. Stebila

University of Oxford, UK
Queensland University of
Technology, Australia
McMaster University, Canada

.../eprint.iacr.org/2016 /1013.pdf

DopmasibHas MOJEIb

N
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Nie AT o

(@) Bob's reglstration phase (at Install the), over an authentle channel

ipki prepk, Sigma, (prepks). muliple cprepk,

up with pecr T (Re:
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ITporokon Signal. Overview Perucrpanus

N

P CRYPTOPRO

i _FFTeTamhT sala
yCTaHOBKa: regepanud KJIIOYEeBbIX I1ap

o (ik, ipk) (Identity Key Pair) — mosaroBpeMeHHbBIH KIH0Y;
o (prek, prepk) (Signed Pre Key) — mpomexyTouHBIi K0,

rjie OTKPBITast 9acTh Prepk rmojnucana ¢ MOMOIIbIO Kioua IK
(multiple peers);

o {(eprek, eprepk)} (Ephemeral One-time Pre Keys) — na6op
OJIHOPA30BBIX KJf0Yeil (Ipu HeOOXOAUMOCTH MOMOIHSIETCS ).

Perucrparnns:
. § .
ikg, prekp < Zq . ipkp, prepk ., Sign[-k” (prepk ), multiple eprepkp,
multiple eprekp + Z,

! Kanasr ayrentudunimpoBatublii |
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ITporokous Signal. Overview Nuaunuanusanus
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B CRYPTOPRO
o
Nunnpanuzanust (HEMHTEPAKTUBHAS ) :

o Aumnca (uHuimaTop) sanpamuaer Janabe Boba y cepsepa.

@ BoiosHsieTesi «0AHOCTOPOHHUIT» IIPOTOKOJI BHIPAOOTKHU 00IIIe-
ro cekperHoro 3uadenust Mms (Master Secret).

e C nomorpio guBepcudUKAIUU U3 3HAYEHUs MS BbIpabaThiBa~
torest kioun rK (Root Key) u ¢k (Chain Key)

Client instance 7”4 stage [0] ‘ B

ipkp, prepkp, Signy . (prepkp)|, eprepk ]

3
ks <2y Client instance 7,, stage [0] ‘
epk 4, key identifier for prepk [, eprepk ]
ms « (prepk p)*a | (ipk ) %a || (prepk )% confirm possession of prek |, eprek p)
if eprepk g then ms msH(sprepkBJFkﬂ ms < (ipk , )75 || (epk )= || (eph 4} 5
rhy ok Ei, KDF (ms) if eprepky, then ms « ms||(epk, )P %5
1

rky,ck© « KDF (ms)

! Kanasr ayrentudunupoBaHHbIii |
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ynal. Overview

ITporokour §

Signal Key Exchange KDF

Nunnuanusanus

N
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‘ Client instance 7', stage [0] ‘

ek, &7,

epk 4, key identifier for prepkp, [, eprepk )

‘ Client instance 7, stage [0]

ms < (prepkp)*+ || (ipk p)™*+ | (prepk )+
if eprepky then ms — ms| (eprepkp)*s

confirm possession of prek |, eprek g
ms  (ipk )75 || (ephk ) ¥ 5 || (epk )Pk
if eprepky then ms — ms||(epk,, )¥ s

Bo6:  ms = (ipka)P"*"®||(epka)™®||(epka)

Asmuca: ms = (prepks)™||(ipks)**||(prepks)®[||(eprepk)*]

L CTAS

initiator
signed prekey
identity key

one-time (pre)key

responder

prek 4
iky %/
ek y = eprek g

prek g

iky

Assymmetric triple-DH
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ITporokon Signal. Overview [OISYEIEE

OO6MeH COODIIEHUSIMMU:

caejytonieit muBepcuduKaIum.

ck?

S

+1
ck*

[HMACM(O): [HMACM y(1)]

z

HKDF (z, “message”)

mk”

Symmetric ratcheting

e AEAD mmdpposanue Ha Kiode mK.

N
P CRYPTOPRO
e FFTITATRT salav

e Jlisa kaxk0r0 HOBOTO coobiiennst n3 Kiaoda CKY (Chain Key)
BbipabatbiBaerca Kiod mkY (Message Key) u kiou ck? ! s

‘ Client instance 7y, stage [y] ‘

AEAD,, »— (message, AD — ipk ik, y)

‘ Client instance ;. stage [y]

k" mk? — KDF (ck¥)

k" k¥ — KDF (ck¥)

23.03.17 13 / 43



ITporokon Signal. Overview ITepecornacoBanue
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Yuer Harpyskn Ha Kmod ckO:

rki

|

dh —{HKDF (rk,  dh. “ratchet”) |

S \
o
A‘\/ '7"4.],,

rkis1 ck®

Assymmetric ratcheting

o O6men HOBbIME 3deMepHbIMU 3HadeHusIMU DH 17151 BbIpaboT-
Ku 3uadenus dh;

e Bripaborka HOBBIX 3Hadenuit rk u ck® ¢ momompio GyHKINN
auBepPCuUKAIIN.
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ITporokon Signal. Overview CroiikocTh
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MOJEJIb ITPOTUBHUKA MS-IND
(The multi-stage key indistinguishability security)

l BosMokHOCTH TTPOTUBHUKA: | AKTUBHDII ITPOTUBHUK, TIOJTHOCTHIO KOH-
TPOJIUPYIOUINA CETh.

o NMuuruupoBanne HECKOJBKIX MAPAJLICTBHBIX CECCUN MEXK LY JTIO-
OBIME KJIMEHTAMU C JTIOOBIM pacIipe/leJIeHueM pPOoJeii;
o IlepexBar u mojgMena JioOBIX COOOICHMIT B KaHAJIE,

e HacruuHoe pPACKpBITHE CEKPeTHOH uHMOPMAIMU TIPOU3BOJIb-
ubix ceccuit (ik, prepk, mkY).
Yrposa: | ornaenne Kioda mMKY (Message Key) npoussosbroro
«HEPACKPBITOTO» 3Talla TPOU3BOJIBHON «HEPACKPBITON» CECCUU OT
CJIy4aliHOU CTPOKMU.
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ITporokon Signal. Overview CroiikocTh
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BrrTekaroriue cBoiicTBa:

e KoppekrHocTs;
o KondwuaennuasHOCTD;
o (Hegsnast) ayrentucdukarnyus;

o Forward secrecy.

Theorem

[Cohn-Gordon et al.| B mpemoioxkennn BEIYUCTUTEIBHON TPY/THO-
cru 3agaan GDH (Gap Diffie-Hellman) nporokos Signal croiikuii
B Moziesn MS-IND co ciyuaitnbiv opakysiom (KDF).

| GDH = CDH®wo+ |
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ITpoTokou

al. Overview

‘WhatsApp vs Signal

/N
P CRYPTOPRO
Mie FRCTaTHT_ sala
WhatsApp Signal
Open-source code X v
E2E Signal Signal
Howmepa tenedomnos B
Metadata Bea moboumast X3MIAPOBAHHOM BI/IU,ZLG,
urdopmMarms BpEMsI TTOCJIE THEIH
aKTUBHOCTHU
gt Coobrmienns key fingerprints key fingerprints
3BOHKH key fingerprints two words
JIAHHBIE XPAHATCSA HA
finly WO JIAHHBIE XPAHITCS HA yCTpoiicTBe B

XpaHeHue JaHHBbIX

YCTPOICTBE B
OTKPBITOM BHUJE

M POBAHHOM C
ITOMOIIIBIO TTAPOJIST

BUJIE
YassumocTn X X
] 23.03.17
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[Tporokos: Wickr Messaging Protocol (dbespasb, 2017)
Paszpaborunk: Wickr Inc., San Francisco, US
[Ipororumn: Wickr Professional 2015

o Perucrpanus nmoian3oBareist
o Perucrpannsa ycrpoiicTBa mosib30BaTe s
e OOMEH COODIEHUSIMUI

o XpaHeHue KJ04Yel U JAHHBIX Ha YCTPOUCTBE
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Mhic_PRESTIT
[eneparus kiroueit U1 WACHTH(MUKATOPOB OJIB30BATES:
o Kumouesas nmapa Kr u PKr (Root Identity Key Pair)

o CI/IMMETpI/I‘IHBIe KJI1049H1

o Krs (Remote Storage Root Key)
o Knsr (Node Storage Root Key)
o Krbk (Recovery Bundle Key)

e nentudukarop IDr (Root identifier)

= PKr, IDr =

'Kanaj ayreHTuhUIMPOBAHHBI!
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N\
[eneparug Kioveil n WIeHTUPUKATOPOB YCTPONCTBA! ’\C/Rm

o KiroueBnle mapnl

o Kn u PKn (Node Identity Key Pair)
o Hab6op {KEn,PKEn} (Node Ephemeral Key Pairs)

o Cummerpuunstii kitou Klsd = KDF(Knsr||Device data)
(Local Storage Device Key)

@ UNnentuduxaropsl

o IDn (Node identifier)
o HaGop {/IDken}, coorercrBytommuii 3eMepHBIM KITIOTaM.

= PKn, Signy;(PKn), IDn =
= {PKER, Sign,(PKEN), IDken} =

e 23.03.17 20 /43



[ToaroroBka KJIFOM€BOM MH(MOPMAIINN:
[Momyvenne oTKpeITON HHMOPMAIUE OT cepBepa (MICHTHMOUKATOPBI 1
[TOIUCAHHBIE OTKPBITHIE KJIIOYN APYIUX YCTPOHCTB OTPaBUTES U BCEX

N
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YCTPOJICTB MOJIyIaTest):

AJIMCA

@ [Dr;, PKr, (Kirou nosib3oBareiis)
e IDn, PKn, Signy;, (PKn) (Kitou ycrpoiicrsa)

e IDken, PKEn, Signk,(PKEnN) (Oxtopa3oBslit 93¢dbeMepHbIii Kot )
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" . N
[Tepemaua coobmennit (Node-to-node): P CRYPTOPRO
@ Tlenepanms cummerprunoro kimoga Kpayload
© Broruncienune Kheader = KDF (IDrs||IDns)
© Tenepannsa sdpemepnnx kmoueit KEs and PKEg

© /[y KaxXK70ro yCTpOMCTBA-TIOIyIaTe s

@ Kexchn = KDF(DH(KEs, PKEN)||PKrs|| PKr;||IDn)
© KEDn = EncCyexchn(Kpayload)||IDn||IDken

@ KEL = KED1||KED2||...||KEDn (Key Exchange List)
Q Bporuucaenune EPH = Encipeader(PKEs||KEL)

@ Boruncienne EP = Encypayioaa( Content)

= EP||EPH||Signyn,(EPH||EP) =

e 23.03.17 22 /43




[Tpuem coobrmenus EP||EPH||Signk,,(EPH||EP):

N
P CRYPTOPRO

Q Ilonyuenue naentuduxaropos IDrs u IDng u coorseTcTBYyIOMUX OT-
KpeIThIX Kmoueit PKrg u PKng ot cepsepa.

@ Ilposepka nommucu Signks,(EPH||EP).

@ Beruucienune Kheader = KDF (IDrs||/Dns)

@ Deckpeader(EPH) = PKEs||KEL

@ Ilo IDn u IDken suibop KEn, PKEnN

O Kexchn = KDF(DH(KEs, PKEN)||PKrs||PKr||IDn)

@ Boraucnenne Kpayload = DeCkgychn( ENCrexchn(Kpayload))

Q Bboruncrenne DeCkpayioad(ENCrpayioad(Content))
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CsoiicTBa:

o Identity hiding;

e Forward secrecy;

o AyrenTuduxarms cooOIEeHNI.
Nx crommocTh:

o ['eneparnus 60JIBIIOrO KOJIMYECTBA CIYYaliHON HH(pOPMAaIuu Tpu
KaxK /IOl OTIpaBKe COODIEHUA;

e Bripaborka obmiero kioua DH + 3 omneparuu 3amudgposa-
Husi /paciudpoBanus + 2 omepanun jguBepcudukanun + 1
oreparys HOJIINCH /TPOBEPKU TIOJIUCH TIPH KazKJOM OOMeHe
COOOIIIECHISIM.
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XpaHeHue coOOIIEeHMI:

XpaHeHue KJI0Yeii:

o Kmoun Kr,Krs, Knsr xpamnsr-
cd B 3amm(POBAHHOM Ha KJIIO-
ge Krbk suge.

o Kumou Krbk rakzke Xpanures
B 3arnmmdpoBannom Buge. s
mupoBaHUS  HCHOJIL3YETCS

kmoa K = KDF (Passphrase).

o Coobrenus yIa/IsiioTcst 0 TaiiMepy.

N
P CRYPTOPRO
e FFTITATRT salav

o Coobirenus XpaHdaTcs B 3amndpPOBaHHOM Ha KJIIOYe

Kisd = KDF(Knsr||Device data) suse.

(o

4

il

—
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[Iporokosr: MTProto
Paszpaborunk: Telegram Messenger LLP, Telegram LLC.
YHucso noas3osareseii: bosee 100 MiIH.

o IlenrpanmuzoBannoe n E2E mmudposanne.
o Orkporrslii kox kinenra (GPLv2/GPLv3).

e Ko cepBepa 3akpbITHI, ITporipueTapas JUICH3US.

] 23.03.17 26 / 43



N
Perucrpanysa ycTpoiicTBa. B> CRYPTOPRO

Client Server
hohce

server_nonce || n || keuwIDCserver_pk

payload = new_nonce || nonce || serwver_nonce || p ol g

RSA_PRCS#1(server_pk, pauload || SHAltpaylosdi)

K, I¥ = KOF(server_nonce| |new_nonce?

payload = nonce || server_nonce || I p 1l g a |l timestamp

FES256-IGECK, 1Y, payload || SHALCpayload))

g_h = g'h mod p. auth_key = (g_a)"b mod p
pagload = nonce || server_nonce || g_h

AES256-TGECK, IV, pauload || SHALCpauloacy

e 23.03.17 2743



ITporokosn MTProto. Onucanue
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Perucrpanus ycrpoiictsa. @ynknua KDF.

128 bit 256 hit ‘

G-
1 @D
~@RD-

160bit |
[ ] [ |

. 2s6bit | 2s6bit
I

AES key AES IV

e 23.03.17 28 /43
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Bripaborka obriero kioda.
Alice Server Bk
I want to communicate with Bob
Pl Il =zalt_a
a = r_axor zalt_a
“a mod p
Give me OH parameters
poll Il =alt b
b = r_h xor zalt_b
“homod p
---------------------------------------------- auth_key =|g”ab Lo B R Rt hit IRLELEELLEE
T 23.03.17 29 / 43



Bripabotka obriero k/moda.

hash = LSB128(SHA1(auth key))

Encryption Key

1
|
This image is a visualization of the encryption
key for this secret chat with Daniel.

If this image looks same on Daniel’s phone,
your chat is 200% secure.

N
P CRYPTOPRO
Nie AT o

23.03.17
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Tel ITporokosn MTProto. Onucanue

; N
[MIudposanue client-server. P CRYPTOPRO

MTProto, part |
Cloud chats (server-client encryption)

to be encrypted
shared key (auth_key) salt Session_id Payload * Padding
persistent, generated via DH 1 64-Bit 64-Bit | 0-15 bytes
l Note:
msg_key SHA-1 Payload always contains time,
128-Bit length and sequence number

to be checked by the receiving
party after decryption.

KDF
multiple SHA-1

AES key
256-Bit
AES |GE Encryption

AES IGE IV
256-Bit

auth_key_id msg key
64-Bit 128-Bit E"cryptEd data

embedded into transport protocol (TCP. HTTR, )

NB: after decryption, msg_key must be equal to SHA-1 of data thus obtained.
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[Mudposanune E2E.

MTProto, part Il
Secret chats (end-to-end encryption)

N
P CRYPTOPRO
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generated via DH, periodically
regenerated for PFS

KDF
multiple SHA:

AES key
256-Bit

msg_key
128-Bit

AES IGE IV
256-Bit

key_fingerprint msg key
64-Bit 128-Bit

Length - Payload type - Random bytes Layer IN_seq_no | OUT_seq_no
32-Bit 32-Bit min 128-Bit 32-Bit 32-Bit 32-Bit
Message type - Serialized message object Padding
32-Bit Variable length 0-15 bytes
Secret Chat key l Note:

Payload contains length
and sequence numbers to be
checked by the receiving party
after decryption

AAES IGE Encryption

rypted data

embedded into an outer layer of client-server (cloud) MTProto encryption,
then into the transport protocal (TGP, HTTP, ..)

NB: after decryption, msg_key must be equal to SHA-1 of data thus obtained.
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[MTudposanue. Pyukiusa KDF.
o ——
| 2s6hbit | 128bit | 128bit|  2s6bit | 2s6hit |
T T T T T 1
msgikey|:|
128 bit ‘
:;>.+-
L
| @1
1 @1
1 384 bit ! 160 bit ‘
seso Ml
256 hit ‘
] 23.03.17 33 / 43
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o llcnosnbsoBanne nenaaéKkubix npunvutusos (SHA-1, AES-IGE).

e VcmosbzoBanne nensydenubix KoucTpykiuit (KDF kak mpn-
MUTHB, 3aBUCUMOCTDb KJIOYa OT JaHHBIX ).

(] OTCyTCTBI/Ie aHaJIn3a B aJICKBATHbBIX MOIAEJ/IAX HapYIINTEJIA.

e UruopupoBanue MUPOBOTI'O KPUIITOTPADUIECCKOTO OMBITA U €TI0
JIYIIIUX TTPAKTUK.

e 23.03.17 34 /43
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UcnonbzoBanue Hena ékubix npumuTneoB (SHA-1, AES-IGE).

UcnosbzoBanne wensydenubix KoucTpykiumit (KDF kak mpn-
MUTHB, 3aBUCUMOCTDb KJIOYa OT JaHHBIX ).

OTCyTCTBI/IQ aHaJIn3a B aJICKBATHbBIX MOIAEJ/IAX HapYIINTEJIA.

NrropupoBanne MEUPOBOrO KPUTITOTPADUIECKOTO OIBITA U €0
JIYIIIUX TTPAKTUK.

HeonrokparHoe BBISBIIEHNE ONACHO CJIAOBIX KOHCTPYKIIWIT B
IpoTOKO.1€!
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Man-in-the-middle.
Ces3an ¢ UCHOIB30BAHEEM (MIPAKTHIECKN) HCXOIHOIO aIrOPHTMA
Hudbdu-Xemimana.

o Araxa IPaKTUYIECKH OCYIIECTBIMA.

o Mexanusm 3anurhbl HEYI00€H (M TTO9TOMY YaCTO UCHOJIB3YETCs
HEIPABUIIBHO).

o Jlo nexabps 2013 roma MexaHH3M 3alIATHI JIETKO OOXOIMIICS.

auth _key = ((g%)? mod p) @ nonce
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N
On the CCA (in)security of the MTProto. T TOPRY
J. Jakobsen, C. Orlandi, 2015.
Araka 1. /ortonnenne maaauHra.

¢ = (tagl|y:l| .- lly1)

m = (aux||rnd||msg||pad)
¢’ = (tagl|y1ll- .- |lyillr)
m’ = (aux||rnd||msg||pad")
pad’ = pad|pad*

[Maymur npu pacaére tag He UCHOIB3yeTCst!
QopmasbHOE HAPYIIEHUE OIpPEJIe/IeHs, HO:

Q 1pakTHIecKas SKCILTyaTAIA !

@ xuimeHT He uHMOPMEUPYET O Heyciexe pacidpoBanus (!).
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ITporokon MTProto. Ananus

N
B CRYPTOPRO
On the CCA (in)security of the MTProto.

J. Jakobsen, C. Orlandi.
Araka 2. IToamena nociieaero 6J10Ka.

¢ = (tagl\ysl..-[ly)
m = (aux||rnd||msg||pad)

¢’ = (taglly1ll - |lyi=1lly)
m' = (aux||rnd||msg'||pad’)

[lycrs jymna najguara P our, jgmuaa 6710ka mudpa B out.

P(msg = msg') = 2°~8
min(P(msg = msg’)) =28
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}/_C\RYPTOPRO
Man-in-the-middle. Araka 284 e AR Sl

A=g2 mod p B=g®* mod p

Mi=g™ mod p
M2=g™, mod p

1
1

]

1 My Mz

] « >

1

: MiA=M2=gmamod p M2B=Mz=gm* mod p

M1A=A™1 =g™2 mod p
M2B=B™, = g™ mod

[Tepe6bupaem My, My — Kommusua 128-6mTHOrO oTnevyaTka 3a 264!
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Mic AFCETITT salo
Bard, 2006:

[Tudposanue B pexkume IGE apisercs CPA-cToitknm.
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Bard, 2006:

[Tudposanue B pexkume IGE apisercs CPA-cToitknm.

Ho ne BACPA-cToiiknMm!
Araka:

Q@ A= 0 :mys=m;y
Q@ O—-A:ci=myd Ex(mp1 & )
Q@ A= O:myr=m;
Q O—>A:02:mb,1EBEK(mb,2@c1)
@ A—O:mys#ms
Q O—>A:Cg=mb72@EK(mb,3@Cz)
@ b=0 << my1EMy>® C3=0Cs.
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Nie AT o

Ayrentudukalus cooOIIeHmiA.
Ectb koHTpOJIb Tes0cTHOCTH (X31I-3Hadenune, SHA-1, ucrnosb3oBa-

e AES-IGE).

Ayrentudukanuu ¢ ucrnoas3opanneM MAC — ner.
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Cog dyukiua KDF.
Ocnopana na ucnosb3oBannu xsm-dynkinn (me HMAC!) SHA-1.
Her ananusza 6e30macHOCTH.
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Perfect Forward Secrecy.

o NznavasbHo HeT.

e Haumnas ¢ Bepcuu 20 obmmit koa @uth  key tiepecoriacoBbl-
Baerca Kaxkaple 100 coobimenmii.
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Crnacu6o 3a sauManue! Borpocnr?
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