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OpauH aTakoBaHHbLIWN NONb3OBaTeNb

E Kaxable > E Kaxable > 1 n3 5 CMB komnaHum

20 cexyHn 10 cekyHA 3annaTVBLUMX BbIKYN, TaK U He

nony4yuna aocTtyn K ceomm

OpHa aTakoBaHHas KOMMNaHuA AaHHbIM

Ka)Xabie KaXable BCE CTATHCTHUECKUE AAHHEIE NONYUEHS! € 1 pacnp i
2 MU HYTbl 40 ce KyH A anTeupycHoh cetn Kaspersky Security Network (KSN)
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TposiHbI-WndpoBanbLWMKU. PacnpocTtpaHeHue

(] Cna M - paCC bln KI/I { IE!%. ld 9 5 @ % | FW:Payment ACCEPTED M-267689 - Message (Plain Text)  — & I.X‘

Message @

« CaM wudpoBanbLLUMK B atTadve LD |19 2 mesetororder | [ B || Bl areommme a9
. . ¥ Follow Up ~ .
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Respond Actions Cptions [=

MaKpocaMM) From: Tracey Hoover [HooverTracey 74635 @pawluk. org] sent: Wed 3/16/2016 2:46 AM
 Ccbinka Ha WwWudpoBanbLUMK/3arpysdmnk o ™
Subject: FW: Payment ACCEPTED M-267689

B TEJlE

-] Message | B | payment_document_267689.zip

e DKCNMOUT-MaKu

Please check the payment confirmation attached to this email.

The Transaction should appear on your bank in 2 days.
» 3apaxeHune

Thank you.

3MTOYMbILLUITIEHHUKAMU BPYYHYIO || 1races soover

Financial CEQ




YTo wndpyror?

«dDannbl Ha NokarnbHbIX AUCKax

* Llennkom

*HacTn4yHO (3aronoBoOK/BCE KpoOMe 3arofioBka/criydyanHblie
obnactn)

*Pansbl HA CeTeBbLIX AUCKax
* Pa3genbl nokanbHbIX ANCKOB LIENMUKOM
*CncrtemHble obnactu gmuckos n pasgenos (MBR, MFT)



Yem wndpyrot?

Bbinn obHapyXeHbl TPOAHbI, NCTMOSb3YOLLNE:
* CaMOrnncHble CUMMETPUYHbIE LUNAPbI
*CTaHOgapTHble CUMMETPUYHbIE LU PBbI

e CTaHOgapTHble aCUMMETPUYHbIE LLNMPBI

* KomOMHauum

Peanusauus LunpoB noyTn Bcerga onbnunorteyHas
(CryptoAPI, OpenSSL, mbedtls, axTLS, LibTomCrypt n 1.4.)



Cxembl pacnpeneneHnsa Knovyen

* KIntoy oanH Ha BceX XKEepTB, COAEPKUTCA B TEJIE TPOAHA

* Kntou reHepupyetca Ha C&C n oTnpaBnaeTcs TPOSAHY No
3anpocy

* Kntou reHepupyetca Ha 3apaxeHHoM [1K 1 oTnpaeBnseTcd Ha
C&C

* Kntouy reHepupyetca Ha 3apaxeHHoM (1K, wundpyertca u
coxpaHsieTc4
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CryptoDefense

*RSA-2048
*MS CryptoAPI

All files including videos, photos and documents on your computer are encrypted by CryptoDefense Software.

Encryption was produced using a unique public key RS5A-2048 generated for this computer. To decrypt files you
need to obtain the private key.

The single copy of the private key, which will allow you to decrypt the files, located on a secret server on the Internet;
The server will destroy the key after a month. After that, nobody and never will be able to restore files.

In order to decrypt the files, open your personal page on the site
and follow the instructions.

If is not opening, please follow the steps below:

1. You must download and install this browser hitp/fwww torproject. org/projects/ftorbrowser html.en

2_ After installation, run the browser and enter the address:
3. Follow the instructions on the web-site. We remind you that the sooner you do, the more chances are left to

recover the files.

IMPORTANT INFORMATION:
Your Personal PAGE:

Your Personal PAGE(using TorBrowser):

Your Personal CODE(if you open site directly):




CryptoDefense

*Mpu 3apaxeHnn reHepupyeT RSA_, + RSA
OTtnpaensaeTt RSA,;, Ha C&C
*LLindopyeT dpannel uenmkom Ha RSA

CnabocTu:
1. MoxHo nepexBatutb Tpauk ¢ RSA;,

2. Owwbka npu ncnonszosaHun CryptoAPI — He ynansiet 3a cobon RSA;, Ha
3apakeHHoMm [1K



CryptoWall

* «YNyJLleHHasa»
BEpcus
CryptoDefense

*AES-256 CBC
*RSA-2048

What happened to your files?
All of your files were protected by a strong encryption with R3A-2048 using CryptoWall 3.0
Maore information about the encryption keys using RSA-2048 can be found here: hitp:len wikipedia. orawikilRSA (cryptosystem)

What does this mean?

This means that the structure and data within your files have been irrevocably changed, you will not be able to work
with them, read them or see them, it is the same thing as losing them forever, but with our help, you can restore them.

How did this happen?

Especially for you, on our server was generated the secret key pair R3A-2048 - public and private.

All your files were encrypted with the public key, which has been transferred to your computer via the Internet.

Decrypting of your files is only possible with the help of the private key and decrypt program, which is on our secret server.

What do | do?
Alas, ifyou do not take the necessary measures for the specified time then the conditions for obtaining the private key will be changed.
If you really value your data, then we suggest you do not waste valuable time searching for other solutions because they do not exist

For more specific instructions, please visit your personal home page, there are a few different addresses pointing to your page below:

1. paytocdgipnbczl 2 optiontorway? . coms lemfssd

2. paytocdgtpnSczl?.payoptionstorwayd . coms loemfssd
3. paytocdgipnoczle.decryploptionstors. coms/ lemfssd
4. paytocdgipnSczle. decryptoptions2015. coms lemfesd

Iffor some reasons the addresses are not available, follow these steps:

1. Download and install tor-brows er: hitpifwww.torproject org/projectsforbrowserhtml.en
2. After a successful installation, run the browser and wait for initialization.

3. paytocdgtpnbocz 12 . onionslonfssd -1 Type in the address bar

4. Follow the instructions on the site.

IMPORTANT INFORMATION:
pavtocdgtpnScz 12 . optiontorway . conslonfs=d  -AYour Personal PAGE
paytocdstpnGez12 onionlenfzsd = Your Personal PAGE(using TOR)

lcmfssd  -Your personal code (if you open the site (or TOR "s) directly)




CryptoWall

KombunHnpoBaHHasa cxema AES+RSA
* [Tony4daet nybnunyHbin kntod RSA-2048 ot C&C
* YHUKanbHbIX KNtod AES-256 Ha kaxabin pann (CryptGenKey)

e ®avnbl Wwndpyet yennkom AES-256 CBC, Iv = 0, PKCS5
padding

 LIndppyet um knroun AES, nomellaeTt pesynsraT B
3allmndgpoBaHHbIE dannsbl



CTB-Locker
e AES-256 ECB

* Indbcpu-
XennmaH Ha
ANTINNTUNYECKON

kpmeon (ECDH)

* KpnBas
Curve25519

TSI T TSIy

Your documents, photos, databases and other important files have been encrypted with strongest
encryption and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can decrypt your files
until you pay and obtain the private key.

You only have 96 hours to submit the payment. If you do not send money within provided time, all
your files will be permanently crypted and no one will be able to recover them.

Press “iew’ to view the list of files that have been encrypted.

Press ™Mext’ for the next page.
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CTB-Locker

* B Tene TposHa cogepxutca EC._...pub
* [1pn 3apaxeHunun reHepupyeT: EC . ..ionPrV + EC.cinnPUD
* KS = ECDH(ECmasteerb1 ECSGSSiOI’]priV)

* EC  .ionPriv wndppyet AES c kntovyom SHA256(K,) 1 oTnpaeBngeT Ha
cepBep

* EC..ionPUD OTNpaBngaeT Ha cepBep B OTKPbITOM BUAe

* Ha kKaxabin dpaunn:

* HoBaga napa EC;priv + EC;pub

* Ki = ECDH(ECgessionPUb, ECy;epriv)

* lLndppyet pann AES c knrodom SHA256(K;)




TorLocker

EAShEOzh—

*AES-256 ECB
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TorLocker

*B Tene TposHa coaepxarca 128 nybnuyHbix knoven RSA-2048

* icnonb3yeT 1 U3 HUX, BbIOOp nNo dpopmyre Ha ocHoBe umeHu [1K,
CEPUNHOro HomMepa CUCTEMHOIO Aucka

* Ha kaxxgbln dpann reHepupyet kntod K (256 our,
CryptGenRandom)

* LLlndopyet makcumym 512M06 cbamnna AES-256 ECB c kntoyom K
* B KoHel, dpanna nomellaet RSA(K)

CnabocTtu:
1. Marnble nybnn4yHble 3KCNOHEHTLI (3, 5, 7)
2. Wundppyetr RSA 6e3 nagavHra



Rack (paHHaa moaundumkaums)

aka TorrentLocker,
Teerac, Racketeer

() A E S - 2 5 6 ‘ I R ¥YOUR SYSTEM IS HACKED
all your files was encrypted with Cryptolocker!
This means that without a decryption key the recovery of your files is not possible,

If wour files have a value to you and you are wiling to pay me for the decryption key please contact rme:
® — decrypt-request@rnail.La

You have 3 days to pay for my services, After this period, you will lose all your files,

- Anti-virus software can remove Cryptolocker, but can not decrypt your files, The only way to recover your files -
[ I O I I l ry p is to pay for the decryption key.

Information for 1T-specialists:

Data was encrypted with AES (Rijndael) algorithrm with the session key length of 256 bits, Session key is
encrypted with RSA (20482 bits) algorithrm, Public-key is enclosed into CryptoLocker, Private-key for decryption of
the session key is stored only in my database,

To crack this key, you wil need more than a milion years time.

I

——-- Encrypted Session Hey Begin ———-—

1305693 FECEDDES71IZ1EDED 748B01084343004878DEEPFEDZ07ELFEZEFFYE07EQO7CDGEDLZ1e00F09245ED1AFSEE
2E7EBLE4E4 57 E010BER oD EZ Y FEAZ D00 EECESEVAD 7 ESADOCCEODEOD4AZ 16 EFEEOCE 12D AcAICAD D467 3E6EAL
L7EEDCIEBEZEEEV45EEB7S9BDFPAZ4053D0E1 2177 ECESESS0ER4D EL023E043B0D 35D F 263 FACGOFEEFE4D 21 144B4687
4FCElFEQZEB1E2 7 SFFAOEL L Ac20CACEcA0E4dBE2 3 EZEB383BEZADE98CC211014CE000C473ED 17 7FEASDEZCAESRDE
Z3EDD4FEE471E3DDEESDAEDD EEZ03F8DE8EA13353140C6RE116A0ZEE5FZ1ARB1A1CAEC1I0GCF3SATEFDE7534F313
SEZBSEZ47EEB19Z70FESE76E55EZFETO1995]198F845BEOS0ECE36C2ZELIRB YD CAD

——-- Encrypted S2ession EKey End —----

i start| | ) m YOUR SYSTEM IS H... T«



Rack (paHHAAa moaudukauma)

*B Tene TposaHa coaepXxuTcs nyonunyHein knod RSA-2048

*[eHepupyeT Kkntoy K (256 6uTt) — ognH Ha Bce paunel. [TICYH
Yarrow

* B peecTpe coxpaHaeT RSA(K)

* LLlIndopyeT nepBbie 2M6 danmna AES-256 CTR c krntoyom K,
nonce PUKCUpPoBaHHbIN Ha BCce paunnsbl

CnabocrTb:
OauH KoY 1 nonce Ha Bce dhannbl + pexxum CTR



Bart

Llanguages: - Englsh j G0

+3anaponerkibie

ZI p_a pXM Bbl We present a specil softwar e - Decryptor Bart™ -
which allbws to decryptand return control to al your encrypted filkes.
 ECDH

* KpnBag
SeC p 2 5 6 r 1 You can make a payment with BitCains, there are many methods to get them.

You should register BtCoin walet

How to buy Decryptor Bart™?

Simplest onlne vallet or Some other methods of creating wallet

H Purchasing Bitcoins, atthough it's noty et easy to buy bitcons, k's gettng sinpler every day.

Here are our recommendations:

bcabitcoins.com (W) Buy Bitcons wich Western Union.
coincafe.com  Recommended for fast, simple service.
Payment Methods: Western Union, Bank of America, Cash by FedBx, Moneyaram, Money Order. In NYC: Btcoin
ATM, n person.
bcabitcoins.com  Service allows you to sarch for people in your community wiling to sell bitcoins to you directy.
cesjo  Buy Bitcoins with VISA/MASTERCARD or wire transfer.
btcdirect.eu  The best for Europe.
bitquick.co Buy Bitcons instantly for cash.
howtobuybitcoinsinfo  An intermational directory of bitcoin exchanges.
cashintocoins.com  Bitcoin for a@sh.
coiniar.com  Coindar alows direct bitcoin purchases on ther ske
2l pro.com



Bart

*B Tene TposaHa cogepxutca EC, . ./pub

*['1pn 3apaxeHunun reHepupyet: EC, ..o Priv + EC. ..ionPUb
’ KS - ECDH(ECmasterPUb’ ECsessionpriV)

« CXumaet gpaunsl B zip-apxmBbl ¢ naponem: base64(K,)
*B TekcTe TpeboBaHun coxpaHaeT: base64(EC, . .i,,PUb)

CnabocTtu:
1. Ypanget opurnHarnbHble doansbl 6e3 nepesanucu
2. Cnabbi wudp ZipCrypto nogoaetca atake KPA



G O O p i C 2 Your files have been crypted o] @ (=

HOW TO UNLOCK MY FILES? HOW TO BUY BITCOIN? PAY NOW PAYMENT HISTORY

*RC4
« \ (V)

ARE

ENCRYPTED AND ARE UNUSABLE

You can decrypt files very easily by following the information below




Goopic

*[eHepupyeT K (2048 ouT), oTnpaBnseT ero Ha cepBep C&C
e LIndppyet dpannel mogmndouumposaHHbim RCA4

CnabocTu:

1. MoXHO nepexBaTuUTb TpamUK

2. OauH kntod RC4 Ha Bce hannbl => KPA
3. Hectonkmmn I'M1CYH rand() n3 C stdlib
X1 = 214013 * X, + 2531011 (mod 231 - 1)



NTtormn

* Pa3paboTynkn TposAHOB NOPOU OOMyCKakT OLLINOKK

- [laxke ecnn peann3oBaHO BCe BEPHO, MHOrAa paclundpoBaTh yOaeTcs
brnarogaps cooencTBUo C NPaBOOXPaAHUTENBbHLIMU OpraHamMmu

https://nomoreransom.org

3alwuTta u npeaoTBpalleHune:

* PesepBHOEe konnupoBaHue

« Oby4yeHune nepcoHarna, oobHosneHue O

* CTOMKME Naponm Ha cuctemax yganeHHoro gocrtyna

* 3aLNTHbIE PELLUEHUA C NPOAKTUBHLIM OETEKTUPOBAHNEM



Bonpochbl n oTBeThbI

Kaspersky Lab HQ

39A/3 Leningradskoe Shosse
Moscow, 125212, Russian Federation
Tel: +7 (495) 797-8700
www.kaspersky.com
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