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TpeboBaHua DaHKOB K NnaTteXXHbiM HSM

[MnaTéxHblin HSM ponxeH obecne4ynBaThb:

CoBMeCTUMOCTb C UCMNOJSIb3YEMbIM
B OaHKe nporpaMmmMmHbIM
obecnevyeHnem

Tpebyemyo Npon3BOANTENBHOCTb
N BO3MOXXHOCTb
MacLITabnpoBaHus

Tpebyembie pyHKUMOHANbLHbIE
XapaKTEPUCTUKM MO
Kpuntorpadpunyeckon 3almTte

20ck1 scmpausanus PayShield HSM & Garwax (@] I




CoBMeCTUMOCTb C ucnonb3dyembiM 6baHkoBckum 10
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't KoMnNNeKCHOe peLleHmne no
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N nepcoHanuaauum EMV-kapTt
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CoBMEeCTUMOCTb C UCMNoNb3yeMbiM BAHKOBCKUM
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B 4éMm cnoXHOCTM BCTpamBaHus

- CnoxHocTb

1. OTcyTcTBUMe yHnBepcanbHoro APl y PS HSM pa3sHbix npousBoguTtenen
2. OTcyTCcTBME pelueHnn no Knactepusauumm

3. OTcyTcTBME YETKNX TpeboBaHUU MO NpaBuriaM BCTPauBaHUA.
PSI DSS onpegensieT nuwb ooLwune TpedboBaHMA Mo 3awuTe AaHHbIX
Aepxarenen Kapt

4. MHOroBapuaHTHOCTb pelleHUs ueneBbiX (pyHKUMOHaNbHbIX 3a4ay

5. OTtcyTtcTBMe 3HaHUM B obnactn Key Management m oTcyTcTBUe
CTUMYJIOB aBTOMaTU3aL MM NpoLeccoB B 3TOU obnacTtu

6. OtcytcTBMe KBanudpuuupoBaHHOro U 00y4eHHOro nepcoHana B
obnacTn NOCTpoeHna cucteMm Kpuntorpapuyeckom 3almnThbl

7. OTcytcTBMe oOWMX Uerien 1 3apad, pewaemMbix paspadotuumkamu MO un
PS HSM

Bonpocbl ecmpaueaHusi Pa C10 =Sl C“B




CJIOXXHOCTU poXaaroT npoodrnemsl

L CrioxHocT | DpoGnewnt

1. OTcyTtcTBue yHuUBepcanbHOro APly PS HSM pa3Hbix OrpoMHasi TPyOOEMKOCTb B peanusauuu u

npousBoauTenen TeCTUPOBaHUU, 3aBUCUMOCTb OT Npou3BoAUTenNA
2. OTcyTtcTBME pelleHUN NOo Krnacrtepusauum JKcnnyaTauuoHHble ownokn. KnoHupoBaHue
HSM c oagnHakoBbimu LMK
3. OTcyTrcTBMe YETKUX TpeboBaHUW MO NpaBunam lNoka3Haa 6e3onacHOCTb, BCE, YTO He KacaeTcs
BCTpauBaHus. PSI DSS onpeaenseT nuulb obuwme OCHOBHbIX (pYHKLMOHaNbHbIX NPOLIECCOB,

TpebGoBaHMsA MO 3aluTe AaHHbIX AepXaTenen KapTt Aenaetcs 6e3 yyéta TpeboBaHUMn
(AAK) v KpUTUYHbIE ayTeHTU(PUKALUOHHbIE AaHHble

(KAL)

4. MHOroBapuaHTHOCTb peLueHUs LueneBbIX NMpuHMMaeMble TeXHUYECKNEe peLueHns He
(pyHKUMOHaNbHbLIX 3aga4 onTUMarnbHbI U QOpOrm

5. OTcyrcTBMe 3HaHMK B obnactu Key Management u CmeHa Knro4ven — npouecc NpakTUyYeckn He

OTCYTCTBME CTUMYNOB aBTOMaTM3aLuun NMPOLECCOB B  BbINONIHUMbIA B BbICOKOHArpy>eHHOM cucreme
3TON obnacTu

6. OtcyrcTBMe KBanudMUUPOBAHHOIo U 06y4YeHHOro Owun6KM B NPOEKTUPOBaAHUMN U , KaK cnencTeue,
nepcoHana B 065acTy NOCTPOEHUsi CUCTEM BO BHeIpeHUU peLueHum
KpunTorpacgu4eckon 3awmTbl

7. OTcyTcTBMe OOLWMX 3a4a4, peluaemMbix MO oTcTaét BO BHeAPEHUU HOBbIX MEXaHU3MOB
paspabotumkamm MO n PS HSM 3awWmThbl, peannm3oBaHHbIX B PS HSM




Yto nenatb?

Pa3paboTtaTtb U NPUHATL HOPMATUBHbIU
OOKYMEHT, onpeaensilowm npasuna
BCTpauBaHus )

Pa3paboTaTtb U NPUHATbL HOPMaTUBHbIN
AOOKYMEHT, onpeaensaowmmn nopsaaok ayaura
BbIMOJSIHEHUS NPaBuUN BCTpanBaHUA )

MakcumanbHO aBTOMaTU3MpoBaTb Npoueaypbl
yrnpaBneHus Krovyamm

Pa3paboTtaTb yHUBepcanbHbin Kpunto API }




MPOBEPEHO PCI DSS

I'Ipusecm XpaHMMbIe JaHHBIe K

XpaHeHuHe
JnemMeHT faHHBbIX HeYUT 2eMOMY BMAY COTMAcHO TpeboBaHMI0
paspeweHo 34
E Homep kapTel (PAM) Ha Ha
g HMma gepsaTens KapTal Ha HeT
= ank
7 CEpEMCHEIA Kog Ha HeT
3
e HaTta MCTEYERNA CpOKa fa HeT
B AEACTEMA KapTel
[ =
o MonHele AaHHele Tpekos® Het HenkzA xpaHWTe cornacHo Tpeboeanwo 3 .2
A
et Kan? CAV2ICVCICwy 2 D Het HenksA xpanuTe cornacHo Tpeboganmg 3 2
& MAH-raA 1 (Mne) MNWH-Bnok” Het HenksA xpanuTe cornacHo Tpebogadmg 3 2

Tpeboganua 3.3 1 34 PCI D35 npumeranToa Tanekn € PAN. Ecnw PAN xpannToA BMecTe © apyrimm znemedTamin AAK, To cornacHo TpebogaHum

3.4 PCI DS5 NpUEDAWTE K HEMHMTAEMO MY BMOY HEOGx0aumMo TonNeko PAN.

Mocne aeTopMIaUMK xpaHKTe KA 2anpew eHo (Aaxe B 3aWKng posadHoN suae). JanHoe ThebosaHWMe AeACTEYET, Aawe ecny PAMN oTCyTCTEVET B
cpeae. JpraHvzaumAaAmM cnedyeT CBAZATECA CO CEOMMKM 3KEIMPEpamM MKW HANPAMYH C KOHKPETHEIMM MEX DYHAPOAHBIMK MNATEXHEMK CHCTEMAMM,
YTOBR! YEHATE, PA3PEWAETCA MW xpaHKMTE KA A0 aBETOpMIAUMK, B TEMEHWE KAKOMD CPOKA, 3 TAKKE Y3HATE 0 COOTEBETCTEYHILLM: TRE DO Ba HWAX K

MCNONbI0EAH MK M 33LWWTE JaHHELX.

ankax (@)
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