OCo0OEeHHOCTHU U3BJIEUEHUH

NAdHHDBIX U3 MOOHJIbHBIX YCTpOﬁCTB

KapoHaees A.M.
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MeTo bl U3BJIeYEHHUS JAHHBIX
M3 MOOUJIbHBIX YCTPOWCTRB

> AnnapaTHble (Pusmnyeckue)
> [1porpammHble
> [1porpammHoO-annapaTHble
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AnnapaTHbIe METO/bI

LTP 25-pin

> Chip-off
> JTAG
> |SP

. . y
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[lostHOMMCKOBOE HIMPPOBAHKE

Crypto Footer ' '
Encryption Parameters '

Encrypted Disk

Encrypted DEK

e Password/PIN/Pattern
‘ .
4
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PacmudpoBbIBaHUE JJAHHBIX

> CNpoCUTb Napo/ib

Encrypted Disk ‘ PE———
!

\ salt

> ATaKa rpybomn cnnowm

\
Wi
> CnoBapHad aTaKa nH%; |

[ Moﬁ“nb“bm © OkcnaxeH Codreep, 2000-2017
: “IIHMHIIaIIHGT http://www.MO6MABHBIA-KPUMUHANKCT.pd




ATaka rpyoou cujou

> TpebyeT MHOro BpeMeHMU

> YenoBeyeckum pakTop

> Ycnex He rapaHTUpPOBaH
(3a pasymHoe Bpems)

N )
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C/sioBapHas aTaka

> YenoBeyecknin GakTop
> IPPEKTUBHOCTb 3aBUCUT OT

3HaHWA MHPopMaL MK O BhagenbLe \\

Cxoxwue naponu
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[HlnppoBaHUe Cc annmapaTHBIM KJI0Y0OM

PIN/Password/Pattern

K1

(256 bits)

Zera Pad
{mot proper PKCS padding)

IK2 . Padded IK1
(2048 bits) RSA Sign (2048 bits)

KEK

128 bits
K3 : )

(256 bits) v AES-CBC

(128 bits)

Crypto Footer

Encryption Parameters
Encrypted DEK
Scrypted IK

DEK
(Randomly Generated — 128 bits)

KeyMaster Key Blob

Hardware-Bound RSA-
2048 Key

Scrypted IK
(256 bits]




[[luppoBaHMe C anmnapaTHbIM KJIHOYOM

o4

File System Key <
Hardware Key . o E

File Metadata

Class Key File Contents
File Key
Passcode Key - :
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[[IuppoBaHMe C annapaTHbLIM KJIKYOM

> AnnapaTHbIX MeTO40B HeA40CTAaTOYHO
[lporpammHbie meToabl
[lporpammHoO-annapaTHble meToabl
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[IporpaMMHBbIEe METO/bI

- > Yaszsumoctn B OC

f\j > KacToMHbIV recovery

[
i,

%
[
# |

g . )
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Ya3pumoctu B OC

> NonyveHune aoctyna Linux shell
> [oBbllLEeHWE NPUBUIETUIN

> YTeHne namaTtu
r
— Ed — 3

N\ . )
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[Tonyyenue goctyna Linux shell

> Screen Lock
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Ya3Bumocts Mmoziema LG

=) Device Manager
File Action View Help

&= @EHE & B2RS

5 Imaging devices

= Keyboards

& Lenovo Vhid Device

):! Mice and other pointing devices
4 || Modems

| LGE Mobile USB Modem

A Monitors

¥ Network adapters

G Picks

I Portable Devices

% Ports (COM & LPT)

= Print queues

2 Processors

k @Lc

3

S Y
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YazBumocTb MTP Samsung
a

— T
( Moﬁ“nb“bm © OkcnpxeH Codteep, 2000-2017

: “"“M““an“ﬂ' http://www.MO6MABHBIA-KPUMUHANKCT.pd




YassuMocTb HHTepdeirica Android

> https://www.youtube.com/watch?v=J-
PFCXEgQBTA
> https://geektimes.ru/post/262574/
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https://www.youtube.com/watch?v=J-pFCXEqB7A
https://geektimes.ru/post/262574/

Ya3BumocTb uHTepderica i0S

> https://xakep.ru/2016/11/18/ios-lockscreen-

bypass-2/

> https://www.youtube.com/watch?v=L WJG5I
8xCDU
3 | Mnﬁ“nb“bm © OkcnpxeH Codteep, 2000-2017
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https://xakep.ru/2016/11/18/ios-lockscreen-bypass-2/
https://www.youtube.com/watch?v=LWJG5I8xCDU

Ya3BumocTb uHTepderica i0S

> https://xakep.ru/2016/12/02/activation-
lock-bypass/
> https://www.youtube.com/watch?v=yygvBJ

BFy4s
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https://xakep.ru/2016/12/02/activation-lock-bypass/
https://www.youtube.com/watch?v=yygvBJBFy4s

I [loBbIlLIEHHWE IPUBUJIETUU

> CVE-2014-3153
> CVE-2015-3636 1

S> —
> CVE-2015-1805

> CVE-2016-5195

N\ . )
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KacToMHBIM recovery

N )
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[IponipueTapHbIe IPOTOKOJIBI

> Download Mode MTK
> Download Mode Spreadtrum

> Firmware Update Mode LG
> Advanced Logical i0S <8.3

N )
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[IporpaMmMHoO-anmnapaTHble METO/bI

> AnnapaTHble YA3BUMOCTU
> CVE-2015-6639
> CVE-2016-2431
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[TonBeneMm MToru

PaccmoTpeHbl pa3ainyHble meToabl
N3BJI€YEHMNA AAHHbIX N3 MODOUIbHBIX YCTPOMCTB,
a TaKKe 0COOEeHHOCTUN UX UCMNONb30BaHUA C
Y4ETOM COBPEMEHHbIX METOA0B 3aLLMNTbl TAKUX
Kak Screen Lock u Full Disk Encryption
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‘MoGunbHblii KpMMHHANHCT

Cnacu60o 3a BHUMaHUe!

Bonpochbr?

KapoHaeeB AHapen MuxannoBuy
karondeev@oxygensoftware.com
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