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BcTpoeHHble ycTponctsea (BY)

BbusHec-nornka Hardware
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MeToanKa NnpoeKTnpoBaHUA
3allMLLEeHHbIX BY

Cneyuguxkayuu

KombuHuposaHue scmpausaembix

KOMIMOHEeHMmMOo8 Ha OCHOBE Npasus
TpeboBaHuA -@-
(AL
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LloCcTynHblE KOMMNOHEHTbI @ ‘

BusHec-norunka
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OkpyxeHne SW/HW KomnoHeHmsI 3au4umel

Mpobnembl 3aWMUThI
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Ctaanm metoanKu

cTaaus

OnpepaeneHne GyHKUMOHANbHbIX TPEOOBaHUN 3aLLUUTDI

NpeHTudUKauma anbTepHaTUB KOMMNOHEHTOB 3aLUTbI

OnpegeneHne YNcneHHbIX HedyHKLMOHAbHbIX OrPaHUYeHN I

Al W N -

MonyyerHune 3HAYEeHUNM HePYHKLMOHANbHbIX NOKa3aTteneu
KOMMOHEHTOB 3aLWUTbI

MonyyeHne KpuUTepmeB oTOOP KOMMNOHEHTOB 3aLMUTbI

@)

BoluncneHne cymmapHbix HedPYHKUMOHANbHbIX 3Ha4YeHUn AanaA
KOHpUrypaumm

NonyyeHne onTMMaaibHOW KOHUrypaLUm
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OnpepeneHmne PyHKUMOHA/IbHbIX
TpeboBaHUM 3aLmnThbl (1/3)

Knaccudpukauma Hapywmtena no tuny Knaccudukauyma Hapywmtena no
Aoctyna K BY (Rae’03) YpOBHI0 Bo3morKHocTen (Abraham’01)

Type, - no access (social engineering) Level, - public accessed tools, well-known
vulnerabilities
Type, - no direct access (TCP/IP) Level, - specialized tools, previously

unknown vulnerabilities

Type, - remote access (Wi-Fi, IR, Bluetooth )

Level, - group of intruders level 2

Type; - outward access (COM, USB)

Type, - full access (microchip)

(Ty L) (T L) (T5 L) (Ty Ly) (Ts Ly
Kateropuu Hapywutena (T, L) (T, L) (T3 L) (T4 L) (Ts L)

(Ty L) (T L3) (T L5) (T Ls) (T, Ls)

W ses: Vsages Y cssses- sagess Y
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OnpepneneHne PyHKLUMOHAbHbIX
TpeboBaHUM 3aWmnThl (2/3)

B

Mogenu HapywuTens

Cneundukaumna cmctemol N3BecCTHbIe yrposbl

model

extract
KaTeropun Hapywutensa

®OYHKLUNHANbHbIE <access type, level> d
\ ocobeHHOCTU BY e j

analysis
PenesaHTHbIe KaTeropuu
HapywuTena

match

match

E.g.: cekpemHocmeo [paBuna cTaTMyeCcKoro TeCTUpOBaHUA
busHec-0aHHbIX [Ruiz, et al., 2012]

00a4Ha docmu2amecA N
HQ OCHO8€ CUMM. PeneBaHTHbIe yrpos3sbl

WUppPOBAHUSA C K1HOYOM L § ______F _ _Jddeqguce

He meHee 128 bum PyHKLUMOHANbHbIE TPeOOBAHMA 3aLLMUTHI 8b1X00

stage 1 stage?2 stage 3 H stage 4 - stage 5 = stage 6 — stage’/
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OnpegeneHne GyHKLMOHA/IbHbIX
TpeboBaHuI 3aWwmTbl (3/3)

I'Ipanma CTaTU4eCKoro TeCtuposaHuA

(funct_feature, intruder_cat) - threats

Mpumepbl NpaBuUa CTaTUYECKOro TeCTUPOBaHUA

If not( has_Internet_connection(device) ) - no Type, Intruder

(functional_feature = "Traffic encryption") && ( (type=1-& level=3) v
(type=2 & level=3) v (type=3 & level=3) v (type=4 & level=3)) >
threat = "cryptographic analysis of encrypted messages"

If low financial value of device data—> no Level, Intruders (no reason to protect against
Level, Intruders)

If (comm_interface, Level, and Level, intruder only )= “crypto analysis attack” is
practically impossible

¥ ostoges: Y sge. | 5ages: Y 5866: T
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Cpe,EI,CTBO CTaTn4yeCroro tTeCtnposaHu1A4

® O C EDTesting
Functional # Functional # Attacker Type LVL
11 Local interfaces v 1 Ethernet 2 no access professional
Add Delete 5 Traffic encryption 5 internet professional
9 Sensors 7 small distance beginner
P T 5 1 Local interfaces

small distance v

Attacker LVL

7 beginner -

Add Delete

ID:1

Attack: using of social engineering to gain access to the embedded device

ID: 2
Attack: interception, and forgery modification TCP / IP- messages from the embedded device (MitM)

ID: 3
Attack: DDoS-attacks

ID: 4 v
< >

stage 1 stage?2 stage 3 stage 4 stage 5 stage 6 stage’/
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NpaeHTndPMKaumsa anbTepHaTUB
KOMMOHEHTOB 3aLLUUTbI

E.g.: “obecnevyeHmne cekpeTHOCTU BU3Hec-AaHHbIX Ha ocHoBe SW-cpeacTs 3aluTbl” =
“cummeTpuyHoe wndposaHue” AES/128/192/256, IDEA, ....

PycKpunto 2016, 24 mapTa 2016 .



OnpepeneHne YNCNEHHbIX
HedPYHKLUMNOHANbHbIX OFPaHUYEHUN

Ucnono3osaHue MARTE
“UML profile for Modeling and Analysis of Real-Time and Embedded Systems” (OMG group)

OnpeaeneHne HedYHKLUMOHANbHbIX OFPAHUYEHUN,

KPUTUYECKU BaXKHbIX ana BY

ﬁ
HW _StorageManager

HW_PowerSupply

Communication

o gy
XapPaKTEPUCTUKA

JlomeH 3HaHUM

MARTE HW_Computing
= power_consumes < 1400 mAh
% e ) size < 100*50*10
OrpaHU4YeHnmn

cost < €100

stage 1 stage?2 stage 3 stage 4 stage 5 stage 6 stage’/
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[TonyyeHmne 3Ha4eHNN HEPYHKLUMNOHANbHbIX
NnoKa3aTtesien KOMMNOHEHTOB 3aLLUThI

OueHKa HedpYHKLUMOHANbHbIX MOKa3aTesnen Ans
KOMMNOHEHTOB 3aLLNThI

IMMNNPUYECKUN —
AHannTNYyecKu, Ha
nyTem

C6op AaHHbIX OT OCHOBe OMnbITa
MOAENINPOBAHUSA
pa3paboTymkoB paboTbl co

o KOMMOHEHTOB
SW/HW mopaynen CXOAHbIMM
3aWmThbl (Koraa aTo
KOMMOHEHTaMM

BO3MOXHO)

stage 1 stage?2 stage 3 stage 4 stage 5 stage 6 stage’/
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[TonyyeHmne Kputepmes oTbOP
KOMMNOHEHTOB 3aLUUTbI

AnnemepHamugbl KOMIMOHEHMO8 3auW,umbsl

comp, comp, comp,

!

l l E.g. “energy efficiency” - “cost” -
— “secure storage” - ...

11 1

{4 - VA {4 V4
comp, comp, comps, E.qg. (“energy efficiency”, “cost”)
PeweHus Ha epaHuUybl 8bInyKa0U

060s104KU
stage 1 stage?2 stage 3 stage 4 stage 5 stage 6 stage’/
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Bbibop onTumanbHOro Habopa
KOMMNOHEeHTOB 3awwmnTbl (1/2)

OUCKpemHaa onmumMu3ayus

comp1 comp, comp3 0IMUMAsbHOE peweHue

stage?2

stage 1 stage 3
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Bbibop onTumanbHOro Habopa
KOMMNOHEHTOB 33

Property trees

Wwntbl (2/2)

¢ ] Tree of functional propeties
D canfidentiality of stored data
D authenticity of the communicati
D authenticity of customer

o= O memory
o= [ ethernet interface

o= Jcost

on channel

[] Tree of non-functional propeties

Mios

Configurator
Target System platform Target System properties Results
Trees of properties JAVAZ Functional requirements: Admissible configurations
IPv4 - confidentiality of stored data (SBB.1; SBB.3}
IPVe . of the channel (SBB.1; SBB.4}
- authenticity of customer
Target System platform
Available resources and non-functional properties provide:
- memory
Target System properties _amount = 400 KB
-clock = 0 MHz
- ethernet interf:
__ Bmdracth = 182 Havenc e s
Optimization criterion - =
" - cost {SBB-1; SBB-3}
wvalue = 0 €P§ (SBB-1; SBB-4}
Repository
Optimization Criterion
resource = memory; non-| property = = MINIMIZING
Available SBBs

SEE hame FPlatfarrn requirernents Functional properties Mon-Functional reguirements
3BE-1 [JANAZ] [confidentiality of stored data, authenticity of the co... ([memary.amount=100, ethernet interface. bancdyidt
SBB-2 [0, IPvE] [authenticity of customer] [memary.amournt=80, ethermet interface. bandwitth
SBB-3 [JAMAZ IPvd] [authenticity of the communication channel, authen. . |[memory.amount=60, ethernet interface.bandwidth
SBB-4 [JAMAZ IPVE, IPwd] [authenticity of the communication channel, authen. . |[memory.amount=60, ethernet interface.bandwidth

9 ] Tree of platfarm praperies
[ dmivaz
[y androig

s Phone 7

B the target system hold

Platform Properties
Android

i0S

Windows Phone 7
BlackBerry

-+
L
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Proof-of-the-concept

* Pa3paboTKa cucTtembl KOMMAEKCHOM
6e30nacHOCTU B YaCTU KOHTPO/I MEPUMETPA -
cuctema KoHTtponsa nepumetpa (CKIM)

 KOHTPO/ab AOCTYMNa Ha OCHOBE POJEMN

— ®Ounsnyecknin AoCcTyn B NnomelleHumne
— JocTtyn K yyeHow 3anucu MK

entrance to the room

1

2. start OS session

3. start and OS session
4 exit from the room

CocTtoAaHMA nonb3oBaTens
S1 BOLLe/s1 B nOMeLlleHue
S2 Bowen B yyeTHyto 3anuch MK (Havano ceaHca pabotbl ¢ OC)
S3 3aBepuwmn ceaHc paboTbl ¢ OC
5S4 NOKWHY/ NOMmeLlleHne

PycKpunto 2016, 24 mapTa 2016 .



MeToanKa NnpoeKTnpoBaHUA
3allMLLEeHHbIX BY

$yHKUMOHaNbHbIE TpeboBaHUA a/NbTepHaTUBDbI

@ ARDUINO a
Arduino Yun, micro SD
o)

ﬁ\l&@

hardware

= PopmupoBaHue dYHKUMOHaNbHbIX
TpebosaHuii n BbIbOp HeobxoauMbIX
SW/HW KOMMNOHEHTOB.

software

Intel Galileo, Wi-Fi Kit

PycKpunto 2016, 24 mapTa 2016 .



ANbTepPHaTUBDI

HedyHKUMOHaNbHble Tpe6boBaHUA

AnbTepHaTUBbI

ARDUINO a

Arduino Yun, micro SD

CTOMMOCTb

3HeproappeKTMBHOCTb

= @®opmupoBaHMe HedYHKLMOHANbHbIX
TpeboBaHuii 1 BbIGOP ONTUMANbHbIX
SW/HW KomnoHeHTOB

Intel Galileo, Wi-Fi Kit

3aHuUmaemoe nNpPpoCTpPaHCTBO
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CyMmmapHble 3Ha4YeHUA
HedPYHKLUMNOHA/IbHbIX NOKa3aTeseun

KoMnoHeHTbI 3aumTbl dHepronoTpeboneHue LleHa Pasmepbl
(mAh) (€) (mm)
Arduino Yun, microSD 512 MB 450 94 73*53*8
Raspberry Pi B+, Wi-Pi 1250 74 60*36*7
module
Beaglebone Black, Compact 780 101 86*53*7
USB Wi-Fi Adapter
Intel Galileo Gen 2P Board, 1400 147 123*72%*9

Intel Galileo Wi-Fi Kit

PycKpunto 2016, 24 mapTa 2016 .




[MTpmeHeHna Kputepma BbiIbopa Ha OCHOBE
DEA-meTOAQa

AnnlbmepHamuesl

Api .t 1. Arduino Yun, microSD 512
1 MB
450 2. Raspberry Pi B+, Wi-Pi
module

\

3 f 3. Beaglebone Black, Compact
280 £ L USB Wi-Fi Adapter

4. Intel Galileo Gen 2P Board,
Intel Galileo Wi-Fi Kit

1250 2
]

1400
4 BblIMYK/1aA 060/104Ka

-1
Power consu mptmn

P

0 147 101 94 74
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ApxutekTtypa CKI1

AB8apuliHbIl pexrcum

Java
= | ‘

BRIDGE

Local
Access DB Server

Access DB Server

HTTP /%

JDBC I SKETCH
HTTP

YIIIY
)
Syslog DB Server L

Local
! | t )
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[1TpoToTnn CKI
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3aKnw4dyeHune

OcHOBHOM BK1a4

* MeToaMKa NPOEeKTUPOBaAHUA 3alLNLLEHHbIX BY

— periaMmeHTUpyeT AeUCTBMA pa3paboTymnKka
3almuieHHoro BY

— ABTomaTm3upyer (1) onpeaeneHue yrpos u (2)
KOMOUHMpPOBAHNE KOMMOHEHTOB 3aLLUUTbI C
MCNO/Ib30BaHMEeM ABYX pa3paboTaHHbIX
NPOrpamMMHbIX CPeACcTB NPUHATUA PELLEHNN

* [lpoTOTMN CUCTEMbBI KOMMIEKCHOM Be30nacHOCTH
B YaCTW NOACUCTEMbI KOHTPOAA NEPUMETPA
(proof-of-the-concept)
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KOHTaKTHasa MHPopmauma

JNTabopaTtopua npobaem KoMnbOTEPHOM HE30MacHOCTH
CMUNPAH

— http://comsec.spb.ru
— desnitsky@comsec.spb.ru @ % m

bnarogapHocTtu

— Pabota BbinonHeHa B CMTUMUPAH npwu
dnHaHcoBon nogaepkke POPU (npoekTtbl No14-
07-00697, 14-07-00417, 15-07-07451, 16-37-
00338, 16-29-09482 opn_Mm), Npn 4aCTUYHOM
noaaepke b6roarketHbix Tem Ne 0073-2015-

0004 n 0073-2015-0007, a TaKk*e rpaHTa PHO

15-11-30029. www N\
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