BE3OMACHOCTb TEXHOJIOTUU
BLOCKCHAIN.

OCHOBHbIE HAIMPABJIEHUS
WCCNEOOBAHUN U AHATU3
HAYYHbIX MYBTUKALIUA

AunpeKkTop no pasBuUTULO 3AO «BENITUM Cb»

anpekTtop accoumauumn «PycKpunto», KOMUCAPEHKO B.B.
Cneuuanucrt no nupopmaumoHHon 6e3onacHoOCTH
POrOBOM A.C.



[ToueMy HaM MHTepecHa nNpobneMaTumka
KpMNTOBAJIOT U 610KYeNnyY?

1 3TO peasibHOCTb

2 OTO KpUNMTOTEXHOJIOTNN

3 OTO UHHOBALUUS, TpebyioLlasa OLEHKH

4 JTa npobneMartuka pacCMaTpuBaeTCs Ha
KpUnTorpapmuecknx KoHpepeHLUmnsx
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Quantitative Analysis of the Full Bitcoin Transaction Graph
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File Format: PDF/Adobe Acrobat

a graph of all the Bitcoin addresses and transactions up to that date. We then ... analysis of the Bitcoin transaction graph was presented at the
Chaos Computer.

Labeled ePrint

Two Bitcoins at the Price of One? Double-Spending Attacks on Fast ...

https://eprint.iacr.org/2012/24:

~ File Format: PDF/Adobe Acrobat

a detection of double-spending attacks—in which an adversary attempts to use some of her coins for two or more payments. Since
Bitcoin users are anony-
Labeled ePrint

The Bitcoin Backbone Protocol: Analysis and Applications=
https://eprint.iacr.org/2014/765. pdf
File Format: PDF/Adobe Acrobat

Jan 27, 2016 ... extract and analyze the core of the Bitcoin protocol, which we term the Bitcoin ... The public transaction ledger
- captures the essence of Bitcoin's
Labeled ePrint

Evaluating User Privacy in Bitcoin

https://eprint.iacr.org/2012/596. pdf
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N3 nctopum Ln@poBbIX HANUYHbIX
neHer (digital cash)

Ossupg Jin Yaym (poa. 1955)
n3obpertatesib MHOIMX
Kpuntorpadpunyecknx NpoToK, a TaK e
ecash n DigiCash. Ero pabota 1981
roga «Untraceable Electronic Mail,
Return Addresses, and Digital
Pseudonyms» 3an10Xna1a oCHOBY B
obnactn nccnegoBaHMA aHOHUMHOCTU
nepegaBaemblX COOOLLEHUN.




CyTb UMPPOBbIX HANTUYHbIX AEeHer
(digital cash)
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Lindposbie HannuHble aeHbru (digital cash)
Kak 310 paboTaert

OcHoBHag npesa cnenbix NOANMUCEN 3aKilo4aeTcs B
cnepyloLem:

1. OtnpaButenb A Wndpyet LOKYMEHT U MOCbIIAET ero
CTOpOHe B.

2. CTopoHa B, He BUaa coaoep>XuUmMoe AOKYMEHTA,
NOAMUCHIBAET ero U BO3BpalllaeT 06paTHO CTOPOHE

3. CTopoHa A cHuMaeTt cBow Wndp, oCcTaBnss Ha
OOKYMEHTe TOJIbKO NOoAMNUCh CTOPOHbI B.

[10 3aBepLUEHUN 3TOrO NPOTOKON1a CTOpOHA B HMUYero
He 3HaeT HW O COObLLEeHUN t, HN O MOAMNMUCHK MOA 3TUM
CQObLeHNEM. L2 %
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Lindposbie HannuHble aeHbru (digital cash)
[TONHOCTbIO cnenag noanuch

Alice Bob
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Lindposbie HannuHble aeHbru (digital cash)
Cnenas nognucb Ha ocHoBe SLIT LUHOpa

1. Anuca nHmuunmnpyet BsauMopencTane c bo6om
2. bo6 oTnpasnser Anuce 3HauyeHne R = a®*mod p

3. Anuca Bbluncnset 3Hadenme R = Ra™?y ‘mod y, El =
H(m||R"), E = E! + t mod y v otnpasnset boby 3HaueHue E

4. Bo6 Bbluncnser S, takoe uto R = a*yEmod p n otnpasnser
S Anuce

5. Annca oluncnsert nognucs (E!, S1), rae E!l = E-fmod y u

S| =S — wmod y , koTopas aBNSETCA NOASIMHHO MO
OTHOLUEHUIO K COOOLLLEHMNIO M




dopMasibHOE OonucaHue
A3bikoM TOCT 34 Ha aBTOMaTU3NPOBaAHHbIE CUCTEMDI

1. [1aHHbIe

2. MaTeMaTun4eckoe obecneyeHune (aNnropuT™Mbl, popmarbl)
3. [lporpaMMHoOe obecrieyeHune

4. Bblyucnunrenu

5. KaHanbl nepegayuv gaHHbIX, CETU

6. Jlroaun




dopMasibHOE OonucaHue
A3bikoM TOCT 34 Ha aBTOMaTU3NPOBaAHHbIE CUCTEMDI

1. laHHbIE

1. Lleno4yka 610KOB - HA60p AAaHHbIX, MOCTPOEHHbIX
No ornpeneneHHbIM rnpasunam, 60 6

2. JInyHbIe KNOYM NOAMNMUCK (KoLlenek)
3.0TKpbITbIE KJTIOUN NPOBEPKN MOANMUCH
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dopMasibHOE OonucaHue
A3bikoM TOCT 34 Ha aBTOMaTU3NPOBaAHHbIE CUCTEMDI

2. MaTeMmaTuueckoe obecneueHue (anroputmbl, popmartbl)

1. Anropntmbl LT
2. ANITOPUTMbI X3WNPOBaAHUA

3. dopMarhl
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ECDSA

FIPS PUB 1864

FEDERAL INFORMATION PROCESSING STANDARDS
PUBLICATION

Digital Signature Standard (DSS)

CATEGORY: COMPUTER SECURITY SUBCATEGORY: CRYPTOGRAPHY

Information Technology Laboratory
National Institute of Standards and Technology

Gaithersburg, MD 20899-8900
http://dx.doi.org/10 6028/NIST.FIPS. 186-4
Issued July 2013

U.S. Department of Commerce
Cameron F. Kerry, Acting Secretary
of and T
Patnick D. . Under y of C for and T gy and D




SHA256

FIPS PUB 1804

FEDERAL INFORMATION PROCESSING STANDARDS
PUBLICATION

Secure Hash Standard (SHS)

CATEGORY: COMPUTER SECURITY SUBCATEGORY: CRYPTOGRAPHY

Information Technology Laboratory
MNational Institute of Standards and Technology
Gaithersburg, MD 20899-8900

This publication is available free of charge from:
ttp:/idx doi.ora/10.6028/NIST.FIPS.180-4

August 2015
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U.S. Department of Commerce
Penny Pritzker, Secretary
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sec256k1

STANDARDS FOR EFFICIENT CRYPTOGRAPHY

SEC 2: Recommended Elliptic Curve Domain Parameters

Certicom Research

Contact: Daniel R. L. Brown (dbrown@certicom.com)

January 27, 2010
Version 2.0

(©2010 Certicom Corp.

License to copy this document is granted provided it is identified as “Standards for Efficient

Cryptography 2 (SEC 2)”, in all material mentioning or referencing it.




dopMasibHOE OonucaHue
A3bikoM TOCT 34 Ha aBTOMaTU3NPOBaAHHbIE CUCTEMDI

3. MporpaMMHoOe obecneyeHue

[TporpaMMHbIN KOMMJIEKC:

1. Knnentckoe 10

2. 10 y3noB (peanusyeTt pacnpepesieHHble
BbIYNCJ/IEHUA NO pELUeHUIo 3aJaun 3aKpensieHuns
6s10Ka)



dopMasibHOE OonucaHue
A3bikoM TOCT 34 Ha aBTOMaTU3NPOBaAHHbIE CUCTEMDI

4. Bbluucnurtenu

1. MepcoHanbHble KOMMNbIOTEPDI

2. CepBepa
3. CynepkoMnbioTepbl
4. depMbl
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dopMasibHOE OonucaHue
A3bikoM TOCT 34 Ha aBTOMaTU3NPOBaAHHbIE CUCTEMDI

5. KaHanbl nepeaayvm NdHHbiX, CETU

OpHopaHroBasi, ielleHTpaniu3oBaHHas Win NMUPUHIoBas (aHrn. peer-
to-peer, P2P — paBHbI K paBHOMY) CeTb — 3TO OBepJienHas
KOMMbIOTEPHAs CeTb, OCHOBAaHHas Ha paBHOMpPaBMM Y4aCTHUKOB. YacTo B
TaKoW CETU OTCYTCTBYIOT BbieNIeHHble CEPBEpPDI, a KaXkabl y3en (peer)
ABNISIETCA KaK KIMEHTOM, TaK U BbIMOJHsIeT PyHKLUU cepBepa. B oTnnume
OT apXUTEKTYpbl K/IMEHT-CEpBepa, Takas opraHmusauns no3BossieT
COXpaHATb paboTOCNOCOO6HOCTb CETU NPU NNIOO6OM KONUYECTBE U NTI0O6OM
COYETaHUN [OCTYMHbIX Y3/10B. YYAaCTHUKAMU CETU ABNSIOTCS NUPHDI.



dopMasibHOE OonucaHue
A3bikoM TOCT 34 Ha aBTOMaTU3NPOBaAHHbIE CUCTEMDI

6. Jliogun

[Monb3oBaTesib CUCTEMDBI - YENOBEK, YCTaHOBUBLININ 10 K
NONYUYUBLUMMA BO3MOXHOCTb pacrnopsaXartbCs YYETHbIMU
eanHuuamMun. Tot, y KOro uMeetTcs JIMYHbIN KoY, Ha OTKPbITbIN
K/1lo4 KOTOpOro nepefaHa BO3MOXHOCTb BOCMOJ1b30BaTbCA Y. €.

Te, Y KOTro TaKOIro HET — HE NOJ1Ib30BATEJIN




Yrpo3bl, atTaku, MOi€J/ib HApPYLUUTENS

3aBnageTb JIMYHbIM K/TIOYOM, Ha KOTOPOM €CTb 6UTKOUHBI:
1. [1OXUTUTD (3aLinTa KOLLENbKa)
2. HanTtn no oTKpbITOMY K/to4vy (lorapupmMupoBaHme B
rpynne To4YeK 3/INIMNTUYECKUX KPUBBIX)




Yrpo3bl, atTaku, MOi€J/ib HApPYLUUTENS

He 3Has NMYHbBIN KNOY, NONYYUTb BOSMOXHOCTb PAcnopsaXaTbCs
BUTKOMHAMM (NONYYUTb GUTKOMHbBI HA CBOW KOLLEJEK)

1. B3oM 6n10k4YenH. U3MEHUTD yXKe 3aKpeneHHYo
TpaH3aKLUMI0, TaK YTOObI MONTYYNTb BO3MOXHOCTb
pacnopsXatbCd 6UTKOMHAMU Ha CBOM OTKPbITbIN KJIOM.
N3MEeHUTb TpaH3aKLUMIO U3 6/TOKYENH TaK, YUTO6bl GUTKOUHDI
nonanau Ha OTKPbITbIA KJI0Y MOLUEHHUKA C 3aKpenjieHnem
6110Ka, NleranibHoO B CMbICJ1e B CUCTEMBI.
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Yrpo3bl, atTaku, MOi€J/ib HApPYLUUTENS

He 3Hag NUYHBIK KNOY, NONYYUTb BO3MOXXHOCTb pacnopsaTbCqd KOMHaMU
(MONy4YnTb GBUTKOMHbBI Ha CBOM KOLLENEeK)

2. bes BanoMma cyulecTtyiowen 6nokdeiH. ChopmuposaTthb
NOAMWUCAHHYIO TpaH3aKLUMIO TaK, YTO6bl OHA NPOBEPANACH OTKPbITbIM KOYOM
Bragenbua v nepevymcsinTtb 6UTKOMHbI B 3TON TpaH3aKLUWN Ha CBOM
(MoweHHKUKa) knto4. Co3paTb TpaH3aKLUIO, NepenaloLlyio BO3MOXHOCTb
NCNOJSIb30BaHNA GUTKOMHOB Ha CBOM KOLUEJIEK N BbICTaBUTb €€ Ha
3akpenyieHue. TyT Masio TOro, YTO HY>XHO CPOPMUPOBATb NerasibHyto
TpaH3aKLUWIo N0 NpaBulaM CUCTEMBbI, TaK ee HYXKHO €eLlie 3aKpenunuThb.




3apaya co3pgaHug 6s10kKa

h - xaw-$pyHkLUMA, aBnsoWascs koMnosnumen asyx sha2s6

t - uenb (8 6GUTOBOM MpeAcTaBIeHUU UMEET CEPUI0 HYJIEN B CTAPLUUX
paspsagnax)

d - cnyxe6Hble flaHHbIe (3aroyI0BOK 6J10Ka, X3LWKN TpaH3aKLUUi U npoyee)
3afjava nosy4vyeHusa bnoka:

LOns pUKCMpOBaHHbIX: t U3 Z,.,, HaTypanbHoro n, d n3 vV,

Hantu X U3 V,.¢, Takon 4To

h(d|[x) < t
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3apaya co3pgaHug 6s10kKa

h - xaw-$pyHkLUMA, aBnsoWascs koMnosnumen asyx sha2s6

t - uenb (B GBUTOBOM MpeacTaBI€HNUN UMEET CEPUIO HYJIEN B CTApLLKNX
paspsagnax)

d - cnyxe6Hble flaHHbIe (3aroyI0BOK 6J10Ka, X3LWKN TpaH3aKLUUi U npoyee)
N3BECTHbIN N LUMPOKO UCMOJb3YEMbIN METOA pelleHuns (nepebopHbIn):

[NocnepoBaTenbHO Nnepebupas (cnydyanHo Bbibupad) X U3 V,., HAaUTU TaKoMK,
YyTO

h(d|lx) < t
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3apaya co3pgaHug 6s10kKa

MO>XHO NOCMOTpPETb Ha 3Ty 3afavy U No-Apyromy:
ng ukcupoBaHHbIX: t U3 Z,., HaTypanbHoro n, d us Vv,

HanTtu napy (x,y), rae X us V,.e, y U3 Z, s N y < t, TaKyto 4YTO

h(d|x)=y
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CBSI3b CO CTOMKOCTbIO PYHKLMM X3WMNPOBAHMUS,
oLeHKa B3auMOCBSA3M 3afau:

Onahy:Z,->Z, (Z, MHOXECTBO Lief1blX, MEHbLUUX YeM t) HaNTH
MPpOU3BOJIbHbIE aprYMEHT U COOTBETCTBYIOLLEE EMY 3HAYEHNE

HaiTv anropuT™ co CNIOXHOCTbIO MeHbLLEN YeM C/TIOXHOCTb MeToAa
nepebopa uau cnyyamHoro noucka
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Yrpo3bl, atTaku, MOi€J/ib HApPYLUUTENS
He kpuntorpaduueckue

1. oTKa3 B 06CNy>XMBaHUU, @ UMEHHO HanpaB/ieHNe B CUCTEMY
60/1bLLIOro KOJIMYecTBa TpaH3aKLMIN C CoBepLUeHNeM NnepeBooB Ha
HUYTO Mano KOJIMYECTBO eAuHUL,. Taknx TpaH3aKL MW Hanpasnsercs
OYeHb MHOTO U BpeMs 06blYHOM 06paboTKM TpaH3aKL MK C 10 MUHYT
nogHUMaeTca A0 14 yacos.

2. BbiiBlIEHWE Nlofel, KOTOopble MPOBOASAT TPaH3aKLUMK, T.K.
M3Ha4YaNbHO MOXKHO 3aPpUKCUPOBATb OTKYAA MOLIEN MepBblA CUTHAN O
TpaH3aKLUMKU U NOC/ie 3TOr0 HAaWTK afpec NepBoro oTnpaBuTens - paséop
nyTen nepefayv Ha OCHOBAaHWUM JAHHbBIX O CETAX

3. BpegoHocHoe 10, koTopoe 3acTaBnsieT 3aHUMMaTbCd MANHUHIOM

Apyrne BbIYNCIINTEJIN HA KOLWIEJIEK MOLUWEHHUKA
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On Bitcoin Security in the Presence of Broken Crypto Primitives
February 19, 2016

Ilias Giechaskiel
University of Oxford
Oxford, United Kingdom
ilias.giechaskiel @cs.ox.ac.uk

Abstract

Digital currencies like Bitcoin rely on cryptographic prim-
itives to operate. However, past experience shows that
cryptographic primitives do not last forever: increased
computational power and advanced cryptanalysis cause
primitives to break frequently, and motivate the develop-
ment of new ones. It is therefore crucial for maintaining
trust in a crypto currency to anticipate such breakage.

We present the first systematic analysis of the effect of
broken primitives on Bitcoin. We identify the core cryp-
tographic building blocks and analyze the various ways
in which they can break, and the subsequent effect on the
main Bitcoin security guarantees. Our analysis reveals
a wide range of possible effects depending on the prim-
itive and type of breakage, ranging from minor privacy
violations to a complete breakdown of the currency.

Our results lead to several observations on, and sugges-
tions for Lhe Bitcoin migration plans in case of broken

B e oy,

Cas Cremers
University of Oxford
Oxford, United Kingdom
cas.cremers @cs.ox.ac.uk

Kasper B. Rasmussen
University of Oxford
Oxford, United Kingdom
kasper.rasmussen @cs.ox.ac.uk

not fully explained. Moreover, the subsequent steps after
a contingency are hand-wavy and incomplete, e.g., “once
the plans themselves are well-accepted, code implement-
ing the plans can be written and tested in case the code
is ever required” [11]. To the best of our knowledge, no
adequate mechanism has been built into Bitcoin, and no
plans for partial breakage (or weakening of a primitive)
have been considered.

In practice, the situation is not black-and-white. Instead
of abruptly breaking completely, cryptographic primitives
usually break gradually. With hash functions, for example,
it is common that first a single collision is found. This is
then later generalized to multiple collisions, and only later
do arbitrary collisions become feasible to compute. In
parallel, the complexity of attacks (such as collisions) de-
creases to less-than-brute-force, and computational power
increases. Finally, quantum computing will make some
attacks easier, e.g., Grover’s pre-image attack [23], or
Shor'e a‘lonrithm for 'dianmp lono comnntati 451




4 Broken Hashing Primitives

In this section, we look at the cryptographic hash func-
tions in Bitcoin, and analyze the effect of a break in one
of the properties of first and second pre-image and colli-
sion resistance. We generalize these into a single property
called chosen-format bounded pre-image resistance.




Breakage Address Hash (H4) Main Hash (Hy)

Collision Repudiate payment  Destroy coins

Second pre-image Repudiate payment  Double spend and steal coins

Pre-image Uncover address Complete failure of the blockchain (2n calls)
Bounded pre-image  All of the above Complete failure of the blockchain (n calls)

Table 1: Summary of the effects on Bitcoin for different types of breakage in the two hash functions used.




Breakage Effect

Selective forgery  Steal coins from public key
Integrity break Claim payment not received
Repudiation -

Table 2: Effects of a break in the signature scheme.




Signature Property

Hash Property Selective forgery Integrity break Repudiation
Address Hash (Hy)
Collision Repudiate transaction - Change existing payment’

Second pre-image Steal all coins
Pre-image Steal all coins
Bounded pre-image  All of the above

Main Hash (Hy)
Collision Steal coins
Second pre-image Steal coins
Pre-image -

Bounded pre-image Steal coins

Steal coins’
Double spend’

All of the above

Change existing payment

Change existing payment

T Achieving this requires a slight modification of the definitions. See text for details.

Table 3: The effects of a multi-breakage: broken signature scheme in combination with a break in Hy or Hy.




Breakage Effect

SHA256

Collisions Steal coins

Second pre-image Double spend

Pre-image Complete failure

Bounded pre-image  All of the above
RIPEMD160

Any of the above Repudiate payments
ECDSA

Selective forgery Steal coins, Send fake alerts

Integrity break Claim payment not received

Repudiation Send fake alerts

Table 4: Effects of concrete primitive breakage on the
current version of Bitcoin.
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