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[€ pyckpunto infotecs

|OT B POCCWM — BO3IMOXHOCTL 1AM RUlOT,
BEECCMbICNEHHBIV 1 BECMOLLA AHbBINA?

HikonA CMUPHOB
INFOTECS



BCTYNNEHWE

YUTO B MIMEHW MOEM?

© 2016 Infotecs



OT
B POCCII
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Kon-Bo ycraHoBneHHbix ycrpoicTs loT/M2M B Poccum, Thic wityk

9 rson & Partners

I IOT B POC("M = HEOBXOHMMO y(KOPEHME! %o Management Consultancy

A0NnA POCCUK B MUPE NO: 0
+ BBI 8 M1poBOM BanoBOM NpoayKTe < M0 KON-BY MHCTANNMPOBaHHbIX yCTpoiicTs loT/M2M .- 1 A) B 201 8 ro

1,5%82015T. 0,3%82015T.
0,17%8B2018T.

Yucno loT-ycrpoiicrs B8 Poccum Ha 2015 r. v nporto3 Ha 2018 r., Thic. WITYK
YTO HYXKHO ANA YCKOPEHUA:

39550

« [loaBneHue maccoblx loT-cepBucos

1 pa3BeptbiBaHue loT-nnatgopm B Poccuu

16147 .- 8
« CHIXKEHMeE PO3HUYHOIT CTONMOCTU

ycTpoucts loT, Kak cneacTeue —
HeobX0AUMOCTb CHUXKEHUA
cebecToumocTin uX NPonU3B0OACTBA,
NOTUCTUKM W NPOAAX

20104 20114 20124 20134 20144 2015F 2016F 2017F 2018F

Wctounuk: J'son & Partners Consulting

MPECC-KOHOEPEHLIA PTC M J'SON & PARTNERS, DIGITAL OCTOBER, 10 OEBPANIA 2016 T. o




2016 - 6.4 munnmapaa

NOAKNHOUYEHHbIX BeLwlen (+30%)

|OT

« B 2016 5.5 MmnnnmoHa HOBbIX Bellen byaet

CCNEAOBAHIMS noaknroyatbca K VIHTepHeTy exxeaHEBHO

4
[ IPOrHO3b

2020 - 20.8 mnnnnappos

NOAKAHOUEHHbIX BELLEW

« bonee NonoOBUHBbI BCEX HO
NpoL,EeCccoB 1 cUCTeM byay
ceba HEKOTOPbIN SNEMEHT
Bewwen (IoT) yxe k 2020;

[© by cKpunto infotecs’ Gartner




2018 - 22 munnnapaa
ot NOAKAHOUEHHbIX Bewlent (+30%)

CCNEAOBAHMA
%
[ IPOITHO3bI

2020 — 30 munnnapaos
NOAKJ/IFOUYEHHbIX YCTPOUCTB

Jhiel Infotecs’




EILLIONS OF DEVICES

20

THE INTERNET OF THINGS it @

AN EXPLOSION OF CONNECTED POSSIBILITY 36l
oy L
2018

J4.8 BILLION

. A pLLion ()
72.9 BILLIOK |

18.2 BILLION

i A n s Mt s £ bt e \ __7 3 |
oo @) |
87 BILION @ ________ |
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YEAR



|OT

N4 YEro?

*BCE BKJTKOYEHO!

(o]l

HOCUMASA DNEKTPOHUKA
YMHbBI AOM

YMHBbI TOPOA

YMHAA DHEPTETUKA
NHAYCTPUANBHBIA IHTEPHET
[ToAKNFOYEHHAA MEAVLIHA
[NMOAKNHOYEHHBIE
YMHBIE NEPEBO3

YMHbIVI PUTENN
YMHOE 1POV3B

© 2016 Infotecs



[paHuubl TyOunH - [hy6UHbI rpaHunLy,
[OT

[ PAHMILIBI

Vehicle Vehicle
Navigation Diagnostics

Vehicle Platform Stolen Vehicle Emergency In-Car Voice Roadside Assist In-Car Usage Based Lease, Rental,
Recovery Call Entertainment Insurance HP & Share Car
& Internet Access Management

OB infotecs' AT&T

© 2016 Infotecs




» B3HEC MPOLLECCHI 1 B3AMMOZEWCTBISA

» CEPBWChbI V1 MPUIOXEHWA

|OT » OBPAEOTKA BOJbLUMX AAHHBIX

» XPAHEHUE AAHHbIX

KOMMOHEHTb!

» CBOP AAHHbIX

» OMEPATUBHAS AHAIUTUKA

|

» KOMMYHUKALIAW

» ycrponcTea

» OU3NYECKNIN MNP
| =

M
Y

© 2016 Infotecs




|OT

TEXHONOTM
3PE/IOCTh

®) PycKpunto infotecs’

High| * ' management software

Business value-add
adjusted for uncertainty

Negative

Forrester

:

Trajectory: Time to reach next phase:

== Significant success  (») < 1 year @ 110 3 years @9 310 5 years
=== Moderate success

=== Minimal success QD & 10 10 years CI) > 10 years

0T telco conriectivity

IoT business appllcatloné[

loT gateway hardware
IoT edge device

Medium ' IoT device operating system ‘D

IoT software/application

: platforms
loT analytics databases

loT device
management software

IoT advanced analytics
and event management

IaT API
management

software Data

, historian
IGT billing and SUBSCHpTion
management software

IGT communications, software and interop

; rotocols and standards
loT device identity . i

management |

Creation Survival Growth Equilibrlum Decling
Ecosystem phase
© 2016 Infotecs



Cyb6beKTUBHbIN MOAXOA K
oT aHanunsy VIHTepHeTa
Beliewn

[ TOACYETHI

3aBUCMMOCTW OT CTeneHwu
onTMMMU3IMa

Jhiel Infotecs’




[loBbIlWeHWe IPDekTUBHOCTM CyLLeCcTBYHOLWMX b3Hecos

HoBble bmaHeckl W Huwm

© 2016 Infotecs




|OT

ECOSYSTEM

Ecosystem

Communications

[© by ckpunro infotecs’ Forrester

© 2016 Infotecs




Consumer Platform

Device Cloud _L Dashboard
Network Connectivity O Device Inventory

LAN, WAN, MAN, PAN O Event Configurator
O Event Management
\ \ O Rules Engine d
C o |- e > | @ Alerts Processing O Events Management
.'\.{f{.}"r WiFi | © GeoFencing

Entertainment © Report Generation

[ IR ' . Universal Ul
Healthcare 5 P : © Rule Management
| ] . [ %_' Satellite 1 © Mobile Apps Builder
) O Customer Portal ]
B © Manage Multiple Analytics Cloud
- \*A )26, 3G, LTE >|  Devices
“igee o o O Interoperability g i
o & -
N /

.~ Comm,

Y
(g™

=/ Ethernet —

Bluetoath O Business Intelligence

Analytics

© Reporting ;‘})-—.I Z o
O Analytics =

O Custom events

©
)
=
[<F}
=
wv
7]
o
-
[ =]
4v]
v
@Q
o
=
[¥]
L=
Q
Q.
B
-
=

© End Consumer Apps

-
Safety & Securit Waste mgmt. | [+:]:
e & y Y Utility & Energy

Diagnosis HD Cams NW @ Reliable emergency
Reaittime TOUCh & steer communications

remote control

monitoring

© Nokia Solutions and Networks 2015




(o)} Mnatdopma — gaeT BO3IMOXHOCTb

CHOKYCMPOBATLCA Ha peLleHnn BrusHec

[TTATOOPMbI 33124

[© PycKpunto T i e (-1 -}

© 20716 Infotecs



>5I/I3HEC NPOLECCHI 11 B3AUMOZENCTBUA

>CEPBI/ICI3I 1 TPNNOXEHNA

IOT » OBPABOTKA BOJIbLLIMX JAHHbIX
» XPAHEHWE JAHHBIX ik PLATFORM
PLATFORMS » CBOP ZIAHHbIX
W)OI'IEPATI/IBHAFI AHANTUTUKA -
| >KOMMYHI/IKALI,I/II/I

>YCTPOI7ICTBA

)CDI/I3I/I‘—IECKI/II7I MWP

© 2016 Infotecs




OPMbl — pa3Hble

|OT

[TNATOOPMb

) PycKpunto infotecs’

© 20716 Infotecs






[MOAKAHOYEHHLIE
ABTOBYCbI B CEYNE

|OT

PROJECTS

© 2016 Infotecs




|OT

« >100 loT Platforms
« >200 startup loT Platform

Poccua:

PLATFORMS

* BOMPOC K ayAuT




B YEM TPUYMHA?
/1B

‘ KOH@EpPeHUMA °
J0uel Infotecs




OTcyTCTBME pelleHna 3a4au

|OT « Ib obnauHbIx cpea
* Ib cpes BupTyannsauum
* Ib cepBucos

PLATFORM

ABAAETCA OAHUM U3 PaKTOPOB
TOpMO3ALWmX pa3Butme value-

added 6usHecoB

Jhiel Infotecs’




YCTPOWMCTBA

© 2016 Infotecs




Big Data Starts with Little Data
ARMmbEd loT Service or App

mbed OS mbed Device Server |
OMA LWMZM,

CoAPHTTP/MQTT,
TLS, DTLS

|OT

“Building your first loT hardware device
Platform

Ateroperable

er than you think

Making a connected ‘Thing' is eas

DEVICES

TURN DATA <R =

A\ i |
\) i E“.'l;? + |OS| + @ =

Board Sensors Operating System Dumb Qbject

& Microsoft

CONMECT THINGS
AND DEV)

Secur bidirectional

“Event-amen puo-sus mosst
“Secure ransmesson of et

e n e et e et Al B e
SN KOHPEPEHUMA o = 5 I T n {eclfar t + tar 5[
((_‘/7 P CK OUNTO I n fote c s Mobile & Internet of Thin “;“"f.‘;ZT::;’“"‘"'...,
Page 16 On the road to tha loT with IBM © 2076 Infotecs



3anag: [NpegnoxeHnsa

« Obunne gewesbix l0T ycTpounCTB (C
npeayCTaHOBJIEHHOM
Kpuntorpapuen)

|OT

DEVICES

« TPM (1-2 gonnapa 3a L)

* [lporpammHo-onpeae
KOHTpO1epbl

* BupTyannsauua ypoB
 [1natdopmbl An4 pa3p

Jhiel Infotecs’




3anag: Jlerkaa kpunrorpadus

|OT

DEVICES

« NIST Lightweight Cryptography
Project
« 09/24/15

Jhiel Infotecs’




|OT

YCTPOWCTBA

((é\\ KOHGEPEHUMA

ANEe Infotecs’




Poccna: loT npoueccopbl 1

KOHTpOANEpPbI

|OT

« Bonpoc Kk 0bcy>kaeHuto

* UM NOCTYNNpPYyeM, Uto B Poccuu
NnoKa BO3MOXEH TOJ/IbKO
HTepHeT boabLunx Be

YCTPOMCTBA

A4

Jhiel Infotecs’




Poccunda

|OT  [MpeanoXXeHnn Ha pblIHKE HEeT
« BbicOKaa CTOMMOCTb
YCTPOMCTBA * NHbpacTpyKkTypbl A5 pa3paboTyunkoB HeT

* DPDEKTUBHOCTb peanmnsaymm POCCUNCKON
KpunTtorpaduu noj BONpocom

HopmaTnBHble TpeboBaHMA

e PernameHT MUAJINOHOB YCTP
« KOpuamueckas 3Ha4MMOCTb
« Jlerkasa Kpuntorpadusa (TK2

© 2016 Infotecs




KOMMYHWKALMIA

© 2016 Infotecs




Mobile broadband Dense crowd of users

Very high
data rate

Mobility EE;E?:

|OT

KOMMYHUKALIM

Massive < Reliability,
number of resilience,

devices : security

Ln::lan:; battery Very low
e EXa

OEFR¥ infotecs' loT sensor network loT control network

© 2016 Infotecs




Poccuna: nepcnekTuBbl
oT

BHeApeHUA 5G

KOMMYHUKALIM

« Bonpoc K 06Cy>KAEHUo

AEEE o
< ol infotecs’



BCE HE TAK
1/10XO KAK

CAXETCA




|OT

[ IPOB/IEMb




Jkcnayatauma loT npoekTos

|OT

[TPOEBJIEMBI « B3pbiBHOW XapakTep pa3suTtua loT octaBua Bonpockl Vb
OTKPbITbIMW

« MeTagaHHble 1 NOAPOOBHOCTU ANYHOW XKN3HU
 [laTy MeHeA>KMEHT AN 6ONbLUNX MHOXXECTB
« ObHOBNEHMS Bellen

+ Bellb Kak BEKTOP aTaku

« [MonHocBsA3aHHbIE ceTU 0BX0AATCA C
* 4G HeaOCTaTOYHO

« OTCyTCTBYHOT CTaHAapThl IOT (BOWHA €

O infotecs’

© 2016 Infotecs




« «HacnepoBaHHasa Nb» - HOBbIW pUCK

|OT * HacTponkun no-ymonyaHuto
« Hard-coded Keys
[ TPOBNEMBI « x.509 certificates

NccnepoBanme SEC Consult

e 230 K1roYen NCnoab30BaaUCh

* 150 cepTndunKaToB UCNO/IL30Ba
YCTPOUCTB

« 80 SSH knroUen Mcnoab30Banu
YCTPOUCTB

[© PycKpunto T i e (-1 -}

© 2016 Infotecs



CraHgapTbl

|OT

[1POB/IEMbI - Open Connectivity Foundation

e OIC and AllSeen

 Cisco, Electrolux, General Electric, Intel, Qualcomm,
Samsung v gpyrue

« Accoymauma NHTepHeTa BeLlen (
« NIST Lightweight Cryptography

« TK 26 Tpynna no craHaapT13aun
Kpuntorpadum

[(© PycKpunto T i e (-1 -}

© 2016 Infotecs



|OT

PEKOMEHAALIAN

4 N

CermMmeHTauus n
3aLimTa NOTOKOB
MHOpPMaLMK

N\ J

4 )

MHoroypoBHeBas
ayTeHTndukauns

4 )

Jloruka
«benon cxemMbl»

N J

AHanus
aHOMann

- J




| PekoMeHA0BaHHbIN MOAXOA HE NCKAHOYAET
o7

NPUMeHeHUs CyLLeCTBYHOLWMX CPeACTB
aBToMaTm3aumm n Vb

PEKOMEHAALIAN

VIPNET SIES CORE

© 2016 Infotecs



Poccma:Muunpomtopr::JlopoxHas

KapTa nHTepHeTa BeLlen

|OT

[TPOEKTHI « OOHJA pPa3BUTUSA UHTEPHET-UHNLNATUB

« MYC, Poctrenekom, Samsung, GS Group,
rpynnsl T1, AO PTI

« HanpaBsieHus
 [1pOMBbIWAEHHBIN UHTEPH
« MeanunHa
* YMHbIV ropoj

e CenlbCcKkOe XO3AUCTBO

[(© PycKpunto T i e (-1 -}




Poccua::ABTOMaTU3aLNA MOJOYHON PepMbl
B Bonoroackom obiactu no3sosnaa
OT yBeANUYNTb HaloON B ABa-TPW pasa

[ IPOEKTbI




loT B Poccuum

|OT « He RIOT, He loT, a aBTomaTtn3auusa

HTepHeT Belen B Poccmm nmeer LwaHChl
COCTOATLCA eCn byayT peLleHbl BONPOChI

PE3IOME

« VIb BuptyanmsnposaHHbix cpea (SDN, NFV)
* /Ib O6nayHbIX CepBUCOB

« CTaHgapTu3aumm Nerkom KpunTtorpa
FOPUANYECKOWN 3HAUNMOCTbIO)

* VIb npoTOKO/N0B TPAHCNOPTHOIO YPO
* [pon3BoacTBa AeLLeBOro JOBEPEHH
* [NoaBieHne NMHOPACTPYKTYPHbBIX KOM

O infotecs

© 2016 Infotecs



|OT

loT B Poccuu

PE3IOME

[© PycKpunto T i e (-1 -}

© 2016 Infotecs




Hy A MOKA MOXHO rOBOPUTb, YTO B
POCCWI PA3BVBAETCH

VIHTEPHET bonblwmx AOPOrnx BE

‘ (OHQEPEHUMA °
J0uel Infotecs




CNACKMBO 3A BHUMAHWE!

byay PAA OBCYANTb MOAHATLIE TEMbI
AOTTONHEHWA 1 ANCKYCCUA TTIPMBETCTBYHOTCA

HkonaAn CMMPHOB
CPO, INFOTECS

© 2016 Infotecs




