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Chip-based Quantum Key Distribution

P. Sibson,!* C. Erven,! M. Godfrey,! S. Miki,? T. Yamashita,? M. Fujiwara,® M. Sasaki,® H. Terai,?
M. G. Tanner,* C. M. Natarajan,* R. H. Hadfield,* J. L. O’'Brien,! and M. G. Thompson?!: T
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Kak 310 padoraer — o01IMe NpUHIUIIBI

dyHaaMeHTaJbHbIE 3alIPeThl KBAHTOBOM
MeXaHHUKH.

1) Heu3BecTHOE KBAHTOBOE COCTOSIHHE

CKONMUPOBATH (C BEPOATHOCTHIO eIMHU

2) JI1o00e n3mMepeHne ¢ meJabio OTINY

rapaHTHPYETCH 1JI HEOPTOTOHAJIbE
KBAHTOBBIX COCTOSITHUM.



Caencrus 1Jis pacnpenaejeHuss CeKPEeTHbIX KIKYe.

1) JIro00e BTOp:KeHHE B KAHAJ CBSI3H MPHUBOJAUT K
BO3MYIIEHHI0 KBAHTOBbBIX COCTOSIHHIL, KOTOPOE
AeTeKTUPYETCH — MIPUBOAMT K OIMOKeE B MEPE
KJII0YAX.

2) Ommndka cBsi3aHa ¢ BepxHeil pyHIaMeHTAJIbHOM
rpaHuied nHpopManuu, KOTOpas yXOauT K
MOACJYIIMBATEII0 IPA JAHHOM HAOJII0AaeMOn
BepPOSITHOCTH OIIHOOK HA MPHEMHOH CTOPO

3) Ecau BepOSTHOCTD OIIMOKH MeHbIIe KPUTHYE(

BeJIMYUHDbI, TO HHGOpPMALUs MeXKAY NepeIaTunKe

NpHEeMHHUKOM 60.]1])1[[6, yeM MeKAy NeperaTunKoM K

B DACTYIIHBATEIEM. Pa3HocTL




Jloka3aTejbCTBA CEKPETHOCTH KJIIOYEH.
KpunrocTouiKoCTh OTHOCUTEJIBHO JIOObIX aTaK,
BKJIIOYAsi KBAHTOBYIO NAMATH U KBAHTOBbIU

KOMIIBIOTEP.

JIroooit nporokoa KPK coaep:kuT Tpu CT

1) CorinacoBanue 0a3HCOB.

2) Koppekuuio ommnodok.

3) CikaTtHe OYHIEHHBIX KJIIOYeld — yCH
CEKPETHOCTH.



File Options Chat Help
- Critical Params -

0 0 0 O 0 O 00 2
AN NN SRR EEEE S EEEEEE P e Tl-mrlzﬁﬂ  Show ;
FT4 N« Rt S 1 S T O 1 Ly L0l AL i L1 A g L S O «
EEREREE poneE g ! Son P g5 Toa R Taep: [ 2 SMW|
WS ERREE SN NERIREEESEE ISR RES LN ENEE
L T A T N1 - - - O - - Effidency = 3,2e-03 -~
Ne g & oo bgael|ygg oo g g a8 o a0 g g gy dn MNerr =2 Err =0.8%
a5 ki s N | i e A R i T A i T S Tah e i it Tt il [t el it
{ R | AR A Series #76
] | R 1 P e A o o I
IR EEEE R R APD counts in mem = 233
L2 P : . . P Efficiency = 2.9e-03
Rl i | e | R T ST TR ot IMer =3 Emom 1.3%
%) I | (S A O 1 O S )
: : a o : : ' : bl : : Pulses sent = 80000
: ! : ! . ! ! ’ ! b ] ! APD counts in mem = 149
1545= : : ! ! : I ! e Efficiency = 3.1e-03
! : foE R oo oa ! : P g : ' Merr =2 Err=0.8%
i ed L B D e g : : .
] 1 1 1 : 1 1 1 : 1 L} 1 1 1 1 1 &rﬂ#?s
Lo (R (R i VR A A e O Fulses sent = 80000
S lule s s il e e T e e e e s (M HAPD counts inmem = 258
Y ; T L I e O I S I Efficency = 3.4e-03

o i i A Marr =2 Er=0.7% Bl
WPt e et Pate] P et Pl Mol ] Fmof] ottt Fuif]_fotetd] Pt et Pl et Pl Pt ot Pl T et Fotein o]t Pttt it o] it Fintiaf]_FointedPfi] Fiute]_Fon'
2 46 B1012141618202224 26283032 343638 4042 4 464850 5254 S5 SEG0 B2 EAGEBEBTOVZTATE TR | |enpon =70 ¥

Laser |.m=[:. |rc |Fn  |Ppm AT | AFD Rd | Pin Rd | Counters Rd EITRd]Ke‘de|
~Clock —Delays —Lassr

Nsent:l 0563 AFD:lEE-ZEﬂ.CI
Monitor BD : 0.3
Fin2 : | 150.0 L | _ Series num : | 1000
565130.0

I™ Output blocked Puses fpnt: 80000 | 80  sec/pnt
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Minimalist design of a robust real-time quantum
random number generator

K. S. Kravrsoy,'** I. V. RapcHENKO,"? S. P. KuLik,' anD S. N. MoLoTtkov**®

(4,0,0,0) (3,1.0,0) (2,2,0,0) (2,1,1,0) (1,1,1,1)
AAAA - @ | BEBBC = 00 | AACC -+ 00| ABBD —» 000 ) ABCD — 0000 )
BBCB— 01 | ACAC— 01| ABDB—=001 | . | ABDC— 0001 |
BOCBB— 10 | ACCA— 10| ...
CBBB— 11 | CAAC— 11 | BDAB— 111 CBDA—+ 1111 |
CACA -+ 0 | BDBA =00 CDAB = 000 )
CCOAA -1 DABB—01 CDBEA — 001 L &
DBAB— 10
DBEA - 11 DCBA 111 |
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Padora KKC B aBTOMAaTHY€CKOM pexume.

W |

FHE 141271520 RRRFRRFFREARARAE
“series #1 (10000000 @ 3.20 kHz)*
##8 14128127 FEEEREFERRERRESE

APDCOUNTS = 43334 (52453)  ApDcounts efficiency = 4.33e-03 (5.25e-03)

cCounts@bases = 1741 (1925)  cCounts@bases efficiency = 1.74e-04 (1.93e-04)  rawKey = 1741

ret bits efficiency = 6.22e-05
Key estimation:
= 2.2% Raw(1741)-Qerr(24.1)-ErrCorr (1094. 9)=Secret (622.0)
AVEragEd Key E5t1 mation:
2.19% (real-4.48%)  secret part = 6.22e-05

Raw key = 1741, Secret ke¥ = 622.04 268,51 bit/mi

Accepted series #1. Accumulated key: raw(1741) Qerr(24) Errcorr(1095) secret(622)
#EE 14:28:27 SEEFRRERRRERAIRE
1741 raw bits for o key have been successfully generated in 2.3 min!
Reconciliation s
##4 13:28:44 (T

rrqQ = 4.1% (2.2%) bits removed = 941 (1095)

PV S e I

Keys (800 bits) have been successfully reconciled in 17.1 sec! time(h) ser T(C) DCR(cpp) FCR(cpp) dt(ns) Visty Bal Vi V2 V3 Smax kHz P@Bob Ngiant Eff@counts Eff@bases Err(%)Real Raw(b) Estm(b) Rate Fails Nst(min) Raw Estm Err(%) Pure(b) Quant(b) Secret t(min) key#
ey 2uaTTUN PArT L0 remove — 24 bits. 770 secret bits remain. keys have truncated to 768 bits. 0.000 1 -50.0 1.70e-06 1.70e-05 +0.59 0.9930 O 57.5 18.5 440 37.4 10.0 1580 O 1.12e-02 4.14e-04 1.54 1.93 2071 823.4 5952 O 1 1.4 2071 823 3.39 1024 14 1010 1.7 1
Key stat tests failed! Keys discarded. 0119 1 -50.0 2.80e-06 1.92e-05 +0.69 0.9945 0 56.0 21.0 47.0 369 10.0 1620 0 1.10e-02 4.18e-04 1.72 2.34 2091 806.4 590.0 O 1 1.4 2091 806 1.91 1216 15 1201 1.7 2
_ : 0.194 1 -50.0 2.90e-06 2.34e-05 +0.73 0.9941 0 585 17.5 50.0 37.5 10.0 15.80 0 1.10e-02 4.27e-04 2.05 2.57 2136 788.2 569.8 0 1 1.4 2136 788 2.84 1120 16 1104 1.7 3
*"rE-SE;‘m;;rgg'ﬁﬁ'g;mmmm 0.268 1 -50.0 2.90e-06 2.36e-05 +0.72 0.9952 0 59.0 21.5 51.0 37.1 10.0 16.20 0 1.00e-02 3.92e-04 2.24 3.06 1962 707.6 517.8 0 1 1.4 1962 708 3.25 984 16 968 1.6 4
oy LRSS T = 25,00, AP T = -30.0¢, oKt 0342 1 -50.0 3.80e-06 2.32e-05 +0.75 0.9798 1 55.0 23.0 53.0 37.3 100 1620 0 1.05e-02 4.03e-04 2.152.58 2013 733.4 1654 O 1 4.4 2013 733 2.56 1088 16 1072 4.8 5
AP dar ("“"‘ioﬂf,ii“ﬁil'i"i 3.70e-06, oK. 0.467 1 -50.0 4.00e-06 3.04e-05 +0.78 0.9934 1 51.0 21.5 52.5 37.1 10.0 1620 O 1.05e-02 4.25¢-04 2.66 2.59 2125 738.0 167.7 0 1 4.4 2125 738 3.06 1088 19 1070 4.7 6
APD fTarEFmeasugey;Eg;E 06 Intarfarence min - 9.406-06 Agoregated min < 4.006-03 0591 1 -50.0 4.10e-06 1.70e-05 +0.77 0.9941 0 50.5 18.0 54.0 37.0 10.0 1580 0 1.11e-02 4.28e-04 1.49 2.43 2138 858.1 627.9 O 1 1.4 2138 858 431 960 14 946 1.7 7
sposeut delay adjus ) oared ' 0.665 1 -50.0 3.00e-06 1.94e-05 +0.71 0.9913 0 52.0 17.0 52.0 37.4 100 1620 0 1.16e-02 4.48e-04 162 1.56 2240 878.2 642.6 0 1 1.4 2240 878 2.29 1248 15 1233 1.7 8
aro delay ngg hanged from 209230 76 19 205320: 53 ns. Smax = 28.1 0.739 1 -50.0 2.10e-06 2.10e-05 +0.86 0.9940 0 49.0 16.0 56.0 37.3 100 1580 0 1.06e-02 4.05¢-04 194 2.96 2026 757.2 5541 0O 1 1.4 2026 757 518 832 16 817 1.7 9
tnterferometer bafance check - . ity - 0,958 0.813 1 -50.0 2.50e-06 1.92e-05 +0.90 0.9962 0 49.0 17.0 56.0 37.4 10.0 1620 0 1.07e-02 4.07e-04 1.77 2.45 2037 780.0 570.7 O 1 1.4 2037 780 3.84 960 15 945 Key stat tests failed!
03 balanee ror o amps 008 Interference visibility = 0. 0.843 1 -50.0 2.90e-06 1.84e-05 +0.85 0.9919 0 48.0 14.5 54.0 37.2 10.0 1580 O 1.15¢-02 4.32¢-04 1.60 2.13 2162 851.4 6154 0 1 1.4 2162 851 1.75 1280 15 1266 1.7 10
E_wgﬁg;nggg - g 0 V2 -46.5 Vi=-B8.0, smax-27.8 0917 1 -50.0 3.20e-06 2.06e-05 +0.89 0.9957 0 49.5 11.0 56.0 37.3 10.0 15.80 O 1.06e-02 4.08e-04 1.89 2.20 2041 768.0 561.9 O 1 1.4 2041 768 147 1248 15 1233 Key stat tests failed!
Sult: VI = 18.5 V2 = 44.5 V3 = 7.5 Smax = 28.3 0.946 1 -50.0 2.20e-06 1.72e-05 +0.89 0.9930 0 46.5 11.0 55.5 37.2 100 1580 0 1.09e-02 4.14e-04 1.56 1.88 2072 821.2 600.9 0 1 1.4 2072 821 3.69 992 14 978 1.6 11
Key B“”‘“‘g"_l 8% Raw(1925)-qerr(23.6)-Errcorr (1180.4)=Secret (721.3) 1.020 1 -50.0 1.80e-06 1.58e-05 +0.93 0.9946 0 49.0 13.0 56.5 37.4 10.0 1540 O 1.15e-02 4.34e-04 1.37 1.89 2168 892.7 661.3 0 1 1.4 2168 893 3.82 1024 14 1011 1.7 12
Power at Bob check  © " Hrespot 12 003 o 1.094 1 -50.0 2.90e-06 1.66e-05 +1.03 0.9945 0 53.0 17.0 53.5 37.6 10.0 1580 O 1.12e-02 4.42e-04 1.41 2.13 2210 902.1 6600 O 1 1.4 2210 902 3.16 1120 14 1106 1.7 13
Randon sequence lead . ProTons  Threshold set o 12.0e3 photons 1.168 1 -50.0 2.60e-06 2.56e-05 +1.02 0.9941 O 55.0 13.5 52.5 37.2 100 1580 O 1.16e-02 4.44e-04 2.15 1.44 2220 809.6 592.4 O 1 1.4 2220 810 4.67 960 17 943 1.7 14
fggr}gsiglﬁ(fggggggg#g#g#gg#m)a 1.242 1 -50.0 2.00e-06 2.90e-05 +1.11 0.9919 O 51.5 13.5 56.0 37.5 10.0 1540 O 1.10e-02 4.09e-04 2.63 2.10 2046 711.7 527.2 0 1 1.4 2046 712 2.71 1088 18 1070 1.7 15
##4 14131100 #REFREFRRERREIRE . 1.316 1 -50.0 2.90e-06 2.64e-05 +1.20 0.9978 1 48.5 17.5 55.0 37.6 10.0 16.20 0 1.15e-02 4.25e-04 2.31 1.98 2125 761.5 169.2 0 1 4.5 2125 761 3.93 992 17 975 48 16
e e 2012, 731320, AeDcounts eiciency - 397002 B2 0y rawkey < 1546 1.442 1 -50.0 2.90e-06 1.36e-05 +1.24 0.9978 0 48.1 16.4 56.5 37.1 100 1580 0 1.13e-02 4.27e-04 1.20 1.22 2136 9167 6708 0 1 1.4 2136 917 2.84 1120 13 1107 1.6 17
Secret bits efficiency = 5.46e-05 1516 1 -50.0 2.20e-06 1.52e-05 +1.28 0.9935 0 49.1 11.9 59.0 37.3 10.0 1620 O 1.08e-02 4.08e-04 1.40 2.15 2042 835.1 611.0 O 1 1.4 2042 835 126 1280 14 1267 1.7 18
S O 2.3%  Raw(1548) qerr (23. 5) _Errcorr (976. 8)=secr et (545, 7) 1635 1 -50.0 3.80e-06 1.40e-05 +1.27 0.9913 O 45.6 15.4 63.0 37.4 10.0 1580 0 1.18e-02 4.41e-04 1.0 1.27 2205 947.4 693.2 0 1 1.4 2205 947 3.98 1024 13 1011 1.7 19
Averaged};y;;ém(:-ggog S secrer part - 5.460.05 1793 1 -50.0 3.60e-06 2.46e-05 +1.36 0.9925 1 44.1 11.9 62.0 37.3 10.0 1620 0 1.12e-02 4.21e-04 2.18 1.57 2106 7653 170.1 O 1 45 2106 765 0.92 1376 17 1360 4.8 20
’ 1918 1 -50.0 3.40e-06 2.00e-05 +1.45 09929 0 39.6 14.4 64.5 37.1 100 1620 0 11402 4.44e-04 1.69 1.98 2219 860.5 629.6 0 1 1.4 2219 861 4.04 1024 15 1009 1.7 21
;::e:?e'd:sg?g% #i.“iiﬁuﬁﬁ’;ei"féy raw(1546) qﬁ;?zi}' grlgéorr(977) Secret (546) > 1 -50.0 3.70e-06 2 0 36.612.4 63.0 369 10 13:3.81e:04 246331 1903 6924 5005 692 2.97 984 16 969 17 22
##E 18131100 #ERFRRERRFERAARE 1 -50.0 4.00e 16.4 62.5 3 1.16 1.43 2171 941.1 688 1 3.26 1088 13 1075
1546 raw bits for e key have been successfully generated in 2.3 min! ; ok T a5 Z
Reconciliatior 5 2317 994 16
il 14 31:27 ################
rrQ = 5.2% (2.3%) bits removed = 914 (977)
#EE 14 31:27 HEREERERFRERBRES
Keys (632 bits) have been successfully reconciled in 18.0 s
Quantum part to remove = 24 bits. 609 secret bits remain. KEyS have truncated to 512 bits.
Key stat tests start.
stat tests succeeded! Keys were cooked in 2.6 min. Keys are ready to use.
Connection to Bob #2 : OK. =====s=s==========
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C:xxaTHe OYHIICHHBIX KJIOYel
YHHBEPCAJIbHLIMH X31I-QYHKIIUAMH
BTOPOI0 MOPAIKA



CxkaTue OYMIIEHHBIX KJIIOYEH

DvHRINA c/RaTHA (X)) - VHHBEpPCAJIbHAA XA I-(hVHRINA

g(X) - cayuaiiHag pyHKOuA (IM3BeCTHA BCeM, B TOM YIC/Ie H
MOJACAYINHBATE/II0) .

D x, a={0,1, ........0,0}

2) Peammsanmus: x, a-3siaemMenTbl GF(2"), a - cayuaiiHas
CTPOKA ONT JAJTHHbI N.

3) Yvmuokenne B GF(2) — r(x)=a*x(mod P(x)).
4) B3aTb OTCTATOK I’ CTAPIIHX OHT.
S) Karo1 JJaHHbI I.

IHommaombl ctemenn n<10 000.

X9998+X4“13+ 1
X9999+X2951+ 1
X1““““+X19+X13+X9+ 1




PeasgsTuBucrckasgs KBAaHTOB
Kpunrorpagus ajs OTKPbI
IPOCTPAHCTBA
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Relativistic quantum cryptography

1V Radchenko!, K S Kravtsov!, S P Kulik? and S N Molotkov*>

I A.M. Prokhorov General Physics Institute RAS, Moscow, Russia

% Faculty of Physics, Moscow State University, Moscow, Russia

3 Academy of Cryptography of Russian Federation, Moscow, Russia

4 Institute of Solid State Physics, Chernogolovka, Moscow Rgn., Russia

3 Faculty of Computational Mathematics and Cybernetics, Moscow State University, Moscow, Russia
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FIG, 4 Experimentally measured bit error rate and
the obtained key lengths. During the run over 55 m long
free space channel Alice was checking her observed timing
sequence and compared it with that used by Bob, No tim-
ing errors were observed. Average number of photons per
modulated pulse was kept at u = 0.1 and a depth of phase
modulation was equal 1307, Detection of arriving photons was
performed by Bob in a 4-ns time window, which is 5.5 times
less than At = 22 ns, satisfving the requirements of the rela-
tivistic protocol.




Box lock —__ - System cover

Display control ___—— Control knobs
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; Polarization controller
Main FPGA ,
board — drivers
Laser hoard . __ System power supply

Piezo-electric
- polarization controllers
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Single-photon B
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FIG. 6: Hardware implementation of the Bob's sta-
tion. The station is packaged in a metal box with a cover.
which has control knobs, buttons, and a small LCD display for
visualization of the main operation parameters. It connects to
a computer via a USB cable for transmission of the obtained
raw keys as well as for exchange of control information.




O ciaoxKHOCTH nepedbopa KJarvelli B KBaAaHTOBOII Kpunrorpadpun

IlycTh B pe3yiibrare pabOThl CHCTEMbl KBAHTOBOIH KpHUIITOrpaduu 10JYyUeH £-CeKpPeTHbI K/, 1Ipo
1 :

KOTODBI TapaHTHPYeTcs, 4To 5|[pxp — pu @ pgell1 < £. Bonpoc: HaCKOJIbKO £-CeKPeTHbIH KoY

VMEHBIIUT YUCJIO MAroB (TPYy/I0eMKOCTh) mepebopa, B CMbIcye, 0O6CYyKIeHHOM HUZKe, 110 CDABHEHUIO

¢ UjeaJbHbIMU KJI09aMu?



LEN

CRRGALL

YUTo rapanTUupyeT KBaHTOBasl Kpunrorpadgpus?

pxe = )_ Px(z)|z)(z @ﬂ

re X

X|=2"

z) = |z1) ® \ml X .

X = {0 1}k

g = EyE}“’ M’y: (VIS Y = {Oﬂl}k
o Pxy (X =zly) = Te{M,pp}

3




Py (X = z|lz) = Te{M,pt}, y=x.

Pyuess(X|E) = max »  Px(z)Tr{M.pp} =
{Mz} reX

Z PX Px|}f X — LE‘.TJ) = Z ny(:r:,:r)

reX reX

Kearnmosaa xkpunmozpagpus 2aparnmupyem




1 =1h

Ty = Y2

Ppuess( X|E) = Y Pxy(z,2)

rEX

a)

Pylr) = E Pyy(m|Y = w1 Py (y)
wEY

b)




EREER)

CJIeJI0BOE PACCTOSHIe (llelli = Tr{lp|} = Tr{/p-p*})

TpynoemkocTs 1o nmepedopy kiwodeit (Guess Work)

T

G(X) = le . Px ()

N +1
2







CXY) =3 Py)GX]Y =9) = 3 B (y) (E—ZQ er—y)

= =4 1
N+1 XN N+1 MNZ&
——TT (T Pxy(zj,y) Pufm;:)) ———ZZ Px(x;) — Py(z;)) =
i=17=1 \yeY i=1j=1
N_I_l N 1

= T YUK QX = Y (Palay) — Pulay)).

| Px — Pyl ax Q; | (Px(z;) — Pu(x;))
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