LleneBble aTakn Ha 6aHKOMATHI.
Cnocobbl coBepLUeHNs 1 crnocodbbl 0OHapyXeHns
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Begywimin cneumnanmct no KOMNbIOTEPHON KPUMUHANUCTUKE
MaTBeeBa BecTa
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PaccnepoBaHue KOMMBIOTEPHA

KPUMUHAJTIUCTUKA

Kuﬁepn pec'rynneHy")" N PACCNEOOBAHUE

( CETEBbIE ATAKU

CABOTAX U MHCAWUL )

— XWLWEHWE B UHTEPHET-BAHKUHIE
— DDOS-ATAKU

— BS3JIOM IP-TENE®OHUNN

— HECAHKLIMOHMPOBAHHbIN OOCTYN
(BEB-CAWT / B[]/ CEPBEP / MOUYTA)

— CETEBOW LWAHTAX /
BbIMOIATEJSIbCTBO

— YTEYKN NHOOPMALINNA
— YHUYTOXEHME MHO®OPMALINA
— MAHUNYNAUMA JAHHBIMA

C UEJTbIO MOWEHHMYECTBA
— BINOKMPOBAHUME JOCTYTIA

PACCNEOOBAHUE
KWBEPMNPECTYNJIEHUN

( LIENEBBIE ATAKW /

3KOHOMWUYECKUE )
MPOMBILLNEHHBIN LIMUOHAX

NPECTYMJIEHUA

— MOWEHHUNYECTBO
C MCMNONb3OBAHNEM BbICOKMX
TEXHONOMMn

— BbIMOIATENbLCTBO,

— PASIMMALIEHVE KOMMEPYECKON
TAAHBI N KOHOUOEHLUMANBHOW
NHOOPMALIMA

— HE3AKOHHOE MCIOJIb3SOBAHUE
TOBAPHOIO 3HAKA U BPEHOA

— LEJIEBbIE BUPYCHBIE ATAKA
— «[MPOCIYLWKA» CETEBbIX
KAHAJIOB CBA3N

— YCTAHOBKA MNMPOrPAMMHbIX
3AKNAOOK

— OPTAHM3ALNA LIN®POBbLIX
«4YEPHbIX BXOOOB»
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KomnbroTepHas
KPUMMHaANUUCTUKa

U nccrnegoBaHue
BpeAOHOCHOIro Koaa

el /\
oG

— Coop mudpoBbIX
JIOKa3aTeJIbCTB

C6op cBenieHuU 00
HMHITU/IEHTE

U OTIpeieJieHe UCTOUYHUKOB
XpaHEeHUA JOKa3aTeTbHOH
nHOOpMAIUK 110 HHITUEHTY,
HX COXpaHEeHUe U
odopmIIeHrEe B COOTBETCTBUU
¢ HOpMaMu
TOCYZIapCTBEHHOTO
3aKOHO/IATEJIbCTBA

— IIpoBeneHnue
KpI/IMI/IHaJII/ICTI/I‘IeCKOI‘O
HCCAeI0OBAaHUA

s pazbopa MHIIUIEHTA,
[TOJIyYEeHHUSA U 3aKPEILIEHUST
JIOKA3aTeJIbCTB, SABJIAIOIIUXCS
JIOIIyCTUMBIMH B CyIeGHOM
pasbupareibcTBe

— JKcmpecc-
KPpUMHWHAJINCTHURA

IIpoBenenue
KPUMHUHAJTUCTHYECKHUX
HICCJIEJIOBAHUU B CKaThIe
CpOKH

GROUP-IB GLOBAL CYBER SECURITY COMPANY

KOMIMbIOTEPHAA
KPUMUHAJTUCTUKA
N PACCJIENOBAHUE

— YuyacrTue cnenuajJaIncTroB
B OIIepaTUBHO-
PO3BICKHBIX
MEpOoIIPUATHUAX

MuHuMU3auusa PUCKOB
YHUYTOKEHUS JOKA3aTEIHCTB

B CJTydae HEKBATU(UITMPOBAHHBIX
JIENCTBHIL, a TaKKe obecrieueHmne
JIOJDKHOTO ITPABOBOTO CTaTyca
TEXHUYECKUX MEPOTIPUATHI



KomnbroTepHas
KPUMMHaANUUCTUKa
U nccrnegoBaHue

BpPpeAOHOCHOIo Koaa

MALWARE
DETECTED!

— HcciiegoBaHue
BPEJOHOCHBIX
nmporpaMm

Omnpepenenne
(yHKITMOHAJIBPHBIX
BO3MOXKHOCTEHN
HCIIOJIHAEMBIX (aiiyios,
YCTaHOBJIEHUE CETEBBIX
agpecos. Paz6op

u gemudpanus GaiioB
KOHOUTYpAIIUU ¥ WHBIX
CIIyKeOHBIX TaHHBIX

— CpaBHeHUe
HCXOIHBIX KOOB
M NIPOrpaMMHBIX
IIPOAYKTOB

IIpoBenenue
KOMITBIOTEPHBIX
ucese0BaHuN

COBPEMEHHOI'O IlJIaruaTa B

obmactu UT

GROUR|IB

— HcciaemoBanue
MOOWJIBHBIX
YCTPOMCTB

IIpoBenenue
Hcese0BaHuN
MOOWIBHBIX YCTPOHCTB
Ha JIOTUYECKOM

U GUBNYECKOM YPOBHSIX,
a TaK’Ke Ha ypOBHE
¢ai10BOU CHCTEMBI

GROUP-IB GLOBAL CYBER SECURITY COMPANY

KOMIMbIOTEPHAA
KPUMUHAJTUCTUKA
N PACCJIENOBAHUE

— AYTCOpPCHHT yCJIyT

O6beaHEHNE YCIYT B
KOMILJIEKCe, UTO IO3BOJISAET

53¢ PeKTUBHO YIIPABIATH
WHITUEHTaMHU

Y MUHUMU3UPOBATh BpeMeHHbIE
u (prHAHCOBBIE 3aTPATHl HA HUX
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IIpecrymHas rpymnmna

PaspaboTymkn PacnpocTpaHuTenu W
BpegoHocHoro 1O BpeaoHocHoro 10 J

\ 4

)

BaHkomaThl }
1&

N N

$ $

1.

[ OpraHunsartopbl J‘

[pons.l }

"SR

$$

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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BpemoHocHad nporpaMmma —

2000 — 5000 $

[ITndpoBaHue NCHIOJTHAEMBIX
daiioB — 20 — 30 $

CpesHuu pasMep XUIeHUs
20 000 $

- GROUP-IB GLOBAL CYBER SECURITY COMPAMNY
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SAPAXXEHVE BAHKOMATOB
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Bpep,OHOCHa;l nporpamma aucneHcep (Mnardopma NCR)
S OH e Backdoor.MSIL.Tyupkin

CASH OPERATION PERMITTED.
- BapameHI/Ie 6aHKOMaTa INVALID CASSETTE NUMBER. TRY AGAIN.

70 START DISPBNSE":::R:;SO: -
ER CASSETTE NU
2. Oxxkuganve komauy ¢ IIMH-k1aBuaTypsbl . $

3. OTK/II0UEeHHE JIOKAJIBHOU CETU

4. Ilomaua koMaHa HaOPAMYIO JIMCIIEHCEPY

GROUP-IB GLOBAL CYBER SECURITY COTMYT i
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BpepnoHocHasa nporpamma aucneHcep (Mnartcgpopma NCR)

1. KonmmpoBanue ncnostHsseMoro ¢aiia ¢ 3arpy309HOTO KOMITAKT JUCKA.
JlobaByieHUE SIPJIbIKA B aBTO3arpy3Ky.

16.03.2015
16.03.2015
16.03.2015
16.03.2015
16.03.2015
16.03.2015
16.03.2015
16.03.2015
16.03.2015
16.03.2015
16.03.2015
16.03.2015
16.03.2015
16.03.2015
16.03.2015
16.03.2015
16.03.2015
16.03.2015
16.03.2015
16.03.2015
16.03.2015
16.03.2015
16.03.2015
16.03.2015

10:00:03 M...
10:00:03 M...
10:00:03 M...
10:00:04 M...
10:00:04 ...B
10:00:08 M...
10:00:08 ...B
10:00:09 ...B
10:00:09 M...
10:00:09 ...B
10:00:09 ...B
10:00:09 ...B
10:00:09 M...
10:00:09 M...
10:00:09 M.
10:00:13 ...

10:00:13 ...B
10:00:13 ...B
10:00:13 M.
10:00:13 ...

10:00:13 M...
10:00:13 M...
10:00:13 M.
10:01:47 ...

REG
REG
REG
EVT
EVT
EVT
EVT
EVT
EVT
EVT
EVT
EVT
EVT
EVT
EVT
EVT
EVT
EVT
EVT
EVT
EVT
EVT
EVT
FILE

NTUSER key Content Modification Time
NTUSER key Content Modification Time
NTUSER key Content Modification Time

WiInEVT
WInEVT
WInEVT
WInEVT
WInEVT
WInEVT
WInEVT
WInEVT
WInEVT
WInEVT
WinEVT
WinEVT
WinEVT
WinEVT
WinEVT
WinEVT
WinEVT
WiInEVT
WiInEVT
WinEVT

Content Modification Time
Creation Time
Content Modification Time
Creation Time
Creation Time
Content Modification Time
Creation Time
Creation Time
Creation Time
Content Modification Time
Content Modification Time
Content Modification Time
Creation Time
Creation Time
Creation Time
Content Modification Time
Creation Time
Content Modification Time
Content Modification Time
Content Modification Time

MNTFS_DETEC]crtime

ATMOOL
ATMOOL
ATMOOL
ATMOOL
ATMOOL
ATMOOL
ATMOOL
ATMOOL
ATMOOL
ATMOOL
ATMOOL
ATMOOL
ATMOOL
ATMOOL
ATMOOL
ATMOOL
ATMOOL
ATMOOL
ATMOOL
ATMOOL
ATMOOL
ATMOOL
ATMOOL

[\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\D\_Autorun\Defaulticon] (default): [REG_SZ] D:\HBECD\HBCDMenu.exe
[\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\D\_Autorun\DefaultLabel] (default): [REG_SZ] CLAYDERMAN
[\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\D'\_Autorun] Value: No values stored in key.
[2147483917 / 0x8000010d] Record Number: 33960 Event Type: Information event Event Category: 0 Source Name: PlugPlayManager Computer Nam
[2147483917 / 0x8000010d] Record Mumber: 33960 Event Type: Information event Event Category: 0 Source Name: PlugPlayManager Computer Nam

[21/ 0x00000015] Record Number:

78955 Event Tyna: Warnina auant Cuant Catasan: 1 Cnurea Mama: MCD Dlatfrarm Cammnntar Mama: ATRANNT

trima

[21 / 0x00000015] Record Number: 78955 Event Ty =10/
[22 / 0x00000016] Record Number: 78958 Event Ty| Fle Bl view Favortes  Tooks  felp | A
[22 / 0x00000016] Record Number: 78959 Event Ty () back -~ () - (T | [ ) search | Fokders | |y 50 X 16) | -
[22; 0x00000016] Record Number: 78959 Event Ty Address Ilf} Ci\Documents and Settingsiall Users|Start MenuiPrograms)Startup j Go
[22 / 0x00000016] Record Number: 78956 Event Ty
[22 / 0x00000016] Record Number: 78957 Event Ty desktop.ini ) AptraDebug
Configuration Settings Shartcut
[22 / 0x00000016] Record Mumber: 78957 Event Ty 1 KB 1 KB
[22 / 0x00000016] Record Number: 78958 Event Ty
[22 / 0x00000016] Record Number: 78956 Event Ty AptraDebug Properties 21x|
[22 / 0x00000016] Record Number: 78963 Event Ty — -
General Shartcut |E0mpat|h\||ty| File Hashesl

[22 / 0x00000016] Record Number: 78962 Event Ty
[22 / 0x00000016) Record Number: 78961 Event Ty E AptiaDebug
[22 / 0x00000016] Record Number: 78962 Event Ty
[22 / 0x00000016] Record Number: 78960 Event Ty Tt
[22 / 0x00000016] Record Mumber: 78960 Event Ty

Target location: system32
[22 / 0x00000016] Record Mumber: 78963 Event Ty
[22 / 0x00000016] Record Number: 78961 Event Ty VT

ATMOOL  TSK:/WINDOWS/system32/ulssm.exe

Start in: IC:\Windows\System32

Shartcut key: INnne

Run: INormaI window ﬂ

Comment: I

Find Target... | Change lcan... Advanced.. |
GROUP-IB GLOBAL CYBER SECURITY C oK I Carmee] Aoy
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3apaxeHHasa cuctema

=131 x| System Properties 21x|

File ‘iew Mode Help g

. _ e Spstem R estore | Automatic Updates I Femote

GE" & Ea B %0 M = 7 General Computer Name Hardware I Advanced
|Evu:|ence Tree b | |F|Ie List X
=& A APHTSICALDAIVED Eang L Size | Type | Date todfied | Windows uses the following information ko identify your computer

= Partition 1 [20471ME] (=) [orphan] 0 Folder (Placehal... an the network.
T2 APTRASYSTEM [NTFS] Clroot] 1 Directory 13.03.2015 12:...
[F Unparttioned Space [basic disk] I [unallocated space] 0 Unallocated Sp...

Computer descriptian: ||

|Pr0perties xl hackuphnntsectnr 1 Filesystem Mat...
File system slack 4 Filesystem Slack
B File System Information 000000000 |EE 52 20 4E 54 46 53 Z0-2Z0 Z0 20 00 0Z 03 00 00 |é ﬂ
Cluster Size 4006 000000010 (00 00 00 00 00 F&§ 00 00 FF 00 38 00 00 00
Q00000020 |00 00 00 00 80 00 &0 ED 7F 02 00 00 00 00 |--------- L IREEEE
Cluster Count e 000000030 (00 0O O 00 00 00 00 00
Free Cluster Caunt 187 857 000000040 |F6 00 00 00 01 00 00
Dirky Flag Falss Q00000050 |00 00 00 00 FAi 33 Co
ok Labe SR onnconn |10 B8 53 00 68 o0 o
Yolume Serial Mumber pio6F-F73E 000000080 |08 CO 13 73 05 B9 FF
Filg System Version ‘Windows ¥P {MTFS 3.1) 000000090 [OF BE D1 &0 E2 3F F7
UTC Timestamps True 0000000a0 (BT CF 66 F7 E1 65 A3
0000000b0 |16 24 00 CIr 13 72 OF -
00o00000c0 |74 04 FE 06 14 00 C3 flutaco
Qoo00o0d0 |03 06 1C 00 66 3B 06 IP Addre
L¥
00000000 |00 66 50 06 53 66 68 ‘:nhn;:- F‘I
Q0000000£0 |OF 85 OC 00 ES E3 FF Ii:r'lt-' - .i:r
000000100 |B4 42 84 16 24 00 1a o - -
0ooooollo|e6 58 66 58 1F EB ZD 66-33 DZ 66 OF BE7 OE 18 00 | f
000000120 |66 F7 F1 FE CZ SA CA 66-3E DO 66 Cl EA 10 F7 36 | f
000000130 | 1A 00 &6 D6 &84 16 Z4 00-34 EG CO E4 06 0OA CC E& |-
0oo0o0ol40 |01 02 CD L3 OF S2 19 00-3C CO 05 20 00 SE CO 66 |-
000000150 |FF 05 10 00 FF OE OE 00-0F &5 6F FF 07 1F 66 6l |§
L 000000160 |03 A0 FS 01 ES 09 00 A0-FE 01 EZ 03 00 FE EB FE |3
Properties Hex Value Inter... |CustDm Cuntent...l ISEI stark = 72, len = 8; clus = 0; log sec = 0; phy sec = 56

1 \PHYSICALDRIYED(Partition 1 [2047 1ME]/APTRASYSTEM [MTFS]

Far example: "Kitchen Computer or "Many'z
Computer''.

Full computer name:

‘workgroup: WORKGROUP

To uze the Metwork, |dentifization wizard to join a
domain and create a local uzer account, click Metwork.

Metwork (D |

t.-1|l-||'!-ld
92.168.30.138

Cuctema, B KOTOpOVI noaroTaBliinBasriCA APJbIK

Filzname
=l AptraDebug.Ink

Linked path
C:AwindowshSystem32hulzsm exe

[
Tafindows
TaSystem32
Tulzzm. exe

Created

16.03. 2015 10:01:47
n'a

22082013 1336:16
22.08.20131336:18
16.03. 2015 10:01:48

Writken

16.03.2014 19:26:05
n'a

15.03.2015
16.03.2015
16.03.2014 0:00:02

Last Acceszed
16.03. 2015 10:01:47
n'a

15.03.2015 2255:30
16.03.2015 23:55:30
16.03. 2015 23:55:30

MetB10S
lucky

MaC Address
1C:BF:ES:91:00:CE

Size [B] Yol Hame
118784  Fixed
]
]
]

118734

Wal Type Yol Serial
)| 5580 - ZBEA,




2. ABTO3arpyska
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
AptraDebug = «<IlyTh Kk uciosTHAEMOMY (QaIy UCCIEAYEMOU ITPOTPAMMBI > »

@Eile Explore  Windows Help

@ sinﬂware

3 Wwindows Installation

1™ Hardware

User Data

@ Startup Applicationsz

54 Services and Drivers

Q Metwork Configuration

a ‘windows Firewall Settin,

&1 Environment

Shell Folders

@ QOutlook Express

& FawData

LW B 7Te& LD

Windows NT Registry 69670 keys loaded

[ MS5HA
23 Ml
[:I Optimallapout
' [Z PhotoPropertyH andler
[:I policies
[:I PropertySustem
[:I Reinstal
& 23 Reliability

-2 RunOnce
-2 RunOnceEx

20 SharedDlls
B ([ Shell Extensions
[ 77 ShelComoatibilio

Result Fanel

ey

Yalue

Lgl_ﬂ IgfuT ray

Lg!ﬂ HotkeyzCmds
Lg!ﬂ tsharc

@] HTrawdpp
af] USBCamPrp
gﬂ tbdaeman

Lgl_ﬂ mzftpsryr

aB] NCR_AI_INVOKE

Type

REG_5Z
REG_5Z
REG_5Z
REG_5Z
REG_5Z
REG_SZ
REG_5Z
REG_5Z
REG_5Z

Data

C:awf M D OS ey stemn32higlatray. exe

C:id MO 'S havstem32hhkomd, exe

C:%Program Fileghtsharc hwincal exe -ugecuztom

C:%Program FileshtsharchHTravbpp.exe

"C:AProgram Files\MCR APTRANPCYideoCamera \CamPrP. exe

C:%Program Files\UPDDbdaeman. exe

"CASSDSASOFTUPDNFT Phsftp.cmd

"C:A\Program Filez\MCR APTRANggregate Installer\SETUIP.EXE"

"C:A\Program Files\MCR APTRAMnified AgentiwSbinWMCR.APTRA. CollectorProsyas, exe"

REG_S5Z W/ IND Ow'S havstem32hulzsm. exe I

MCR.APTRA, CollectorProsghy'S
Aptrall ebug

diass

v Key Path $55PROTO.HIViMicrosoft\Windows\CurrentVersion\Run
JAWINDOWS\system32\confighsoftware

—
REG 52

CowdIMD OS5 sy stem32h diass. exe

3. Ucnonb3oBanue XFS API past noakiaoueHus K yerporicreaM PINPAD u

JACIIEHCEDPY
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4. CKprTI/Ie OKHa IIPpOrpaMMBbl U O KHJAdHHUE BBOJAd KOMaH/I

CODE: <HucsoBou koa>
ENTER SESSION KEY TO PROCEED!

DISABLING LOCAL AREA NETWORK...
PLEASE WAIT

CASH OPERATION PERMITTED.
TO START DISPENSE OPERATION -
ENTER CASSETTE NUMBER AND PRESS ENTER

CASH OPERATION FINISHED.
TAKE THE MONEY NOW!

CASH OPERATION PERMITTED

INVALID CASSETTE NUMBER. TRY AGAIN.

TO START DISPENSE OPERATION —

ENTER CASSETTE NUMBER AND PRESS ENTER.

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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LIEJIEBbBIE ATAKU




IGROUP|IB

ApXUB U3 BIOKCHHS COACPKUT (aiin ¢ pacmmpennueM «.doc.cpl» u 3naukom daiina

«Microsoft Word»

[Iaponbe Ha apxus 11

AnexcaHnp, JoOpwlt IHeHb!

Bricbuiaio BaM HammM PEeKBUBUTH IOJ8 BaKJIOUEeHMS OOTOoBOpa, M IOKYMEHTH Ha NPOBEPKY
CyMmma nenozuTa 32 000 000 py® 00 xom, CpOKOM Ha OIMH I'OO, % B KOHLle CpoOKa

C YBaxeHuemMm, XX

TeJ. +XXXX

Email:xxx@xxx.ru

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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IIceMoO HaA TOUTY

|Q—|| % 9 |= Bxopawwme - general buh@mycompan.com - Microsoft Outlook = B =R
naeHas OTNpaeka W NoAy4YeHue Manka Bug [~ e
£ .] [ Q OTEETUTE m LEE MepemecTTs & 7 |B MepemecTuTe ~ L—g MpouuntaHo? HaiiT koHTakT =
il )\3' Q OTEETUTE BCEM Q PykoBoauTent - @ Mpaeuna = BuiGpate kaTeropuio = | [l AapecHan kHura
Cozgate Hoewle ¥aanuTe - || _ - OTNPABUTE W NOAYUYKTE
COOBLYEHIE 3NEMEHTE ™ %' Ql'lepecnaTb @ (4 CooBlienue 3ne.. | = @OneNote W K ucnonHenuio ~ W OUETP NouTH * noYTY - BCe Nanku
Co3aate ¥aanuTe OTBETHTE BhICTPEIE ASHCTENA ] MepemMecTuTE Teru HaitTi OTnpaska W Nony4eHue
4 W36paHHoe 4 . - >
[T — [Monck & nanke “Bxoaaume’ (CTRL-Y) £ 06HoBnennan Eepcun gorosopa 4 Hoagpe2014 )
3 A Ma BT Cp Y47 Nt C6 Be
[ OTnpasnenHEe Ynopagouenue: fata | BukTopws NyBapesa <v.gybareva@rrkmoney.ruz e L s
29 3
@ ¥aaneHHwe . Ornpasnedo: Br11.11.2014 19:15 5 6 7 8 9
Ceroana | Komy: general buh@mycompan. com 12 13 14 15 16
4 general.buh@mycompan.com I Buxtopua IyGapesa 1%:15 | || CooBwerue B gorosop.doc 826 K6aiiT) 19 20 21 22 23
[s] sepcug gorosopa U ] 26 37 38 29 30
] Bxomaume 1) = 1 235456 7
[Z| Yepriosukn No6pblA AeHb, NPOLWY 03HAKOMMTBCA C
[ oTnpasnenteie forosopom. Cnacubo A
&l YpaneHHeie - ‘
() RSS-kamans: Best regards, 2
(3] Noxopaume Viktoria Gybareva,

Senior accountant

Tel.: +7 (495) 123-45-67, ext. 1001
d.golybev@rrrmoney.ru
WWW.ITTMoney.ru

[ HexenaTenbHas nouta BoTped B BYAYLWEM HE HAMEYEHD,

O Manku nomcka

Money
¥nopagodeHwe: MoMeTEa: 4aTa ... | N
BE2AMTE HOBYKO 33834y |
HeT 3neMeHTOE 4nA NpoCcMoTpa B
AAHHOM NPEACTABNEHHH,
~
|~ Mouta
Kanengape
KOHTaKTbI
b
@ 3apaun r ,
Bukropua MNyGapesa ~
Sh=Rr. ~ P e -

-------------------------------------------------------------------------------------------------- GROUP-IB GLOBAL CYBER SECURITY COMPANY  coeceemmmmmmtt ittt ettt



Anunak

CVE-2012-0158 + gorosop.doc = <3 be:31.131.17.125 + blizko.net/blizko.org

N

ntxobj.exe

N

%SYSTEM % /Com/svchost.exe %All Users%\Application Data\Mozilla\%name%.bin

netsh
AmmyAdmin

Mimikatz
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ITaposn

2014-11-11 17:53:32 — mimi.exe
2014-11-11 17:53:41 — /Intell /mimi/6.txt
2014-11-11 17:54:52 — /Intell/mimi/mimi32/mimikatz.log

Result:
User Name : Buh
Domain : Buh-PC

Domain : INTAD *
Password : igf42er5

GROUP-IB GLOBAL CYBER SECURITY COMPANY



ITloxmena kaccer (Illlardpopma Wincor)

1. 3arpyska Ipu yZaJeHHOM WU PU3NYECKOM JIOCTyIle B OaHKOMAT.
Moaudukanus KIuel peecTpa.

2. BrIyiaua BMeCTO KYIIOp HOMUHAJIOM 100D KYIIIOPp HOMHUHAJIOM 5000D.

Brigats 500 pybJiei ——> BriaeT 5X5000=25000 py0Jien

\\.\.\\n\i‘\\\l‘.\.\l\\“
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ITloxmena kaccer (Illlardpopma Wincor)

Moaudukamnus KJIouend peecTpa.

HKEY_LOCAL_MACHINE\SOFTWARE\Wincor
Nixdorf\ProTopas\CurrentVersion\LYNXPAR\CASH_DISPENSER\

4 |
REG_ADD “HKEY LOCH
Sv WALUE 11/t R /
REG_HDD _“HEEY LD CHLE [WAREMH1incor HNixdorf\ProTopas\CurrentVYer=sion\LYNXPARMNCASH DISPENSER™
Sv IVALUE &)/t REG_SZ /d ['S5008™) /f
shutdown -r -t 8 -f

B
A i WSOETHAREAHLncor Nixdorf\ProTopas\CurrentVersion\LYNKPARNCASH _DISPENSER™
! IHE 1 7t R /f
7o VALUE_2 7t ' : WARE\Wincor Nixdorf\ProTopas\CurrentVersion\LYNXPAR\CASH DISPENSER"
/o VALUE 2 /1 REG S /d 1000 /f
Ly 1 : [WARE\H1ncor NixdorfA\Prolopas\CurrentVersion\LYNKPARMCASH _DISPENSER™
VALUE 3 /1 REG LU
Qnn_“HKEY 1 T WARE\HWincor Nixdorf\ProTopas\CurrentVersion\LYNXPAR\CASH DISPENSER™

/ulVALUE & /t REG SZ /d “100" /f
shutdown —-r

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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Bpenonocunaa nporpamma gucneHcep (ILrargpopma Wincor)

1. 3arpyska Ipu yZajJeHHOM Wiu PU3UIEeCKOM JIOCTyIle B OaHKOMaAT.

2. 3amyck MoaudUuIpoBaHHOU Bepcun auarnoctudeckoro I10 Test
software Component Diagnostic ("KDIAG32")

cv CAWKDIAG3Z  TestsW' CashInDut',CashInDutModules'crsl.exe = O] |

File Init Commands Application—CS5C Serwvice Continuwous Rel Devilest
|

L= Output banknotes
AZM-HG ztandard menu

Show = r»or N
o AZM.F4 “En
7

Ho transmit to AZM yet?

18:10:=3%

3. Beiztaua xymop 6e3 mpoBepKU Ha OTKPHITHE cerida.
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I'pa06ep (IL1ardpopma NCR)

1. 3arpyska npu gocryne B 6aukomat. Moaudukamnus 110 6ankomara
(mobaByieHne QYHKIIUU B UCIIOJIHSIEMbBIN (palil B aBTO3arpys3Ke).

2. 3amuch Tejia BUpyca B 010JIM0TEKY, B CKPBIThIM TOTOK N'TFS
(ApplicationCore.exe:netncr.dll)

3. IlepexBaT TPeKOB U IMHOB U 3aIIUCh UX B 3aIIN(POBAHHOM BUJIE B
ckpbIThId TOTOK NTFS (autosave:descriptor).

4. KormupoBaHue JAaHHBIX HA YUII OIIPeJIeIEHHOM KapThl, yAaJleHHe
BHpYycCa U CJIEN0B pabOTHI IIOC/Ie UTEHUA ONpeAeIEeHHON KapThl.

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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ABTO3arpyska
ApplicationCore.exe

-text:apuaz7oc
text:0848279C ; Attributes: bp-hased frame
-text:apuaz7oc

-text:aauazyoc public start
text:AauBaZ2yoC start proc near
-text:aauazyoc push ebp
-text:aauazyoD mou ebp, esp
text:0048279F add esp, @
-text:aauaZzyn2 pop ebp

-text:004827A3
text:004027A8

push offset loc 4872038

-text:aauazyab ¥,
-text:AAuAZ¥BE2

-text:aAuBZ7BY retn
-text:A0uB27BY4 start endp

.text: 084682784
SEeREIBBUBZTBY ;
-text: 00402785 '

, A
.text A04827E8

text:AAuAZTEY dd 7 dupif)
text:oauazZgan dd 2@oh dupi?)
text: 00482808 _text ends

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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IIpoBogHUK — He oTOOpakaeTcst ADSSpy — oTobpazkaercs

. . . . IS Alternate Data Streams [(A05] are pieces of info hidden az metadata on filez on NTFS dives. They are not ;I
EI|E-' Eljlt Yiew Favatites IIIIIII|5 HE||:I i.* vizible in Explorer and the size they take up is not reported by Windows. Recent browser hijackers started using
ADS ta hide their files, and very few anti-mahware scanners detect this. Use ADS Spy ta find and remove these
= ¥ streams.

j_ j Search i} Falders Mote: this app can also display legitimate A0S streams. Don't delete streams if you are not completely sure they

Back = | | -

@ \-._.4-I|I lE are malicious! e
address Ilf} : TI G0

" Quick scan Maindows base falder only)

" Full szan [all MTFS drives)
T = Scan only this folder: |CAS5DSAPPS _I

ﬁ.pp"tatiﬂnCDr’Eﬁ EXE ¥ |gnore sate system info data streams ['encreptable’, 'Summanginformation’, ete)

[~ Calculate MDS checksurs of streams’ contents

‘ Scan the system for alternate data streams I Remove selected streams |

| | MPITCPIPCommsService.exe | — r—
YPITCPIPCommsService Moduled ; cationCore.exe netncr [30 bytes

IScan complete, found 1 alternate data streams (A05's).

25
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autosave:descriptor — JaHHBIE ¢ KaPThI, B TOM YHCJIE€ BTOPOU TPEK

DateTime = 2013-06-11 16:29:37
tracksZ =

Balance = 0O

PinBlock = BD 29 B 24 D5 22 De D1
Pinlen = 8

Pin = &5 75 6F 62 00 00

DateTime = 2013-06-11 16:40:13
tracksZ =

Balance = 0O

PinBlock = 3A C4 96 79 06 13 35 AD
Pinlen = 8

Pin = 45 70 FE BS 00 00

DateTime = 2013-06-11 16:41:07
trackiZ =

Balance = 0O

PinBlock = EZ 44 7B 1B 14 D7 73 F1
Pinlen = 8

Fin = 82 OF AF 3C 00 00

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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BpenonocHaa nmporpamMma aucneHcep (Illargpopma Diebold)
1. 3arpyska npu gocryne B 6aukomat. Moaudukamnus 110 6ankomara
(mobaBsieHHe GYHKIIMH B UCIIOJHSIEMbIN (Daiijl B aBTO3arpy3Ke).

2. 3amuch Tejia BUpyca B 610IU0TEKY, B CKPbIThIA NOTOK NTFS
(SpiService.exe:740DF3B835B.)

3. AKTUBaIUs OT MacTep-KapThl, y/laJIeHe BUpyca U CJeJ0B pabOThI
II0CJIE YTEHUS ONPeeT€eHHON KapThl.

4. OmycrolneHue KacceT AUcIIeHcepa.

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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ABTO3arpyska
SpiService.exe

text:884827%1 ; Attributes: bp-based frame
-text:00402751

-text:0o482751 public start
-text:80482751 start proc near
-text:0o482751 push ebp
-text:poo4B2752 mou ebp, esp
-text:oouB2754 add esp, @
-text:00402757
-text:00402758
-text:0040275D
-text:00402762
-text: 00402767
-text:00402769
-text:00402769
-text:00402769
-text:00402769

text:a048276A

Jtezt:ppup276abfacProgramFilesD C:%Program FilesiDiebo gilisXF5yvbinySpiService .exe:740DF3B835E"
text 80482760 s DHIH &H - start+llo

text 80482760 dh " _.exe',d

-text:B04827B3 align 4

text:004827BY dd 13h dup(8)

text:00482800 dd 288h dup(?)

R S Y LA T R —_—
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ITogxintouenue USB

06.02.2015 22:18:41 M... REG  SYSTEMkey ContentModification Time  [\ControlSet001\Control\Class\{71A27CDD-812A-11D0-BECT-08002BE2092F }\0033] DriverDate: [REG_SZ] 7-1-2001 DriverDateData: [REG_BINARY] DriverDesc: [REG_SZ] Genericvolume DriverVersion: [REG_5Z] 5.1.
06.02.2015 22:18:41 M... REG  SYSTEMkey ContentModification Time  [\ControlSet001\Enum\STORAGE\RemovablaMedia\7&22759ab6&08RM] Capabilities: [REG_DWORD_LF] 96 Class: [REG_S7] Volume ClassGUID: [REG_S7] {71A27CDD-§12A-1100-BEC7-08002BE2092F} CompatiblelC
06.02.2015 22:18:41 M... REG  SYSTEMkey ContentModification Time | [\ControlSet002\Control\Class\{71A27CDD-812A-11D0-BECT-08002BE2092F 1\0033] DriverDate: [REG_57] 7-1-2001 DriverDateData: [REG_BINARY] DriverDesc: [REG_5Z] Genericvolume DriverVersion: [REG _S7] 5.1
06.02.2015 22:18:41 M... |REG  SYSTEMkey ContentModification Time | [\ControlSet001\Control\DeviceClasses\{53f3630d-hehf-11d0-9472-00a0cS1efheh]\## 74 TORAGE#RemovahleMediat78&22759ab6 BO&RM#5315630d- hohf-11d0-94F2-00a0c Lefbsb)\#] SymbalicLink: [REG_52] \\?\¢
06.02.2015 22:18:41 M... REG  SYSTEMkey Content Modification Time  [\ControlSet001\Control\DevicaClasses\{53f5630d-b6bf-11d0-9472-00a0c51efhb ] \## 74 TORAGE#RemovableMediat7&22759ab6B0&RN5315630d-bohf-11d0-94f2-00a0c9 Lefbsb}] Devicelnstance: [REG_SZ] STOF
06.02.2015 22:18:41 M., REG  SYSTEMkey ContentModification Time | [\ControlSet002\Control\DeviceClasses\[53f5630d-hehf-11d0-9472-00a0c91 efhah ] \##?4STORAGEARemovahleMediat7822759ab6 8 0&RM#!53f56300-b6hf-11d0-9472-00a0c91efheh \#] SymbolicLink: [REG_5Z) \\?\¢
06.02.2015 22:18:41 M... |REG  SYSTEMkey ContentModification Time | [\ControlSet002\Control\DeviceClasses\{53f3630d-hehf-11d0-9472-00a0cS1efheh]\## 74 TORAGE#RemovahleMediat78&22759ab6 B0&RM#5315630d- hohf-11d0-94F2-00a0cd Lefbsb)] Devicelnstance: [REG _SZ] STOF

06.02.2015 22:18:42 A..  LOG  WinPrefetch Last Time Executed Prefetch [RUNDLL32.EXE] was executed - run count 5 path: \WINDOWS\SYSTEM32\RUNDLL32.EXE hash: 0x451FC2C0 volume: 1 [serial number: 0xFC8F532A device path: \DEVICE\HARDDISKVOLUMET]
06.02.2015 22:18:43 .C.  FILE  NTFS_DETECT ctime TSK:.Content.IES

06.02.2015 22:18:48 .C.  FILE  NTFS_DETECT ctime T5K:/Documents and Settings/Administrator/Cookies/index.dat

06.02.2015 22:18:48 .C.  FILE  NTFS_DETECT ctime T5K:History.[E3

06.02.2015 22:18:43 .A..  FILE  NTFS_DETECT atime T5K:/WINDOWS/system32/odbc32.dll

06.02.2015 22:19:01 M... REG ~ NTUSERkey ContentModification Time [\Software\Microsoft\Windows\ShellNoRoam\MUICache] @"C:\Program Files\Windows NT\Accessories\WORDPAD.EXE" -190: [REG_SZ] Rich Text Document @"C:\Program Files\Windows NT\Accessories\WOR|
06.02.2015 22:19:01 M... REG ~ NTUSERkey ContentModification Time | [\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\[75048700-EF1F- 1100-9888-006097DEACFI]\Count] UEME_RUNPATH: [Count: 425]

06.02.2015 22:19:01 M... |REG  NTUSERkey ContentModificationTime | [\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{75048700-EF1F-11D0-9888-006097DEACFIT\Count] UEME_RUNPATH:F:\E15C0740DF3B835B.exe: [Count: 1]

06.02.2015 22:19:01 M... REG  NTUSERkey ContentModification Time  [\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{75048700-EF1F-11D0-3888-006097DEACFI]\Count] HRZR_EHACNGU: [REG_BINARY] HRZR_EHACNGU:(ahyy): [REG_BINARY] HRZR_EHACNGU:::

06.02.2015 22:19:01 A, LOG  WinPrefetch LastTime Executed Prefetch [E15C0740DF3B835B.EXE] was executed - run count 1 path: \E15C0740DF3B835B.EXE hash: 0x134C6192 volume: 1 [serial number: 0x7408DF34 device path: \DEVICE\HARDDISKL\DP(1)0-0+6] volume: 2 [sel
06.02.2015 22:19:06 M... EVT  WinEVT Content Modification Time  [3221232505 / 0xc0001b7a] Record Number: 3384 Event Type: Warning event Event Category: 0 Source Name: Service Control Manager Computer Name: DIEBOLD-GEEDSS0 Strings: [u'Diebold XFS' u'1]

06.02.2015 22:1%:06 ..B  EVT  WinEVT Creation Time |[3221232506[ 0xc0001b72] Record Number: 3384 Event Type: Warning event Event Category: 0 Source Name: Service Contral Manager Computer Name: DIEBOLD-6EEDBS0 Strings: [u'Diebold XFS' u'1] |
06.02.2015 22:19:06 .C. FILE  NTFS_DETECT ctime TSK:/Program Files/Diebold/AgilisXFs/hin/SpiService.exe

06.02.2015 22:19:11 .8 FILE  NTFS_DETECT criime;mtime;ctime;atime  TSK:/WINDOWS/Prefetch/E15C0740DF 388358, EXE-134C6192.pf

06.02.2015 22:19:12 A..  FILE  NTFS_DETECT atime TSK:/Program Files/Diehold/AgilisXFs/bin/SpiService.exe

06.02.2015 2219:13 .B  EVT  WinEVT Creation Time [551 / 0x00000227] Record Number: 1175714 Event Type: Unknown 8 Event Category: 2 Source Name: Security Computer Name; DIEBOLD-GEEDSS0 Strings: [u'Manage_ATM' u'DIEBOLD-GEEDSS0 u'(0x0 Ox439e6a)]

3amyck E15C0740DF3B835B.exe ¢ noakiatoyennoro USB
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1. HeoOxomuMmo onepaTuBHOE cHATHE oOpa3a baHKkoMaTa

2. Vcrios1b30BaHte MITATHBIX YTUJINT C MOANMUKAIIUSIMU

3. Mcnosnb3oBaHue CKPBITHIX TOTOKOB NTFS

4. CaMOyHHUUTOKeHHEe MPpoTrpaMM, yaJdeHHe *KyPHaJI0B, BUAe0daiioB.
5. Mcnosb3oBaHue MITaTHBIX CPEJICTB YIaJIeHHOTO yIIPaBJIEHUs

6. IlogMeHa BpeMeHHbIX aTpHuOyTOB (haiijioB
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[MPOBJIEMbl BE3OINACHOCTW
BAHKOMATOB
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1. NHCcanx

2. BodmoskHOCTb cOpoca nmaposist Ha BIOS 6ankomarta. Mcnosib3oBaHUe
OJNHAKOBBIX IIapoJie

3. OTcyTcTBHE BO3MOKHOCTHA KOHTPOJIMPOBATH 11€JIOCTHOCTD 110
6aHKOMAaTa

4. JoctymmHocTb cepBrucHOTO 110

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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MatTBeeBa Becra

matveeva@group-ib.ru

Ty . A .
€1) +7(495)984-33-64 | E————— Pad  info@group-ib.ru

ﬂ facebook.com/group-ib E twitter.com/group-ib



