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Kpuntorpadpusa Ha MOGMUJIbHbIX
naartdopmMax:
4yTUM TpaaMLMMMN B HOBOM

peasibHOCTH
MBaHOB Bnaanmmp Mewepsakos Knpunn
AnpeKkTop No pasBUTUIO MeHen)xep nNo nNpoayKTam



PYTOKEH

O yeM norosopum
I

> Uctopuna Bonpoca

> O kpuntorpadpmnyeckux Mmoaynax
> O perynartopax

> O KN1r4YeBbIX HOCUTENAX

> 06 apxutekTtype

> Kak >xutb ganbwe?



PYTOKEeH

U cotBopun Apple iPad

> YcTpoucTBa AJ1I1 MAacCOBOIro pblHKa
= Jlocyr n pasBnedyeHus
= Yyeba
= PaboTa?
> Pax Americana
= be3 permoHanbHOM KpuUnToCneumnpukn

= be3 nerasibHON BO3MOXHOCTUN €€ BCTPOUTDb



PYTOKEeH

Yero XoTaT noJjib3oBaTenum

> Kpuntorpacdpuma? Yro 310?
> CoxpaHeHue TpaguLuMOHHO xopowero UX/UI

> KotTukm




PYTOKEeH

Mpuno>keHus

m—
> O6buwecucreMHblie

= [llouta, KoHTakTbl, KaneHaapb a

= VPN KAueHT m

= RDP KAMeHT

> KnueHTbl NpUK1agHbIX CUCTEM
= KnueHnt 240
= KnneHT ERP
= KnueHt ABO

ﬂ Office 365




Jlydwee — getamMm!




PYTOKEeH

Jliydwiee — getaMm!

A BOT FIPS 140-2 BaMm!




PYTOKEH

Yero He xBaTaet ansa FIPS 140-2?

> CeptudpmumpoBaHHblie (AOBEepeHHble)
Kpuntocpeacrtea

> Hocutenun knroueBon nHpopmaumn



PYTOKEeH

Kpuntorpacdhunueckmmn Mmoaynb

ANroputmbl

dopmarbl [1pOTOKObI




Hocutenu knrouyeBon nHpopmauum

> YCNOBHO oTyYy)>XAaeMble
= microSD
= SIM
> OTuy>XaaemMble Ha KOHTaKTHOM uHTepdence
= USB-TOKeHbI
= CMapT-KapThl
> OTuy)Kaaemble 6eCKOHTaKTHbIe
= CMapT-KapTbl ¢ 6ecnpoBOAHbIM CYUTbIBATENEM
= Bluetooth-TokeHbl
= NFC



PYTOKEeH

KnrouyeBble HOCUMTEIMN

CD-Trusz
Java msz
==

8GB



KnroueBble HOCUMTENU

Thursby Software Systems
PKard® Reader

voibuiysesn

B
®

Case iPad mini / Retina (TSS-PK11)

Case iPad 2/3
Case iPad Air

(TSS-PK12)
(TSS-PK13)

BUILD SECURITY

Made for

izliPod liPhone iPadJ

Thursby Software Systems

PKard™ Reader

T
Plug-in — Lightning (TSS-PK7)
by

.nsn'

Plug-in — 30-pin (TSS-PK8)




KnroueBble HOCUMTENU

€3 Bluetooth

SMART

r;ncrapt.cd Bluetooth
Communication

ea(s.;gj Pay with
Feitian

Chip card Reader




KnroueBble HOCUMTENU

l.VIade for
L) iPhone




Mo6unbHOe YCTPOMUCTBO B KauecTBe

KJ1IO4EeBOro HocumTens
o

> N3onsauma npuioXKeHUn n AaHHbIX
> lLindbpoBaHue AaHHbIX NMPUIOXKEHUU
> XpaHeHue KJ/1rouen n ceptnpukarTos
= |OS Keychain
= 3awmueHHoe xpaHmnuuwe Android
> BuptyanbHaa cMapT-KapTa?
= Charismatics Enigma

= Indeed AirKey



PYTOKEH

AyTeHTudnKauma nonb3oBaTens

MO6GMIBHOIoO YCTPOUCTBA
I

> Slide to unlock

> Uncdposou kon

> 'pacdbnueckun Kon

> «CUNbHbLIN> Naposb
> Pacno3zHaBaHue numua

> OTneyaTokK nanbLua

csieayrouwmin ypoBeHb

> OTUY>XaaeMbin KNHoYeBON HOCUTESb



PYTOKEeH

bnoMeTpnuyeckasa ayreHTudpumkauums

-KaK e MOXHO C 4yenoBeka
cHaTb FIPS He3aMeTHO?

- MO>XHO. A He 3Halo, KakK
OHU 6yayT AenCcTBOBATb, HO
yenoBeka MOXHO OrnyLwunTb,
HaMouTb, YCbIMNAUTb.

B obwemM - C
6ecuyBCTBEHHOrIoO Tena.
HakoHeu, c Tpyna!

- C ybero... Tpyna?

- HO 4 yBepeH, 4To A0 3TOoro
He AonaeT!




PYTOKEH

3aueM oTuy>XAaaTb KJIloueBble HocutTenun?

> boJsiblue PUCK JIMLUUTbCA YCTPOUCTBA

> MeHbLie KONMUU KJNIloYen n ceptudPmkaTos
> Knrouun MmoryT 6biTb Hem3BsieKaeMbiMM

> CobnrogeHmne TpeboBaHuM perynsaropa

> OwyuwieHme 6e30nacHOCTM y NoJib3oBaTeNs



Apxutektypa Ha Android

Android Device

AOSP

~
Application

OpenSSL

PKCS#11

J

MpoBepsaembi KpUNTOMOAYNb

A

PC/SC Service

PC/SC cTek unu aHanor

-/
A

microSD FS

A

Bluetooth

CuctemMHble KOMMNOHEHTbI

A




PYTOKEeH

Apxutektypa Ha i0OS

i0S Device

i0S

Application

[MpoBepAembI KPpUNTOMOAY/1b

A

External -

Accessory
Framework

CnctemHble KOMMOHEHTbI

A

MFI certified
USB
accessory

MFI certified
Bluetooth
accessory

iPhone




PYTOKEeH

rOCT-anroputmbl Ha Android m iOS

[ToKa NMPOTUBHUK PUCYET KapTy
HAaCTyn/1eHunsa, Mbl MEHAEM
naHawadThl,
NpuyeM BPYUHYIO!

2152 npukas OAINCU

> Ceptudpmnkaums
no KC2




PYTOKEeH

ApxutekTtypa c noaaep>xkom 'oCT Ha
Android n i10S

Android Device

AOSP

Application

GOST
Cryptoprovider

external
keystorage
support

GOST
Crypto

provider
NN

PC/SC Service

—/

UsSB

microSD FS

Bluetooth

/

~
iOS Device

ios

Application
)

GOST
Cryptoprovider

External
keystorage

support
PC/SC
External

Accessory

Framework
——

MFI certified
Bluetooth
accessory

MFI certified
USB
accessory

‘=

N

@

NV

a8



PYTOKEH

BapuaHTbI

> USB Heyaob6HO
> Yt1o-TO TOpUMT (N1erko csoMaTb, NOPTUT BUA)
> FpoMO3AKMN Yexon
> TpyAHO BCTaB/ISATb U BbIHUMATb

> microSD un3sB/sieKaeMbiU JINlUb «YCJIOBHO >

> K MHOI'MM YyCTPOMCTBaM HENPUMEHMNMO,
Apple - 100%

> Bluetooth — Hebe30nacHO?



PYTOKEeH

3awmTta Bluetooth-kaHana

4 '
iOS Device
i0S
"~ — A ' B
Application Security Device
Bluetooth
Middleware GOST 28147 Encrypted APDU
User Keys
\. J
f
i0OS KeyChain
EC DH 34.10-2001
. )
. J \. J




PYTOKEeH

3awumTta Bluetooth-kaHana

Bluetooth-wmdpposanmne

rOCT-wmdpposanmne

rocrt




PYTOKEeH

NMpuno>xxeHunsn

.
> O6bwecncreMHblie

= MouTa, KoHTakTbl, KaneHaapb ki
= VPN knuneHT S-ctgr'}‘a
= ObniayHoe XpaHunuuie
> KnueHTbl NpuKagHbIX CUCTEM
= Knuent 340 &<r
= KnuneHt ERP ‘\\ =dWNorksPad

= KnueHt ABO

@ MCI1 baHk



PYTOKEeH

Pa3paboTka 3aumLieHHbIX NMPUJ10XXeHU N

NMpuno)xxeHne ¢ BCTPOEHHOMN «HaBeCHOM>» kKpuntorpadpmein o6bivHO
BbIrNMAAUT NPUMEPHO Tak ©




NMpuno>xeHnn Mmano?!

0
MICKyCCTBO
No-npexHemy B
B 60/1bLLOM p
nonry!






KoHTakTHaa nHdopMauums

DNIeKTPOHHAaA nouyTa:
O6wwume Bonpockl — info@rutoken.ru
Tex.nogaepxka — hotline@rutoken.ru
OTaen npoaax — sales@rutoken.ru

CanTbl:

www.rutoken.ru
www.aktiv-company.ru

TenedoH:
(495) 925-77-90



