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N3BecTHble npeMmyLlecTsa BUpPTyaamnsaumm

% CoKpalleHue 3aTpaT Ha 3aKyMnKy U 0bCcnyuBaHme
dU3NYECKUX CeEpBEPOB;

% ONTMMM3aLUMA UCNONb30BAHMA BbIYUCANTENBHbIX
MOLLHOCTEMN;

% YBenunuyeHue sHeprospdeKkTUBHOCTHU;

% ObecnevyeHne HeNpepbIBHOCTU PaboTbl 33 cHET MEXAHU3MOB
Knactepusauum 1 aBapmUMHOro BOCCTaHOBAEHMUA.
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Poccuincknim poiHOK Buptyanusauum 2014

vmware
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» PERCENT OF ORGANIZATIONAL IT BUDGETS DEVOTED TO CLOUD IN EACH COUNTRY
(INCLUDING SOFTWARE, SERVICES, STAFF, RESOURCES, TRAINING, ETC.):

o 20% 4% 60%
AUSTRALIA ] ‘ 31%
BRAZIL | 46%
CHINA — 46%
FRANCE | 31%
GERMANY ] ‘ 28%
ITALY ] 21%
JAPAN — 47%
NETHERLANDS [ 36%
RUSSIA — 53%
SWEDEN | 33%
UK EEESS— 34%
us | 28%
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BupTtyanmsauua — He TOJIbKO NpenmyLLecTBa l ‘
(0
46%

KOMMNaHWN OCTAaHOBUIN MU 3aMeaNnn BHeJpeHne
BMPTYyanM3aLmMmM n3-3a Bonpocos besonacHocTn®,

I *- onpoc Ponemon Institute
l' Kop, 6e3oracHocTy




Buptyanusaums

O6bIYHbIM KOMMbIOTEP
YnpasneHue BUpPTYanbHOM

MHPPaCTPYKTYpOi

Cepsep BupTyanusauuum

l .I Kop 6e3oracHocTu



TpaaULUMNOHHbIE Yrpos3bl

HapyweHune paboTtbl o6opyaoBaHmA.
Yrpo3bl XOCTOBOW CUCTEME.

ATaku\ceTeBble yrposbil.

Yrpo3bl BpegoHocHoro [10.
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TpaauumnoHHo-cneundunyecKkue yrposbil '

BpegoHocHoe [10.

YA3BUMOCTU NNAaTPOPMbI.
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BpeaoHocHoe MO

* 2012 r. MORCUT.

[lepBbin TPOAH, 3aparkatowmi WwabaoHbl BM
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Ya3BMmocTtu naatpopmbl

Security Advisories & Certifications

Certifications Guides

Security Advisories are the official notification of security-related vulnerabilities and issues
impacting VMware products. Security Advisories outline complete information on how to
protect impacted systems. Each advisory contains a detailed description of the security
vulnerability, affected systems, threat severity, risk mitigation techniques for fixing the
vulnerability and securing the system. Third-party certifications such as Common Criteria and
FIPS provide independent validation of the security of VMware products. These are listed
along with links to the official certificate or report. Security Hardening Guides provide
prescriptive guidance for customers on how to deploy VMware products in a secure manner
and also provide script examples and other information to help with security automation.

August 29, 2013
VMSA-2013-00M

VMware ESXi and ESX address an NFC Protocol Unhandled Exception
August 22, 2013

VMSA-2013-0010

VMware Workstation host privilege escalation vulnerability

July 31,2013

VMSA-2013-0009

VMware ESX and ESXi updates to third party libraries

‘ ‘ Ko 6esomacHocTH
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Ya3BMmocTtu naatpopmbl

Distribution of virtualization system vulnerabilities

Indeterminate
6%

Hypervisor
1%

Management server
6%
Hypervisor escape
Guest VM yp 38% P
15%

Management console
16%

Admin VM
18%

* Forrester Research, Inc
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YazsumocTtn nnatpopmbl

KOHTpoOn
DCTIK Poccumn

Yiposbl VAIBMMOCTH JloKyMEHTBI

InasHas

CMHCOK yA3BMMOCTER

OUNBTPALIUA
KOHTEKCTHBIA NOUCK N0 HA3BAHUIO YAIBUMOCTH

[a [ ]

TMpou3ssoauTens NO

+ Non. napameTpsbl

[nanasoH gar

OOpartHan ceAsb

defepanbHas cnyxGa Mo TEXHUYECKOMY U 3KCMOPTHOMY

BbisoguTe no: 10, 20, 50, 100

2015-00723

2015-00722

2014-00322

2014-00019

2014-00006

2014-00005

Hosocu caita

DAY «THAMKW MT31 ©CTIK Poccuux»

©CT3K Poccun

YA3BUMOCTb Nporpammyore obecneverna VidWare Workstation, nossonatowas
3NOYMBILNEHHWKY HApYLWNTE AOCTYMHOCTL 3allMILAEMOi MHMopMaLmMK

Viware Inc. VM Vorkstation 07 9.0.0 go 9.01

YA3BMMOCTE MPOrpamMMHore obecnederua VMWare Player, nossonawiyas
3MOYMBILINEHHUKY HAPYILUTS AOCTYMHOCTS 3aLLHILEEMOM MHDOPMALMK

VMware Inc. VMWare Player ot 5.0.0 go 5.0.1

YA3BUMOCTE rMAepBu3opa ViMWare ESXI, N03B0NANLIAA AN0YMBILLTEHHUKY
NOBLICHTL CBOW MPUBMIENMK B FOCTEBOI OMEepPaLMoHHOA CUCTEME MITH BbI3BATE OTKA3
B 0GCNYKMBAHHK

VMware Inc. VMware ESXi 5.5

YA3BUMOCTb NporpaMMHOro oGecneYeHna YNpPaBNeHHa BUPTYanbHoR
MHDPACTPYKTYpoi Viiware vCenter Server, Mo3soNA0LILAA 3M0YMBILNEHHKUKY
NpenATCTEOBaTL BXOLY APYIMX NOMB30BATENEN B CUCTEMY

VMware Inc. VMware vCenter Server oT 5.0 A0 5.5 BKNIUYMTENBHO

YA3BUMOCTL rMneper3opa Viiware ESXi, N03BONANLLER 3N0YMBILITEHHHKY NOBLICHTE
NPUBMNETMM UK BbI3BATL OTKE3 B OOCNYKMBAHMM

VMware Inc. VMware ESXi 4.1

YA3BUMOCTb runepensopa Vidware Workstation, no3sonAawLyas anoyMuIlLNEHHNKY
NONY4YUTb KOHTPOMNb HAaA BbINONHEHUEM YTHIMTHI «Vmrun»

VMware Inc. VMWare Workstation 6.5

CkayaTk CBeeHNA 00 yA3BMMOCTAX

17.01.2014

17.01.2014

31.05.2014

06.02.2013

16.03.2012

04.04.2011

[ocyAapCcTBEHHbIA HayYHO-MCCNea0BaTeNbCKUA MCbITATENbHbIA
MHCTUTYT NpoBnem TeXHWYECKOW 3aLnTbl MHopMaLun

3nemeHTbiC 1 No 6 M3 6

~
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& Yrpo3sl

) YA3BMMOCTH

B2 TepMHHbI

&Y cnncok kananos (RSS, Atom)
“® WHchorpaduka

- Kanekynatop CVSS

HOBLIE YASBUMOCTH
25022015

YA3BMMOCTb NPOrPAaMMHOro 0BECTEYEHUA JavaTM
Platform, no3sonsiowan yaaneHHoMY 3rioyMbILLNEHHUKY
HaPYILHTb KOH(MAEHUMANBHOCTh, LUENOCTHOCTL H
[AOCTYNHOCTL 3aLYULLZEMOA MHPOPMALIMK

25.02.2015

YA3BUMOCTL NporpaMmHore obecnederus JavaTM
Platform, no3sonsiowas yaaneHHOMY oYM blLLINe HHUKY
HapYLIHTL KOHMAEHMANBHOCTL, LIENOCTHOCTD H
[AOCTYMHOCTB 3aLHULIEEMONH MHGPOPMALMK

10.03.2015

YA3BMMOCTb OnepaynoHHon cueteMel Gentoo Linux,
NO3BONAWAA MOYMbILLNEHHUKY HAPYLMTE
KOH(MAECHUWANBHOOTE; LIENOCTHOCTE M JOCTYNHOCTL
3alMLaeMoi-HH(opMaL i

10.03.2015

YA3BUMOCTb ONEPaLUOHHOI cUCTEMBI Gentoo Linux, -
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Yrpo3bl BUPTYaAbHOU MHPPACTPYKTYPbI

W
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Cynepnon b30BaTE/b *  HCL K CHUMKam n pe3epBHbIM

Konuam BM

ATaKa «n3HyTpu» BM
HeKoHTponnpyembin pocT Yncna BM
JlocTyn K oCcTaToO4MHOW MHPOPMaL MK
YTeuyKka nHdopmaummn Bo BpeMA
onepauu c BM
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Kak nogkntountb MK K goctynHoum cetun?

dusnyecKkum: BupTtyanbHbIn:

| New Virtual Machine v | 4 PG
A Hardware | A 0 Network Adapter
¥ AddHardware
& BIOS Specify the configuration of the network adapter or remove the network adapter.
Boot from CD Virtual switch:
B Memory | Intel(R) 82574 Gigabit Network Connection - Virtual Switch v]
512 MB = W
# [} Processor ) e
° ° 1 Virtual processor [[] Enable virtual LAN identification
= T Coniroll.e! . The VLAN identifier spedifies the virtual LAN that this virtual machine will use for all
@ Hard Drive network communications through this network adapter.
New Virtual Machine.vhdx
(= B IDE Controller 1 E
{* DVD Drive
None Bandwidth Management
%2 5CSI Controller = [[] Enable bandwidth management
=] Network Adapte!
@ Not connec:ep d d Specify how this network adapter utilizes network bandwidth, Both Mirimum
Bandwidth and Maximum Bandwidth are measured in Megabits per second,
Hardware Acceleration
Advanced Features Minimum bandwidth; \j] Mbps
@ @ Network Adapter Maximum bandwidth: [:] Mbps
Intel(R) 825741 Gigabit Ne...
@ COM 1 o To leave the minimum or maximum unrestricted, specify 0 as the value.
None
? COM 2 To remove the network adapter from this virtual machine, dlick Remove.
None
pisette brive
Noge o Use a legacy network adapter instead of this network adapter to perform a
Al t network-based installation of the guest operating system or when integration
@ Name I services are not installed in the guest operating system.

New Virtual Machine

%] Integration Services
Some services offered

13| Checkpoint File Location [
C:\ProgramDataMicrosoft\Win... [v]

o« || concel ||  appy |

£
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Kak ykpactb/nepeHectu/yHuutoxkutb MNK?

Pusnueckum:

BupTtyanbHbiif:

Hyper-V Manager

File Action View Help

&= 7w

3 Hyper-V Manager
HaHv

Virtual Machines

Name - State CPU Usage
5 New Virtual Machine Off

Assigned Memory

é Are you sure you want to delete all of the
selected virtual machines?

| Delete | [ Don'tDelete

[] Please don't ask me again

Uptime

= Connect...
New Virtual Machine 34 Settings..
Created:  12/31/1600 4:00:00 PM Clustered:  No @ star
Version: 50 s Checkpoint
Generation: 1 £ Move..
Notes: None &) Export..
=] Rename...
Sx Delet
Summary | Memory | Networking | Replication | i -
43 Enable Replication... |
<] ] [ Dlle .. 2

PXOEMELENEY

> =

Import Virtual Mac...
Hyper-V Settings...
Virtual Switch Man...
Virtual SAN Manag...
Edit Disk...

Ins|

Stop Service

Remove Server

Refresh

View »

Hel

pect Disk...

Ip

 Deletes the configuration for the selected virtual machine. This does not delete the virtual hard disks associated with the virtual machine

Kop, Ge3onacHocTy



ECTb npeueaeHThl...

YBoneHHbIn T-cneunanuct;
88 cepBepos;
$800 000.

® SHIONOGI INC- Contact Us | Privacy Policy | Terms of Use

HOME ABOUT US PRODUCTS RESPONSIBILITY CAREERS

THE SHIONOCGI
DIFFERENCE

by being a unique global pharmaceutical company driven by a disciplined
and performance based culture which values innovation, transparency and
speed of execution.

Shionogi Inc/s mission is "Working to deliver a better life". We develop and
commercialize brand name prescription products for niche opportunities
within chronic disease markets.

Read More >
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KOHTpON

OCTIK Poccuu

‘ YIpossl | YA3BMMOCTH  [IOKyMEHTHI OGpaTtHan ceass  HoBOCTH caiiTa
rnaexas = CMMCOK yrpo3
SUNLTPALIUA
KOHTEKCTHBIA NOWCK N0 HA3BAHMIO YTPO3LI YEM. 010
WICTOMHMK YTPO3bl YBW. 044
YBW. 0486
IMoCNeCTBHA peanu3alui yrpoabi-
HapyweHHe koHbuaeHymansHocTH M § .
B S YEM. 048
Hapywenwue yenoctiocn B
YBW. 052

Hapywenue goctynxoctn M

TPHMEHHTE YBW. 058

YBW. 073

YBW. 075

YBW. 076

YBW. 077

defepanbHas cnyxGa No TEXHUUECKOMY U 3KCMOPTHOMY

BeiBoANTL mo: 10, 20, 50, 100

OAY «HUWMK MT3M GCTIK PoCCHU»

DOCT3IK PocCHH

SneMeHTbl C 1 no 10 U3 16

YTpo3a BbiX0fa NPoLecca 3a Npedenkl BUPTYanbHON MaLLMHBI

YTpo3a HapyLLEHNA M30NALMKM NONb30BATENLCKUX AAHHbIX BHYTPW BUPTYaNbHOM MalUMHEI

Yrpo3a HapyLIeHNs NpoLeaypbl ayTEHTU(UKALNMM CyGBEKTOB BUPTYaNbHOMO MH(POPMALMOHHOTO
BZ!E]MMUJ:LEI;‘ICTBI/IH

YTpo3a HapyLWeHUs TexHoNoruM 06patoTki MHDOPMALMKM NYTEM HECAHKLMOHMPOBAaHHOMO BHECEHNA
M3MEHERMIH B 0GPa3skl BUPTYanbHEIX MALIKMH

¥Tpo3a HEBO3MOKHOCTH MUrpaLMK 0Gpasos BUPTyanbHbIX MALUMH W3-338 HECOBMECTHMOCTH
annapaTtHOro ¥ nNporpaMmMHoro obecneyeHsuns

YTpO33 HEKOHTPONMMPYEMOrO POCTA YHCNA BUPTYANBHEIX MALLMH

YTp03a HECAHKLUMOHWPOBAHHOTO JOCTYNA K aKTMBHOMY W (MNM) MACCHBHOMY BADTYanNbHOMY W (MMk)
PU3NIECKOMY CETEBOMY 0GOPYAOBAHUIO U3 (DM3UYECKON W (MNK) BUPTYaNsHOR ceTH

¥rpo3a HeCaHKLMOHHPOBaHHOMO AOCTYNA K BUPTYanbHbIM KaHanamM nepenaqu

Yrpo3a HECAHKLMOHWPOBAHHOrO JOCTYNA K TMNEPBU30PY M3 BUPTYANBHON MALUMHBI M (MK ) (DU3MYECKON
cetm

YI'DUSB HECaHKUMOHWPOBAHHOIO ADCTYNa K AaHHbIM 38 Npeenamu 3apes3epBnpoBaHHoro aapecHoro
NpPOCTPAHCTEA, B TOM YACNE BhIAENEHHOMD NOA BUPTYansHOE annapaTHoe ofecnedeHune

FocynapcTBeHHbIN HayYHo-MCCnefoBaTeNbCKUi UCAbITATENbHbIA
MHCTUTYT NpoBnem TeXHUYECKON 3aLLWThl UHopMaLrK

& Yrpossl

) YazenmocTi

5 TepMuHb!

§ ‘Cnucok kavanos (RSS, Atom)
T Wndgorpaduka

B Kanorkynstop cvss

HOBLIE YA3BUMOCTW

25022015

YA3BMMOCTb NporpaMmHoro obecneyseruns JavaTM
Platform, nossonsAwLLan yaaneHHoMY 3MoyMblLLNEeHHHKY
HaPYLWHTL KOH(HAEHMANBHOCTD, LENOCTHOCTL 1
[OCTYNHOCTb 3aLHLAEMOH MHGDOPMaLIHK

25022015

YA3BMMOCTb NpOrpaMMHoro obecnevueHus JavaTM
Platform, no3sonsawowas yaaneHHoMy 3royMbiLUneHHHKY
HapYLIHTh KOHHAEHMANBHOCTD, LJENOCTHOCTL H
[OCTYNHOCTb 3aLyULEEMOi MHhopMaLuK

10032015

YA3BMMOCTh ONepaynoHHOi cHeTeMbl Genfoo Linux,
NO3BONSALLAS 3MOYMbILLNEHHUKY HAPYLINMTL
KOH(IMAEHUMANBHOCTE; LENOCTHOCTE M AOCTYNHOCTL
3aLMLEEMOi MHGIOpMALHK

10.032015

YA3BUMOCTb ONEepalyMoHHoil cucTemsl Gentoo Linux,

l l Kop besormacHocTu



Kak aTTrectoBaTtb UHPPACTPYKTYPY Ha ' ‘

cooTBeTcTBUe TpeboBaHUAM perynatopa?

Mpunkas PCTIK Ne21 ot 18.02.2013 «O6 yTBepkaeHUM CocTaBa 1 coaepHKaHua
OPraHM3auMOHHbIX M TEXHUYECKMX Mep No obecnevyeHnto 6€30MacHOCTM NepPCOHA/NIbHbIX
AAHHbIX Npn nx 06paboTke B NHPOPMALMOHHBIX CUCTEMAX NEPCOHAJIbHbIX AAaHHbIX»

Mpukas PCTIK Nel7 ot 12.02.2013 «O6 yTBEpKAeHUM TpeboBaHUI O 3aWuTe
nHPopmaLumn, He COCTaBNAIOLLEN FOCYAAPCTBEHHYIO TallHY, COAEPKALLENCS B
rocyaapcrBeHHbIX MUHPOPMALMOHHbIX CUCTEMAX»

Mpukas PCTIK Ne31 ot 14.03.2014 « 06 yTBEepKAeHUM TpeboBaHUI K obecnevyeHunto
3alWNTbl MHGOPMALMN B aBTOMATU3UPOBAHHbIX CUCTEMAX yNpaBaeHUA
NPOU3BOACTBEHHbIMU U TEXHOIOMMYECKUMMU NMPOLLECCaMM Ha KPUTUYECKU BarKHbIX
0b6beKTax, NOTEHLUMAbHO ONACHbIX 0ObEKTaX, a TakkKe 06beKTax, NPeacTaBAAOLLNX
MOBbILLIEHHYIO ONACHOCTb AJ1A XMU3HU M 340PO0BbSA NH0AEN U ANA OKPYKatoLWen NpupoaHomn
cpeabl»

10 mep Ge3onacHoOCTH
+

lNpoekT TpeboBaHmnn kK C3CB

A l l oneaerRe
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TpeboBaHua perynatopos

NpeHTUdMKauma n aytTeHTudPpuKayumsa cyb bekToB 1 06BbEKTOB AocTyna B BU;
YnpaBneHue goCTyrnom B BUPTYya/ibHON MHDPACTPYKTYPE;

Pernctpauua cobbitnis;

YnpasieHne NoTOKamn MHGOPMaLUM MeXay KOMNoHeHTamu BU 1 no nepumetpy BU;
JloBepeHHaA 3arpy3Ka cepsepos BmpTyannsaumm, BM u 1.4.;

YnpasneHue nepemeuwieHnem BM n obpabatbiBaembix Ha HUX AaHHbIX;

KOHTPO/b LEeNnoCTHOCTN BUPTYa/IbHOM MHDPACTPYKTYPbI U ee KOHPUrypauum;
Pe3epBHOe KONMpoOBaHWE AaHHbIX, TEXHUYECKMUX CPeacTB U T.4.;

AHTMBUpPYCHaA 3awmTa B BU;

PazbueHune BU Ha cermeHTbl

l ' Kop besormacHocTu
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PaspeneHune nHdpacTpyKryp

l I Kop besormacHocTu



I. Kop, Ge3onacHocTy

ApXUTeKTypa




PaspeneHue poneu

v
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Pa3nunuHble cnocobbl pa3rpaHMyeHusa goctyna

" Kop, Ge3onacHocTy
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Pa3nunuHble cnocobbl pa3rpaHMyeHusa goctyna

CoBepLueHHO ceKpeTHO
CekpeTHo

[na cnyxebHoro NonbL30BaHMA
He KoHpuaeHUnanbHo

AgMuHMcTpaTop 6e3onacHocTu
pasfaeT MeTKW, HO AOCTYNa K aKTUBaM
He nmeet

I. Kop, Ge3onacHocTy



KOHTpO/Ab L,e1I0CTHOCTU BUPTYa/IbHbIX
MallMH 1 A0BepeHHanA 3arpy3Ka

BupTyansHas MalwmnHa AnnapatHble cocTaBnAloLwue
(virtual machine)

l ‘ Kop, Ge3onacHocTy



LLinppoBaHue
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OTKa30yCTOMUYUBOCTb

vCenter Linked Mode

l

vCenter

~——

: II Kop besormacHocTu



Ayant cobbiTnn 6e3onacHoOCTH v ‘

JT=TE
VGate CeOHCTEA CODBITHA x|
ATa:
- AvamT i
B Tun: Mpeaynpes A eHHE E S —~
I SaALMILAEMEIE CEPESPE] DrneTpauHA CcobbITHIA I I_\ )
PaseepThEaHIE  THnel COBRITHI ——————— FomnetoTep:  OWE ¥
BHPTYAMEHEIZ MALLIKMHE
AMCKDBRIE XpaHHILLE W venex Ko 67117061
BHpTYaNEHEIE CETK W vesaomneHHe
CeTeske aganTeps KoMOoHEHT:  Cnvwa awTEHTHDHKALHK
. Il MpeaynpexasHHe
-
G ¥ Ownbica KaTeropMa:  AvTeHTHHKaLKA
KoHpMrypaLaa
MonTk BEZ0NacHOCTI CINHCaHKE:!
Mei BesonachocTi CrMcaK cobbTHi: A¥TEHTHHMEALMA 3ABEPLWMAacE HEY A34H0, - | Beero ofibexTos 152
YUSTHEIR Z8MMCK . i
- Bpera Monezosatens: admin@yYGATE e £¥ Hacrpoiicn
O npoaykTe ; S0 <HEALOCTYMHO = -
(v ¥enex 25-06-2( Aapec: 172.28.1.2 O YNP&ENEHHA By TEHTHMEALHS W OumcTiTe
@ ¥onex 25-06-21 |_||:IH'-IHHE|: HE!BE!FIHbIﬁ naponk D yMpaENEHHA Ay TEHTHMEALMS E CaxparTs
Ay AT @ ¥enex 25-03-20 O YTIPAENEHKA MonHTHEK .
OTYETRI @ ¥onex 25-03-20 bt I D yMpaENEHHA MonHTHER CeokicTEa
@ ¥enex 24-03-2( O YTIPAENEHKA Ay TEHTHEMEALMS (_'_) BrnrommTE
4k MpeaynpexasHre 24-03-2( FaLHH Ay TeHTHMEALHS @ OTENHUHTE
Ah Mpeaynpes AeHie 24-03-2( LMK Ay TEHTHEMEALMS
(i) ¥eeaoMneHHe 24-03-21 EDI‘IHFIDBEITI: EEIKFII:-ITI: KAl Cnywia
G} ¥EEAOMNEHHE 24-03-2( O YTIPAENEHKA Crywhia
G} ¥EERAOMNEHHE 24-03-20TF 1220 TTWE JeiCET L vl CNY#Da EOHTPONA LENOCTHOCTH Cnyuba
(i) ¥BeaoMneHe 24-02-2014 17:15:58 OWE 33555457 CnywBa y AaneHHOro YNpasneHHa Ofwes
F] | G OBHOEHTE
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Best Practices

CooTtBeTCcTBME BUPTYaibHbIX MHOPACTPYKTYp TpeboBaHMAM CTaHAapTOB u best practices :
% PCI DSS;

 VMware Security Hardening Best Practices;

% CIS VMware ESX Server Benchmarks 4;

i .
" CTO BP UBBC; MonuTHkK GesonacHOCTH
i .
y P.ﬂ. AC, Crmcor HABOPos NENMTHE BESANACHICTH: Beero ofibesmos: 3
Iy I/ICI-I,U,H . P | =+ AofiamnTe
HECTM-IIT CTaHAApTHE HAB0D NoNMTHE X Yaamite
[l El:rrl:p ¥EHnesHan BE30NAtHOLTE B Mamemre
|i= T rcaoss Habop nommi PCLDSS
M vizate Hafiop racTposs: BasanacHICTH YEabe Ana YMware E5, . A Nepesmenceats
X CIS 1.0 C15 Wihware ESY Server 3.x Benchimark v1.0
« PCIDSS PCI OS5, Reguirsments and Security Assessment Proc.,..
" Whaare Wehaare Infrastruchure 3 Security Hardening
®CIS51.2 C15 Security Configuration Benchenark for YMware ESH...
® oaClr ABETOHATHIMDOBSHHEIE CHCTEMS| KNaica 17
X AC 1B ABTOMATHIMDOBHEIE CHCTEMS! Knacca LB
® AC 1B ABTOMATHIMDODAFHEE CHCTEME| Knacca 16
« CTO B MCNAR-4 CranaspT Bareca Pocom ana MCNAR-4
N CTO B MCNAR-B CraraapT Bareca Pocorm ana WCNAR-6
K CTO B WCNAR-M CranaapT Bamca Pocoms ans WO AR-H
¥ CTO BP WCMAR-C CraHasapT Baqea Pocom ana MCNMAHR-C
X WAL MR OEMALMOHHEIE CHE TEMsl MEBCOHAMSHET §8HHSIY K. ..
X WINAHEZ MR ORMSUHEHHEIS CHETEMs] NEROOHAMSHEE §BHHSIX E. ..
® WINAHKS M OpMAUAOHHEIS CHETabs] MEPOOHAMsHE §3HHSI K.

l‘ Kop, Ge3onacHocTy
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