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PaHUTh KJIOYHU B

Bezormacnoe xpanenune kpunrorpaduiaecKux Koueit

Bamaua

6e3011acHOr0 XpaHeHUsT
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KPUNTO
>’-npo

Bapuantbr perenust
1) 3amoMHATH K09
2

) Bamucarb K09 Ha GIISIIKY
3) Mcnosnb30Barh CrienuaibHbIi KII0UeBOi HOCUTEIIb
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KunrogeBble HOcuTe U (TOKEHBI)

KPUNTO
Perieo

OCHOBHbIe BU /bl KJIIOYEBBIX HOCHUTe el

KnroueBoii HOCHUTEIb

[TaccuBHOE XpaHUIHIIE AKTHBHBIN TOKEH
("c u3BIEKaEMBIM KIItOUOM") ("c Hen3BIEKaeMbIM KIIOUOM")
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KunrogeBble HOcuTe U (TOKEHBI)
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KunrogeBble HOcuTe U (TOKEHBI)

OCHOBHbIe BU /bl KJIIOYEBBIX HOCHUTe el

KaHas

[TaccuBHOE XpaHUIHIIE
("c u3BIEKAEMBIM KITFOYOM'")

KPUNTO
Perieo

KaHaje

AKTHUBHBIM TOKEH
("c Hen3BIEKaeMbIM KIIOUOM")
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KunrogeBble HOcuTe U (TOKEHBI)

KPUNTO
Perieo

OCHOBHbIe BU /bl KJIIOYEBBIX HOCHUTe el

KaHaje

KaHaln
[TaccuBHOE XpaHUIHIIE AKTHBHBIN TOKEH
("c u3BIEKaEMBIM KIItOUOM") ("c Hen3BIEKaeMbIM KIIOUOM")

Y
OyHKIMOHATBHBIHN KITt04eBoit Hocutens (DKH)
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DyHKIUOHAJBHBIN Kio4ueBoil Hocutens (PKH)

KPUMTO

OcHoBHag neJb

KimoueBoit HocuTe b 10/I2KEH OBITH CTOMKHUM IO OTHOIICHUIO K
AKTUBHOMY IIDOTUBHUKY B KaHaJl€ CBA3U TOKEH-MAaIlINHA

OcHoBHast ujgest

Jlammabie, mepegaBaeMble it (GOPMUPOBAHUS 3AIMUAIIEHHOTO KAaHAJIA,
3aIUIIAIOTCA C TOMOIIBIO TAPOJIT Ha TOKEH

OCHOBHOC JOIIOJIHUTEJIbHOE K CTaHJIapPTHBIM TpC6OBaHI/IC

AKTI/IBH])Iﬁ IOIPOTUBHUK B KaHaJie HE T0JI2KEH MMeTb BO3MO2KHOCTDH
HOJIyIUTh KPUTEPUil J71s1 GECKOHTPOIBHOTO yTaIbIBaAHUS HapOoJIsi (Tak
nasbiaemoro “offline-niepe6opa”)
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IUTOU IapOJIs

KPUMTO

Jlerko Jim OCTPOUTH TAKO IPOTOKOJI? J
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BaluineHHoe CoeJuHEHUE T10/]

KPUMNTO
IIpumep 1: Kak mopoxKaaTh ceaHCOBBIH K0T

ITaposb ncnosb3yercss B KadecTBe 'TaMMbI TIPU 3aIuTe heMepHbIX
kiodeil Iuddu-Xemmmana. CeaHCOBBIN KII0Y HE 3aBUCUT OT HAPOJIL.

Buech: G = (g) = (M) = (N).

A B
X - BBIOMPAETCs CITy4ailHO y - BeIOMpaeTcs ciydaifHo
X=g, X =X*M" Y=g, Y =Y *NV
XI
Yl
Ka=(Y'/NPY)* Kp=(X'/MP¥)Y
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BaluineHHoe CoeJuHEHUE T10/]

KPUMNTO
IIpumep 1: Kak mopoxKaaTh ceaHCOBBIH K0T

ITaposb ncnosb3yercss B KadecTBe 'TaMMbI TIPU 3aIuTe heMepHbIX
kiodeil Iuddu-Xemmmana. CeaHCOBBIN KII0Y HE 3aBUCUT OT HAPOJIL.

Buech: G = (g) = (M) = (N).

A E B
X - BBIOMpAETCs CIIy4yailHo y - BbIOMpaeTcs ciydaino
X=g, X =X*M" Y=g, Y =Y *NV
Xv Xv*gr
Yl
Ka=(Y'/NPY)* Kp=(X'/MP¥)Y
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BaluineHHoe CoeJuHEHUE T10/] IUTOU IapoJIst

KPUMNTO
IIpumep 1: Kak mopoxKaaTh ceaHCOBBIH K0T

ITaposb ncnosb3yercss B KadecTBe 'TaMMbI TIPU 3aIuTe heMepHbIX
kiodeil Iuddu-Xemmmana. CeaHCOBBIN KII0Y HE 3aBUCUT OT HAPOJIL.

Buech: G = (g) = (M) = (N).

A E B
X - BBIOMPAETCs CITy4ailHO y - BeIOMpaeTcs ciydaifHo
X=g X =X *M" Y=g, Y'=Y*N™
Xv Xv*gr
Yl
KA=(Y'/NPY)* Keo= pWYY

K];:(X'*gr/MP“‘)y=KA*g)V'V=KA*Y"
[poruBHuk 3HaeT: K, Kg, Y', r => kpurepuit: Y'/Y=NP"
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BaluineHHoe CoeJuHEHUE T10/]

Buech: G = (g) = (M) = (N).

A

X - BBIOMpAETCs CIIy4aiiHO
X=g X'=X*M"¥

IIpumep 1: Kak mopoxKaaTh ceaHCOBBIH K0T

ITaposb ncnosb3yercss B KadecTBe 'TaMMbI TIPU 3aIuTe heMepHbIX
kiodeil Iuddu-Xemmmana. CeaHCOBBIN KII0Y HE 3aBUCUT OT HAPOJIL.

KPUMTO

B

y - BBIOUpaeTCst Cily4aifHO
Y=¢g,Y'=Y*N"

Y

Ky=HI(Y/N™)]

Kg=H[(X'/MP¥)’]
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BaluieHHoe e IUTOM IIAapPOJIs

PR3
IIpumep 2: Kakumu J10712KHBI OBITH UCIIOJIb3YEMbIE TTOPOKIAIOIINE
SJIEMEHTDI !

IIpu dopmupoBannu 3heMepHOro OTKPHITOTO KJII0Ya U HapOJILHOM
"Macku’ HeOOXOIMMO HCIIOJIb30BaTh PA3HbBIE ITOPOXKIAIONINE JIEMEHTHI,
[pUYIeM JUCKPETHBIE JIOTapU(pMBI OJHOTO 110 OCHOBAHUIO APYTOTO U
Ha00OPOT JIOJIZKHBI OBITH HEM3BECTHBI.

A B
X - BBIOUpAETCsl CIIy4aiiHO y - BBIOMpaeTcs ClIy4aitHO
X' =gt * ghv Y=gk gtV
Xl
Yl
K,=H[(Y"/g™)*] Kp=H[(X"/g"™)’]
Ek,(Ta)
Eg,(Ts)
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BaluieHHoe e IUTOM IIAapPOJIs

PR3
IIpumep 2: Kakumu J10712KHBI OBITH UCIIOJIb3YEMbIE TTOPOKIAIOIINE
SJIEMEHTDI !

IIpu dopmupoBannu 3heMepHOro OTKPHITOTO KJII0Ya U HapOJILHOM
"Macku’ HeOOXOIMMO HCIIOJIb30BaTh PA3HbBIE ITOPOXKIAIONINE JIEMEHTHI,
[pUYIeM JUCKPETHBIE JIOTapU(pMBI OJHOTO 110 OCHOBAHUIO APYTOTO U
Ha00OPOT JIOJIZKHBI OBITH HEM3BECTHBI.

A B

X - BbIOMpaeTcs CIrydaiHO cIryJaiiHo

X'= gx * gPW
X' y ¥ pw'
Bbl6l’lpal0TCﬂ
><| Ynzgy* gp\\" NPOU3BOJIBHO
K.=
Ex,(Ta)
Ky=HI(Y"g™)]
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BamueHHoe CoOeqUHEHNE IO 3alUTON MapoJis

PR3
IIpumep 2: Kakumu J10712KHBI OBITH UCIIOJIb3YEMbIE TTOPOKIAIOIINE
9JIEMEHTBI ]

IIpu dopmupoBannu 3heMepHOro OTKPHITOTO KJII0Ya U HapOJILHOM
"Macku’ HeOOXOIMMO HCIIOJIb30BaTh PA3HbBIE ITOPOXKIAIONINE JIEMEHTHI,

IpUIeM TUCKPETHBIE JIOrapudMbl OJHOTO IO OCHOBAHUIO JIPYTOrO U
Ha00OPOT JIOJIZKHBI OBITH HEM3BECTHBI.

A B

X - BBIOMpaeTcs cirydaifHo cirydaiiHo

X' =g* * gP¥
X' y ¥ pw'
BBIOMpAIOTCS
><| Ynzgy * gp\\" NPOU3BOJIBHO
K.=
Ex,(Ty)

7H[(Yn/gp\\')x]:H[g(yip\\‘-p\\)x]:H[(Xv * g-p\\)ypx\'-p\\']

HOBOM K 4 NIPOTHBHHUK HEC 3HACT JIMIUb PW, KPUTCPHUEM ABJIACTCA MPAaBUJIBHOCTH
B Kamp pW, KpuTef I
pacIIMpoBaHus Ha ONPOOYEMOM KIlIoUYe H3BECTHOrO emy coodienus Ey (T,)
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KPMNTO
Preniro

A B
Aip —
+— (7, salt)
Q=r-Q
Qpw = F(PW, salt,2000) - Q'
acplg—1]

u =a-P—Qfy —

Quit if uy ¢ F

Qp = w1 + Qpw

Genlg— 1R e€n B . UKM €5 2® — 1]

if %(23 = 0p, then Qp = R EKFEy4
Kp = Hyss((UKM -2 - 3 mod q)Qp)
—uy=53-P+Qpw,UKM
Quit if UNKM ¢ 2™ —1Jorus ¢ E
uz — Qpw. R ep E7
4 =0p, then Q4 = R
K= Hoso((UKM - % - o mod q)Qa)
4= Ex, (T4) —
1y = Imitg, (Ty) —
Verification: D' = D, (Ca) BN
Verification: Imitg,(D') Z I
SID €x Vi EKExc

— Cp = Ex,(Tp||SID)
I = Imitge,(T5||SID)

Verification: D' = D, (Cp) T

Verification: I'mitg, (D')=Ip
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Obmasga cxema 000CHOBAHUIA

[Iporokon EKE pazbutr na jiBa “mogmporokosa’
o EKEka
o EKEkc

KPUMTO

Croiikoctsb nporokosia EKEgA oleHrmBaeTcss OTHOCUTEILHO YIPO3bI
OTJINYIEHUS KJIIOUa BBIOPAHHOIO CEAHCa OT CJIydailHON CTPOKHU

CroiikocTh IIPOTOKOJIQ EKE OlleHUBaETCA OTHOCUTEJIBHO YI'DO3bI
BOCCTaHOBJICHUA KJIIOY9a BI)I6paHHOFO ceaHca. ,Z[OKEIB&TG.HBCTBO

OTJIMYCHUS KJIIOYa OT CIy4allHONH CTPOKU.

CyIIecTBeHHO onmpaeTcsd Ha cToiikocTh EKEkA oTHOCHTENBHO yIpo3bl
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Moieib IpOTUBHUKA

EKE protocol subjects network

-~

04

Op

KPUMTO
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CToMKOCTb IPOTOKOJIA

KPUMNTO
KﬂaCCquCKaﬂ CXeMa IMOJIydIeHnd HUZKHUX OIEHOK
[Ipesmosaraem, 9To €CTh pelnaTesb 3aa91 A, CIOIB3yeM ero B
KauecTBe YepHOro SIIUKA, JIJIsi TOrO 9TOObI PEIUTh 3a1a1y B.
Homyuaaem T(B) < f(T(A)), orkyma sakmogaenm, uato T(A) > f~1(T(B)).

v

CXCI\J& C IIOCTCIICHHBIM M3MCHCHUEM yCJIOBI/H?I 9KCIIEepUMeEeHTa

[Tpeamosaraem, 910 ecTh pemarensb S 3agaun A (Hanpumep, 3agaqu
pacrosnaBanns) 1 Py, 0)(S) — npeobiaianue penmaTesst B yCIOBIsX
MOJICJILHOIO 3KCIIEPUMEHTA.

(] HOCTeHeHHO MEHsAEM YCJIOBUS IKCIIEpUMEHTA:
Exp(0) w» Exp(1) w» ...~ Exp(N), rae Pgypn)(S) = 0.

e OnenuBaeMm 6; = |PEXp(i)(S) - PEXp(i_l)(S)|;
o Uroropas onenka: Pgyp(0)(S) < X6;.
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OCTh HNPOTOKOJIa

KPUNTO
@0

I Qgend = 2 ¥ HEKOTOPOTO t, JOCTATOYHOIO JJIA OCYIMIECTBICHHAA

OJJHOI'O BSaI/IMOﬂeﬁCTBI/IH C OJJHUM KJIMEHTOM, CIIpaBeI/JIMBO HEPABEHCTBO:

1 1

Adv t, > — - —.
EKEKA( QSend) Dl q

Croiikocrs EKEga (ommyenne kioda or cirydaifHoil cTpoKH)

CrpaBeJInBO HEPABEHCTBO:

AdVEKEKA (ta JH> 9send» Jexec>» Qreveal) <

2 2dexec + 2
< ?;Td ppests q Gona)” 2quAdVEDH(t + 27dexec)+

' 8ag;
+ 2qsend \/AdVCDH(8t + 8qg17 + 20 + O(qu1)) + <

© 2000-2015 KPVIFITO MPO
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KPUMTO

Croiikocts EKEga (yrposa — BCKpbITHE KJIIOUA)

CHpaBe,ILJIHBO HEpPpaBEHCTBO:

AdVK,EKE(t’ (execs Usends dreveals ClH) <
< 2AdVK,EKEKA (t’ Jexecs> Usend s Qreveals ClH)-

Croiikocrs EKE (yrposa — BCcKpbiTHE KiIOUA)
CrupaBeJInBO HEPABEHCTRO:
AdVK,EKEKA (t’ Jexecs> Usend s dreveals qH) <

1
2n + AdVEKEK A (t (Jexecs> Usend» Qreveals QH)
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KPUMTO

Cnacubo 3a saumanne! Borpocskr?
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