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[leAyKTUBHAA BepuduUKauma nporpamm

[lo3eorisiem doka3amb KOPPEKMHOCMb rpo2pamMmal,
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* 0715 11106bIX BXOOHbIX OaHHbIX
* 0151 1106020 Ha4yaribHo20 COCMOSIHUS
* OJ151 8CEX BO3MOXXHbIX M108EOEHUU OKPYIKEHUS

rnpozpamma 3asepuiaemcs U 8bIXOOHblIe OaHHbIE
coomeemcecmaeyrm rnocmycrioguro

Ecniu 8binonHeHb! rpedrnonoXeHus
° 0 8XOOHbIX OaHHbIX po2pamMmbl
° 0 Ha4yallbHOM COCMOSsTHUU
* 0 N08edeHUU OKPYXXEHUS rpo2pamMmbl
* 0 pabome komnunssmopa
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/*@ predicate is_divisor(int m, int n) { if (m) then (n % m == @) else \false } */

/*@ predicate is_gcd(int z, int x1, int x2) {

@ is_divisor(z,x1)

@ &% is_divisor(z,x2)

@ &% \forall int i; is_divisor(i,x1) && is_divisor(i,x2) == (i <= z) }
@*/

/*@ logic int gcd(int m, int n) */
/*@ axiom gcd_def: \forall int m; \forall int n; is_gcd(gcd(m,n),m,n) */

/* The function returns the greatest common divisor of x1 and x2 */
/*@ requires (x1 > 0) && (x2 > 0)
@ ensures is_gcd(\result,x1,x2)

@*/
int nod(int x1, int x2)
{
int y1 = x1;
int y2 = x2;
int tmp = 8;
if (y1 > y2) {
vyl = x2;
y2 = x1;
1
/*@
@ invariant ((® < y1 <= y2) && gcd(x1,x2) == gcd(y1,y2))
@ || ((y1 == @) && gcd(x1,x2) == y2)
@ variant yi1
@*/
while (y1 !=0) {
tmp = y1;
vyl = y2kyl;
y2 = tmp;

}
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Provers
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v @ parsecmiw
v @ |essie_model

a

» o) 1) 1 ) 51 51 51 5 ) = 5351 )

Jessie_program

v ([ vcCformac_file_permission_ensures_DEFAULT

Lemma not_less_max_int, lemma

Lemma not_more_zero_int, lemma

Lemma and_int, lemma

Lemma or_int, lemma

Lemma not_less_max_unsigned_int, lemma
Lemma not_more_zero_unsigned_int, lemma
Lemma and_unsigned_int, lemma

Lemma or_unsigned_int, lemma

Lemma not_less_max_long, lemma

Lemma not_more_zero_long, lemma

Lemma and_long, lemma

Lemma or_long, lemma

Lemma not_less_max_unsigned_lang, lemma
Lemma not_more_zero_unsigned_long, lemma
Lemma and_unsigned_long, lemma

Lemma or_unsigned long, lemma

ensures_ALLOW

&y Alt-Ergo (0.95.2)
v (@ vcfor mac_file_permission_ensures_DENY
» & split_goal wp
3 ﬂ WC for mac_file_permission_ensures_default
» (A WCformac file_permission_safety

2.10

COCOOOEeO0000000O0O00CO00OOO

21775 integer of_int32

21776 o5 =0 -»

21777 (forall us retres:

21778 int3z2.

21779 us_retres =

21780 03 ->

21781 (forall return:

21782 int32.

21783 return =

21784 us_retres -=

21785 integer of_int32

21786 return =

21787 8/

21788 valid parsec_mac_write up
21789 us_anonstruct atomic t 1 parsec mac write up 1 alloc
21790 else forall o3:int32.

21791 integer of int32 03 = @ -»

21792 (forall us_retres:int32.

21793 us_retres = o3 -»

21794 (forall return:int32.

21795 return = us_retres ->

21796 integer _of int32 return = @ /3

21797 valid parsec_mac_write up

21798 us_anonstruct atomic t 1 parsec mac write up 1 alloc table))))
21799 end I
21800

182 int mac file permission(const parsec mac t *s, const parsec mac label t *o,

163 opmask_t mask)

104 {

185

186 ASSERT(s);

187 ASSERT(o);

188

189 if (mask & MAY READ) { |
110 if ( (!({o->type & MAC_ATTR_IGNORER LVL) &&

111 (s->level < o->mac.level)) ||

112 (!(o->type & MAC_ATTR_IGNORER CAT) &&

113 (s-»category & o->mac.category) != o->mac.category) )
114 return -EPERM;

15 }

116

117 if (mask & MAY WRITE) {

118 int may write up = atomic_read(&parsec_mac_write up);
119 if ((mask & MAY WRITEUP) || unlikely(may write up)) {
120 if ( ('Me->type & MAC ATTR IGNOREW LVL) &%

121 (5-=level = o-=mac.level)) ||

122 (!(0->type & MAC ATTR IGNOREW CAT) &&

123 (s->category & o-»mac.category) != s-»category) )
124 return -EPERM;

125 } else {

126 if ( ('(o->type & MAC ATTR IGNOREW LVL) &%

127 (s-=level != o->mac.level)) ||

128 (!{o->type & MAC_ATTR_IGNOREW CAT) &&

129 {5->category !'= o-»mac.category)) )

138 return -EPERM;

131 }

132}

133

134 if (mask & MAY EXEC) {

135 if ( (!(o->type & MAC ATTR IGNOREX LVL) &&

136 (s-=level < o->mac.level)) ||

137 (!{o->type & MAC_ATTR_IGNOREX CAT) &&

138 (s->category & o->mac.category) != o-=mac.category) )
file: fhome/astrauserfworkspacefastraver-misc/parsec.c

dogdcald @
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OrpaHu4eHma aeayKTMBHOM
BepUdHUKaLMM NPOrpaMm

* TpyOOEMKOCTb

* MHCTPYMEHTbI NOAAEPKMBAKOT HE BCE
KOHCTPYKLIUM SA3bIKOB NPOrpaMmMmnpoBaHuns

* [lpnmeHsaeTca anga nporpamm HeBOnbLLOro
pa3mMepa

* 0bbI4HO He boree 10 ThIC. CTPOK
*iIFACTS Project (air traffic, UK) 250 KLOC
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[Ipo61eMbI

° UCMOJIb30BaHME yKas3aTeriem Ha BHYTPEHHME
nonsa CTPYKTYp M agpecHasa apudmeTurka ¢
TakMMM yKasaTensmm

°* HanNn4ne HesIBHbIX Npeobpa3oBaHN TUMOB
NnocpeacTBOM obpalleHunst K coaepXMmomy
oOHOW 0bnacTu NamMdaTu Kak K oobekTam
pa3HbIX TUMOB

°* UCMONb30BaHMe PYHKUMOHANbHLIX YKa3aTeneu



[lpeanoXeHHble pelleHnA



f(int *a, int *d,
char *c)

{
int *b;
int n, m;

c[1] =

BbicOKkoypoBHEBaA Moae b C
PErMoHamm

-

[W} (a,<d—16V a,= d + 16)

b=a,/

Mfﬂfﬂ i, I :M jmn il ﬂ‘[b
M-’""ﬂ i, 2 =M jmn i, { [b
Mfﬂfﬂ i, 3 =M jmn i, 2 [b
Mfﬂfﬂ i, 4 ZM jmn i, 3 [b

Mmrr!'ﬂ. ) =Mjmr!'ﬂ. ﬂ'[d
Mmrd'ﬂ. 2 =Mjmdﬂ. F) [d
Mmrm. ; =M\ jm.-;a_ , [ d
Mmrd'ﬂ. 4 =M jmd'ﬂ. 3 [d

\J\'"I] {'fmr{_ﬂ. , :h.-] c'jmr{ﬂ , [ c

n— 0]/

nt. 3 1

m«— 0]/

,mt, 2, — 0]/
_3_4—23]1"1[




[loaaepKa CTpyKTyp

&d, pd

derived.size
uint32

struct derived {
size t size;
char data[8];

&d, pd

derived.data
inty*

struct derived *d;
struct derived *pd = &d;

/-~ ™
pd->data[l] = 0;

pd=->size = 2; pd =d/
M.I'ﬂ i3 :M.fn.r.! [Mm:ﬂ *

i), deeitar, T o). data, 0 (ol emri vend o awtin ) ﬂ[pdﬂ] +I — ﬂ]ﬂ

Mm:.-:szrmmnm ;[pd D]:Mmmjjrmed.me;. ,,[Pdﬂ — 2]
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[MogaepKa npe@UKCHOro
KaCTUpPOBaHMA

&d, pd

base.size

uint32

struct base
size_t size;

&d, pd

derived data
int8*

};

struct derived {
struct base base;
char data[8]:

}:

struct derived *d;
struct derived *pd = &d;

_ ((struct base *) pd)->size = 2;

Mmmj:r . ;[pdﬂ]zhf[mm;:rmﬂﬂ_ ﬂ[pdﬁ — 2]
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[lpo6/1eMa KOrepeHTHOCTU 0OHOBJIEHUM

unsigned short p = 5;

unsigned short *g = &p;

*((char *) &) = 6;

if (*g == 5) {




d B

[lpo6/1eMa KOrepeHTHOCTU 0OHOBJIEHUM

unsigned short p = 5;

unsigned short *g = &p;

67 371ech HY)KHA
___________________________ CHHXPOHH3ANIIUA
MaMsTell PErHOHOB

1] p U (char ) p




[Tpo6/1EMa KOrepeHTHOCTM 0OHOBJIEHMM

unsigned short p = 5;

unsigned short *g = &p;

//@ jessie pragma p :> char *; ‘

*((char *) &p) =

//@ jessie pragma ((char * )&p) :> unsigned short *;

if (*g = 5) {

[loOpobHee:

M.Y. MaHdpbikuH, A.B. Xopowurnoe «BbicokoypoeHegass MOOesib namMmsamu
MPOMEXYMOYHO20 53blKa Jessie ¢ no0oepKKol rpou380/iIbHO20 rMpueedeHUs
murioe ykazamerneu» // lNpoepammuposaHue, 2015, Ne4



[lopaepKa YHKLUMOHA/IbHbIX
yKa3aTesen

* [lepebop BCcex noaxoasLmx PyHKLNN

° B NpeanosioXXeHne o TOM, YTO 3HaYEHUAMMU
dyHKUMOHAmNbHbIX YKa3aTenemn mMoryTt ObiTb
TONbLKO agpeca Kakmx-nmbdbo pyHKUMN N3
aHanmampyemoro Koga



[loaaep*Ka CTPOKOBbIX
JINTEPAJIOB

* [1lpokcn-nepemMeHHble ANA CTPOKOBbIX
nuTeparnos

° C reHepauneun cooTBETCTBYHOLLNX
NHBAPWAHTOB Ha COOEPXMNMOE



MaclutTabnpyemocTb

* [Mogpepkka donbLmx nporpamm (> 10 000
CTPOK Kofa), rae nuilb HebonbLlas 4acTb
KoOa CyLlecTBeHHO Heobxoamma ang
aHarnmaa

° MacwTabupyemocTb JOCTUraeTcs 3a CYET
yaaneHusa HecyLeCTBEHHbIX rnobanbHbIX
00bSABMEHNN U onpeaeneHnin nepea
Ha4yanoM OCHOBHbIX CYLLECTBEHHbIX
npeobpasoBaHnn Koga



Y 10O6CTBO MCMNOJ1Ib30BAHUA

* [logcBeTka yCcroBum NyTu

b ) why3 Interactive Proof Session (CINEYRE3]
File View Tools Run Help
T - L el L
Context Theories/Goals Status Time 196 prop CompatOrderAddl = CompatOrderAdd, prop ZeroLessOnel = ZerolLess
@® Unproved goals * @ label_explanation_matching.miw @ o0.06 197 prop Total3 = Total, prop Antisymm4 = Antisymm, prop Trans5 = Trans
v - o 198 prop Refls = Refl, prop NonTrivialRing2 = NonTrivialRing,
> All goals v EalimEonmsiEn @ Lzl 199 prop Unitary2 = Unitary, prop Comm9 = Comm4,
- v (@ callee @ o0.04 200 prop Mul _distr_r4 = Mul_distr_r, prop Mul distr 14 = Mul _distr 1,
SEEHEES v & split_goal_wp @ o0.04 201 prop Assocl2 = Assoc5, prop Comml® = Comm, prop Inv_def_r6é = Inv_de
@ Compute - — 202 prop Inv_def 16 = Inv_def_ 1, prop Unit_def_r7 = Unit_def_r,
- Assertion (Let) e 203 prop Unit def 17 = unit def 1, prop Assocl3 = Assoc *)
@ Inline v &3 split_goal_wp @ o.03 204
» (1 1. First conjunct @ o0.01 ggg GuscpintInLE
<3 split = (1 2. second conjunct @ o.01 207 constant argl : int
Provers » (1 3. Third conjunct @ o0.00 208 i
- 209 constant arg2 : int
Alt-Ergo (0.99.1) v [ 2.Ensures @ o001 210
v split_goal_wp @ o0.01 211 axiom H
Alt-Ergo-nE (0.99.1) % N = mon 312 "expl:Requires”
- ] - 213 ("expl:First conjunct" argl = 0) /\ ("expl:Second conjunct" arg2 =
CVC3 (2.4.1) » (1 2. second conjunct @ o.00 214
215 goal WP_parameter_explanation_matching_callee "expl:Callee"
Call 0.02
ILM M Q & _Er @ 216 "asym_split" “"expl:Let" "expl:Assertion”
cvca 14 (1.4) v & split_goal_wp @ o0.02 217 ("expl:First conjunct" argl = @) /\
= v (1 1.Requires @ o0.02 218 ("expl:Second conjunct" arg2 <= @) /\ ("expl:Third conjunct" arg2
Cog (8-4pl5) v &3 split_goal_wp @ o.02 g:zl: and
Eprover (1.8-001) » (3 1. First conjunct @ o0 6 let explamation matching callee "expl:Callee" (argl : int) (arg2 : int
& » (1 2. second conjunct @ o.01 7 requires { "expl:Requires”
MathSATS (5.2.10) ) 8 ("expl:First conjunct" argl = 0) /\
= 9 "expl:Second conjunct" arg2 = @
\amplee(3.0] 18 ensures { "expl:Ensures"
Z3 (4.3.2) 11 ("expl:First conjunct" result <= 8) /\
12 "expl:Second conjunct” result >= 0@ }
Z3 (4.3.2 alb) s =
14 let a = ref argl in
Tools 15 "expl:Let"
di 16 let b = ref arg2 in
&7 Edit 17 assert { "expl:Assertion”
- 18 ("expl:First conjunct" 'a = 0} /\
T Replay 19 ("expl:Second conjunct” 1b <= 8) /\
20 "expl:Third conjunct" !b >= 0 };
© Remove 21 1a
22
& Clean SE
Proof itori 24 let explanation matching caller "expl:Caller” (argl int) int
(et Pl T LY 25 requires { "expl:Requires"
Wha';'“l 'd_” 26 ("expl:First conjunct® argl >= B) /\
=2 E"e_' g 27 "expl:Second conjunct” argl <= 0 }
Running: 0 28 ensures { "expl:Ensures"
£ Interrupt 29 ("expl:First conjunct" result <= 8) /\
20 u 1 ; L 32 o o o

file: label_explanation_matching/../label_explanation_matching.miw
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il 18.02.2015: NepBbiA NY6NUYHBbIA BbiNycK Astraver Toolset
MpocHoTp Penaktwposarts Cnenuts MNepesoasl
Mikhail Mandrykin e Brp, 10/03/2015 - 13:00

COCTOANCA MepBbld MyBAWMYHBIA BRINYCK CWUCTEMbl Bepudwmkauuv Astraver Toolset 1.0, nocTpoeHHoi Ha Gaze Habopa
WHCTPYMEHTOB AedyKTWMBHOW Bepudukaum 'Frama-C + Jessie + Why3 IDE'. WHCTpyMeHTbl GbiNM afanTWpoBaHbl ANA
crneunduKaLMK 1M foKaszaTenscTea ceoicTe B Koge Agpa OC Linux. BonsWWHCTED HAWWX W3MEHEHWA 2ATPOHYNKM BCTPaMBaeMeIiA
MoOyNne Jessie, B TO BPEMA KaK BO BHEWHWA wHTepdelc Frama-C W nnatdopmy Why3 ObinM BHeCEHBl NWWb HebonbluWe
WCMPaBfeHna W yNy4dlleHWA. HekoTopble M3 HaWWMX M3MEHEHMIA yxe MHTEerpUpoBaHsl B OQMUMaNbHYH BEPCHMID MHCTPYMEHTOB, B
TO BPEMA KaK oCTaNbHbIe JOCTYNHE B HAlWKX NYGAMYHLIX PENo3NTORPUAX.

OCHOBHBEIE M3MEHEHMA OMMCAHBI HAKE.
MNopoepxka A3LIKa CH

* MogaepKa HW3KOYPOBHEBLIX MpWBEfeHMA TWMNOB yKasaTeneil Ha UenNoJYMCneHHble TWNbl AaHHbix. [ofaBneHuwe 31O
BOZMOWHOCTH nMoTpeboBano MOAWPUKALMK MOOENM NaMATH Jessie B COOTBETCTEMM C OMWMCaHWEM B CTaTbe "PacluMpeHHas
BLICOKOYPOBHEBaA CH-COBMECTMMaA MOLENk MaMATH ONA MPOMEXYTOUYHOro A3kIKa Jessie © orpaHWMuYeHHoH nognepmeoi
HH3KOYPOBHEBOrD MPUBENEeHWA TUNOB YKazaTeneid". OCHOBHAA WAESA 3aKIUYEETCA B MPEfOCTAB/EHMM MONLE3I0BETENH
BOIMOMHOCTA MPOM3BOAWTE HEKOTOpble TEHEeBble NMepesblAeNeHA O/0KOB MaMATHM B ABHO YK@3aHHLIX TOYKAX C Uenb
npecfpa3oBaHKA BblJeNeHHbIX MacCMBOB OAHOr TUMa B ApYyroi.

BHWMAHME. MNognepxka paznvJyaeMblx ofbelMHeHWA (union) Noka ewe He Gbina NOMHOCTEH afanTUpoBaHa ANA HOBOW
MO ENM MaMATH.

* [lpedMKCHOE NpUBEAEHWE TUMOB MeXdy oObeMNIWMMKY CTPYKTYPaMH W CTPYKTYPaMW, BAOXEHHLIMH B HWX B KauyecTee

nepesix noneid. PeanuzoBaHo NpPWM MOMOLWM BCTPEWMBAHWA MONEH WM YCTAHOBNEHWE OTHOWEHWMA HACNEeNOoBaHWA MeEXay

CTPYKTYPaMH.

MNopgaepxka QyYHKUWA BolaeneHKA/ ocBoGOXAEHMA NaMATK B aOpecHoM NpocTpaHcTee Agpa (kmalloc)/kzalloc(), kiree()).

BcTpoeHHwIi B C99 Tun __ Bool.

@yHKUMK memcpy(), memmove(), memcmp() and memset() W3 cTaHAapTHOW GuGnuoTexKn. MNoAdep¥Ka OCHOBAaHA Ha

WCMNOML30BAHMKM HECKONbKWX MpefonpefeneHHblx WwalloHHelX cneyr@uikaumnid, B KoTopbie NOACTABAAKTCA pasfMYHLIe

KOHKpETHbIe TUnbl gaHHbix.(*)

YKazaTenW Ha DyHKUMKM (Jepes NonHeIid nepeop Bo3MoXHLIX anvacos). (*)

DYHKUMM C NepeMeHHbIM UACIOM NapaMeTpoB (Yepes AoNoNHUTEeNbHLIA napaMeTp-Maccue). (*)

AccemONepHLIe BCTABKM (JYepEes BLI30BLI HeonpeaeneHHbixX dyHKumid). (*)

(*)OcHoBHON Henkto peannzaummn NOQAEDHKK 3THX BOIMOXHOCTE OwiA 33NYCK MHCTPYMENTa HA LenesoM Koqe ez
HEoOXOMMOCTH ero 3HaYMTeNsHOR NpeqsapHTensHoi MogupuKkaumnn. Kak cieqcreve, NogAepXKa Mepeuncnentbix
BOZMONMHOCTEN HE AJOCTATOYHO MONHE A08 BEPHPMKAUMM KO3, B KOTOPOM OHM MCTOALIYIOTCA CYWECcTBEHHLIM



AstraVer Toolset

* Cuctema Bepudmnkaymm Ha OCHOBE
Frama-C+Jessiet+tWhy3 onybrnmkoBaHa
noa cBOOOAHOW NMULUEH3nen

http://linuxtesting.ru/astraver



3aKk/ito4yeHme

* CoBpeMeHHble MHCTPYMEHTbI Ae4YyKTUBHOU
Bepudukaumm npudnmxarTca K BO3MOXHOCTU
OoKasblBaTb KOPPEKTHOCTb PYHKUMN U3 aapa

* [Mo-npexHeMy BbICOKasi TPYAOEMKOCTb

* meeT cmbicn ans Hanbonee KPUTUYHHBIX
KOMIMNOHEHTOB

* OTKpbITble NPOOSIEMBI
* Nopaepxka Bepndmkaummn pyHKUNK, paboTarowmx
pasgendaemMbiMn AaHHbIMU

° T. €. C AaHHbIMWN, KOTOPblE MOTYT ObITb U3BMEHEHDI
naparsiesibHO BbIMOJTHAKLWMMMNCA beHKLI,VIFlMl/I
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