TeHaeHUMN pa3BUTUA TEXHOIOTUIA
3aLlLMTbI U aHaM3a NPOrPaMMHOro Koaa

TuxoHoB A.1O.



* Llenb oOKNaga — 04epTUTb KPYr BONPOCOB
ANA opraHmnsaumm obcyKaeHua soobdbule
M HA AaHHOW CeKUMUU B YaCTHOCTU



«XaKepcKkue» KoHbepeHUmH

PHDays
ZeroNights
recon (recon.cn)

black hat briefings (ecTb Bepcua cneumanbHo ana pegepanbHbiX CNyKO
CLWA). Uonb 2013 - BbicTynneHue gupektopa AHB

DEF CON



Kpyr BONpoCoB.:

* [loncK ya3BMMOCTEN — MNEHTECTUHT (penetration testing —
TeCTUPOBAHUE HA MPOHUKHOBEHME)

* [lounck yassmmocTten — aHanus N0

* AHanuU3 BpeaOoHOCHOro Koaa

* 3auwmnTa OT aHa/mM3a

* Pa3paboTKa MHCTpYyMeEHTapuA ANA BbilLeNepeyncysieHHOoro

Ha doHe akagemunyeckmnx paboT — ypoBEHb KpanHE HU3KNI AaxKe ANS
3apybexHbIXx KOHPEepEeHLU



«aKagemuyeckme» KoHbepeHunu

e USENIX

* Conference on Software Engineering

* Network and Distributed System Security Symposium

* |EEE Security and Privacy Symposium

* Conference on Tools and Algorithms for the Construction and Analysis of Systems (TACAS)
* Programming Language Design and Implementation (PLDI)

* International Symposium on Software Testing and Analysis (ISSTA)

«aKaZleMnyecKme» NpoeKTbl
* Klee (http://klee.llvm.org ) — Stanford Univ.
» BitBlaze (http://bitblaze.cs.berkeley.edu ) — Berkeley Univ.

* BAP (http://www.cylab.cmu.edu ) — CyLab: Carnegie Mellon Univ. (RnD-nabopatopua AHB
— oaHa n3 50+). Ha 6a3e BAP - Mayhem

e S2E (http://dslab.epfl.ch/proj/s2e )
* Sage — Microsoft (http://research.microsoft.com/en-us/um/people/pg/)

SMT-consepesil:

* STP (https://sites.google.com/site/stpfastprover/)
e 73 (http://z3.codeplex.com/)

* Boolector (http://fmv.jku.at/boolector/)



http://klee.llvm.org/
http://klee.llvm.org/
http://klee.llvm.org/
http://bitblaze.cs.berkeley.edu/
http://bitblaze.cs.berkeley.edu/
https://www.cylab.cmu.edu/
http://dslab.epfl.ch/proj/s2e
http://dslab.epfl.ch/proj/s2e
http://fmv.jku.at/boolector/
http://fmv.jku.at/boolector/

[1Be cTpaTerMun pelieHms 3aga4m nomcka gedexkros/ya3s.:

1. «BbliBNeHWMe Bcex Oownbok» -  dopmanbHas
BepudUMKauma: nNoCcTpoutb GOPMaAZIbHYIO MOAENb
KoppeKkTHoro (besonacHoro) noseaeHMA NPOrpammbl
M GOpManbHO AOKa3aTb COOTBETCTBME MPOrpammHOMU
peanusaumm n moaenn. Pabotatowmx nogxonos Her,
NO3TOMY Apyras cTpaterma.

2. «BbIAB/IEHME KaKUX-HMOyAb OLWMOOK» - Ccamble
pa3Hble NoAXO0Abl, PAa3BUTME KOTOPbIX KOraa-Hubyab
NONKHO NPUBECTU K pelueHunto B dopmynnposKe 1



CNOXXHOCTb M CTOMMOCTb 334a4m Bepudunkaumm (1)

eANHCTBEHHOE U3BECTHOE Ha AaHHbIA MOMEHT POpPManbHO BEpUPMLMPOBAHHOE
Ha oTcyTcTBME oWnbokK (He yazsumocTten!) mnkpoaapo — OC L4.

NcnonHutenb pabotbl — oaHo 13 noapasaeneHnin NICTA Group. o oKOHYaHUMK
paboTbl noapasaeneHne bbino cpasy e nornoueHo pupmon General Dynamics.

Mpu BepndmKaLunm maTemMaTU4YecKn AOKa3aHO COOTBETCTBME peain3aLmnm
MOZLE/IN N OTCYTCTBUE Psia K/1AaCCOB OLLINOOK, TaKUX Kak B3aUMODOOKMPOBKMN,
nepenosiHeHne bydepa, BeYHbIe LUKAbI, UCNONb30BaAHME
HEMHULIMANN3UPOBAHHbIX NEPEMEHHDbIX.

Pasmep BepudpumnumposaHHoro koga coctasnn 8700 ctpok CU-kopa n 600 cTpoK
accembnepa. KonnmuyectBo coCTaB/IEHHbIX M AOKa3aHHbIX TeEOpPEeM NMpPeBbILLAeT
200000, npu aTom BbiABNEHO 144 nporpaMmHbIX AedeKTa.

CTOMMOCTb NpPOeKTa cocTaBuna nopaaka S87m/H, NPOAONXKUTENbHOCTb NPOEKTa
— 7 neT, TpyA0OEeMKOCTb — 25 4yenoBeKo-/1eT.

[seL4: Formal Verification of an OS Kernel/Gervin Klein, Kevin Elphinstone,
Gernot Heiser, June Andronick, David Cock, Philip Derrin, Dhammika Elkaduwe,
Kai Engelhardt, Rafal Kolanski, Michael Norrish, Thomas Sewell, Harwey Tuch,
Simon Winwood/NICTA, UNSW, Open Kernel Labs, ANU/22"4 ACM Symposium on
Operating System Principles, October 2009]
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ABOUT CylLab

CARNEGIE MELLOMN CYLAB isabold and visionary effort, which establishes public-private
partnerzhips to develop new technologies for meazurable, secure, available, trustworthy, and sustainable computing and
communications systems. CyLab is a world leader in both technolegical research and the education of professionals in

information assurance, security technology, business and policy, as well as security awareness among cybercitizens of
all ages.

Building on more than two decades of Carnegie Mellon leadership in Information Technology, CyLab iz a university-wide
initiative that involves more than 50 faculty and 100 graduate students from more than six different departments and

schools.

CylLab provides technology resources and expertise in four areas:

1. Technology transfer to and from the public sector

2. Technology transfer to and from the private sector

3. Development of Information Assurance professionals
4

. Hational awareness programs and tools

FAST facts

CyLab was founded in 2003 and iz one of the
largest university-based cybersecurity research
and education centers in the U.5. Here are some
quick facts - CylLab is:

A Mational Science Foundation (NSF) CyberTrust
Center

Affiliated with CERT, at the Software Engineering
Institute

= A key partner in NSF-funded Center for Team
Research in Ubiguitous Secure Technology

A National Security Agency (NSA) Center of
Academic Excellence in Information Assurance

Education and a Center for Academic Excellence
in Research




CYLAB NEWS d=h erany

CyLab Researchers Work To Make Commercial Technologies
Secure For Defense Department

posted by Michole Dwyer
November 11, 2013

Researchers from Carnegie Mellon University CyLab and the University of Pennsylvania have received
a four-year, $3.9 million grant from the Defense Advanced Research Projects Agency (DARPA) to

imernue the securill of commercial technologies used bE the militag.

Researchers from Carnegie Mellon University CyLab and the University of Pennsylvania have received a four-year, $3.9
million grant from the Defense Advanced Research Projects Agency (DARPA) to improve the security of commercial
technologies used by the military.

“We are studying how to improve the security for commercial-off-the-shelf (COTS) technology that remains vulnerable to
attack from latent vulnerabilities or hidden malicious codes,” said CyLab researcher David Brumley, the Gerard G. Elia
Career Development Professor in the Department of Electrical and Computer Engineering. Brumley is widely regarded
for his cutting-edge contributions to addressing the challenges associated with malware.

Brumiey along with CyLab Director Virgil Gligor, a CMU professor of electrical and computer engineering, will analyze
each COTS system, such as wireless routers and printers, and make certain they are malice-free.

“COTS consists of complex stacks where a weakness at any level can endanger the entire system,” said Brumley, a
faculty adviser for CMU's award-winning “Capture the Flag™ team. “Capture the Flag” is a computer security game in
which each team competes to find a key source of information by solving challenging problems.

The COTS technology challenge is important to the Defense Department because it buys and uses commercial
technologies for everything from information technologies to retrofitting the F-15E Fighter with new digital video recording
equipment.

ChU researchers report that pluaging such devices into the network can significantly harmm overall security .
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Verification, but with a twist
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Safe paths

Program Verification
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Exploit
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Un-exploitability Property
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Automatic Exploit Generation
with Mayhem
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$ vi iwconfig (.

% 74
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. Wireless Tools
. Jean II HPLB 97->99 HPL 99->01
Main code for "iwconfig”. This 1s the generic tool for most
* manipulations
* You need to link this code against "iwlib.c" and Lm
This file 1s released under the GPL license.
. Copyright (c) 1997-2002 Jean Tourrilhes <jt@hpl.hp.com>
o |
#include "iwlib.h /* Header */
/00000-000-0-0coooo.oo-.-or.‘ISC SUBROUTIP‘ES 000000-0-0-‘-obooo-COO-Oob/
o |

/'
* Print
Y/
static void
iw_usage(void)
iwconfig.c” 1400 lines,

W wo@deton -

usage string

35746 characters

£ °

g B Ad ATAY ) 4 A “
carnegify
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struct 1wreq wrq,;
memset((char *) info, 0, sizeof(struct wireless info));

/¥ Get wireless name */
1f(iw get ext(skfd, i1fname, SIOCGIWNAME, Swrq) < 0)
{
/¥ If no wireless name no wireless extensions */
/* But let's check if the interface exists at all */
struct ifreq 1ifr;

Btrcpy(ifr.ifr name, ifname);
iflioctl(skfd, SIOCGIFFLAGS, &ifr) < 0)
return( -ENODEV) ;
else
return(-ENOTSUP) ;

}
else
{
strncpy(info->name, wrq.u.name, IFNAMSIZ);
info->name[ IFNAMSIZ] = '\0O
}
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struct 1wreq wrq;

memset((char *) info, 0, sizeof(struct wireless info));

et wireless name */

AN
iskfd, 1fname, SIOCGIWNAME, &wrq) < 0)

e

E3[Jff€3r ireless name no wireless extensions */
's check if the interface exists at all */

Overflow Sy

= (Lfr.1fr name, 1fname)
1f(ioctl(skfd, SIOCGIFFLAGS, &ifr) < 0)
return( -ENODEV) ;

else
return(-ENOTSUP) ;

®

-
e I A

®

strncpy(info->name, wrq.u.name, IFNAMSIZ);
info->name[ IFNAMSIZ] = '\0

)
Carnegigdellon Unive
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. " T STV T s VT SR W VT B B e SR L e i )
struct iwreq wrq;

memset((char *) info, 0, sizeof(struct wirekess info));

Swrq) < 0)

extensions */

exists at all */

tr(,p 1fr name, 1fname);

1flioctl(skfd, SIOCGIFFLAGS, &ifr) < 0)
return(-ENODEV) ;
else

return(-ENOTSUP) ;

}
else
{
strncpy(info->name, wrq.u.name, IFNAMSIZ);
info->name[ IFNAMSIZ] = '\0';
}
R WL Carnegigdellon Univ
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S vi iwconfig. «
S wc -1 Lwcon?1q4L.

adl HCS Wb 1OH U HHY(

CylLab
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S vi i1wconfig.c
S we -L 1wconfig.c
1400 iwconfig.c

s |

G HCL WakdGa 1OH U HHY

CylLab
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B .=
S vi 1wconfig.c
S we -1l iwconfig.c

1400 iwconfig.c

S file iwconfig
iwconfig: setuid ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamica

Ll‘ Linked (uses shared libs), for GNU/Linux 2.6.18, stripped
S

Cd N HOCS WatdGa 10 UHVC

Cylab
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S vi iwconfig. ¢
S we -1l iwconfig.c

1400 iwconfig.c

S file iwconfig
iwconfig: setuid ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamica

Lly linked (uses shared libs), for GNU/Linux 2.6.18, stripped
$ ../../../../../mayhem iwconfig]}

°

\ ° . A B} t
AN YIO YRR laaE) | aRAwWe
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Cy ab

B wg@detan - reven




shit _" e - » - vd M s A4 » 4
Rl .

S vi i1wconfig.c
S we -l iwconfig.c

1400 iwconfig.c

S file 1wconfig
iwconfig: setuid ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamica

Lly linked (uses shared libs), for GNU/Linux 2.6.18, stripped
S ../../../../../mayhem iwconfig

Exploit Generated!

Mayhem Elapsed Time: 7.873230 sec.

S

B
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$ vi i1wconfig.c

S wc -1l iwconfig.c

1400 iwconfig.c

S file iwconfig

iwconfig: setuid ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamica
Lly linked (uses shared libs), for GNU/Linux 2.6.18, stripped

S .. /.. /../../mayhem iwconfig

Mayhem Elapsed Time: 7.873230 sec.

S od -c bsym-last/exploits/3/symb-argv 1

W - yeteton renen
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$ vi iwconfig.c
S wce -l iwconfig.c
1400 iwconfig.c
S file 1iwconfig
iwconfig: setuid ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamica
Lly linked (uses shared libs), for GNU/Linux 2.6.18, stripped
S ../../../../../mayhem iwconfig
Mayhem Elapsed Time: 7.873230 sec.
S od -c bsym-last/exploits/3/symb-argv 1
0000000 002 002 002 002 002 002 002 002 002 002 002 002 002 002 002 002

0000100 002 002 002 002 # 357 377 277 002 002 002 220 220 220 220 220
0000120 220 220 220 220 220 220 220 220 220 220 220 220 220 220 220 220

0000560 220 220 220 220 220 220 220 1 300 P h / / S h h
0000600 / b 1 n 211 343 P S 211 341 1 322 260 \v 315 200
0000620

s i

Carnegigellon Univ
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S vi iwconfig.c

$ wce -1l iwconfig.c

1400 iwconfig.c

S file 1wconfig

iwconfig: setuid ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamica
Lly linked (uses shared libs), for GNU/Linux 2.6.18, stripped

S ../../../../../mayhem iwconfig

Mayhem Elapsed Time: 7.873230 sec.

S od -¢c bsym-last/exploits/3/symb-argv 1

0000000 002 002 002 002 002 002 002 002 002 002 002 002 002 002 002 002
0000160 002 002 002 002 # 357 377 277 002 002 002 220 220 220 220 220
0000120 220 220 220 220 220 220 220 220 220 220 220 220 220 220 220 220
0000560 220 220 220 220 220 220 220 1 300 P h / / S h h
0000600 / b 1 n 211 343 P S 211 341 1 322 260 \v 315 200
0000620

$ iwconfig cat bsym-last/exploits/3/symb-argv_1

{ fi

CarnegigMellon Unive

Cylab
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$ vi iwconfig.c

S we -1l iwconfig.c

1400 iwconfig.c

S file iwconfig

iwconfig: setuid ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamica
Lly linked (uses shared libs), for GNU/Linux 2.6.18, stripped

S ../../../../../mayhem iwconfig

Exploit Generated!

Mayhem Elapsed Time: 7.873230 sec.

S od -¢ bsym-last/exploits/3/symb-argv 1

0000000 002 002 002 002 002 002 002 002 002 002 002 002 002 002 002 002

0000100 002 002 002 002 # 357 377 277 002 002 002 220 220 220 220 220
0000120 220 220 220 220 220 220 220 220 220 220 220 220 220 220 220 220

0000560 220 220 220 220 220 220 220 1 300 P h / / S h h
0000600 / b 1 n 211 343 P S 211 341 1 322 260 \v 315 200
0000620

S 1wconfig cat SELEEERFE TN REFIEFESY | BT
- whoamll

Carnegigdellon Unive

Cylab
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$ vi iwconfig.c

S wc -1 iwconfig.c

1400 i1iwconfig.c

S file iwconfig

iwconfig: setuid ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamica
Lly linked (uses shared libs), for GNU/Linux 2.6.18, stripped

S ../../../../../mayhem iwconfig

Exploit Generated!

Mayhem Elapsed Time: 7.873230 sec.

S od -c¢c bsym-last/exploits/3/symb-argv 1

0000000 002 002 002 002 002 002 002 002 002 002 002 002 002 002 002 002

0000100 002 002 002 002 # 357 377 277 002 002 002 220 220 220 220 220
0000120 220 220 220 220 220 220 220 220 220 220 220 220 220 220 220 220
0000560 220 220 220 220 220 220 220 1 300 P h / / S h h
0000600 / b 1 n 211 343 P S 211 341 1 322 260 \v 315 200
0000620

SRR T ST e A b s ym - last/exploits/3/symb-argv 1

# whoamli

root

.o
Y"
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We owned the
machine in seconds

Evil David




real world exploit generation
a brief history

2005

2008

2010

2011

2011

2012

Automatic Discovery of API-Level Exploits
[Ganapathy et al, Conference on Software Engineering]

Automatic Patch-Based Exploit Generation
[Brumley et al, IEEE Security and Privacy Symposium|

Automatic Generation of Control Flow Hijack Exploits for Commodity
Software [Heelan, MS Thesis]

Automatic Exploit Generation
[Avgerinos et al, Network and Distributed System Security Symposium]

Q: Exploit Hardening Made Easy
[Schwartz et al, USENIX Security Symposium]

Unleashing Mayhem on Binary Code

[Cha et al, IEEE Security and Privacy Sympositm;ooie Mellon | nive

Cylab




¢a33|’1 HI Kaknm obpasom nepebupatb BXOAHbIE
NaHHble? Naxke ana HebonbLmMX
BXOIHbIE NpPorpamMmm AJMHA BXOAHbIX AaHHbIX
JIAHHEBIE MOXET HE MMETb OrPaHUYEHUN.

[Mpn annHe BXxoAHbIX AaHHbIX N
KOJINYECTBO BO3MOXKHbIX 3Ha4YEHUN
BXOAHbIX AaHHbIX 2N

[lepebGop BXOAHBIX
TaHHBIX

Tectupyemas cuctema |i Mozenb mporpaMmsl |

_________________________________

2 noaxopa:

* Heynpasnsaembi ¢pa33uHr :
nporpamMmma — YepHbIN ALWMK,

KOHTp OJIb BBIXOJHBIX

NAHHBIX TOTaNbHbIM Nepebop BXOAOB
BbixoHbIe * Ynpasnaembli Ga33unHT:
JaHHBIC nporpamma — 6enbin AWMK, noadbop
BXOA0B Ha OCHOBE ee CBOWCTB
(mopenwn)

YTO ABNSEeTCA KPpUTEPUEM HEKOPPEKTHOCTM PaboTbl Nporpammsbl (BbIXOAHbIX AaHHbIX)?
2 noaxonaa:

* Kputepun — nageHue nporpammol

* Kputepuin — Ha ocHoBe moaenm



* Y10 ABNAeTCA pe3ynbraTom Ppa33nHra?

* POBHO TO, YTO MCKaNM — BXOAHblEe AaHHble, NpuBoAALLMeE K
HapyLweHUto paboTbl Nporpammoil.

e 3TO He Ta yA3BMMOCTb, NOCPEACTBOM KOTOPOM MOXKHO
NONYYUTb KOHTPOb HaA, NPOrPamMMmMoOn.

* YcnoBuA KOHTPOAA (3KCnlyaTabenbHOCTMN) — KOHTPOMPYEMaS
nepe3anncb YyBCTBUTENbHbIX AAHHbIX, HANPUMEP KNOYEN
wndpoBaHua, nnbo BHeApeHUE KoAa.

e A BOT «3aKnaAKa» obHapyKeHa He byaeT — HeT HapyLUeHUs
PaboTbl Nporpammbl

[1Ba Bonpoca:

1. KaKoBa BepOATHOCTb YTO HanaeHHasa $a33nHIom ys3BUMOCTb
byneT yaoBNEeTBOPATb YC/IOBUAM IKCN/lyaTabenbHOCTU?

2. Kak HanTu BxoAHble AaHHble, YA0BNETBOPAOLLNE ITUM
YCNOBUAM, 3HAA YCAOBUA HapyLLeHUA paboTbl Nporpammbi?



KaKoBa BEpOATHOCTb?

Charlie Miller, Juan Caballero, Noah M. Johnson, Min Gyung Kang, Stephen
McCamant, Pongsin Poosankam, and Dawn Song. Crash analysis with BitBlaze. In
BlackHat 2010, Las Vegas, NV, July 2010:

° 3KcnnyaTa6eanble YA3BUMOCTHU O6HapyH-(MBaI-OTCFI B O4HOM U3 COTEH TbICAY
cny4yaes nageHuA nporpaMN\Hoﬁ CUCTEMDbI, T€CTMpyeMOVI C NOMOLLbIO ¢a33MHFa

° an RCNAyaTaunm CUCTeEM (I)a33MHI'a Ha KN1aCTepax B TeHEHUE CYTOK Ha6I'II-O,D,aI-OTCFI
COTHW TbICAY I'IE],EI,EHMVI

Sang Kil Cha, Thanassis Avgerinos, Alexandre Rebert and David Brumley. Unleashing
Mayhem on Binary Code. In Proceedings of the 33" [EEE Symposium on Security and
Privacy, May 2012):

¢ BpemAa noncCKa yﬂ3BMMOCTEIZ ANA «KNPOCTbIX» NPOrpamMmm COCTaB/IAET B CpegHeEM
HECKOJIbKO COTEH CEKYH/A,



KaK nckatb?

* Py4yHOM aHaNN3 — HENPOAYKTMBEH: bonbLloe
4YMCNO BbIABNAEMbIX NAAEHUN NPU MaNoun
BEPOATHOCTU BCTPETUTb 3KCNyaTabenbHyo

YA3BUMOCTDb.

* CMumBONbHAA MHTepnpeTaumA.
J10BO/IbHO CNOXHaA ANA peannsaumnmn

TeXHONIOINnA.



[lToaxoAbl

da33uHr

M\

CUMBOJIbHAST HHTEPIIPETALIUS

e

YepHbIN AUK: benpiit amuK — BBIYMCICHUE 3HAYECHU N
[Tepebop 3HaUeHU M BXOJIHBIX JJAHHBIX IO (popMysiam,
BXOJHBIX JIAHHBIX 3aJIat0IIUM OTPAHUYEHUS HA 3HAYCHUS B
(MeTom rpyOO CHUJIbI) TOYKAaX BETBIJICHUS MIPOTrPaAMMBI

/\

MaxkcumMmuzanust
TE€CTOBOI'O
ITOKPBITHS 10
KOJTy/COCTOSIHUSIM

AKTHBaIMs KOHKPETHBIX
COCTOSIHUI/OJIOKOB
KOJ1a/MyTeH POrpaMMBbl,
MHTEPECYIOIIMX aHAJTUTHUKA

[JemoHcTpauuna npobnembl Ha npumepe paboTt Microsoft:

* Kak onpeaenntb NnpuYnHy owNBKN?

* lexploitable: npumepHo 50% OTBETOB - «HE 3HAOY»

dPa33nHr Y.4. Ha Knacrepe — COTHU TbICAY na,u,eHm‘Z B CYTKW.

Kak onpeaennTb KPUTUYHOCTb (T.e. ABNAETCsA I OWNbKa yFI3BI/1MOCTbI-O)?

B pe3ynbrate — nepexod oT pas3mnHra 4.Aa. K CUMBONbHOM MHTepnpeTaunm - SAGE



2000 2005 2010 2015

Blackbox Fuzzing Whitebox Fuzzing Verification



SAGE (Scalable Automated Guided Execution)

Generational search introduced in SAGE

Performs symbolic execution of x86 execution traces

- Builds on Nirvana, iDNA and TruScan for x86 analysis
- Don't care about language or build process
- Easy to fest new applications, no interference possible

Can analyse any file-reading Windows applications

Several optimizations to handle huge execution traces
- Constraint caching and common subexpression elimination

- Unrelated constraint optimization

- Constraint subsumption for constraints from input-bound loops
- "“Flip-count” limit (to prevent endless loop expansions)

SAT/SMT Summer School 2012 Page 16 June 2012



SAGE

JKcnayatupyetca ¢ 2007 roaa Ha HECKONIbKUX COTHAX KOMMbIOTEPOB B
pexkume 24/7

AHanun3 BUHAPHOro Koaa No TPacce € UCNO/Ib30BAHMEM CMMBOJ/IbHOWM
NHTEepNpeTaumnm

Kputepun aedeKktoB — HapyLleHne CTPYKTYpbl obpabaTtbiBaembix panios
B KauectBe SMT-pewartena ncnonbsyerca Z3

Bonee 1/3 Bcex BbIABAEHHbIX MNPU TeCTUPOoBaHUK owmnbok B Windows7
HanaeHo ¢ nomoulbto Sage, Npuyem Sage NpUMeEHAETCA NOCne BCexX
OCTa/IbHbIX CPeACTB TECTUPOBAHMA (aHAaNU3 UCXOAHbIX TEKCTOB, Pa33UHT
y.4a., ...)

C 2010r. Bce pe3ynbTaThl NpUMeHeHNA Sage NOCTyNaroT B eAUHOe
obnayHoe xpaHunmue — Sagan

C oaHOM maluunHbI Sage B Hepento 6onee 300Gb Bbixoaa (*Heckonbko
COTEH MaLlUH)

Ha paHHbIM MOMeEHT HapaboTKa cuctembl — 6onee 400 mawmnHo-neT



CyTb TEXHO/IOTMN CUMBOJIbHOM MHTEPMNPETALUN

X = input()
if xl>42
Ny
if x*x = MAXINT
N
if x<42 vulnerable()

SN



CyTb TEXHO/IOTUN CUMBOJIbHOM MHTEPNPETALUMU

MocTtpoeHue cnuctembl SMTI-ypaBHEHMI, ONUCbIBAIOLWMX OrPaHUYEeHMNA Ha BXOAHbIE
| AaHHbIE B KaXXA0M TOUYKE BETB/IEHMA NPOrpammbl

X~ |\1put() X MOXeT bbITb N106biMm
if xXXg2 (x > 42)
/\
if x*x =)\/IAXINT (x > 42) A (x*x 1= MAXINT)

vulnerable() (x> 42) A (x*x != MAXINT) A
- I(x<42)
t
Ecnn ypaBHeHMe paspewnmo — peleHmnem aBaAaTCA SMT Solver:
KOHKpPETHble 3HaYeHMA BXOAHbIX AaHHbIX, YpaBHeHwue paspelumnmo?

yaoBAeTBopAoWMe 3a4aHHbIM OFPaHUYEHUAM. x=43

1) SMT- 3apayva paspewmmocTtu ana norndecknx dopmyn (Satisfiability Modulo Theories) — 0606wweHune
3a4,a4m BbinoHMMOCTM bynesbix dopmyn BSAT (Boolean satisfiability problem). B chyyae KH® — NP-nonHas.



CyTb TEXHO/IOTUN CUMBOJIbHOM MHTEPNPETALUMU

vulnerable()

X MOXeT 6bITb N1t0bbiMm

(x >42)

(x >42) A (x*x I= MAXINT)

(x >42) A (x*x |= MAXINT) A
(x<42)

SMT Solver:
YpaBHeHMe pa3pewmmo?

UNSAT — HeaoCTUXMMbIN
Koz,



CyTb TEXHO/IOTMN CUMBOJIbHOM MHTEPMNPETALUN

ToTanbHbIM Nepebop NyTen: reHepaumsa BCEX BO3MOKHbIX KOMOUHaumnim SMT-
YPaBHEHUN C UHBEPTUPOBAHHBLIMMU YC/IOBUAMMU

X =1in

ut()

Jx

if ¥>42

=

t

if x*x = MAXINT

SN

if x<42

SN

vulnerable()

X MOXeT 6bITb N1t06bIM

-(x>42)



CyTb TEXHO/IOTUN CUMBOJIbHOM MHTEPNPETALUMU

MpoBepKa CBONCTB 3KcnayaTabenbHOCTH

\

X %{‘[Ut() X MOMKET 6bITb N106bIM

if x>)‘& (x >42)

NN

if x*x = MAXINY (x> 42) A (x*x = MAXINT)
t

f KpuTtepuit Ha akcnayaTabenbHOCTb:

if x<42 vulndrable() (x >42) A (x*x = MAXINT) A
exploitable

NG |

Kputepwuit akcnayatabenbHocTu (ogmH 13): EIP 3aBUCUT OT KOHTPOIMPYEMOTO BXOAA NPOrpamMmbl
BapuaHTbl:

1. M3meHeHHbIN EIP yKa3biBaeT Ha shell-koa, nonyyeHHbIN CO BXoAa NpPOrpammbl

2. B cTeKe popmmpyeTca nocnenoBaTenbHOCTb a4pPECOB BO3BPATa M NapaMeTpPOoB C/yXKeOHbIX
GYHKUMM, popmumpytowmx Tpebyemyto atakyrowemy PyHKLUMOHANbHOCTb
(ROP — Rerurn-Oriented Programming)




[1Be cTtpaTternn TpaHcpopmaunm SMT-bopmynbil:

MOUNCK 3AK/TAAOK: «ToTanbHbIM Nnepebop nyTen» - reHepaumna Bcex
BO3MOHbIX KOMBOMHALUWN MHBEPTUPOBAHUA YC/IOBUN,
coctasnarowmnx SMT-bopmyny

NOUCK YA3BUMOCTEMWN: HaxoxaeHMe TPaeKTopmn A0 KOHKPETHOTO
COCTOSIHMA, AN KOTOPOro MOXHO ONMcaTb KPUTEPUIN (pacumpeHue
SMT-dpopmynbl KPUTEPUAMU Ha MCKOMbIE aHA/IMTUKOM COCTOAHUA).
[Mpn NoOUCKe yA3BUMOCTEN — KPUTEPUM HA YA3BMUMbIE COCTOAHMUA.

[1Be cTpaTerumn nepebopa nyrten:

Ob6xopa, B LUMPUHY.

[Mpobnema — «nonesHble» TOYKU TPAEKTOPUM MOTYT HAXOAUTbCA
AAaNeKo OT BepLnHbl. Konn4yecTtBo TpaeKTopun pacTteT
3KCMOHEeHUMaNbHO OT YMNC/1A BETBAEHUM — MOXKEM HE AOUTU A0
HYXXHOM TOYKM

O6xoa, 61MXKaNLLINX BETOK OTHOCUTE/IbHO NepBOHaYaIbHOM
TpaeKTopumn (onpeaenseTcsa Tpaccoi)



334341 CUMBOZIbHOW MHTEPNpEeTaunm

* BbasoBas cxema npouecca CUMBOJIbHOM MHTepNpeTaLumn

MNpoueccopHble

NHCTPYKLUMM

IR (BHYTpeHHee
npeacTaB/ieHune)

SMT-
dopmyna

TpaHcdopmauma
SMT-popmynbl

3HayeHuA

BXOAHbIX AAdHHbIX

BupTyanbHan

MallnHa

Cuctema
aHanu3a

Cucrtema
aHanun3a

Cuctema
aHa/u3a

SMT-
pewiaTtenb




[Mpnmep ncnonb3oBaHUA CMMBOIMYECKOTO aHanu3a: BitBlaze, APEG

BitBlaze - Binary Analysis for Computer Security (Berkeley)
Automatic Patch-Based Exploit Generation (Carnegie Mellon, Berkeley, Pittsburg University)

P — ucxoonas npoepamma P’— nonyuena uz P nymem 0obasnenus 0ononHumenvHwix

NPOBEPOK HA KOPPEKMHOCMb 8XOOHbIX OAHHBIX
BBoa AaHHbIX

Npea: cpaBHmBaem P n P/, Haxoaum
nobaBneHHble NPOBEPKMU

M’MnoTe3a: 3To NpoBepPKa KOPPEKTHOCTH
BXOAHbIX AaHHbIX

PewweHune: c y4eTom 3aBUCMMOCTEN NO AAHHbIM
nwem nytm B P’, Beaywmne ot BBoga AaHHbIX 40
nobaBneHHOM NPOBEPKU

Hanpumep, cHMMaem Tpaccy, B KOTOpon cpabaTbiBaeT 04HA N3 BETOK TaKOro yC/10BUA —
CYMTAEM ee «KKOPPEKTHOMY», a He cpaboTaBlyto — «06paboTKoM OWNOKN»

Ecnn Takue Nyt ectb — cTponTcs popmyna, onucbiBatoLLLas orpaHMYeHma Ha BXOAHble
NlaHHblE, ee peleHne onpeaensaeT 3HaYeHNe BXOAHbIE AAHHbIX, NP KOTOPbIX
cpabaTbiBaeT BeTKa «06paboTKkm ownbKmn»



OCHOBHble HanpaB/ieHNA pPa3BUTUA TexHoNorum (1)

Pa3sButTue TexHO/10rMm aHamsa

Kak KOHTponnpoBaTb paboTy BbIYUCAUTENBHOM CUCTEMbI (CUMYNATOPbI,
TPaCcCUpPOBKaA, NOAAEPKKA CUMBO/IbHbIX BblMMCAEHUIN U taint-aHanm3a).
CnmynaTtopbl, necodHmupl, honeypot’sl, DBl (Dynamic Binary Instrumentation).
CoBpeMEHHbIE BO3MOKHOCTU — HECKOJIbKO CYTOK KOHTPO/1A BbIYUCUTENBHON
CUCTEMbI C Ma/ibiM 3amMeaNIeHUEM N BO3MOXKHOCTbIO BOCNpon3BeaeHua pabotol
CMCTEMbI B NOLLArOBOM pPeXKMUME

Kak aHanm3mpoBaTb 3aBUCMMOCTU MeXAY MHCTPYKUMAMMU (cnancuHr, taint-aHanus)
Kak reHepupoBaTtb cuctemy SMT-ypaBHEHUN NO NPOrpaMmMHOMY Koy
Kak onucbiBaTb yaA3BMMble cOCTOAHUA B SMT

Kak a¢ppekTnBHO pewatb cuctemy SMT-ypaBHeHM. PacnapannennsaHue.
International SAT/SMT Summer School (exerogHo c 2011r. — nepsas 8 MIT)

[eHepauua KpUTepues Ha AedeKTHbIE N YA3ZBMMbIE COCTOSIHUA — NPUMEHEHUE
3HaHWM o0 cneunduKkaumm pyHKUMM, TMNoB (popmaTtoBs) AaHHbIX. OTctoaa — paboThl
no Temam «specification mining», BocctaHoBneHne GOPMaTOB AAHHbIX NO
NPOrpamMmMHOMY Koay

KoHTpo/ab NOTOKOB AaHHbIX (taint-aHanus) B pexxnme peanbHOro BpemeHu ana
MOMCKA HapyLIEeHWI NPaBUA A0CTYNa K AaHHbIM. BNAoOTb A0 KOHTPOASA Ha
annapaTHOM YpOBHe.



OCHOBHble HanpaB/IEHNA Pa3BUTUA TEXHONOTUN (2)

[MpoTuUBOAENCTBME TEXHONOIMAM aHaNM3a:

[MpoTnBoaencTeme cumynatopam (B ugeane - nod CUMyAsSTOPOM NPOrpamma
paboTaeT He TaK, Kak B 0ObIMHOM HEKOHTPOMPYEMOM cpese).

[MpoTnBOAENCTBME aHANM3Y 3aBUCUMOCTEN — 0O PYyCKaLms.

[MpoTnBOAENCTBME NOUCKY YA3BUMOCTEN U YMEHbLLUEHNE BPEMEHMU, B TEYEHME
KOTOPOro 3HaHMe YA3BUMOCTM aKTya/IbHO, 40 AECATKOB CEKYHA, —
AMHamunyeckasa obdyckauma. ObPpyckauma Kak yactb SDLC. Mpumep — Collberg
- RPC

MpoTtusogencteme SMT-pewatenam. Mpumep - npoTnesogencTene
CMMBO/IbHOW MHTEpPNpPEeTaLnn Npu NomncKe 3aknaaok: Linear Obfuscation to
Combat Symbolic Execution. Zhi Wang, Jiang Ming, Chunfu Jia, Debin Gao
(coemecmHo Kumad, CLLIA, CuHeanyp).

Llenb paboTbl — 3aTPYAHUTb BblYMCAEHNE YCNOBUA aKTUBALMM 3aKNaaKN. U3
aHHOTauuun K paborte: «Trigger-based code (malicious in many cases, but not
necessarily) only executes when specific inputs are received. Symbolic
execution has been one of the most powerful techniques in discovering such
malicious code and analyzing the trigger condition. We propose a novel
automatic malware obfuscation technique to make analysis based on symbolic
execution difficult. ... Evaluation shows that applying symbolic execution to the
obfuscated code is inefficient in finding the trigger condition.»



A 4TO Y Hac?

Oco3HaHue npobiembl
ruscrypto — KaKk naowagka ana obcyxaeHusa
COOPHUK NyBAMKaLUN

Obpa3oBaTenibHan 6a3a
®rocC no cneunanbHoctn 090301 (KomnbioTepHaa 6e30nacHOCTb)

NccnepoBaTtesibCKME KONNEKTUBbI U NPOEKTbI
MeToabl U cpeAacTBa



Cnacmbo 3a BHMMaHue!



«Kagpbl pewaroT BCE»

CLUA:

 nporpamma NICE (National Initiative for Cybersecurity Education): B obecneuyeHnm
331€MCTBOBAH MPAaKTUYECKN BECb FOCYAapPCTBEHHbIM annapaT, B 0CO6eHHOCTH
cneucnyxbbl. BoigeneHa 31 cneunanmsauma 8 061actm NnoaroToBKM CNeumnasucTos no
KOMMbIOTEPHOM He30nacHOCTH.

* NSA 1 DHS: coBmecTHaa nporpamma pMHaHCUPOBAHMA aKa4eMUYECKUX
nccnepgosaHum: National Centers of Academic Excellence in Information Assurance:
TO/IbKO UCCNea0BaTENbCKUX LLEHTPOB B KPYMHbIX YHUBEPCUTETAX - bonee 50



Cybersecurity is a National Concern

Your help is critical to defining the Nation’s cybersecurity workforce!

Effective cybersecurity management is essential to protecting our nation’s technology
infrastructure. The professionals accountable for this protection constitute a critical workforce.
Until now, there has been little consistency in terms of how cybersecurity work is defined and
categorized, who is responsible for the work, and what skill sets are needed to perform
successfully. Even within organizations, individuals performing cybersecurity work are difficult to
identify, locate, and quantify. As a nation, we must establish consistency in how the cybersecurity
workforce is defined and classified.

With the direct engagement of over 20 Federal departments and agencies, and numerous public
and private organizations, the National Initiative for Cybersecurity Education (NICE) developed
the National Cybersecurity Workforce Framework (the Framework) to define cybersecurity work
and lay a foundation for cybersecurity workforce efforts. The Framework provides a common
language and taxonomy and defines specialty areas, knowledge, skills, and abilities (KSAs), and
codifies talent.

This how-to guide explains what the Framework is, and why you need to not only be aware of the
Framework, but also adopt it according to your organization’s needs. Explore the guide using the
Navigation Bar and by clicking on other links.

Along with representatives from departments and agencies listed on the right, | would like to be
among the first to thank you for your support.

Ernest McDuffie

Ernest McDuffie, National Institute for Standards & Technology

The following organizations

participated in the development of the

Framework, among others:

* Department of State

* Department of Education

* Department of Labor

+ Office of Management and Budget

* Office of Personnel Management

* Department of Defense

* Department of Justice

* Information Sciences & Technologies

* Department of Homeland Security

* Central Intelligence Agency

* Defense Intelligence Agency

* Director of National Intelligence

* Federal Bureau of Investigation

* National Security Agency

* National Science Foundation

* Department of Defense National
Counterinteligence Executive

* Federal Chief Information Officers
Council

“As a nation, we must establish consistency in how the cybersecurity workforce is defined and classified.”




Contents

What is the
Framework?

Categories

Specialty Areas

Benefits

HCM Impact

Adoption

STEP 1:
Role Definition

= Streamlined
Roles

= Customized
Roles

STEP 2: Model

Competencies

STEP 3: Plan
Your Workforce

[ale ol ol o T S o 1) [N

What are the 31 Specialty Areas?

Each specialty area represents an area of concentrated work, or function, within cybersecurity. The Framework
provides the typical tasks and knowledge, skills and abilities (KSAs) within each specialty area.

Securely Provision Protect and Defend

Systems Requirements Planning Vulnerability Assessment and Management
Systems Development Incident Response

Software Assurance and Security Engineering Computer Network Defense (CND) Analysis

Systems Security Architecture Computer Network Defense (CND) Infrastructure Support
Test and Evaluation

Technology Research and Development Investfgate

Information Assurance (IA) Compliance Investigation

. . Digital Forensics
Operate and Maintain ’

System Administration Analyze
Network Services

Systems Security Analysis

Customer Service and Technical Support
Data Administration

Knowledge Management

Threat Analysis
Exploitation Analysis
Targets

All Source Intelligence

Oversight and Development
Legal Advice and Advocacy

Education and Training

Strategic Planning and Policy Development
Information Systems Security Operations (1ISS0O)
Security Program Management (Chief Information
Security Officer [CISO])

Collect and Operate
Collection Operations
Cyber Operations Planning
Cyber Operations



MATIONAL IMNITIATHWVE FOR CYBERSECURITY EDUCATION (MCE

SECURELY PROVISION TECHNOLOGY RESEARCH AND DEVELOPMENT

Conducts technology assessment and integration processes; provides and supports a prototype capability
and/or evaluates its utility.

TasK
“ Statement Competency

1054 Knowledge of hardware reverse engineering techniques Wulnerabilities Assessment
10565 Knowledge of middleware Software Development
1056 Knowledge of operations security Public Safety and Security
1059 Knowledge of networking protocols Infrastructure Design

1061 Knowledge of the lifecycle process Systems Life Cycle

1062 Knowledge of software reverse engineering technigues Yulnerabilities Assessment

1063 Knowledge of Unix/Linux operating system structure and intermnals (e.q., process management, Operating Systems
directory structure, installed applications)

1064 Knowledge of Extensible Markup Language (XML) schemas Infrastructure Design

1066 Skill in utilizing exploitation tools (e.g., Foundstone, fuzzers, packet sniffers, debug) to identify Wulnerabilities Assessment
system/software vulnerahilities {penetration and testing)

1067 Skill in utilizing network analysis tools to identify software communications vulnerabilities Yulnerabilities Assessment

1072 Knowledge of network security architecture concepts, including topology, protocols, Information Systems/Network Security
components, and principles (e.g., application of defense-in-depth)

| PREVIOUS PAGE

Test and Systems
Evaluation Development

Using This Sample Secure| 0 and Protect and . Collect and Oversight and
[]ux:Ement ‘ ._|C|hTI:t|EE Pl'ﬂ'l.l"ksiﬂl!l"l % Defend Investigate Operate Analyze Development

Information Assurance | Software Assurance and | Systems Security Technology Research BTG EREN TG EN S
(&) Compliance Security Engineering Architecture and Development Planning

Home ‘




NATIONAL SECURITY AGENCY (fode ¥ CENTRAL SECURITY SERVICE

-

Celebrating 60 Years of Defending Our Nation, Securing The Future.

HOME ABOUT NSA ACADEMIA BUSINESS CAREERS INFORMATION ASSURANCE RESEARCH PUBLIC INFORMATION COMMITMENT

SEARCH

Information Assurance

About IA at NSA National Centers of Academic Excellence in IA Research
IA Client snd Partner Support (CAE/R) Criteria for Measurement

IA News

— The goal of the CAE-R program is to increase our understanding of robust IA technology,
Wern

policy, and practices that will enable our Nation to effectively prevent or respond to a
IA Mitigation Guidance

catastrophic cyber event. This program will significantly contribute to the advancement of
e e state-of-the-art 1A knowledge and practice. Applicants for CAE/R must meet the Carnegie
_ Mational Centers of Academic Foundation's classifications of Research University/Very High (RU/VH), Research University/

Excellence in IA Education

High (RU/H) or Doctoral Research University (DRU) or the equivalent is eligible to apply.

Applications must be submitted electronically via the on-line application process. Applications

are assessed against a specific set of criteria (FDE attached). Applicants must clearly

: demonstrate how they meet each of the criteria. Minimum requirements for each of the
IA Courseware Evaluation

Program criteria must be met to obtain designation. Successful applicants are designated as a CAE/R

Student Opportunities for a period of five academic years, after which they must successfully reapply to retain the

S — designation. The criteria are reviewed annually and strengthened as appropriate to keep pace

with the ewvolving nature of IA/Cybersecurity. (Designation as a Mational Center of Academic
IA Programs i i i i i
Excellence in IA Research does not carry a commitment of funding from the National Security

IA C .
=resrs Agency nor from the Department of Homeland Security.)
Contact Information

The vision for the CAE-R Program is to establish a process that will:

Recognize schools with programs that integrate research activities into the curriculum and

into the classroom.

Provide NSA, DHS, and other Federal agencies with insight into academic IA programs (with

their reach into industry) that can support advanced academic, research, and development

capabilities.

Serve as a potential source and facilitator for government-academic researcher exchanges.

Present opportunities for IA research centers to drill deeper into much-needed solutions for

securing critical information systems and networks.

CAE-R Program Requirements: There are six foundational criteria for establishing CAE-

Research:



HOME ABOUT NSA ACADEMIA

Information Assurance

About IA at NSA
IA Client and Partner Support
IA News
IA Events
IA Mitigation Guidance
= 1A Academic Outreach

. MNational Centers of Academic
Excellence in IA Education

IA Courseware Evaluation
Program

Student Opportunities

1A Business and Research
IA Programs

IA Careers

Contact Information

BUSINESS CAREERS INFORMATION ASSURANCE RESEARCH PUBLIC INFORMATION COMMITMENT

SEARCH

Centers of Academic Excellence Institutions

Select a state from the map or from the list below.

CAE/2Y - National Centers of Academic Excellence in Information Assurance 2-Year
Education
CAE/IAE- National Centers of Academic Excellence in Information Assurance Education

CAE/R - National Centers of Academic Excellence in Information Assurance Research

Auburn University CAE/IAE, CAE/R
Jacksonville State University CAE/TAE
Tuskegee University CAE/IAE

Snead State Community Colleqe CAE/2Y

The University of Alabama at Birmingham CAE/R

I Inversity of Alahama Huntswville CAESTEA



Search

Carnegie Mellon University
Cylab

RESEARCH EDUCATION PARTHERSHIP OUTREACH MEWS & EVENTS

@ Portal Login

ABOUT CYLAB QUICK LINKS

ABOUT CylLab

CARNEGIE MELLOMN CYLAB isabold and visionary effort, which establishes public-private
partnerzhips to develop new technologies for meazurable, secure, available, trustworthy, and sustainable computing and
communications systems. CyLab is a world leader in both technolegical research and the education of professionals in

information assurance, security technology, business and policy, as well as security awareness among cybercitizens of
all ages.

Building on more than two decades of Carnegie Mellon leadership in Information Technology, CyLab iz a university-wide
initiative that involves more than 50 faculty and 100 graduate students from more than six different departments and

schools.

CylLab provides technology resources and expertise in four areas:

1. Technology transfer to and from the public sector

2. Technology transfer to and from the private sector

3. Development of Information Assurance professionals
4

. Hational awareness programs and tools

FAST facts

CyLab was founded in 2003 and iz one of the
largest university-based cybersecurity research
and education centers in the U.5. Here are some
quick facts - CylLab is:

A Mational Science Foundation (NSF) CyberTrust
Center

Affiliated with CERT, at the Software Engineering
Institute

= A key partner in NSF-funded Center for Team
Research in Ubiguitous Secure Technology

A National Security Agency (NSA) Center of
Academic Excellence in Information Assurance

Education and a Center for Academic Excellence
in Research




