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TDS -> Traffic Direction System

Cuctema pacnpepeneHns Tpaduka
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MoTuBauus

Volume makes money

TDS makes volume
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MoTuBauus

ObbeM NPUHOCUT [EeHbI I

TDS npunHocuT 0OBLEM
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META
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HTTP Header

3aronoskmu HITTP

GET /1/AAypical.php HTTP/1.1
Accept: image/gif, image/x-xbitmap, image/jpe
Referer: http:/www.trendmicro.com/news -

Accept-Language: en-us
UA-CPU: x86 Language
Accept-Encoding: gzip, deflate

User-Agent: Moznlla/4 0 (compatible; MSIE 7.0; Wmdows NT 5.1; .NET CLR

2.0.50727)

Host: www.just-a-stie.com

Connection: Keep—Allve
browser

(@\ KoHpepeHLu A
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application/x-shockwave-flash, */*



http://www.wiki.com
http://www.wiki.com
http://www.wiki.com
http://www.wiki.com
http://www.wiki.com
http://www.wiki.com
http://www.wiki.com
http://www.wiki.com
http://www.wiki.com
http://www.wiki.com

Teopna n npakTuka
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Teopnsa n npakTuka

WWW.d.com

WWW.C.com

User

Key/US WWW.b .com
IP/US

h -
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http://www.1.com
http://www.1.com
http://www.2.com
http://www.2.com
http://www.c.com
http://www.c.com

Teopna n npakTuka
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Teopna n npakTuka

Welgle
DE

no s3blK Lang
bpay3epa US

Welgle
Other
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Teopnsa n npakTuka

No Bepcuu

bpay3epa

BN Kon epeHLms
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w0 o 0 0 0 0 0 -

300

301

302

303

304

305

306

307

HTTP Ctatyc Koga

multiple choices [MuoxkecTso BbIGOPOB]

moved permanently [Ilepemelieno okoHuaTeNLHO |
found [Haiineno ]

see other [Cwmorpers npyroe]

not modified [He usmensnocs]

use proxy [Hcnons3oBaTs NpoKcH |

switch Proxy [sapesepsuposano]

temporary redirect [Bpemennoe nepenanpasieHie ]

[ ryciureornons (8 TREND MICRO INC Macm Forviopos 2011
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301 moved permanently

| [lepemelrtieHo OKOHYATEIIBHO |

' 301

Redlrect




302 found/moved

| Hamgeno / IlepemereHo |

@ PPPPPPP 2011 @ TREND MICRO INC Maxkcamm ['oHuapos 2011
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404 Error?

[lepenpopaxa

Tpapmka

4 CTpaHunua

(&) bycxpmmor011 (3 TREND MICRO INC Makam Toruapos 2011
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Tpappuk

¢ 0T60p no peruoHy (GeolP)

¢ 0T6éop no yHukanbHomy IP

¢ 0T60p no HTTP_REFERER

¢ 0T60p MO BpeMeHHbM PaMKaM

¢ 0T60p NO pa3HOBMAHOCTM 6Bpay3epa

¢ 0T60p NO TUNY OMNEpPauMOHHOM CUCTEMb

¢ OnpegeneHne c6opumka (crawler detect)

¢ OTceB no u3secTHoM IP agpecam

[ ryciureornons (8 TREND MICRO INC Macm Forviopos 2011
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OT6op NO pervoHy

Result




OT6op NO pervoHy

GeolLocalSEO

Go Local on the
World Wide Web

€ 2LOCATION™
‘\_

- -
hostip.in
My IP Address Lookup and GeoTargeting
C et IP Project — what

map t

ommunity Geotarg
country, city IP addresses p to

B

(’—ﬂ KoHpepeHLu A
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BpeMeHHble paMKu

Result

=~
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Tun 6pay3epa

Result




HabnwopeHmna u ¢akThl

¢ Adult wam Non adult Tpadmk

¢ PacnpocTpaHeHWe BpefoHOCHOro Koaa
¢ ONTUMM3AUMS MOUCKOBLIX 3ANPOCOB

¢ 3anoroeuin Tpaduk

€ YkpageHsle KAnKu

¢ Mogens 3apaboTka

¢ Mpumep Bnagensua TDS

BN KoHdepeHuua
[©) ryismozons () TREND MIGRO INC Meam Foriopos 2011




Adult mam Non adult.

Iraffic f Power. us

BuyAdultTraffic.Us

Welcome to Tp BuyAdultTraffic.Us! v1.10. As leaders in Adult Traffic Promotion we are
capable of maximizing your ROI at the lowest prices on the internet.

# login = Signup = FAQs = Contact = Money = Links

10,000 Mainstream m $390.00  €27.30

| Buy Now |
ECECTTY I R T

25000 Mainstream (PN sesoo  esoq0 [T

100,000 Mainstream m $278.00 €194.52

250,000 Mainstream m $552.00 €386.21

1,000,000 Mainstream m $1675.00 €1172.24

Amourt | Taiot1 | Ttz | e | pree ||
10000 | vt | Al Gy | 20 | 212> | Boyhow

50,000 Mainstream $197.00 €137.87

250000 | Mnirnr | At | <7200 | 50

500,000 Mainstream 51221400 €854.70

After your payment, will be sent to our panel of account creation.
B ] F B N S EE ] = [

(é\\‘ KoHbepeHuums
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PacnpocTpaHeHue
BpeAOHOCHOIro Kopaa

—R———
a

>

HAocTyn B MHTepHeT 3a0N0KMPOBaH B CBA3W C HapylieHMeMm
NULUEH3IMOHHOro cornaweHusa nporpammel uFast Download Manager

Bam HeoOxoaoumo AKTHBMpPOBaTh Bally KONMK

04:27

YTOObI NONYYHUTL PErMcTPpaLMOHHbLIA KOO OTNRABLTE CMC

¢ kogom fw0004199 Ha Homep 77

B OTBET Bbl Nony4yure coobuieHne ¢ KOAOM aKTHBaLMMK

Bal Kof U3 OTBETHOW CMC _ |

((—\ KoHdepeHLMa
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OnTuMmn3auus
pe3yNbTATOB MNOUCKA

}.’ Umax Doérway Generator  http://umaxsoft.com/ o= e S
File Language Help Search...
General Redirect Other FTP

[V] Dynamic Redirect HTag H1  Separator - |¥| Upload Pot: 21
Extension html V] Subfolders Ao Site Name My Site Host: ftp://
JS Part #1 | Bxdemal
) Tagin text strong Login:
Files JS Names: T
Keyword List i JS Part #2 || Create robots txt Pass:
Links to other sites Dir:
e el koad Fl Encypt IS @] Use Load File _
Header #1 Script
Address | Use Script
Header #2 :
Min: 1 Max: 5
IFRAME
Footer Load .
JS Names: Lo
g
Styles Load
Keywords
Max Text Length 4400 words
Address
Min Keyword 3 %
Max Keyword 6 % Links on pages
) Location Count
General Settings S ix Min: 10
@ Use Redirect
: Max: 50
Create Doorway! IFRAME Right =
Nothing Styles Russian
V| Use styles M U i
Reset H Save Log - ot
Extemal (css) -

Umax SoftWorks Online Help Donate

(:\\\ KoHbepeHuums
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3a10roBbI TpaAPUK

1% Provision traffic

BN Kon epeHLms
[©) 5ciommmeraons (B TREND MICRO INC Maav Foreiopos 2011




YKpaaeHble KIUKW

1% Provision traffic
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Mopenb 3apaboTka
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Pay

=~

(&) eyikomnoz011 (3 TREND MICRO INC Makam Foruapos 2011




[lpumep BRnapgensua TDS

fhttp:/ Jopen-tds.ru/?id=148968&go=1000000&close=1000000&hash=27a38df0abf6ffbc6c53cf2c21eaa8d6&Usys=x1809CP ¥

D L P aretneinin -

urce Date Information
ow | August 29, 2010 16:41 | This Information page's creation date

ols | Auqust 29, 2010 16:41 @ Blacklistings

IET 188.64.170
188.64.168.0/21 H1 Network AS6870

|

3ase Record | Name P Reverse Route AS \
*.open-tds.ru a 188.64.170.7 hlnetl88-64-170-7.hlhost.ru A 188.64.168.0/21 ' AS6870 \
Russian Federation H1 Network H1ASN H1 LLC
hlnetlB88-64-170-7.hlhost.ru | a 188.64.170.7
Russian Federation
ndexite.ru a 188.64.170.7 hlnetl88-64-170-7.hlhost.ru
Russian Federation
pen-tds.ru a 188.64.170.7 hlnetl88-64-170-7.hlhost.ru
Russian Federation
‘edirecturl.ru a 188.64.170.7 hlnetl88-64-170-7.hlhost.ru
Russian Federation
wWww.open-tds.ru a 188.64.170.7 hlnetl88-64-170-7.hlhost.ru
Russian Federation
yahhoou.com a 188.64.170.7 hlnetl88-64-170-7.hlhost.ru
Russian Federation
yundex.me a 188.64.170.7 hlnet188-64-170-7.hlhost.ru
Russian Federation
www.check-url.com cname | check-url.com | 188.64.170.7 hlnetl88-64-170-7.hlhost.ru
Russian Federation

1 hnat = —— e
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[lpumep Bnagensua TDS

(. SoftTrade Lab

Avic A\/ Max aka MaxTrade.
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Pa3zHoBuaHoCTM TDS

¢ CepBuC - BCe roToBO.

€ N0 - BCe HYXKHO AenaTb CAMOMYy

,-__w
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TDS kak cepBuUC

MegaTlDS. ru
Open-TDS.ru
Absolut-tds.ru




TDS kak npunoxeHue

¢ Simple TDS

¢ Sutra TDS (100USD)
¢ Crazy TDS

¢ Kalisto TDS

€ ILTDS

¢ Advanced TDS

¢ Keitaro TDS

[ ryciureornons (8 TREND MICRO INC Macm Forviopos 2011




Simple TDS

http://www.simpletds.com/

¢ MowaroBas yCTAHOBKA
¢ PasmeueHue

¢ Nopaepxka

B KoHbeperLms
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http://www.simpletds.com
http://www.simpletds.com

“€c

“€c

“€c

*€c

Simple TDS

fingerprint

NouTM BCeraa UCnonb3yeTcCH 90 . php ons
nepeHanpaBnenns Tpapuka

3darnpoc Bcerga MCroJib3yeT ‘ -i.d ’ 9 ‘ SChema ’
auecreyer CONT1g.php, login.php

cylulecTByeT \VAS I"S'i.On . php noka3biBaeT BepCuio

(&) eyikomnoz011 (3 TREND MICRO INC Makam Foruapos 2011
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lleTekTuposaHue TDS

Synthetic

©) vycipmaa0n1 (3 TREND MICRO INC Moo Forviopos 2011




lleTekTuposaHue TDS

Analytic

e

T
" orouser

G
T
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[leTekTupoBaHue TDS

us

€S

" Longuoge .

5

(&) eyikomnoz011 (3 TREND MICRO INC Makam Foruapos 2011
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[leTtekTnposaHue TDS

e
mozilla

opera

Browser >

safari

seriesod

1phone mozilla

BN Kok epeHLms
@ PyéprmnTo’2011 @ TREND MICRO INC Makcvm r@m 2011




[leTekTupoBaHue TDS

WinXP

Ubuntu

(&) eyikomnoz011 (3 TREND MICRO INC Makam Foruapos 2011




lleTekTuposaHue TDS

1P

Language

HTTP

Browser

0S
Date/l1me

Request

(&) bycxpmmor011 (3 TREND MICRO INC Makam Toruapos 2011




[leTekTupoBaHue TDS

~

Synthetic

Web Server Structure

Known File Names

Known Folder Names

Variable Names

[©) i 011 ) TREND MIGRO INC Meiavm Foriapos 2011




lleTekTuposaHue TDS

e = = T A AT — i = == - T T = T AT T — — = = T T =
¢ T A s T iy T AR T C Yl L T e Y AL -y A g e ot € LN e i - TR . q
- 3 TS R S AT el ot Gt E AP TS, R alal ot Ot o 150 SR

Analytic Synthetic

R e o A T N R T o A N e N e e o
- - Flws L . s T e AL e L AN 2 Ly Vol i s TA e AL T A% A L%y o s s
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Jlornka onpoca TDS

language settings

browser agent

Operating system

region

HHHHHHHHHH
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Jlornka onpoca TDS

language settings

46



Jlornka onpoca TDS

language settings

browser agent

Operating system

region

HHHHHHHHHH

ppppppppppppp TREI\D MICRO INC Makcmm lonuapos 2011




Jlornka onpoca TDS

browser agent

0SS so00

safari

(&) eyikomnoz011 (3 TREND MICRO INC Makam Foruapos 2011
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Jlornka onpoca TDS

language settings

browser agent

Operating system

region

HHHHHHHHHH

ppppppppppppp TREI\D MICRO INC Makcmm lonuapos 2011




Jlornka onpoca TDS

operating system W

windows 0S

&) o011 (8 TREND MICRO INC Makaim oviapos 2011
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Jlornka onpoca TDS

language settings

browser agent

Operating system

region

HHHHHHHHHH

ppppppppppppp TREI\D MICRO INC Makcmm lonuapos 2011




Jlornka onpoca

region

US West

TDS

52



Jlornka onpoca TDS

language settings

browser agent

Operating system

region

HHHHHHHHHH
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Jlornka onpoca TDS

18h -> 24h

:\\‘ KoHbe

&) vy (3 TREND MICRO INC Makam Foruapos 2011

54



attempt

onpoc no L10n

region

language

OS

us west

en

winhdows

russia

windows

ja

pan

windows

ger

many

winhdows

us

east

windows

russia

windows

france

(6—\\ KoHbepeHuums

=7 PycKpunto’2011
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attempt

region

language

OS

Onpoc no 6pay3epy

us west

en

winhdows

west

windows

opera

west

windows

mozilla

west

winhdows

so0

west

windows

safari

west

MacOS

mozilla

west

winhdows

safari

[©) ryismozons () TREND MIGRO INC Meam Foriopos 2011




Bonpochl?

NS

max_goncharov@trendmicro.com
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Cnacubo!

max_goncharov@trendmicro.com
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