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OnpeaeneHus

0 OpuruHanbHbIN noagnucuYuK — Brageney AU, koTopbin
nepenaeT CBOW MOSTHOMOYMNA OOBEPUTESNTIBHOMY MOAMNCHUKY

oMpoken —  uvHopmMauusi, KOTOPYK  BblpabaTbiBaeT
OpUrMHanbHbIM NOANUCYUK ONA MocrieayLlen reHepauum
NPOKCU KrtoYa 4oBEPUTENbHLIM NOAMUCHYNUKOM

o Mpoken nognucynMk — ydactHuk 300, KOTOpbIN CTaBUT
noanucb No4 OOKYMEHTOM OT nuua  OpUrnHaribHOro
noanucyuka

0 ANIeKTPOHHaA uudpoBass NPOKCU NoANUCHL (NPOKCH
No4ANUCb) — NOAMNUCH, NOCTaBIIEHHAsA MPOKCU MOAMUCHNUKOM,
noa coobuieHnem M OT nuua opurnHanbHOro NoANMcYMKa

0 MpOKCU KIK4YKM — KIHOYK, KOTopble Obinn BbipaboTaHbl AN
BbIYMCNEHUSI MPOKCU NOAMUCH.



OobLas cxema

YuactHuk A - YyacTHuk B -
OpuWrMHaneHbINM NOANMCHUK MNpoKcK NoaANUCHKUK
YuyacTHuK A BnageeT: YyacTHuk B Bnapgeert:
CekpeTHBIN Kmoy — X, CeKpeTHbIN Kmod — Xg
OTKPBITEIA KNOY - Yy, OTKPBITEIA Ko - Y

Y
Breiumcnaet MPOKCK S, ona
nognucymnka B.
McnoneayeT cny-aiHell napameTp
K 1 OTKPBITLIA Kntod Yg

lNpoeepAeT aBTOPCTBO NPUHATOrO
Mpokcwn

MepenaeT No cekpeTHOMY
KaHany cBA3K ydacTHuky B

BblqucnaeT cekpeTHbIN NPoKcK
KMOY 3aBUCHLLMIA OT:
Sa, Xe, Ys

—

MpoeepAlWMA.
BelMMCNAET OTKPLITEIA NPOKCKH KINOY 3aBUCALLMA OT:
Ya, Yg ¥ cnyvainHoro napamerpa K




Anropntm Mambo & al

YyacTHuK A - Y4yacTHuK B -
OpuruHanbHbIA NOANMMCYMK MpokcK NoANUCYMK
YuyacTHWK A BnageeT: YuyacTHuk B Bnapeet:
CeKkpeTHbIi Koy — X, CeKkpeTHbIN KoY — Xg
OTKPBITEIA KNHOY - Yy OTKPLITEIA KN - Yg

: l

Buibupaer: k € Z
Boumcnsier: K = g* mod p

!

BblyMCRAET NPOKCK:

MpoBepseT aBTOPCTBO NPUHATONO
MPOKCK

g :yA—KK mod p

spa=x4+ k- K mod g

OtnpaenaeT

(SﬂaK)

BulvucnaeT cekpeTHBIA NPoKcK
KINHOM:

Tp =84+xp-yp modgq

=

MpoeepaOWHA.
BoluMCNAeT OTKDLITHIA NPOKGK KNKY 3aBUCALLMA OT:

yp=yA-KK-yyB“ mod p = ¢ mod p




[locTaHOBKa 3aJa4m

npOKCI/I noarnnucn He rMo3BOJIAKT KOHTPOINMMPOBaATb KakKMe [OOKYMEHTHI
6y,EI,yT noanncbiBaTbCA NMPOKCU NoANMMCHYNKaMN.

" BapmaHT peweHnd: ncnosrib3oBaHMe NOpPoroBbIX afiropnTMoB pacrpenerneHnd

KIto4eBon MHpopmaumu.

npOKCI/I NOAMNUCb MOXET ObITb NOCTaBfieHa TONbKO B TOM cnydae, ecliun

onpeneneHHoe YACIO YY4aCcTHUKOB OyayT cornacHbl NoanucaThbes.



TpeboBaHUA

[Mpenbapnsiembie TPeOOBaHUS:

0 MHoropasoBoe UCMosib30BaHUE MPOKCKU
0 HeBO3MOXHOCTb BOCCTAHOBUTb CEKPETHbLIN MPOKCU KIHoY

0 OTKpbITLIN NPOKCK KNOY HE 3aBMCUT OT cOoCTaBa rpynribl,
BOCCTAHOBUBLLEW CEKPET




AnropnTt™m lNepepceHa

3a OCHOBY B3AT anropuTtm llegepceHa, KOTopbIN

NMNO3BOJIAET.

BbipaboTaTtb napy knwo4ern (x,y) rpynne n3 n y4acTHUKOB
pynna nybrnnkyeT oTKPbITbI KoY 4O BOCCTAaHOBMNEHNS CEKPETHOMO
Kroya

[pynna u3 t-y4acTHMKOB pacnonaraeTt 4oCTaTtouHOU nHdopmaumnen
ONs1 BOCCTAHOBMNEHUA CEKPETHOIO KItoya

MwuHyC — rpynna n3 t-4ernoBekK y3HAET, CEKPETHbLIN KoY U yxXe Nnobon
YYaCTHUK rpynnbl MOXET UM NOfb30BaTbCA €AUHONNYHO



OpuruHanbHbIM NOAMUCHUK

YyacTHuK A -
OpUruHanbHbINA NMOANUCUMK

*

1. FeHepupyeT cny4anHoe Ywcno: 7" & Z q

2. Beucnse: R = ¢" mod p
3. BeMucnseT npokeK:
sqa=xa+ 7R modgq
‘o v

4 N
[eHepupyeT MHOTO4IEH:

fal)=sata-z+ay- 2+ g2 a2
fa(0) = sa

KaxaomMy y4acTHUKY rpynnbi ':P nepenaeT aHaveHue,

COOTBETCTBYIOLLEE €ro NOPAAKOBOMY HOMEPY: MepenaeT Ap6uUmpy No GeKpeTHOMY

fA (E) KaHany cBA3nW 3HadeHwne crtapuero

. koadpduumnenTa
MonyyeHHoe 3HayeHwe nepeaaet i-oMy y4acTHUKY Mo

CeEKpeTHOMY KaHany CBA3W fA (:I:)




/lencTBms rpynnbl

Kaxablin y4acTHVK p; MMEET Napy KNi4en:
(m‘i} y%)

l

FeHepUpyeT MHOMOYNEH: A
gi(z) =a; Y + by -z +bg-x® 4 4 by -2t
Takon, 4To
\ gg(D] =Y. I; )

l

Boiyvcnser 3HaveHne MHorodneHda  (J; (33) ]

B TOYKE 7.

a1(i) gi (j )

gi(1) gliz} glﬁ) Qu(q} gi(n)

TG ©
|




Pe3ynbTaT NnoAroToBKM

Nycte G(z) = fa(z) + 3™, gi(2)

CYMME MHOIro4dsrieHa opurmHasribHoro nogrnmnc4ymka vm
MHOIo4J1EHa Ka>Xa0ro y4aCtHuUKa rpyrinsbl

Kaxxabli I-bI y4aCTHUK rpynnbl 3HAET 3Ha4YEeHMe
MHoro4rieHa G(x) B TO4KeE I:

G(i) = fa(t) + 212 91(2).

CEeKpEeTHbIN MPOKCU KIToY 3TO

G0)=sa+Y )2



[loagnncaHue

O

B kayectBe anroputma dopmupoBaHus  IUIT  6ygem
ncrnosib3osaTb anroput™ LLIHoppa

[fyctb K y4yacTHMKOB pewunu nognucatb  CcoobLieHune.
O6o3Haumm rpynny PS

YyacTHuKM OyayT noanuceiBatb coobuieHne M

Kaxkgbi ydaCTHUK Tpynnbl BbIYUCMAET 3Ha4YeHue XaL-pyHKUUn
HM[[Y)



[loagnncb AOKYMEHTaA

Kaxablin y4acTHWUK p; MCNOMNb3yeT B KAYECTBE CEeKPEeTHOro KNoda:

G(7)

BoipabaTtuisaeT cny4aiHoe yncno K; u eolumncnaeT:

Si = ki - [Tj=,. 6% + G@i) - H(M]|Y)

S —4acTe NoOANWCHK i-0ro Yy4acTHUKA
. S

r~ N
Takol onepauven Kaxabii y4acTHWK rpynnel P3S

Ymuowun ceoboaHbiin unen G(x) naH (M ||Y )w npu6asun ki
KoadhduumeHT npy cTapluem YneHe yBenu4urnca Ha

1T -
Filli=10 =

Mcnoneaya anroputm MNegepcedHa esipabaTteieaoT obwee
aHaveHue K = kqi+. ... +k;




/lenctBmna ApoumTtpa

ApBuTp Nnony4aeT OT KaKOoro y4acTHUKA 3Ha4eHne

Si

MoHwxaeT cTreneHs MHorovneHa Gix).
Beina cteneHs n cTaHeT crenexb k-1

Si—(an+ K)-i"

Mony4eHHBIA MHoro4Yned oboaHaqsum G'(x)
‘e J/

4 )
3Hasn 3HaueHuns t-Touek MHorouneHa, Apbutp BocctaHasnueaeT

3HaveHwe mHorouneHa G'(x).

G'(0) = G(O)H(M||Y)+K

’
\,

MonyyeHHoe 3Ha4yeHne G'(0) Bosepawaetcs
y4acTHWKaM rpynnel, kak Nognvch




BbiBOAbl

He nosBonseTr 3mn0ynoTpebnsaTb  MOMHOMOYUAMM  MPOKCH
NOAMNCYUNKY

[MpoBepsoWNN MOEHTUPULMPYET OPUTMHANBLHOIO NOANUCYMKa Y
NCXOOHYIO rpynmny NPoOKCK NOANUCYUKOB MO OTKPLITOMY KITHOYY:

H~ Y
Y, =y4- REY
OpurMHanbHbIN NOANUCYMKY ANS Ageneraumm NonHOMOYMIA HeT

HeobXoAMMOCTM co3daBaTb HOBble Napbl  KAYen. Takum
obpa3oM pasrpyxaetcs YOOCTOBEPSIOLWMA LEHTP.



bnarogapto 3a BHMMaHue




