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PoCT pblHKa CMapT(OHOB
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= CMapT@oH: coToBbIN TenedoH
- )

o IMEI
e Bepcusa npowmBku n 060pyaoBaHus
e Hdopmauus o cetu

N4
/.

e [icTopusi BXOASLMNX, UCXOASLLNX U
MpONyLLEHHbIX BbI30BOB

e IcTOprst OTNpaBEHHbIX U MOMYYEHHbIX
CcoobLeHNN

e ictopus GPRS & Wi-Fi coeanHeHumn

N3
A

o IMSI
e TenedoHHble HOMepa*
e SMS cooblueHna*

. v

* - O6bI4HO 3TOT (PYHKLUMOHAN HE UCNONb3YeTCsl CMapTdoHaMu
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CMapT@OH: AapecHas KHUra

a

\

e [lonst UMeHn: ums, oT4ecTso, haMunims, \
obpalleHne, NonHoe nMs, NpPo3suLle, Npedukc,
cydhdukc

e DoTorpacus n nepcoHanbHas Menoans

e TenedoHHble HOMepa: 06LLMIA, MOBUNBHBIN,
dakc, Bnaeo, nenmrep, VoIP, push-to-talk

e [louTOBbIE aApeca

e Beb-canTtbl 1 e-mail agpeca

e KoMnaHus, oTaen, AO/MKHOCTb

e TEKCTOBbIE 3aMETKM

e JINYyHblEe AaHHbIE: IEHb POXAEHMUS, Cynpyra, AETU
e [loNlb30BaTENbCKUE METKU MONEN

e MHOXXeCTBEHHbIE Mot O4HOro TMna
e [laTa nocnegHero coxpaHeHus

e Cnncok rpynn aboHeHTOB M UX COCTaB

J

e CrMCOK Ha3Ha4YeHHbIX bbICTpbIX HAbopPOB
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CMapT®OH: 1aHNpPOBLUNK

\,

e BCTpeun, HaNOMUHAHUSA, OAOBLUMHDI
e [/laTa 1 BpeMsa Ha4yana

e [/laTa 1 BpeMsa OKOHYaHUSA

e [/laTa 1 Bpems TpeBoru

e [10BTOpeHUS

e [laTa nocnegHero CoOXpaHeHus

N
.

e OnucaHue 3agaun

e KpanHun cpok

e [IpuoputeTt

e [/laTa n BpemMs TpeBoru

e [laTa 1 BpeMs BbINOSIHEHUSA

~
[ e TEKCT 3aMeTKU 1 aaTa
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- 1CMapTdoH: ObmMeH coobLleHnsaIMn
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e TekcToBble coobuleHuns (SMS) \

e MynbTnMeamna coobuieHms (MMS)
e E-mail coobLueHns c BnoXXeHnaMm

e BIO coobuenus: vCard, vCal,
KOHMUrypaummn n rnpoyee

e ®aunnbl nonyyeHHsle yepe3 Bluetooth,
NHbpakpacHbi nopT unu no USB

e CTaHAApTHbIE Nanku coobLleHnm

e [Tonb3oBaTenbLCKMe nankm coobLLEHUS
e [laTa n Bpems

e [laTta n Bpema CL

e lHpopMaums 06 yaaneHHbix SMS

CO0bLWEHNAX /
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& CmapTdoH: GPS-HaBuraTop
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e Mocneaxue 3adukcMpoBaHHble GPS N\
KOOPAMHATbI

e /IcTopusa noucka

e /IcTopua MapLipyTa

e [locnegHas NpocMOTpeHHas KapTa

e CoXpaHeHHbIe KapTbl

e CrMCOK NIO6UMbIX MECT -/

-
/

.

W
\

e GPS koopauHaTbl B POTOCHMMKaxX™* )
e KoopauHaTtbl COT B POTOCHMMKaxX™*

e KoopauHatbl COT Ans OTOCHUMKOB**

e KoopauHaTbl COT AN BUAEOPOSIMKOB**

e KoopauHaTtbl coT ans SMS coobueHnn** Y.

W

* - [loctynHo B 3aronoBke EXIF ans 6onbluMHCTBa HOBbIX MoAENeN
** - JlIocTynHO B cMapT(oHax ¢ yctaHoBneHHbIM npunoxeHueM Nokia LifeBlog
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CMapT®oH: Web-knneHT

\.

e BpemeHHble ¢alsibl MIHTEPHET

e 3aKnaaKu

e [IcToprsa NpOCMOTPOB CTPaHUL,
e [locnegHAaa OTKpbITas CTpaHuLa
e IcTopusa noucka

e Kykun (Cookies)

B

N

Wi

e IP, normH (UID, e-mail) n naponb*
e CNMUCOK KOHTaKTOB

e IcTOpna nepenmncku

e /ICTOpnSA 3BOHKOB

/

* - [IOCTYMHbI 4719 HEKOTOPbIX KIMEHTOB MOBU/IbHBIX COOBLLEHMI
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CMapT@OH: KOMMbOTEP

[
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e CHUMKM (hOoTOKaMepbl

e Buaeoknunsol

e 3anncn ANKTOdOHa

e Menoamn n noakacThbl

e Cnuncok ceten Wi-Fi

e Cnuncok noakitoyeHumn no Bluetooth
e CNMUCOK noakoyeHHbIx SIM kapT

a

e VPN npodunu
“ J
\

e CNUCOK YCTaHOBNEHHbIX MPUNOXEHNN
e O(U1CHbIE JOKYMEHTHI
e XKypHanbl 1 annbl AaHHbIX NPUIOXKEHNN

~N

/
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Cnocobbl n3snevyeHmnsa aaHHbIX

CyluecTByeT 2 cTaHAapTHbIX crnocoba nony4mTb MHPOpPMaLMIO U3 CMApPT@OHa:
NTOrNYECKUN 1 DU3NYECKMM aHanms

mm. / IOTUYECKUN aHAJIN3

e [laHHbIE N3BMEKAOTCA Yepe3 NMPOTOKONbI
obMeHa aaHHbIMK Mexay MK n TenedoHoM:
AT, OBEX, SyncML

o CMapTdoH noakntoydeH K MK yepes
CTaHAapTHbIN Kabenb (nnu Bluetooth/UK
apanTtep)

mm. PUSNYHECKNIN aHAJTNI

e [laHHble U3BNEKAIOTCA NPAMbIM YTEHMEM
namaTtn TenedoHa (hex gamn)

e CMapTdOH (M1 TONBbKO YU NaAMSATN)
NOAKIOYEH K cneumanbHOMy 06opyaoBaHUIo
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Jlornyecknum aHanu3 cMapTdPOHOB

e O6bwas nHdopmaums o TenedoHe

e KOHTaKTb! (YNpOLLEHHO), 3BOHKK*, SMS,
HacTpomnku*

Nokia FBUS e O6Las MHdopmMaLwms TenedoHa

>
e Ob6Lwwas nHdopMaums TenedoHa X

o Qannbi*

3aknaaku, coobueHmns*®

e ObLas nHdopMaums TenedoHa
o KOHTaKTbl, KaNleHAapb, 3aMEeTKWN, HaCTPONKn*,
I

= ﬂ,OCTYI'IHbIl\;I Habop AaHHbIX OrpaHMYeH ¥ 3aBUCUT OT NpoussBoauTens TenedoHa

1) NHdopMaumsa nssnekaemas normyeckumm NpoToKonamMm SBASIETCS NIMLLb BEPLUMHON alicbepra
2) Bce nornyeckme npoToKOosbl pa3paboTaHbl Ans CUHXPOHM3AUMK AaHHbIX
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du3nyeckn aHann3 cMapTPoOHOB
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CtaHaapTHble MeToabl: Pe3tome
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MoxkeT ObiTb U3BIeYEHa
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Kak 6e3 npobnem nieneyb AaHHbIE?

B 2002 cneunanuctamm 3A0 «OkcmaxeH CodTBep» bl n306peTeH 31 NyTb — aHanm3
Npw NMOMOLLM NPUMOXeHUs-areHTa, paboTaroLwero BHyTpyM cMapT@OHa

| | 1

MoXxeT 6bITb
MU3B/IeYeHa BCH

bonbwas yacTtb
AAHHbIX MOXeET ObITb
n3sneyeHa*

[pocTo caenatb [lpocTo caenatb ]

[MpocTo
aHann3MpoBaTb

AocTtynHoe 10,
cneu.obopyaoBaHue
He TpebyeTcs

[MpocTo
aHan3npoBaThb

11 1

[ocTtynHoe M0,
cneu.obopyaoBaHune
He TpebyeTcs

* - AreHT MOXET M3B/eYb BCIO MHPOPMALNIO, AOCTYMHYIO NPUIOXEHNUSM ONePaLMOHHON CUCTEMbI
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Icnonb30BaHME NpUNOXeHUA-areHTa
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OnacaeTtecb N3MEHEHUN B TenedoHe?

CpaBHeHME BHOCUMbIX B TeNeOH M3MEHEHWIA MPU UCMONb30BaAHNM
Pa3/IMYHbIX METOAOB aHaNM3a

Mcnonb3oBaHne SyncML lchonb30oBaHME areHTa

YcTaHoBKa napameTpoB
CUMHXPOHU3aLIMM

3arpyska npunoxeHusi-areHTa B
YCTPOUCTBO

YcTaHoBKa JOMOMHEHUN Ans

NPOBEAEHNS CUHXPOHU3aLUMMK* VAT IOETE AT

3anyck cepsepa SyncML
Cepsep SyncML co3gaeT xypHarnbl
CMHXPOHM3aL MK

* - YCTaHOBKa AOMNOMHEHN MOXET NOHAA0bUTLCA ANS U3BNEYEHUS AONONHUTENbHON MHpopMaumn (Hanp. MMS)
** - AreHT He CO3[aeT HUKaKUX XXYpPHasioB CBOEN paboTsl

3anyck AreHTa

Ypanenue AreHta**

B oTnnune oH AreHTa, cepeep SyncML He npeaHa3HayeH Ang npoBeAeHns 3KCnepTus
N He NpefoCTaBASgET 3KCNEPTY NOMHOro KOHTpond. B AononHeHne, OH Npou3BoauT
6onblue MoanduKaumi AaHHbIX, YeM AreHT.
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Pe3stoMe

CmapTdOHbI 3aHUMAKOT 3HAUUTE/IbHYIO A0J1H0 Ha PbiIHKE MO6M/IbHBIX YCTPOMUCTB
FutureSource Consulting nporHo3upyeT pocT npoaax cMapTdoHoB Ha 95% exerogHo B nepuopg 2008 —
2013 rr. O6bem gocturHeT 300 MUNANMOHOB WITYK. [oNs HOBbIX CMAPT(HOHOB Ha PbIHKE AOCTUIHET
ypoBHS 37%, npotne 13% B 2008r.

CMapT@OoHbI XpPaHAT HAaMHOro 6onbLue NpeacTaBnfAOWENn MHTepec MHhpopMaLuK, Yem
NPOCTbi€ COTOBbIE Tene(dOoHbI

Byayun npoaBMHYTbIM YCTPOMUCTBOM «BCE-B-OZIHOM>» MO/ YNPaB/IEHNEM OMnepaLMOHHOM CUCTEMBI C
OTKpbITbIM API cMapTdoHbI cTaHoBATCA HebonblwmMK MK ¢ gocTaToyHbIM 06bEMOM NAMATU ANS
XpaHeHWs 1 paboTbl Kak NPeayCTaHOB/EHHbIX, TaK U CTOPOHHUX MPUIOXKEHWUMA.

CtaHaapTHble cpeAcTBa U3BsieyeHus nHdpopMmaumm meHee 3pdekTUBHbI ANA cMapTPOHOB
Bce nornuyeckme NnpoTokosibl pa3paboTaHbl 4151 CUHXPOHU3aUMK, NO3TOMY OHW U3BJEKAKOT TOIbKO
HeBONbLLUYIO YacTb AaHHbIX. PU3NYECKMI aHANM3 rMrabanToB AaMMoB NaMsaTU 3aHUMAET C/IULWIKOM MHOMO
BpPEMEHMN.

Mcnonb3oBaHue NpUIOKEHUA-areHTa AB/seTcs 30/10TOM cepeauHon

MeToA M3BNEeYEHUs1 AaHHbIX C UCMOSIb30BaHMEM AreHTa, npeanoxeHHbii 3A0 «OkcnaxeH CodTep» B
2002 roay nNpakTU4yeckn AOCTUraeT nosHOThl (M3NYEeCcKoro aHanunsa. B To xe BpeMsi, 4515 NOAKIOYEHUS
annapToB MCMOMb3YOTCA CTaHAAPTHbIE Kabenu n aganTepbl, a Takxe MHPOopMauns U3BNEKAETCS U
NpeAcTaBAsSieTCs Ang aHanmsa B YaTaeMoM hopMaTe, YTO CBOMCTBEHHO JIOTMYECKOMY aHasnu3y.
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XOTuUTe y3HaTb bosbLue?

Wwww.oxygen-forensic.com
+7 (495) 222-92-78
support@oxygensoftware.com

www.ddf.ru

3A0 «OkcnaxeH Codteep» 6b110 ocHoBaHo B 2000 roay 1 € Tex nop Mol
3aHMMaeMcsl pa3paboTkon NpoAyKTOB ANs paboTbl C MOBUIbHBIMM
ycTponcTBaMm Ha MK
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