Fault-atakun Ha anropntm HMAC

Ynnmnkos Anekcen AHaTONbeBWUY,
Passware



Fault-aTaku

 OBbeKT aTaku - AnnapaTHaAa peanmnsaums
* CueHapu¥ aTaku

— YMbILWNEHHbIM OO B Npouecce BblYUC/IEHUN
— AHaNM3 NCKAXKEHHbIX pe3y/abTaToB

— PackpbiTne cekpeTHon nHbopmaumnm (Kntoya)
* KOMMOHEHTHI
— MaTemaTtnyeckaa moaesnb

— ®U3nYecKkaa moaenb
— [1paKTnyeckaa peannsauma



NcTopuma Bonpoca

Boneh, DeMillo, Lipton — ataka Ha DES
(EUROCRYPT’1997)

Fault-atakn Ha cMMMmeTPUYHbIE aNTOPUTMbI
— DES, AES, stream ciphers

Fault-atakn Ha acMMMeTpPUYHbIE aNTOPUTMbI
— RSA, Elliptic Curves

dunsnyeckme moaenm
— Skorobogatov, Anderson (CHES’2002)

[lpaKTHU4ecKmne peanmsaummu
— Ectb (Hanpumep, CHES 2009, ataKa Ha DES)



Anropntm HMAC

* [lonynsapHbIN MEeXAYHAPOAHbIM CTaHAAPT ANA
BbipaboTKmn nmmntosctaBku (RFC2104, 1997)

* OcHoBaH Ha xaw-pyHKUMuM (SHA-1, MD5,
RIPEMD)

 KpnnTtocTomMKMi (4NA CTOMKMUX X3LEN)
* YacTo peann3yeTca annapaTHoO (CmapT-KapTbl)

=> MoxeT bbITb uenbto ana side-channel atak



Side-Channel atakm Ha HMAC

* Electromagnetic Template Analysis
— Fouque, Leurent, Real, Valette (CHES’2009)

* ABTOpPY HeM3BeCTHbl Npumepsbl Fault-atak Ha
HMAC (1 BoobOLe Ha UMUTOBCTaBKM)

e Llenb paboTbl — NOCTPOUTb MAaTEMATUYECKYIO
moaenb addpeKkTnBHon Fault-atakm Ha HMAC



OnucaHune anroputma HMAC

HMAC( K, M) =h((K*O) || h((K~T) [ M))

* Bxoa: K - knto4y, M — cooblieHune
— |, O — npeponpeaeneéHHble KOHCTAHTLI
— AJZIMHA KAtoYa = ANnHa 6710Ka XaWw-PyHKUMK h
— X3W-PYHKLUMA Bbl3blBAETCA ABaXKAbl

* Bbixoa: HMAC
— annHa HMAC = ananHa Bbixoaa X3w-PpyHKuUmmM h



OnucaHune anroputma HMAC

* HMAC —yacTtHbIn caydaun anropmtma NMAC
NMAC( K1, K2, M)=h(K2 || h(K1 || M))
e HMAC( K, M ) = NMAC( KA, KAO, M)

[MpepnoxeHHana ataka pabotaeT n ana NMAC



OnucaHune anroputma HMAC

e Xaw-¢dpyHKUMA h —agpo anropntma

* RFC 2104 pekomeHAayeT Ncnonb3oBaTb
anroputmbl SHA-1, MD5, RIPEMD

* Ho MmOXXHO ncnonb3oBaTtb U gpyrue — SHA-
256/512, kaHauaaTtel ana SHA-3

Mbl ncnonbsyem ana aemoHctpaumm MD5

Ho! Ataka paboTaet n ana apyrux xawen (SHA-1)



TnnnyHaa peanmsauma HMAC

HMAC(K,M):
KL=KAI;
K2=KAO;

Hl1=h(KL || M);
H2=h(K2 || H1);

return H2;
h( M ):

aononHaem M Ao rpaHuubl nonHoro 6,10Ka;

nenmm M Ha 6nokn: M= M[1] || M[2] || ... | IM[n];

(A,B,C,D)= (A0, BO, CO, DO ) // HayanbHOe 3HaYeHNE aKKYMYy/IATOpPaA - KOHCTAHTbI

anaioTrl aon:
(A, B, C,D")=F(A,B,C,D, Mli] ); // F— dyHKUMA cKaTnA
A=A+A’: B=B+B’; C=C+C’; D =D+D’; // 32-6buTHOe cnoeHue

return (A, B, C, D); // Bo3Bpalwaem pMHaNbHOE COCTOAHNE aKKyMynATOpa



Mopgenb cboes

[TPOTUBHUK UMeeT PU3NYECKUN AO0CTYN K
YCTPOUCTBY

Kntoy XxpaHUTCA B 3alULLLEHHOM 061aCTH
(HepocTyneH ana YteHus)

[TPOTUBHMK MMEET BO3MOMKHOCTb BHECTU cOoM B
33/1aHHYIO0 NPOMEXKYTOUYHYIO MEPEMEHHYIO

[MTPOTMBHUK MMEEeT BO3MOXKHOCTb TOYHO BbibpaTb
Bpemsa cbos

Cboun npnBOAUT K N3MeHeHunto 1 buta uenesou
nepemeHHou (HeM3BeCcTHO, KaKOro MMEeHHO)



O6paboTKa AaHHbIX

* [1IpOTMBHUK Cam BbibBMpaeT coobueHne M — cuntaem, 4To
OHO cocTouT u3 1 baoka

* X3w-¢yHKUMA h BbI3bIBaETCA ABa pa3a

 OyHKUMA cKaTUA F BbI3bIBAaeTCA YeTblpe pa3a — No ABa pas3a
BHYTPW Ka*Kaoro Bbi3oBa h

* [lpn nepBom Bbi30Be F 06pabaTbiBaeT TONbKO K/IHOY —
pe3ynbTaT He 3aBUCUT OT coobLLLEeHUA

* [lpu BTOpOM BbI30oBe F 0b6pabaTbiBaeT T0/IbKO B/IOK,
3aBUCALLMIN OT coOObLLEeHNA, HO He OUTbI KatoYa

* Pe3ynbTaT BTOPOTro Bbi30Ba F 3aBUCUT OT KAKOYa UL
onocpeaoBaHHO — Yepes pe3ynbTaT NepBoro Bbi30Ba

Divide and Conquer!



[TOTOK AaHHbIX BHYTPWU YCTPOMUCTBA

(A, B, C, D, K1) -> (A, B’, C, D)
A+=A>B+=B;C+=C’; D +=D’;
(A, B, C,D, M) -> (A", B", C’, D)
A+=A>B+=B;C+=C’; D +=D’;
H1 = (A, B, C, D)

(A, B, C, D, K2) -> (A, B’, C, D)
A+=A>B+=B;C+=C’; D +=D’;
(A, B, C, D, H1) -> (A", B’, C’, D)
A+=A>B+=B;C+=C’; D +=D’;
H2 = (A, B, C, D)

Return H2



[TOTOK AaHHbIX Npu cboe

(A,B,C,D,K1)> (A, B, C,hD)
A+=AB+=B;C+=C;D +=D’;

(A, B,C,D,M)-> (A", B, C, D)
A+=A:B+=B:C+=C’;D+=D";
H1=(A, B, C,D)

(A, B, C,D,K2)-> (A, B, C,hD)
A+=A:B+=B:C+=C’;D+=D";
(A,B,C,D,H1)->(A’, B, C, D)

Coon B 10oute: A=A *(1<<x)
A+=A:B+=B:C+=C’;D+=D";

HoBoe A oTnn4yaetcs ncxogHoro Ha 1 ouT
A* = A+ (2*x) ecnu i-n out A’ ObIn paBeH 0
A* = A- (2*x) ecnu i-n 6uT A’ ObIN paBeH 1
H2 = (A, B, C, D)

Return H2



AHanus

[1o 3HaKy pa3HocTM onpeaenstoTcs Bce butel (A', B,
C’, D’), kpome cTapLuero

KonnyectBo cboeB — NO OAHOMY Ha pacKpbiBaEMbI
onT

[Tpn aHanun3e HeT nepebopa
[Mlo A, B’, C’, D’ BbiuucngarwTtca A, B, C, D



AHanus

PackpbiTne (A, B, C, D) nepen nocrneaHnm BbI30BOM h
PackpbiTne coobuieHns H1

PackpbiTne (A, B, C, D) nepen BTopbIiM BbI30BOM h
PackpbiTne coobuieHus K1

PackpbiTne K



AHanus

* CIoOXHOCTb:
« ~O(|K|+ [H|) cboes
« ~O(|K|+ |H|) BblMncneHnn F



BbiBOAbI

ATtaka pabortaet npotme MD5, SHA-1, apyrux
anropuTMoB

Ataka pabotaet npotme HMAC n NMAC

Mopgenb cboeB MOXeT ObITb paclunpeHa (coon B 1
bainte Bmecto 1 buTta)

PaboTta rotoBuTCA K Ny6nvkauum



Bonpocbl?

 chilikov@lostpassword.com



