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Y10 Takoe WASC?

Web Application Security Consortium (WASC)

Me)XxayHapoaHas HeKoOMMepuyecKas opraHm3sauus,
o6beamnHAOLWan a3KkcneprTos-npodeccmoHanos B
obnacrTn 6e30nacHOCTU Be6-npmnno>xXeHumn.

Muccusa: PaspabartbiBaTb, aganTtupoBaTb U
nponaraHaMpoBaTb CTaHAapPTbl B o6nactu
6e30nacHOCTU Be6-npunnoXxxeHmmn

Web-canr
http://www.webappsec.org/

Wiki

http: rojects.webappsec.or

CnUCoOK paccCbiJIKH
websecurity-subscribe@webappsec.org
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WASC B nmuax !

NepcoHanum

.../Robert Auger/Jeremiah Grossman/Romain
Gaucher/Amit Klein/Steve Orrin/Bill Pennington/Ivan
Ristic/Ory Segal/Ofer Shezaf/Caleb Sima/...

KoMnaHum

.../PayPal/WhiteHat Security/Breach
Security/Finjan/NT OBJECTives, Inc./Positive
Technologies/Application Security,
Inc./Intel/Thinking Stone (ModSecurity)/IBM/SPI
Dynamics/HP/KPMG/Microsoft/...
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Ctpyktypa WASC !

Officers
\// N\
Project Project Project
Leaders Leaders Leaders

Project Teams
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Ponu v 3agaum !

Officers
e O6Wan KkoopaAnHaUUA, pa3BUTUE U UHULIMaALMSA

I

HOBbIX NMPOEKTOB

Project leaders
e YripaBJZieHUe U KoopaAMHaLusa NMpoeKToB

I

Project teams
e Cob6cTBEeHHO paboTa

I
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Tekylwime NpoeKTbl

—
1

Knaccndbmnkaumsa
« The WASC Threat Classification

 The Web Security Glossary

AHanun3 pucKkoB/MeTpuUKmu
e Web Application Security Statistics

e The Web Hacking Incident Database

L

OueHka cpeactB 3awmTbl (PA)
e The Web Application Security Scanner Evaluation Criteria

|

(WASSEC)
e The Web Application Firewall Evaluation Criteria (WAFEC)

UccnepoBaHusAa

e Script Mapping
e Distributed Open Proxy Honeypots

i

~OSITIVE TECHNOLOGIES




The WASC Threat Classification
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Knaccncbukauma atak m yasBuMocTen Beb-
NMPUIIO)KEHUN
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Hamnbonee nosnHasa Ha HACTOALWMNA MOMEHT
kKnaccnpumkaumsa

r
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Pa3sinuHble rpynnMpoBKU YA3BUMOCTEMN

f

= CBfi3b Cc ApyruMmu ctaHpaptamum (OWASP/CWE)

Il

l

Bbosiee 3 nert pa3paboTku BTOpOU Bepcum
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Web Application Security Statistics
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The Web Hacking Incident Database
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C6o0p n o6paborka nyb6/2iMuHbIX NOCNeacCTBMM
mHumpaeHtoB (CMWN, paccnepnosaHmne yrosioBHbIX
Aen, UHTepHerT)

Knaccucdukaumna, yuer nocneacrBmm

Attacked Entity Attacked System -
Geography Technology
Cost Ttems Leaked
Humber of Records Reference

Attack Attacked

WHID Date Attack Source Attacked Entity
Entry Title 1] Occured Method Outcome  Incident Description Geography Entity Field Geography
WHID 2010-53: 2010-58  April 1, Unknown Downtime The Foreign Correspondents Media China
China journalist 2010 Club of China said on Friday
dub shuts it had shut its website after
website after a burst of hacker attacks,
attack days after attacks on the

Yahoo email accounts of
some foreign journalists
covering China were
discovered.

"We do not know whao is
behind the attacks or what
their motivation is,” the
dub's board said in an

emailed statement
ST
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Distributed Open Proxy Honeypots
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CeTb OoTKpPbITbIX HTTP-npokcu (C HEKOTOPbIMMU
OrpaHM4YeHUsIMM)
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AHanus noBeaeHus 3J1I0yMblILWJI€eHHUKOB
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OTcne>xxunBaHue 6or-ceren (Beb-cnam)

f
t
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Ucnonb3oBaHne WASC 1/2

= WASC WATC
= IBM (AppScan)
= HP (Webinspect)
= WhiteHat Security (Sentinel)
= Positive Technologies (MaxPatrol) and Services
= Qualys (QualysGuard Web Application Scanning)
= F5 (Application Security Manager)
= HoneyApps (Conduit)

= OWASP (OWASP Code Crawler 2.5 and OWASP
ModSecurity Core Rule Set Project)

= Verizon (Verizon Incidents Metrics Framework)

|

= WASC SS/WHID
= AHANU3 pPUCKOB
= Mlyraowme presale-npeseHraumm
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NUcnonb3oBaHmne WASC 2/2

= WASSEC/WAFEC
= Kputepmmn ou4eHKHN cCpeacTB 3alimTbl
= TpeboBaHusA/TexHUUYECKMe 3afaHna K cuctemam
= NSS Lab
= Positive Technologies
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Bnv>xkavwimve 3agaum

e—
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= [Nob6aBneHne/pacuumpeHme KOHTpMep B
Knaccndpuvkaumm yrpos

il

= AKTyanaun3sauusa yrpos

il

- O6beAnHeHMue NpPoeKTOB, CBA3aHHbIX C aHAJ/IN30M
PUCKOB

Pazeutne WHID (nOMCK y4aCTHUKOB)

i

l

Pa3spaboTtka «MmeTtanpoekta» - WASC User Guide
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NMpucoeanHanTecCh!

Cepreum Nnopaenumk
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