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Mudbl BUpTYanmsauum.
Camble pacnpocTpaHeHHble 3abaykaeHna u ctepeoTunsl
OoTHOCUTENbHO obecneyeHua MHGopmaunoHHou 6esonacHoCcTU

UHPPACTPYKTYP BUPTYanu3saumum

Mapwua Cupgoposa, [nasHsil pedakmop VirtualizationSecurityGroup.ru




BmecTo npeaucnosus %
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notpebHocTn oOH
yaoBneTBopAeT @

* Y10, Npasaa, a 4YTo BbIMbICEN B
CaMbIX PacnpPoOCTPaHEHHbIX
MMNPax o BUPTYyannsaumm

* Cneumannctbl YacTo
NPUHNMAIOT peLleHuns,
ONUpPaACb Ha cTepeoTuUn.bl ?
* Pa3BeH4YaTb MU, 3HAUUT N
NOHATb KaKne U Ybu ?




Mud 1. TpagULMOHHDbIX CPEeACTB 3alUTbl — AOCTAaTOYHO %
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rpynna cneuwnanucros

* HoBble BEKTOpbI Yyrpos
* BbicOKaa AuMHamMKa cpeabl

* HeBO3MOXHOCTb MPUMEHATb
HEKOTOPbIe NPUBbIYHbIE
cpeactBa obecneyeHus
MHPOPMALNOHHOMW
6e3o0nacHOCTU B TOM BUAE, B
KOTOPOM OHWU CYLLLECTBYIOT




Muo 2. B3anomatb runepsmsop — HeBO3MOXKHO %

Virtualization Security Group Russia

rpynna cneuwnanucros

KntoyeBoun anemeHT
apXUTEKTYpPbI cpen,
BUPTYann3auunm
CyLLecTBYIOT MeToOAUNKHU
KoMmnpomeTauumu

Ha ceroaHAWHWN AEHb

He 6blno cay4yaeB MacCLUTAOHbIX

npobsiem B peanbHbIX

MHOOPMALMOHHbIX CUCTEMAX q’
CBA3aHHbIX C KOMMNpPOMEeTaLuen access

rmnepsn3opa




Mud 3. PeneHua Buptyanmnsaumum camm no cebe

NO3BO/AIOT NOBbICUTb YPOBEHb 0becneyeHuUsn
nHpopmauuoHHOU 6e3onacHoCTU
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e Cama no cebe BnpTyanmsauyms
HEe NOoBbILAET YPOBEHb
3aLUMLEHHOCTU MHPPACTPYKTYPbI

 \VMsafe — TexHonorus,
NO3BOAOLL,AA

CTOPOHHMM pPa3paboTymnkam
NONYYUTb AOCTYN
K rmnepsu3opy




Mud 4. [locTaToOuHO 3aLMLLATb TO/IbKO cepBepa
BUPTyanusaumu, OHM 3alLLUTAT BUPTYa/ZibHble MaLLUUHDbI %
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rpynna cneuwnanucros

* BupTyanbHble MalLUUHbI
noaBepXeHbl abCoNOTHO TEM
YK€ aTakam, YTO U MaLUUHbI
dU3nyecKkue

* DYHKUWM MO 3aLLUUTE BbINOJHAET
TaKas ke BUPTyaibHanA
MaLlMHa, KaK U 3alluLLaemble
(Virtual Appliance )

* J3PpPeKTUBHAA 3aLLUTa AONKHA
6bITb MHOTOYPOBHEBOW




Mud 5. Ucnonb3oBaHue cuctem XpaHeHUA AaHHbIX
6e30nacHO NO yMO/I4aHUIO

Virtualization Su:umy Group Russia

* [loCcKONbKY BUPTYanbHaA MallMNHA
npeacTaBnasetr cobom COBOKYNHOCTb
$dannoB, BOSHNUKAET PUCK TOrO, YTO
3TN Panibl MOryT ObITb CKOMUPOBAHbI
NMbo nogmeHeHbl

* [locne BHeApeHMs cepBepHOMn
BMPTYa/IM3aLMKN Cpa3y HECKONbKO
BMPTYa/IbHbIX MaLlLUH HAaXoAsATCA B
OAHOM pa3aene B Lensx

obecneyeHuna "ropayen’ mmrpaumnmn u
OTKa30yCTOM4YUBOCTHU




Mud 6. UHCTPYKUUU U pernameHTbl pearupoBaHua Ha

WHUUAEHTbI ANA BUPTYA/IbHbIX CpeA OCTAlOTCA TAKUMMU XKe,
KaKk n ana pusmnyeckux UHPPaCTpyKTyp
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* BmecTte C NN1OTHOCTbIO PacTyT U
CTaBKU NOTepb

e Kpome MOHUTOPUHIa 1 ayauTa
HOBbIX 3/IEMEHTOB AaPXUTEKTYPHbI,
HeobxoaMmo TaKxKe
peasnm3oBaTb NpaBuna
BblAAB/IEHUSA
crneLumaan3mpoBaHHbIX
MHUMAEHTOB, NPUCYLLUNX
BUPTYaNbHOWU cpeae




Mud 7. ATTectoBatb BUPTYaIbHYIO MHPPACTPYKTYPY NO
TpeboBaHUAM POCCUIACKOTrO 3aKOHOAaTe/IbCTBa — HEBO3MOXKHO
Virtualization Security Group Russia

rpynna cneuwnanucros

* MeTogmnyeckne pekomeHaaumm u
MaTepuanbl perynatTopos no
obecnevyeHuto besonacHOCTH
KOHOUAEHUMANbHON MHOPMA LU °
He AenaloT PasAndymnii mexay ©0
dU3NYECKOU U BUPTYaNbHOMU .

cpeaon o06paboTkm

* PeweHuna npowepgline

= Citrix XenApp 4.5
= vGate for VMware VI
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Bonpochobl?

maria.sidorova@virtualizationsecuritygroup.ru
http://www.virtualizationsecuritygroup.ru




