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TecT Ha NPOHNKHOBEHUE

* iImutauusa gencTenmn peasnbHoro
3MNoyMblILUSIEHHKUKA

= Llenb: BbigBIEHME CYLLECTBYHOLLMX
YA3BMMOCTEWN N, BO3MOXHO,
NpaKkTUYECKOEe NX UCMNOob30BaHNE
B OEMOHCTPALMNOHHBLIX Lensx.

PesynkraTr

= OT14eT (ONUcaHne ysa3BMMOCTEN,
CrnocoboB MX UCMONbL30BAHUSA U
cnocoboB yCTpaHeHUd
OOHapYy>XEHHbIX YSA3BUMOCTEWN)

= Y10 panbe?
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1€CT Ha MPOHWKH
= PaboTa BecbMma

KBanUunLMpoBaHHbIX
crneLnanncToB

= CyLlEecTBEHHO
npeBoCcxo4uT NPOCTOU
3anycKk ckaHepos
YA3BMMOCTEN

= Cnabo dpoopmanusyemble npoueaypsl (MeTOO0NOMMn
onucbIBaloT 00LLME Noaxoabl, KOHKpETUKA
ornpegensieTca 0CODEHHOCTSAMM TECTUPYEMOU CUCTEMDBI
N BbIOOPOM 3KCMepPTOB-ayamnTOpPOB)



= TeCT Ha NPOHUKHOBEHWE MPOLUEST YCNELLHO
* bbINo 0bHapPYyXeHOo 15 yA3BMMOCTEN

= OHW genaTcs No YPOBHAM (MPUIOXEHUS,
NHpPaCTpPyKTypa)

= OHWM genarTcsa No KaTeropusm pucka
(KPUTUYHO, BaXXHO, cpeaHe, MmarioonacHo)

* AX MOXXHO YCTPaHUTb YKa3aHHbIMW B OTYETE cnocobamu
Bonpocel
Hackonbko noBbicMiach 3aluUEHHOCTb CUCTEMbI?

KakoBa nosiHoTa TectupoBaHua?



ARAlAamam: DRNCCA
WIVOLACIID IMNMJUVA

= Plan. OnpegeneHne KOHEYHbIX Lereun,
pa3paboTka nnaHa eNCTBUN

= Do. Peanun3auua nnaHa oencrsunmn

= Check. lNpoBepka cozgaHHOW peanu3auun

= Act. AHanma pe3ynbTaToB MPOBEPKM.
OocTurHyTel nn uenn? He obHoBunuch nu uenn?
Heobxoammo nu NOBTOPUTL LIMKN?

= [1pn cnegoBaHUM KOMMNEKCHOMY noaxoay K obecneveHuto
NHOPMAaLMOHHON Be30MacHOCTN TECT HA NPOHUKHOBEHUE BXOAUT
B 9Tan C, ABNssCb MeTo40M NPOBEPKU (ayanTa)



TecT Ha NPOHUKHOBEHUe — MeTOo
npoBepku (ayauTta)

* [1lpoBepka nogpasymMmeBaerT:
« doopmanusauunto obnacTtu npoBeaeHNs NPOBEPKMU;

 hopmanusaunio KpuTepues onpeaeneHus
pesynbTata MNPOBEPKMU;

*CyXeHne BO3MOXHbIX METOAUK MNMPOBEPKMN.

« KTO OomkeH aTo aenatb?

* KOMMNaHUs, NpoBoadALLas TECT HA NPOHUKHOBEHNE?
Bnapgeet nn aTta KOMNaHUS BCEN HYXXHOW MHGPOpMaLIMEN,
ocobeHHo npu npoeegeHun black box/Black hat Tecta?

* 3aKasuuK Unu noapsayvnK + 3akaszumk?
Bcakmn nu 3akas3vynk MOXeT NOCTaBUTL 3adady, OTBET Ha
KOTOPYIO NPUHECeT eMy Nosib3y?

* [lpobriema «3penocTmny» 3akasdymka
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* HyxeH nu ana peweHnst 9Tux 3agad TecTt Ha
NPOHNUKHOBEHNE?

* B KOHGoMrypauunm ceteBoro ycTpomcrea 4onyLleHbl OLLNOKM
Kak nx adpodpektmBHee HanTun: NoJTy4YnTb CaHKLMOHMPOBAHHbIN
OOCTYN K KOHpurypaumm n nposeputb ee unu nonyunts HCL
yepe3 NHTepHeT?

« Kak adopekTnBHee 0bHapyXUTb HEKOPPEKTHOCTbL COCTOAHMUSA
BbIYNCITNTESIBHOW CUCTEMBbI: NPOBEPUTL MO Security
Configuration yek-nucTy nnu nposecTy aTaky
C MCNONb30BaHNEM HECTaHOAPTHOro akcnmouta?

* [lonb3a onga 3aka34yunka

* UTO nonesHee ans 3akas4ymka: oakT B3fioma cepBepa n3-3a
HeyCTaHOBJIEHHOr0 naTtya unu HeBePHOM HACTPOMKU NN
Habop pekomMeHJauMn No KOPPEKTHOW HACTPOUKe cepBepa?



TecT Ha POHUKHOBEHUE. YCITIOBUA
FNIARMAQLIIARMAMACTIA D VAUACTDO COCNANCTDA AV RIATA
IIP'IIVIGI—I'IIVIVUI i LD NUA1TVvwviIbDGS UPGHUI LA G’H'I 1A

= CyuwlecTBOBaHNe obbeKkTa ayguTta
(3pesiocmpb 3aKka3yuka)

« Hannumne atana P (npopaboTaHHbIe NONMNTUKKM 6e30nacHOCTH,
doopmanu3oBaHHble KpUTepun 6e3onacHOCTN U T. 1.)

*Hannune atana D (peanu3oBaHHaa apxntekTypa CUCTEMBI
obecneyveHunsa besonacHocTn, paboToCcrnocobHbIE cpeacTBa
obecnevyeHna 6e3onacHOCTU, NPOAYMaHHbIE NPOLECCHI
obecnevyeHna 6e3onacHoOCTH)

* B npotnBHoM cnyyae: Tect no LHaunepy
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TMNOBOW» ayAni

Kputepun TecT Ha NPOHUKHOBEHME «TunoBon» ayaut

KBanudukauunsa ncnonHutenemn CeepxBbicoKkas B cootBeTCcTBUM C
NT-nHdppacTpykTypom

Bpems obHapyxeHus MeHbLUasi onepaTtMBHOCTb MakcumaribHas onepaTMBHOCTb
o4eBUAHbIX Npobnem (BononHuTenbHbIE 3aTpaTbl BpEMEHU Ha

BHyTpeHHen UT- NMPOHUKHOBEHME)

NHPaCTPYKTYpPbI

[MonHoTa oxBaTa dparmeHTapHas [MonHas

(ecnu BocctaHaBnmBaetca nonHasa UT-
NMHMpaCcTPyKTypa, NOTPAYEHO NNLLHEE

BpeMsi)
B03MOXHOCTb OLIEHKM OTtcyTcTBYET MpucyTtcTByeT
N3Ha4YarnbHOro COCTOSIHUS
3aLLUMLLEHHOCTH
B03MOXHOCTb OLIEHKN OTtcyTcTBYET MpucyTtcTByeT
KOHEYHOro COCTOSIHUSA
3aLLUMLLEHHOCTH
lMpeackasyemocTb pesynsraTa OTtcyTcTBYET MpucyTtcTByeT
YpoBeHb MpakTnyecknn bonee TeopeTnyecknn
MoppepxaHne yposHa Vb MeTtoa «npo6 1 owmnboK» CucTtemHbI noaxon

WOW-adchpekT Bbicokui Hwnsknin
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NnMoBbLILLIS POBHA 3dljUiLeHHOC

Kputepun

* BO3MO)XHOCTb OLEHKN M3Ha4yanbHOro COCTOAHMUSA
3alWMLLEeHHOCTH

* BO3MOXXHOCTb OLEHKN KOHEYHOIo COCTOAHUS
3alWMLLEeHHOCTH

" CDopmanvlayemaﬂ OoueHKa MOJIHOTbl OXBaTa

Tecm Ha NMPOHUKHOBEHUE edsa ru coomeemcmeyem
IAIMUM XapakmepucmuKkam
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= HarnsgHas gemMoHcTpaLuus

= [1paKkTnyeckas npoBepka TeopeTUyYecKnX Npeanochbiok
(OonosiHeHne K «TUMOBOMY» ayauTy)

* HezaBmcumMbIin aygmnT QaKTUYECKOro MOnoXeHns aen
(KOHTPOIb Ka4YecTBa)

TecTbl Ha MNPOHNUKHOBEHME SBNSAOTCS NPEBOCXOAHbIM
N 3P PEKTUBHLIM OONONTHEHMEM TUNOBOIO ayauTa.



TecT HA NPOHUKHOBEHMe:
KIno4YeBOU BOMPOC IKCMepToB caMimM ce

= byneT nn TecTt Ha NPOHUKHOBEHME LWarom ayguTa
cuctembl obecrneyeHnss HPOPMaLIMOHHON
©e30nacHOCTU UNU MPOCTO HarnaaHOW AeMOHCTpaumnen
o4yeBUaHoro?

usid

* [[OTOB N1 3aKa34yuK K NPOBEeOEHNI0 TeCcTa Ha
NPOHMKHOBEHNE?

usid

= Hapo nn ctpenaTb 13 NyLKy No BOPobbAM?
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TecT Ha NPOHMKHOBEHMe: N0OOOYHbIe
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* ACTOYHUK npubbInn (OTHOCUTESNBHO pyMmuUHHas 3agada
NOBbILLIEHNS 3aLLMLLEHHOCTU NpPeEBpaLLaeTCcs B
9KCNEPTHYI YHUKaIIbHY YCyry)

= OfIEMEHT KOHKYPEHTHOU DOPLOBLI (HECOCTOATENBHOCTL
Opyroro peLueHus)

* [loBbllLeHNe BHMMaHNA K Bonpocam Vb
(n Hy>kgam noapasgeneHusi/cneymanmctos no UNb)

= [lononHuTenbHas pekriama KoMnaHum u
noaTBEP)KAEHME KBanndukaLnum akcnepToB-ayanTopoB

= [lpuBnekaTenbHOCTbL yCnyru BCNeacTeme ee
«POMaHTNYeCcKoro pnepa»
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[1pn cnegoBaHUM CUCTEMHOMY Noaxo4y TeCThbl Ha
NPOHMKHOBEHME abCOMOTHO MPUMEHNUMbI B KQYECTBE OHOrO
N3 aTanoB ayguta nHgpopmaunuoHHoOn 6e3onacHOCTU

= Kputepuem npmMmMeHMMOCTM TECTOB Ha NPOHUKHOBEHMWE
ABNSAETCH TeKyLlee COCTOSAHME NpoLEeCccoB obecneyeHus
MHpopmMaLnoHHOM 6e30MNacHOCTN y 3aKa34mka

= ABTOHOMHBIN TECT Ha MPOHNKHOBEHWUE MNMO3BOJNIAET YCTPAHNTDb
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pAL yA3BMMOCTEN Ha HECUCTEMHOU OCHOBE

= ABTOHOMHbIN TECT HA NPOHNKHOBEHWE HE BMNOSTHE KOPPEKTHO
NO3ULIMOHMPOBATbL Kak MHCTPYMEHT obecneveHna Vb nnu
NHCTPYMEHT MOBbILLIEHUS] YPOBHS 3aLUMLLEHHOCTU



NI
CISCO




