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B pabote paccMaTpuBaeTcs MPEIIOKCHHBIM OOIIMIA IMOAXOJ € pealu3yemas
mporpaMMHasi  cpeia, TMpeAHa3HAYeHHbIC [JIi MOJETUPOBaHUS OOT-ceTel U
MEXaHU3MOB 3alUThl OT MUX BO3ACUCTBHUS. MOIECIUPYIOTCS JKU3HECHHBIN IMKI OOT-
CE€THU, a TaK XK€ aHTaFOHHCTquCKHﬁ, M0 OTHOLWICHUIO K HEMY, IMPOLCCC CACPIKUBAHHUA
€ro pa3BUTHUS Ha OCHOBE NMPUMEHCHHS MEXaHWU3MOB 3alllUThl OT BO3JCHCTBUS OOT-
cetn. Hccrenyrorest crieHapu (GOPMUPOBAHUS OOT-CETH, CIICHAPUH Pa3THYHBIX
MHPPACTPYKTYPHBIX aTaK, BBIMOJHAEMBIX C TIOMOIIbIO OOT-ceTeld (B TOM 4HCIC
peanu3anuu DDoS-ataku), a Takke CLIEHApUHU 3aIIUTHI OT HUX. Mojenu 60T-CeTH U
MEXaHU3MOB 3alllUThl OT BO3JCHCTBHS OOT-CETH 3aJal0TCS B BHJE MOJCIH
HpOTI/IBO60pCTBa KOMaH MHTCIJICKTYAJIbHBIX ar€HTOB aTaKW U 3alllUTHI.

C nosBieHueM 0OT-ceTer 3JIOYMBINJICHHUKHA MOJIYYWIN AOCTYII K MUJIJIMOHAM 3apa’XCHHBIX
KOMIIBIOTEPOB TOJB30BATENCH, a YHCIO KUOEPNPECTYIJICHHH YBEIUYMIOCh B COTHU pas. [lo
nanabiM OBP 3a okTs16pe 2009 1., motepu u3-3a 60T-ceTeit coctaBmwin okoino $100 miH. Bee aTo
TOBOPUT 00 AaKTyalbHOCTH HCCJIENOBAaHUS MpoOJeMbl 3amuThl OT OoT-ceTedt. OmHON U3
BOXHEHIINX 3a7a4 TAKUX HWCCIICAOBAHHMA SBISIETCS HCCIEIOBATEIILCKOE MOJCIMPOBAHUE OOT-
ceTel ¥ MEeXaHU3MOB 3alUThl OT HUX C LENbI0 Pa3paboTKu 3PPEKTUBHBIX METOIOB U CPEICTB
HIPOTUBOJIEUCTBUS OOT-CETSIM.

OcHoOBO# TIpenaraeMoro nojaxoa K MoAeIupOBaHUI0 00T-ceTell 1 MEXaHU3MOB 3aIIHUTHI OT
UX BO3JCUCTBHS SBIISICTCS areHTHO-OPUEHTHPOBAHHOE MOAETHpoBaHME. Mojenn OOT-ceTH H
MEXaHHM3MOB 3aIllUTHl OT BO3JCHCTBHs OOT-CETH B HACTOSIIEH paboTe 3aar0TCsl B BUIIE MOJEIU
IPOTHBOOOPCTBA KOMAaHJ aTakd M KOMaHJ 3ammThl. Kakmas KoMaHAa MpeacTaBisieT coOoi
HEKOTOPOE TOAMHOXECTBO  Y3JIOB  BBIYMCIUTENBHON CETH, OIpeAeNeHHBIX B  BHIE
COOTBCTCTBYIOIIMX Aarc¢HTOB, W HMCIOIHX O6HIYIO KOJUICKTUBHYIO LCJIb. KOMaHI[a aTaKu
MPEJCTaBIsIeTCs areHTaMu, BXOASIIMMU B COCTaB OOT-CETM W PpPEaTH3YIOIIUMHU JCUCTBUSA,
HalpaBJICHHBIE Ha peaTM3alfi0 KOJJICKTHBHOHN IeNU - oOecreueHne KU3HEAeSITeIbHOCTH 00T-
cetu. [IpuMepoM KOJUIEKTHUBHOW IEIM KOMaH/AbI aTaKy SBISETCS aTaka THIA ‘“‘pacrpeaenEéHHbIN
otka3 B oOcmyxuBanun” (DDoS) Hekoroporo 3apanee HACHTHU(GHUIIMPOBAHHOTO pecypca.
AHaJOTHYHBIM 00pa3oM, KOMaH/Aa 3alIUThl POPMHUPYETCS] U3 areHTOB, BHIMOTHIIOMIMX (YHKIIMH
3alIUTHl ¥ UMEIOMINX KOJJICKTHBHYIO 11€1h IPOTHBOACHUCTBOBATH MPOLECCY (PYHKIMOHUPOBAHUS
00T-CceTu.

OcHOBHOW MapaaurMoil MCIOJIb3YEeMON B JaHHOW paboTe SIBISETCA MPEACTABICHHE Y3JIOB
00T-ceTH B BUJE MHOKECTBA MHTEJUIEKTyaJIbHBIX aBTOHOMHBIX aréHTOB. AJITOPUTM TOBEICHUS
OTJENIFHOTO areHTa ONpEAEISeTCS €ro IEJeBhIM Ha3HAaYeHHEM. ATEHTHI UMEIOT BO3MO>KHOCTD
HETMOCPEJICTBEHHO BBIMONHATH CBOIO IENEBYIO 33/71auy U OOMEHMBaThbca MH(MOpManuend Apyr ¢
IpyroM, oOpa3ysi KOMaHIBI, OpPWEHTHPOBAaHHBIC HA JOCTIDKEHHE OJHOW OOIIeH IemH.
MHO€eCTBO MHTEIIEKTyalIbHbIE areHTOB, MMesl MPOCThle COOCTBEHHBbIE (DYHKIIMU, B TMpoliecce
cBOCH ACATCIIBHOCTH MOTYT CaMOOPTaHU30BbIBATHCA B CUCTCMBI CO CJIOKHBIM IMMOBCACHUCM.

Mopnenb TOMoIOTUH MOJETHPYEMON TT00aTbHONW BHIYUCIUTENHFHON CETH MPENCTaBISIeTCS B
BUJIE CilydaifHOTO rpada, mapamMeTpu30BaHHOTO CTaTUCTUYCCKHMHU JaHHBIMH, MOJyYECHHBIMH B
pe3ylbTaTe HM3MEpeHUs MapaMeTpoB Tomonoruu cetu HuTepHer. MopenupoBanue Ttpaduka
OCYIIECTBIIIETCSI HAa YPOBHE OTICIHBHBIX CETEBBIX IAKETOB, M PEAIM3YETCS IMOCPEICTBOM
MOJICJIMPOBAHUS TOBEICHUS CETEBbIX MpuiIokeHuid. [loBegeHne ceTeBbIX MPUIOKEHUA MMEeT



CTOXACTHUYECKYIO IPUPOY U 3aJaeTcs PSAOM CTATUCTUYECKUX MapaMeTpoB, 3HAYEHMsI KOTOPBIX
OBLIM TIOJY4YEeHBI B pe3yJbTaTe UCCIEIOBaHUS CeTEeBbIX MpuioxeHuil cetu Mutepuer. [Ipomeccs
OTMPABKH, TOJYYCHHUS U TPOXOXKJICHHUS CETEBBIX MAKETOB MO KOMMYHHKAIIMOHHBIM KaHajaM
OCYIIECTBIISIOTCS MMOCPECTBOM CUCTEMBI MOACTUPOBAHUS JUCKPETHBIX COOBITUH.

JUia  peanuzauuy  NpeUIaraéMoro IMoJAXo0Ja, B KAauyecTBE OCHOBHOTO HWHCTPyMEHTa
HEOOXO0MMO HaJIM4YWe MPOTPaMMHON Cpelibl, 00JaAaromel MUPOKUM CIIEKTPOM BO3MOKHOCTEH
10 TOJAEPKKE Pa3IUYHBIX ACTIEKTOB MMMTALIMOHHOIO MOJEJIMPOBAHUS CETEBBIX IpoleccoB. B
MEPBYI0 ouepenb TpeOyeTcss BO3MOXKHOCTh MOJEIUPOBAHMS CETEBBIX CHUCTEM C MPOU3BOJIHHOU
TOTMOJIOTHEN U MPOLIECCOB KOMMYHHUKALIUU MEX/y Y3JIaMU Ha YPOBHE JUCKPETHBIX COObITUN. Jliis
MOJICJTMPOBAHUS PealbHBIX KOMMYHHUKAIMOHHBIX CIIEHapHeB, HaOM0gaeMbIX B ceTu MHTEpHeT,
HEOO0XO0MMO HaJIMYue MOJIEEeN MPOTOKOJIOB U MOJEIIEH CETEBBIX MPUIIOKEHHH.

ABTOpaMH HacTosAmledl pabOThl HUCHONB3YyETCS U pa3padaThIBa€TCs MHOTOYPOBHEBAS
MHCTPYMEHTAJIbHAsl Cpela HMMMTALMOHHOIO MOJEJIMPOBAaHUSA CeTeBbIX mpoueccoB. Cpena
MpEeCTaBIsieT cOO0N MPOrpaMMHBIA KOMIUIEKC, BKIIOYAIOIMIMNA B KAayeCTBE HIDKHETO YpPOBHS
CUMYJISITOP JAUCKPETHBIX COOBITHH, peaTu30BaHHBIA Ha SI3bIKE HU3KOTO YPOBHSI, a TakK e psi
KOMIIOHEHTOB, PEATU3YIOIINX CYIIHOCTH 00Jiee BHICOKOTO YPOBHSI.

ApXuTeKTypa cpeibl MOJCIUPOBAHUS BKIIOYAET YETHIPE OCHOBHBIX KOMIIOHEHTA: 0a30BYIO
CUCTEMY HMUTAIIMOHHOTO MOJEIMPOBAHUSA, MOAYJIb UMUTAIUU ceTu VHTepHeT, MOoJACUCTEMY
areHTHO-OPUEHTHPOBAHHOTO MOJEIUPOBAHMS U MOYJIb IIPOLIECCOB MPEAMETHOM 00IACTH.

C ucnonn3oBanuem cumynsiaropa OMNeT++, oubmuorexk INET Framework, ReaSE, a Tak
e COOCTBEHHBIX IPOrpaMMHBIX KOMIIOHEHT, Oblla peaju3oBaHa apXUTEKTypa AJis
MHOTOareHTHOTO0 MOJEIUPOBaHUs OOT-ceTel, aTak ‘“‘pachpeleN€HHBI 0TKa3 B 00CTy>KMBaHUU
(DDoS) u mMexaHW3MOB 3alIUTHl OT BO3JEHCTBHA OOT-CETH B BUAE MOEITH NMPOTHBOOOPCTBA
KOMaH/I UHTEJNIEKTYyaJIbHBIX areHTOB.

Cumynstop OMNeT++ mnpeacraBnser co0oil CHUCTEMY MOJAETUPOBAHUS JUCKPETHBIX
COOBITHIA, U B MpeAsiaraeMoi MOJIEIH SBISIETCS KOMIIOHEHTOM HIKHETO ypoBHS. CHUMyIATOp
OMNeT++ obecrneunBaeT mpoiecchl 0OMeHa COOOIICHUSIME MEXKIy KOMIIOHEHTaMH MOJIENH,
BU3YaJIHM3alMI0 XO0Jla SKCIIEPUMEHTA, B3aUMOJIEHCTBUE MOJENU C IOJb30BAaTENeM, a TaK JXe
MPEIOCTABIISACT OTJIATIUK MOJIETICH, TTO3BOJISIONINI B HATIISITHON (hOpMe OTJICKUBATH COCTOSHUS
O00BEKTOB W TMOCIEAOBATEIHLHOCTH MOJEIbHBIX COOBITUH, YTO IMOJIE3HO MpPHU BBISIBICHUU U
yCTpaHeHWH OmMOOK B Tpouecce mocTpoeHuss wmojaenu. JlomomuutensHo OMNeT++
MPEIOCTABIISAET CHEIMATbHBIN SI3BIK JJIS1 ONMHUCAHUS CBA3EH MEXIY KOMIIOHEHTaMU MOJETH, TeEM
CaMbIM ONMCHIBasi CETEBYIO TOIOJIOTHIO, a TaK >K€ IMO3BOJISIET ONPENENsTh  HapameTpbl
JKCIIEPUMEHTA.

Tomonorus ceTu MOAENUPYETCs Ha JBYX YpOBHsAX Jetanu3auuud. Ha mnepBom ypoBHe
MOJICIIUPYETCS] TOIOJIOTHSI CEeTH Ha ypoBHe aBTOHOMHBIX cucteM (AC). Ha BTOpom »srame
MOJICIIUPOBAHUS, JUISI KaXJOW aBTOHOMHOM CHUCTEMbI MOJETUPYETCS BHYTPEHHSSI TOIOJIOTHUS
(Router-level topology).

KoManga araku mnpeiactaBieHa y3jidaMHM CJIEAYIOUIMX THUIOB: y3€l “XO035UH”, y3€l
“KOMaHJIHBIN TeHTP”, y3ea “menb’, y3abel “30MOu”. Y3en “X03siMH” MOCPEACTBOM PaCCHUIKU
KOMaH[ 3a7aéT menu Ajis OOT-CeTH W KOHTPOJHMPYET IMOBEJACHHE CETH Ha CaMOM BBICOKOM
ypOBHE. ¥Y3ei “KOMaHIHBIN HEHTP” OCYLIECTBIISIET JOCTABKY KOMAH/ MOJYYEHHBIX OT “X03iUHA’
K y3maM ‘“3oMOM”. VY3mbl  “30MOM”, mTOdy4yas KOMaHAbl OT ‘“‘KOMaHJHOTO LIEHTpa”,
HETOCPEICTBEHHO OCYIIECTBIISIIOT ACHCTBUS, COIJIaCHO MpUKazaM ‘‘Xo3siuHa”. B Hacrosiem
HKCIIEPUMEHTE ONPENEseTCs OAUH Yy3ed “‘XO034MH”, OJMH y3el “KOMaHAHBIA UEHTp  H
MHO>KECTBO Y3JIOB C YSA3BHUMBIM NMPOTPaMMHBIM 0O€CTIeYeHUEM, KOTOPbIE MOTEHIIUAIbHO MOTYT
IOpeBpaTUThCS B “30MOW”-MamMHbL. [ reHepamuu JETHTUMHOTO Tpaduka omnpeaessercs
MHOKECTBO Yy3JI0B — “‘cepBep”. Y3ibl — “‘cepBepbl”’ B OTBET Ha 3alpPOC CO CTOPOHBI KIMEHTA
TeHEPUPYIOT TpapUK CTATHCTUYECKU IMOAOOHBIM TpaduKy THIIOBOrO BeO-cepBepa. Ys3BHMBIC
XOCTBI OIPEIEINISIOTCS CIIydyaliHbIM 00pa3oMm.

B cootBeTcTBHM ¢ OOMIMM MOJXOAOM, BBIJCTCHBI CIEAYIONINE KIAcChl areHTOB 3alllUThI:
nepBuYHOM 00paboTku uHpopmanuu (“‘CeHcophl’); BTOPUYHOM 00pabOTKM WHMOpMaIuu



(“commiepbr”’), oOHapykeHHst aTaku (“meTektopbr’); QuubTpamu  (“GUIBTPHI’); areHTHI
orpaHuueHus Tpaduka; areHThI-‘pacciaeioBaHus .

B mpoBeneHHBIX JKCIEPUMEHTaX B KAauyeCTBE MEXaHW3Ma 3allUThl HMCCIIEOBAJICS METOI
Source IP address monitoring (SIPM), koTOpBIi, OCHOBBIBAE€TCS Ha NPEAINOJIOKEHUH, YTO B
MoMeHT araku DDoS B mpoxomsmeM Tpaduke JIaBUHOOOpPA3HO BO3PACTACT YHCIO HOBBIX
aJipecoB, € KOTOpPBIX MAET oOpalleHHe K aTakyeMoMmy pecypcy. Moayib, peanu3yrouui
MEXaHU3M 3aIlUThl, MOXKET HaXOJUTHCS B OTHOM M3 JBYX PEKHMOB: B PEKUME OOYUCHHUS WU B
pexxume QuiabTpanuu. B pexume oOyueHHs MOIyJb IepexBaThlBaeT TpapUK M ONpeaesser
KOJIMYECTBO pa3NuuHbIX [P-ampecoB, yd4acTBYIOIIMX B KOMMYHHKAIMM 34 HEKOTOPBINA
npoMexXyTOK BpeMeHu (mapametrp tshift). JlanHble, momydeHHble B Tpolrecce OOydeHHs,
NPUHUMAIOTCS 33 TUTIOBBIC 3HAYCHHS TpaduKa B TaHHOM Y3JIe ¥ B TIOCJICAYIOIIEM UCTIOIB3YIOTCS
B IIpOILIECCE JETEKTUPOBAaHUS aHOMAINH. B pexxume neTrexkTopa aHOMaluil MOJyJIb BBIYHMCIISET T€
e TapaMeTpbl U CPAaBHUBAET MX C THIIOBHIMHU 3HaueHUSAMH. [Ipy CymecTBeHHOM MPEBHIICHUH
HaOJII0/1aeMbIX HOMHUHAJIBHBIX 3HAUYEHUH MOAYJIb TEHEpUpPYeT CUTHal o0 oOOHapyKeHUU
QHOMAQJIMM W OCYIIECTBIIIET BBIOOPOYHYIO (MIBTPAIMIO TAKETOB C HOBBIMH aJpecamiu
UCTOYHUKOB.

[IpoBeneHHBIE DKCTIEPUMEHTHI TOKa3amu 3()(EeKTHBHOCTH TpeaaraeMoro moaxona K
MOJICIUPOBAHUIO M BO3MOYKHOCTh €r0 HCIHOJb30BaHUS JJI HCCIeloBaHMA OoT-ceTell u
NEPCIEKTHBHBIX MEXaHU3MOB 3aIUTEHI.

Pabora BbimonHeHa npu ¢uHaHcoBod mnopnepxkke PODU (mpoexkt Ne 10-01-00826-a) u
nporpammsbl pysnamenTanpabix uccnenoBannii OHUT PAH (mpoekt Ne 3.2).



