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i CTpyKTypa ooknaja

= BBegeHme
= MeToAabl BblYUCNEHUSA penyTaunmn

s /ICTOYHMKM AaHHbIX 471 NOCTPOEHMUS
penyTauun

s ADXUTEKTYpPA CUCTEMBI 3aLLNTbI, OCHOBaHHAasA
Ha penyTaumsax

= ATaKu Ha CUCTEMY 3alLNTbl, OCHOBAHHYIO Ha
penyTaumsx

= 3aK/II0YEeHune
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i BBeaeHue

= HeobxoamMoCTb B CUCTEME 3aLUTHI,
OCHOBAHHOM Ha penyTauusx, Bbl3BaHa psaoM
NPUYMNH:

= Pe3Koe COKpallleHMe nepruoaa akTUBHOCTU
BpenoHocHoro 10 (c nonyroaa Ao 1-2 Hepenb)

= PE3KMN POCT KOMMYECTBA 3apermcTpupoBaHHbIX
3K3eMnnapoB BpeaoHocHoro 10

= OpueHTaumsa speaoHocHoro O Ha ckpbiTHOEe
(PYHKLUMOHMUPOBaHME

= UCMNOJIb30BaHME AN pacnpoCTPaHEHUS TUMOBbIX
criocoboB nepeaayvm KOHTEHTA
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Web-penyTtaunm

| CyLLuecTByIoLLME peLlleHns, UCnonb3yroLme

= Penyraumusa — 310 Heknn Habop BENNYMH (OLIEHOK),
XapaKTepu3yIoLnX B YNC/TOBOM BUAE CTEMNEHU
NPUHAANEXHOCTN 06beKTa K HAbopy KOHTPOMPYEMbIX
KaTeropum

= [ronPort - Web Reputation Filters

= SecureComputing - TrustedSource
Reputation

= [ rend Micro - Smart Protection Network
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CpeAHUX 3HaYeHNN

| MeToabl, OCHOBaHHbIE Ha noacyeTe

= [Ipumepsbl: eBay, Amazon, Epinions
= [lpumMep oueHkn (eBay): {-1,0,+1}
s /IOCTOMHCTBA:

= [1poCTOTa

= BbiCOKas CKOPOCTb BblYMCNEHUSA
s HepocTaTkum:

= PABHO3HA4YHOCTb BCEX r0JSI0COB

= VIHEPTHOCTb U3MEHEHMNS OLEHKMU
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[ToTOKOBbIE MOAeNnu

= PageRank [1998] n ocHoBaHHbIE Ha HEM

= aHanNu3npyeTcsa rpad cBa3en mexay Beb-obbekTamm (OT
CTpaHuL, Ao Be6 6110roB 1 31EKTPOHHOM NOYTHI)

= UCMONb3YeTCs pekyppeHTHas hopmyna 1
COOTBETCTBYIOLMA UTEPATUBHbLIN airOPUTM NOACYETA
DEUTUHIOB AN1S1 Y3/10B CETU

= €CTb BO3MOXHOCTb «MepCoHaNM3aLmnmn» anroputMma:
Nosib30BaTENb onpeaensieT nNpeanoyYTUTENbHbIE Y3/bl U
DEUTUHI CTPOUTCS C YYETOM 3TUX MPEeAnoUTEHUM

= M3BECTHO MHOI0 Pa3HOBUAHOCTEN U MPUSIOXKEHUN OIS
6n10roB, 3N1EKTPOHHOM NOYTbI (3aLLMTbI OT CNama),
MUPUHIOBLIX CETEN
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PageRank, pa3sutne naeun (1/2)

s [rustRank [2004]

= UCMOJIb3yeT MHEHME SKCMNEPTOB

= MO3BOJIAET BbIYMCNATb PEUTUHI NMOObIX web-cTpaHunL B
rpade cBsi3en Ha OCHOBE OLIEHOK HEKOTOPbIX U3 HUX

= BlogRank [2006]

= C/TOXKHas CTPYKTYpa y3/1a rpada v CBA3en Mexay
y3naMu. BkirodaeT COBOKYMHOCTb CaMUX MOCTOB,
NosIb30BaTENEN-aBTOPOB, KOMMEHTAPMEB

= 3aBMCMMOCTb MeXAay y3naMu obycrioBneHa HE TOJbKO
KOJIMYECTBOM CCbIJIOK Ha MOCTbl, HO N YUC/IOM
nonb3oBaTtenen, obwmx TemM n ap.
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PageRank, pa3sutne naeun (2/2)

= MailRank [2005]

= rpad CO30aeTCcs Ha OCHOBE OTMNPaB/IEHHbIX
NMMCceM, UCNOb3YyeTCs OTHOLUEHME OTrNpaBUTESb-
nosiyyaTtenb

= MICNOJSIb3YETCHA NEPCOHaNM3NpoBaHHbIM PageRank,
roe HambonbLuMn BEC ANs oTnpaBUTENS UMEIOT
nonyyartesim, KOTopbiM NUCbMa OTNPaBAKTCA
yaLie

= ANIFOPUTM XOpoLLO paboTaeT Ansa pa3peXXeHHbIX
rpadoB, YTO ABASIETCH NPUHLUMMNANIBHBLIM AN
3N1IEKTPOHHOU NOYTbI
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MICTOYHUKM AaHHbIX A1 NOCTPOEHUS
penyTauum

= ABTOMaTn4yeckume

= aHaNM3 canTa CpeacTBaMm CUCTEMDI

= aHa/IN3 BHELLUHUX UCTOYHMKOB OLIEHOK
= JKCMepTHbIe

= OUEeHKW, BblCTaBJieHHblE AOBEPEHHbIMIU
MoJib30BaTENNAMU

= OLIEHKW, MOJTy4YeHHble OT 06bIYHbIX
NosIb30BaTENEN CUCTEMbI
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AHann3 canTta cpeacTBaMn CUCTEMBI.
Cobupaemble aaHHble (1/2)

= AHaNU3 NCTOPUM CaUTa
= BO3pacT canTa
= CTpaHa, B KOTOPOW 3aperncTpmpoBaH cauT
= OpraHu3aums, NpeaoCcTaBAOLWAas XOCTUHI CanuTy
= UCTOPUSI CEPBEPOB, HA KOTOPbIX pa3MeLLanNCcs CanT

= AHaNM3 CBSA3EN MexXAay CanTaMu

= aHaNu3 penyTauumn CauToB, Ha KOTOPbIE CCbIIAETCH
nccneayeMbln CauT

= aHaNN3 penyTaLuun CauToB, CCbINAOLLNXCHA Ha
nccneayeMbln CauT

PycKpunto’2009, 2-5 anpensa 2009 r.
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AHanu3 canTa cpeacTBaMn CUCTEMBI.
Cobupaemsblie aaHHble (2/2)

= AHaNM3 COAEpPXXMMOro canTa Ha Hannyme obbEeKToB
3alaHHbIX KaTeropum

TeKCToBas MHPopmMaums (Hanmuume Krto4yeBbiX C/10B U
$ppas)

n306paxxeHunst, NpeacTaBneHHbIE HA CanTe
annbl, pa3MeELLEHHbIE HAa canTe
CTPYKTYpa M BHYTPEHHWNE TEern camta

aHa/M3 HOBbIX MPOLIECCOB B CUCTEME, MOSABUBLUNXCS
nocne nocelueHns canta (sandbox)

aHTUBUPYCHbIA aHaNU3 canTa

11
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AHann3 canTta cpeacTBaMn CUCTEMBI

= Bo3MOXHasa peanusauunq:
= pOBOT-Nayk, OLEHMBAIOLWNIK CaUTbl MO Mepe BO3MOXHOCTH
= MOZAY/Ib, OLIEHMBAIOLNIN KaXKAYIO 3anpallMBaEMYIO CTPaHULY Mno
3anpocaM OT MOoJIb30BaTeNS
s [IOCTOMHCTBA:

= BbICOKAs MPOU3BOAUTENILHOCTb, HE TPEBYET AONOTHUTENbHBIX
PaCcXo/10B

= XOpouwasd 3alnTa OT Caﬁ'I;OB, HE CKpbIBaAlOLWNX CBOKO
NPUHAONIEXKHOCTb K Kakon-1mbo KaTeEropmn

= BO3MOXHOCTb OLUEHKWN BCEX 3alpadllnBaAEMbIX CanToB

s HepocraTku:
= BO3MOXXHOCTb 0bMaHa cuCTeMsbl
= JIOXKHble cpabaTbiBaHUS

= TpebyeTcs MolHoe 06opyaoBaHME Npu 60/bLIOM KOMYECTBE
3anpocoB K canTam

= YCTApPEBAHWE OLIEHKM
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Cobupaemble AaHHbIE

| AHannM3 BHELWHUX NCTOYHNKOB OLIEHOK.

= VIHbopMaunsa o BpeaoOHOCHOCTU CanTa
= Google safebrowsing
= Web Of Trust

= VIHbopMaunsa o pa3MeLlleHnn canTa
= Cepsucbl Whols

= Hannume canta B CNUCKax no KaTeropusm

= CNncKn canToB Ans CUCTEM POAUTENBCKOro
KOHTpONs

= TeMaTnyeckme KaTtanoru canTtos

PycKpunto’2009, 2-5 anpensa 2009 r.
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AHaNn3 BHEWHUX UCTOYHMUKOB OLIEHOK

= Bo3MOXXHasa peanusauus:
= NMOCTOSAHHO OBHOBNSAEMbIe C BHELWHUX UCTOYHUKOB 6a3bl

s /IOCTOMHCTBA:
= BbICOKasi TO4HOCTb (0CO6EHHO KOMMEpPYECKMX CMNCKOB)
= BbICOKas Npon3BoanNTENIbHOCTb

s HegocTtaTKu:
n pa3HbIe KpVITepMVI OLIeHKU
n I'IpOTVIBOpeLIVIBOCTb CrM1MCKOB paBHbIX NMCTOYHUNKOB

= YCTApeBaHME OLIEHKM
= KenaTesnibHa NpoBepKa KayecTBa CrMCKOB

14
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OueHKM noJsib3oBaTenen

= Cobupaemble AaHHbIE:
= [lonb3oBaTenbckme oueHkn canta (MAEHTUMUKATOP NULIEH3UMN,

aJlpec canTa, OLEHKMW)

= MHdopmaums o nonb3oBaTensx (CTeneHb AOBEPUSl, aKTUBHOCTb

nosib3oBatens u T.4.)

= Bo3MOXHasa peanusauuq:
= JJononHuTEenbHbIM MOAYSb B bpay3epe
= BbiCTaBneHme oueHoK No UCTOpUKN NoceLeHnin canTos (ans

POANTENLCKOr0 KOHTPOSA)

= Cnocobbl BbICTABNEHUSA MONb30BATENEM OLIEHKM penyTaumm
PECYpca, OT/INYAOLLMECSH TOYHOCTbIO OLIEHKM:

3anpeLleHne unu paspelleHne obpalleHnst K pecypcy (NocTpoeHue
4yepHoro n 6enoro cnnckoB);

OTHECeHMe pecypca K OAHOWN U3 KaTeropumn (NOCTPOEHUE CrMCKa no
KaTeropusm);

BbICTABJ/IEHME OLIEHKM pecypca Mo KaXkaou KaTeropum.

15
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OueHKM noJsib3oBaTenen

s /IOCTOMHCTBA:
= BbICOKasi TOYHOCTb OLeHKU (3KCrnepThbl)
= peLleHne CnopHbIX BONPOCOB (3KCrepThl)

= BO3MOXHOCTb CO3/1@aH1si CBOEW peryTauum 1 Npasu s
Pa3HbIX FOPOAOB, CTPaH WK rPynn nosb3oBaTenen

0 6blCTpO€ BHECEHME B CMNCOK YaCTO NOCELLAEMbIX CauToOB

= HepgocraTku:
= HU3Kas NpouU3BOANTENBbHOCTb
= HeboNbLLOe YMNCO 3KCrepToB
= Pa3Hble KpUTEPUN OLIEHKM Y Pa3HbIX MNONb30BaTENEN
= YCTapeBaHWe OLEHKM
= BO3MOXHbl YMbILL/IEHHbIE (PaSTbCUPUKALINK OT3bIBOB
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ObbveanHeHne NCTOYHUKOB

= BbluncneHnue penytaumnm pecypca no Kaxxaou
KaTeropmn y4YmTbIBaET:

« OueHKU nonb3oBaTenen

= Pe3ynbTaTbhl aBTOMATUYECKOro aHanmM3a
= KoadpdunumeHTbl ycTapeBaHns AaHHbIX
= Beca pa3nnyHbIX MCTOYHUKOB

= [Mpownble 3Ha4YeHns penyTauuu

= [10 BbIYUMCNIEHHOW penyTaLMM Ha JIOKabHbIX
KOMMblOTEpPAX CO3AA0TCA NpaBuia A0CTyna U
nepeHanpasneHns (MosUTUKK), YYUTbIBAKOLLNE
penyTaumio pecypcoB
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ATaKn Ha CUCTEMY penyTaunm

Lienb ataku: NogMeHa oueHnBaeMon MHdopMaLmm
[yTb: MNepeHoc canTa Ha apyron XocTuHr nnn URL

PelwweHune: BbluncneHme npoueHTa COOTBETCTBUA
Mexay cautamu (Tpebyetca 6onbluas bAl),
BO3MOXXHO XpPaHEHUE X3LeN TEKCTOB, M306pakeHnU
N canTa LEeIMKOM

[lyTb: NoamMeHa HpOpMaLnM Ha yxXe oLueHEeHHOM
canTe

PelleHne: XxpaHeHne X3Llen TEKCTOB, N30bpakeHnm
N canTa LEeSTMKOM

18
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i ATakn Ha knuneHTckoe MO

= Llenb atakun: VickaxxeHne penyTtaumm
06BHEKTOB 1 CyObEKTOB

= [lyTb: BbiCTaBneHne oueHOK OT MMEHU
ApYyroro nonb3oBaTtens

s Peanunsauusa: 'amMeHeHne yHUKanbHOro
naeHTnduKaTopa nmueHsnmn knmeHtckoro MO

= PelleHune: wmndposaHme koga O, KOHTPOSb
LIe/TOCTHOCTU U T.A4.

19
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ATakn Ha npomexxyTtoyHoe 10 (1/4)

Llenb aTtakn: UckaxxeHne penytaumm o6beKkToB U
CcyObeKkToB

[lyTb: BbiCTaBNneHMUe OLEHOK OT MMEHW APYroro
NoNb30BaTeNS

Peanusauusa: Bxoa B CUCTEMY NOA YYXUM MUMEHEM

PelwleHne: YHUKanbHbI MAEHTUPUKATOP NULIEH3UU
KnneHTckoro MO ncnonb3yeTcs Kak
MOEHTUMUKATOP MoJSIb30BaTenNs

PycKpunto’2009, 2-5 anpensa 2009 r.
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i ATakn Ha npomexxyTtoyHoe 10 (2/4)

= Llenb atakun: VickaxxeHne penyTtaumm
06BHEKTOB 1 CyObEKTOB

= [lyTb: BbiCTaBneHne oueHOK OT MMEHU
ApYyroro nonb3oBaTtens

= Peanuzaumsa: 3axeaT naeHTU@MKaTopa
aBTOPU30BaHHOU CECCUU

= PelweHne: CecCMOHHOE WNMPpPOBaHKE,
orpaHnyeHue npoao/MKUTENIbHOCTU CeCCUu,
npuesaska K IP

PycKpunto’2009, 2-5 anpensa 2009 r.

21



ATakn Ha npomexyTtoyHoe 10 (3/4)

Llenb aTtakn: UckaxxeHne penytaumm o6beKkToB U
CcyObeKkToB

[lyTb: sybil aTaku

Peanuzaums: Co3gaHmMe MHOXECTBA BUPTYasibHbIX
Nnonb30BaTesien CUCTEMbI

PeweHne: YHMKanbHbi MAEHTUDUKATOP TNLIEH3UU
KnneHTckoro 1O He Nno3BoNAET co3aaBaTh
nonb3oBaTtenien 6e3 NoKynkmn sKk3eMnnsapa
KnneHTckoro O, aHann3 noseaeHUs
nosib3oBaTenen, NIHEPTHOCTb OLEHOK

22
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i ATakn Ha npomexxyTtoyHoe 10 (4/4)

= Llenb ataku: OTKa3 B obcnyxmBaHum
= [1yTb: [Napa3nTHbIe 3anpochl

= Peanmzaumnsa: CozgaHme MHOXECTBaA
3anpocoB (BbICTaBNeHNe OLEeHKN, 3anpoc
OLIEHOK) K cuCTeMe penyTauum

= PeweHue: KawmnpoBaHMe AaHHbIX, aHaNn3
noBeAeHns nonb3oBaTenen, 61o0KMpoBKa
Nnonb3oBaTeNen no naeHTUduKaTopy
NIMLEH3NN

23
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ATakn Ha 6a3y AaHHbIX

lenb atakun: UckaxeHne nHpopmaumm o
DenyTaumm

yTb: HeCaHKLUMOHMPOBaHHbIN A0CTYN K 6a3e
OAHHbIX

Peanusauuns: MonyyeHne npsamMoro AocTyna K

OAaHHBIM XpaHAawmMca B b1 n nx nocneayrollas
MoAndUKaLUS

PelwweHne: Ncnonb3oBaHne npomexyTodHoro 10,
3anpeT noakoyeHnn K b1 ¢ noctopoHHux IP
a[lpecoB, KOHTPO/b LIeNIOCTHOCTU AaHHbIX,
pennnkaumsa bl onga BO3MOXHOCTU
BOCCTAQHOB/IEHUNSA KOPPEKTHbIX AAHHbIX
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ATaku Ha 6a3y AaHHbIX

Llenb aTakn: OTKa3 B 06cnyxnusaHum

[1lyTb: NporpaMMHOe yHUYTOXEeHMe cepBepa b/,
DoS aTakun Ha b/l

Peanuzauua: lNonydyeHme npsaMoro goctyna K
OAHHbIM, XpaHawmMmca B bl, n nx nocneayowias
MoaAndUKaLuS

PeweHune: Micnonb3oBaHue npoMexxyTo4dHoro 10,
3anpeT noakoyeHnn k b1 ¢ noctopoHHux IP
afipecoB, pennnkaumsa aaHHbiX bl mexay
He3aBMCUMbIMU CepBEpaMu
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i Pe3ynbTaThl

= PaccMoTpeHbl Moaenu BblYMCIEHUS
penyTauum

= PaccMOTpeHbl OCHOBHbIE CTOYHUKU
MH(POPMaUUK Ans NOCTPOEeHUsa penyTtauum
Web-caunTa

= [IpeanoXxeHa apxmTekTypa CUCTEMbI 3aLLUUTHI,
OCHOBAHHOW Ha penyTaumsax

= [IpoaHann3npoBaHbl BO3MOXHbIEe aTaKN Ha
CUCTEMY 3allUTbl, OCHOBAHHYIO Ha
penyTaumnsax

26
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| HanpaBneHns aanbHeENLWUX NCCeaA0BaHUM

= PasButue npeanoXxeHHbIX MeToaoB
= YTOYHEHMne n onTuMmnsaumsa MCTOYHNKOB
MHOPpMaL MK

= CoBeplLUeHCTBOBaHME METO0B
KOMBUHWpPOBaHMS oLeHOK aAns 6onee
TOYHOrO BbIYUC/IEHMS penyTaunn

s Peannzaumsa cuctembl U oueHkKa
3P DEKTUBHOCTU
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