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Y4TO 3a 3Bepb - BUPYC NOAMEHDbI
CTpaHUL, ?

BUpyc noaMeHbl CTPAHUL, — 3TO 3/ITOHAMEPEHHbIU
NPOrpaMMHbIN KOJ, BAUSAIOLLMN HA KAYeCTBO paboThl
MONCKOBbIX BeO-CEepBNUCOB HA CTOPOHE NOJIb30BaTENA,
nocpeacTBOM MOANMDUKALUKN CTPAHULbI C pe3yibTaTaMun
NONCKA WU U3MeHEeHMNd noseaeHnsa bpaysepa npu
KJIMKAX Ha CCbIIKMN.
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Y4TO 3a 3Bepb - BUPYC
CTpaHUL, ?

MNMoAMeEHbl

( Bupyc nogmeHbl CTpaHUL, )

DN

( Trojan ) ( AdWare )

Trojan.Win32.Clicker v
( Rootkit )

Trojan.Win32.Patched

AdWare .Win32.MyCentria




BblAepPXKN U3 NTNLUEH3MOHHOTIO
cornaweHusa ana Adware

® «MHdbopmMaumoHHaa naHenb», pa3MeleHHas BHU3Y bpay3epa,
oTObpaXaeT CCbIIKM HA KOMMepYeCKne N HeKoOMMepyecKkmne CanThl
MCXOAA U3 COAEPXKAHNA CTPAHULLbI.

® KomMnaHunsg no ceoemMy yCMOTPEHUIO MOXET NPOBOAUTD
OOHOBMIEHUA U /| NN YyNyYLLEeHNS NMPOrpaMMHOro obecrneyeHmns, Kak
4YacTb AAHHOIO cornalleHus.

® [lonb3oBaTesib 0643yeTCs He coBepllaTbh 06paTHBLIN aHaANN3 U
LEeKOMMNUAALLMIO NPpeAoCTaBASEeMOro NporpaMMHoOro obecneyeHus.
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Trojan.Win32.Clicker

ANropuTM NoAMeHbl pe3ynbTaTOB MOUCKA:
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Trojan.Win32.Clicker

Keaptupbl B MockBe KBapTupbl B [10AMOCKOBLE.

CTOMMOCTE KBAPTUP. LIEHL! HA KBAPTUPbI B

B karanore caiita eel HallgeTe KBapTupel B Mockee 1 B [logmockoBee
JKCMepTel NOMOryT BaM KYNUTb, NP0AaTe, 0OMEHATE KBAPTHUPY. Y2HATE
UeHbl Ha KeapTupsl B Mockee

e ]

i.inc om.ru/our- Ser' es/realty/?page=256 7 KB

Protocol: HyperText Transfer Protocol

Type: JScript Script File

Address: } -' > - scnpt,_, C|ICkSJS' R T
LBL) Ny sid=NDATNDk 13mode= 48num=18uri=http%3A%2F |

___h_)—__‘ e
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Cnocobbl 4OCTaBKU U
pacnpocTpaHeHns
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Cnocobbl 4OCTaBKU U
pacnpocTpaHeHns

X Trojan-Downloders - gocTtaBka 1 ycTaHOBKa
3/TOHAMEpPEHHOr0 KOoAa.
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Cnocobbl 4OCTaBKU U
pacnpocTpaHeHns

X Trojan-Downloders - gocTtaBka 1 ycTaHOBKa
3/TOHAMEpPEHHOr0 KOoAa.

X CodT-nopTtanbl — pacnpocTpaHeHue neraabHbiX U
LLIMPOKO paCnpOCTPaHEHHbIX NPOrpaMm BMecCTe C
AdWare.
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Cnocobbl 4OCTaBKU U
pacnpocTpaHeHns

X Trojan-Downloders - gocTtaBka 1 ycTaHOBKa
3/TOHAMEpPEHHOr0 KOoAa.

X CodT-nopTtanbl — pacnpocTpaHeHue neraabHbiX U
LLIMPOKO paCnpOCTPaHEHHbIX NPOrpaMm BMecCTe C
AdWare.

X 3noHaMepeHHble web-pecypcCbl - canThl,
npeasaramowme BaM YCTAHOBUTb A0MOJHUTENbHbIN
naarvH unmn koaek ana bonee achdheKTUBHOU paboThI.
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Cnocobbl 4OCTaBKU U
pacnpocTpaHeHns

X Trojan-Downloders - gocTtaBka 1 ycTaHOBKa
3/TOHAMEpPEHHOr0 KOoAa.

X CodT-nopTtanbl — pacnpocTpaHeHue neraabHbiX U
LLIMPOKO paCnpOCTPaHEHHbIX NPOrpaMm BMecCTe C
AdWare.

X 3noHaMepeHHble web-pecypcCbl - canThl,
npeanaratmowme BamMm yCTaHOBUTb AOMOMHUTENbH b}

naarvH unmn koaek ana bonee achdheKTUBHOU paboThI.

X Jpyrue cnocobbl ...

f
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MacwTtabbl yrpossbl




MacwTabbl pacnpocTpaHeHUs
Adware

700000

aKpbITUe NapTHEPKU U

JobasneHune curHatypbl npeKpawieHue Bbinaat
B aHTUBUPYCHbIe 6a3bl

525000

350000

175000

HoA6pb A€Kabpb SAHBapb beBpaAb

* No 4aHHbIM MOHUTOPUHIA KOMNAHUKU AHAEKC

f

MapT
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[Tpobnembl

e Markue BepAUKTbl aHTUBUPYCHBIX KOMMNAHUM
e bonbline macwTabbl pacnpocTpaHeHns

¢ an/ITOK HOBbIX 3dPdXE€HHbIX noJsib30BaTeneun
rnpeBblilladeT YNCJTIO BblJ1IEYEHHDbIX

e TONbKO HenMaTeXn CO CTOPOHbI MAPTHEPKUN BAUAIOT
Ha MaclTabbl pacnpocTpaHeHUs

f
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MacwTabbl pacnpocTpaHeHus
Trojan.Clicker

5000

AKTUBHOEe NevyeHUe 310Bpeaa

3750

2500

1250
0
SAHBapb deBpaAb MapT
SI * no AaHHbIM http://stat.drweb.com ”



http://stat.drweb.com
http://stat.drweb.com

AdWare vs Trojan

| Trojan.Clicker B AdWare

SAHBapb

deBparb

MapT

f

KOA-BO 3apa)XeHHbIX NMOAb30BaTeAeM (% AHEeBHOM ayanTopum PyHeTa)
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CKOJZIbKO HAa 3TOM
3apabartbiBaloT?
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Kak Ha 3ToMm 3apabaTtbiBaloT?

MoHeTn3auunsa KnmMKOB:

e PeaupeKkT Ha peksiaMHble NaoLwanKu
e KOHTeKCTHaa pekfsiama B A0MNOJHUTeNIbHOM dpenme

e PeanpekT cpa3y Ha NponiayeHHbIe CaUuTbl

o /lpyrue ...
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CKONIbKO Ha 3TOM 3apabaTbiBaloT?

[TfpumepHasa oueHKa AHEeBHOro 3apaboTka:

cpeaHanA LeHa
3a KUK

3 %175 000 = 525 000 py6

2% NHEeBHOW
ayamnTopumn

*camble foporme KAnKku:
http://habrahabr.ru/blogs/begun/38901/

f
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http://www.vnunet.com/vnunet/news/2238961/hacked-page-hauls-estimated-per
http://www.vnunet.com/vnunet/news/2238961/hacked-page-hauls-estimated-per

[TfpoTUBOAENCTBUE YIpoO3e
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Kak Mbl bopemMcsa € 3TOU yrpo3ou

e B3anmopencreme Cc ApyrmumMmm NnONCKOBbIMU CUCTEMAMMU
e BK/IlOUEHME CUTHATYP B aHTUBUPYCHbIe Da3bl

e MOHUTOPUHTI Yrpo3bl, MONCK HOBbIX IK3EeMMIAPOB U
NPOTUBOAENCTBUE UM

e PaboTa c 3apaxeHHbIMU NOJIb30BATENAMMU

f
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Kak 6opoTbCa € 3TON yrpo3ou ?
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Ha cnagkoe ...
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Trojan.Win32.Patched

OnncaHue BpeaoOHOCHOro PyHKLMOHana:

X MNoaMeHa pe3ynbTaToOB NOMCKA
X MoaMeHa KOHTEKCTHOWN pekiambl
X MepeHanpagieHne BCEX MONCKOBbLIX 3aMpoOCOoB

X PaboTaeT He3aBMcMMO OT Bpay3epa

*KpaTKoe onucaHue 3108peaa ot DrWeb:
http://news.drweb.com/show/?i=152&c=5&p=4

*cTaTncTnKa obHapy»KeHMa no gaHHbIM pecypca VirusTotal:
http://www.virustotal.com/ru/analisis/5ab81f809db8dd7b4276d090b932de71
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http://www.virustotal.com/ru/analisis/5ab81f809db8dd7b4276d090b932de71
http://www.virustotal.com/ru/analisis/5ab81f809db8dd7b4276d090b932de71
http://www.virustotal.com/ru/analisis/5ab81f809db8dd7b4276d090b932de71
http://news.drweb.com/show/?i=152&c=5&p=4
http://news.drweb.com/show/?i=152&c=5&p=4

Trojan.Win32.Patched

JleCTpyKTUBHAA aKTUBHOCTbD:

X Moauduumpyetca cuctemHas 6mubnmorteka ws2_32.dll
X [MepexBaT akcnponpuupyemblx pyHkumnm ns ws2_32.dll
X MOHUTOPUHI UHPOPMALLMM B CeTEBbIX 3anpocax

X Moaudukauns ceTeroro Tpaduka

*CcKayaTtb 3aparkeHHbi camna ws2_32.dll moxHo 34ech:
http://www.offensivecomputing.net/?g=ocsearch&ocg=ba7b480af8293d78f0a7430100eb3del
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http://www.offensivecomputing.net/?q=ocsearch&ocq=ba7b480af8293d78f0a7430100eb3de1
http://www.offensivecomputing.net/?q=ocsearch&ocq=ba7b480af8293d78f0a7430100eb3de1

ANnekcaHap MaTpocoB
matrosov@yandex-team.ru

safesearch@yandex-team.ru
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