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OB®PYCKAUWNA NMPOIrPAMM

— 3TO TaKasl pasHOBMAHOCTbL SKBMBAJNEHTHBIX NpeobpasoBaHuii
nporpamMmm, KoTopasi npefHa3HayeHa Ans 3aTPYAHEHNA NMOHUMaHUS
Nporpamm, n3esedeHus nonesHol nHdopmaumm ob anroputmax,

CTPYKTYpPax AaHHbIX, CEKPETHBIX KJHOYaX, COLEPXKALLUUXCS B
nporpamMmax.



OB®PYCKAUWNA NMPOIrPAMM

— 3TO TaKasl pasHOBMAHOCTbL SKBMBAJNEHTHBIX NpeobpasoBaHuii
nporpamMmm, KoTopasi npefHa3HayeHa Ans 3aTPYAHEHNA NMOHUMaHUS
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CTPYKTYpax AaHHbIX, CEKPETHbIX KJH0YaX, COAEPXKALLNXCA B
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» lMepeas Hay4yHasn cTaTbs:
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» [NepBasi MaTemaTu4yeckasi NOCTaHOBKa 3ajaun:
Barak B., Goldreich O., Impagliazzo R., Rudich S., Sahai A.,
Vedhan S., Yang K. On the (Im)possibility of obfuscating
programs, 2001.



OB®PYCKAUWNA NMPOIrPAMM

HEKOTOPBIE HAMPABJIEHWA
NCCNEJOBAHUN

1. Onpegenenunst cToiikocTu obdyckaumm,
2. Obdyckaums ¢ pasgeneHneM nporpaMmbi.

3. NporpamMmbl, HenpoHUL@eMble A
CTAaTUYECKOro aHaun3a.



CTONKOCTb OB®YCKALMN
MO,EI,eJ'Ib K4HEepHOro swnka>»

BepositHocTHbIl anroputm O HasbiBaeTcs obdpyckaTopom,
CTOVKUM B MOAE/IN K4YEPHOro SILLMKa», eCn OH
YOOBIETBOPSAET C/eayownumM TpeboBaHNsIM:

1. (dyHkymoHansHoCTL) Anst noboii MawmHbl TotopuHra M
M~ O(M).
2. (nonvnommnansHoe 3amepnerune) CyliecTByeT Takoli NOANHOM
p(+), 4yto ans nwboin mawnHbl Tetopunra M

size(O(M)) < p(size(M)), time(O(M)) < p(time(M)).

3. (croiikocts) Ansi noboit PPT A (npotusHuka ) cyujectsyer
PPT S (cumynsitop) n npeHebpexumo mManas QyHkuns v,
TaKue 4TO HEPABEHCTBO

IPr{A(O(M))=1} — Pr{sM(157¢(M)) = 1}| < v(size(M))

BbINOAHAETCA ANA Ntoboi MawnHbl TetopuHra M.



CTONKOCTb OB®YCKALMN

Teopema
[Barak B., Goldreich O., el al., 2001]

O6dyckaTopoB, CTOWKNX B Moaenn
«YEepHOro siuinMKa», He CyLlecTByeT .



CTONKOCTb OB®YCKALMN
Ilpyrne onpepeneHunsi CTomkocTun

> CTOWKOCTb B MOAE/IN «KCEpPOro SLWMUKa»:
Baprosckuii H.I1., 2004.

» 0b6chyckaums ¢ 4ONONHUTENbHBIM BXOA40M:
Goldwasser S., Tauman Kalai Y.T., 2005.

> Haunydlas BO3MOXXHas 00dyckauus:
Goldwasser S., Rothblum G.N., 2007.

» 06dhyckaumsi anropuTMOB:
Baprosckuii H.I1., 2004.

> 3aWMTa KOHCTAHT (KNtoyei):
Baprosckuii H.I1., 2004; Hofheinz D., Malobe-Lee J., Stam
M. 2007.

» 0b6dyckauums npeanKkaTos:

3axapoe B.A., Bapnosckuii H.I1., 2003; BapHoeckuii H.I1.,
2004.



CTONKOCTb OB®YCKALMN

MOJTIOXKUTEJIbHbIE PE3VYJIbTATbI

CywecTtByeT obdpyckaTop,

CTONKO 3alULL AW aJropnTmbl ,
npeacrtaB/ieHHble JeTeEPMUHNPOBAHHbIMA
KOHEeYHbIMWU aBTOMaTaMu

(van OBDD nonuHomunanbHoro pasmepa).

Kystopun H.I1., LLlokypos A.A. n gp.,  2007;
Goldwasser, S., Rothblum G., 2007.



CTONKOCTb OB®YCKALMN

MOJTIOXKUTEJIbHbIE PE3VYJIbTATbI

ToueyHoii HasbiBaeTcst pyrkuus f,p 0 {0,1}" — {0,1}",
a,b € {0,1}", ynoenetBopsitoLias yciosuo

b, ecnun x = a,
farp(x) = { 0", ecnn x # a.

PaccmoTpum cemeiicTBO ToUeUHbIX hyHKLWT
Fn={fuy :u,ve{0,1}"} n npeankat 7, p(f) = (f = fop).

Teopema [Canetti R. 1997; 3axapos B.A., BapHosckuii
H.M., 2003; Lynn B., Prabhakaran M., Sahai A. 2004, Wee H,
2005]

Ecnu cyuiecTByloT 0HOCTOPOHHME NepecTaHOBKU, TO
npeavkaT 7, p, ONPeJeNieHHbIVi Ha CEMeiCcTBE Nporpamm,
BbIYNCAAIOWMNX TOYeYHble pyHKuUn F,, uMeeT CTOWNKYIO
obdpyckaumio.



CTONKOCTb OB®YCKALMN

MOJTIOXKUTEJIbHbIE PE3VYJIbTATbI

[porpaMmMa noBTOpHOroO WKdpPOBaHUS NPUHUMAET Ha BXOZ wndp
my coobuyeHns m, 3awndpoBaHHOro npu nomowm kaoda K, un
BBIYUCTSIET WP MR TOrO Xe cooblieHns m, 3awndpoBaHHOTO
npy nNomoLum apyroro kaoda R.

Teopema [Hohenberger S., Rothblum G. N., Shelat A.,
Vaikuntanathan V., 2007]

CyuiecTByloT NnporpaMmMbl NOBTOpPHOro wndposaHus, ans
KOTOPbIX MOXXHO NOCTPOUTb 06dhycKkaLmio, CTONKYIO B
cpeaHemMm B MoaeN N K4HepHOoro sumnka>».



CTONKOCTb OB®YCKALMN

Mycte M — 3To nporpamma ¢ napameTpom (nepeMeHHoM) x.
O6o3zHaunm M. npumep nporpammel M, B KOTOpoli BMECTO
napameTpa x nogcraeneHa koHctauTa ¢ € {0,1}".

BepositHocTHbIl anroputm O HasbiBaeTcs 0bchyckaTopom,
CKPbIBalOLWMM KOHCTaHTY, A/ NapaMeTpn30BaHHOIO CEMERCTBa
nporpamm F = {M. : ¢ € {0,1}", n> 1}, ecnu oH
YAOBNETBOPSAET Cleaytowmm TpeboBaHNAM:
1. (dyHKyMOHaNBHOCTB)
2. (nonnHommansHoe 3ameanexue)
3. (croiikoctb) Ons noboii PPT A (npoTtueHuka) cywectsyert
PPT S (cumynsitop) n npenebpexumo manas dyHkuus v,
TaKWe YTO HEPABEHCTBO

IPr{A[O(M,,), M ] =1} — Pr{SM= [152¢(Ms) M ]=1} < v(n)

BEPHO Anist Ntoboii napsl koHCTaHT ¢ € {0,1}" n ¢ €g {0,1}".



CTONKOCTb OB®YCKALMN

Croiikasi 06cpyckaymnsi, ckpbiBatoLLas
KOHCTaHTYy,

» HeBO3MOXKHa , ecnm My — 3To yHUBepcanbHas
MalunHa [ bropuUHra;

» Bo3MoxxHa , ecnn My = E(key(x), m) — aTo
nporpamMMa WngpoBaHns CTOKONA
KPUNTOCUCTEMBI C OTKPbLITLIM Kitodom key(X) u
CEKPETHBLIM KJIOHOM X.



OBdPYCKAUUNA C PASOEJTEHVNEM

Brok A

MPOrPAMMA

Brnok B

Bnok A : BBIYMCNSAETCS Ha 3aWULLEHHOM YCTPONCTBE HEDOJLLUOA
BbIMUC/IMTENIbHOW MOLLHOCTU (CMapT-KapTa, MpOoLEeccop ¢ MasbiM
obbemom namsTu u Ap.)

Bnok B : BbluncasieTca Ha OTKPbITOM BbICOKONPON3BOANTESIBHOM

BbIYNC/INTENBHOM YCTPOICTBE.




OBdPYCKAUUNA C PASOEJTEHVNEM

BbIHNCINTEJIBHAA MALLUVNHA

[Npoueccop MNamsaTe

Ecnn cyuwectBytoT ogHOCTOpOHHMUE hyHKLMK, TO Ntobyto
NpPoOrpamMmy m MOXKHO Npeobpa3oBaTh B TaKylo SKBMBAJIEHTHYHO
nporpammy O(7), ANsi KOTOPOIA:

1. Time(O(x)) < Time(r)log3( Time(r));

2. Mpn Boinontenun nporpammel O(7) Ha BIYMCANTENBHOM
YCTPOICTBE C 3aKPbITbIM MPOLECCOPOM M OTKPLITON NaMsATbIO
HUKAKOWM NPOTUBHNK, OrpaHNYeHHbIli NOSIMHOMUANbHBIM
BPEMEHEM, He cnocobeH pacnosHaTte nporpammy O(7) no
nocnefoBaTeNbHOCTN ee ObpaLleHniA K naMaTu.

R. Ostrovsky, 1990.



OBdPYCKAUUNA C PASOEJTEHVNEM

MPOrPAMMA A BbIHYNCNEHWUA poly(Xi,. .., Xn)

LLncppatop E Cxema
B

HewndpaTtop D BbIYMC/IEHUS

Ins 3apaHHoli nporpamMmmbl A BbluMcieHns anrebpanyeckinx
BbIpaXkeHul (anrebpanyeckoil cxeMbl) NOCTPOUTL TaKMe aNropuTMbl
E (wudpaTop), D (mewndpatop) un nporpammy B, uTo

>
>
>
>

B no 3¢ppekTUBHOCTM HE3HAYNTENLHO OTAMYaeTcs oT A,
anroputmbl E v D npocTtel, adpdhekTmeHbl 1 He 3aBucsaT ot A;
A(x) = D(B(E(x))):

He 3Has anroputmoB E n D, u3 3navenns E(x) Henb3s
3(pheKTMBHO M3BNIEYL HUKAKOW MHPOPMALUN O BXOAE X;

He 3Has anroputmoB E u D, u3 nporpammel B Henb3s
ophekTMBHO M3BNEYL HUKAKOW MHOpMaLMUM O napaMeTpax
(koabdpunumenTax) nporpammel B.



OBdPYCKAUUNA C PASOEJTEHVNEM

MPOrPAMMA A BbIHYVNCNEHUSA poly(Xi,. .., Xp)

LLincbpatop E Cxema
B

HewmdbpaTtop D BbIYNCIEHUS

Teopema. [Sander, Tchudin, 1998; LLlokypoe A.B., 2004. ]

Cyuiecteyet npeobpaszosaHue O auukAMYECKMX NPOrpamMM,
peasnsyownx asredbpanyeckne BolYNCIEHNS, B CUCTEMBI

BbIYMCIEHNI Hag 3aWNPOBAHHBLIMU AAHHLIMUA CO CIEAYHOLLUMM
CBONCTBaMMU:

1. npeobpazosaHue nporpammel A B CxeMy BblYUCIEHUI
(E, D, B) sacbbekTuBHO;

2. size(B) = poly(size(A));

3. HUXKHASA OLIEHKa CTOMKOCTIN CXEMBbI SKCNOHEHUWMaNbHaA .



OBdPYCKAUUNA C PASOEJTEHVNEM

O6dyckaymeii C OTKPbLITLIM KAKOYOM AN Knacca nporpamm C
Ha3bIBAETCA TaKoll BeposATHOCTHbIW anroputm O

O :C —(F,D),
YAOBNETBOPSIET CAEAyOWNM TpeboBaHUsIM:
1. (dyHKyMOHaNBHOCTL) Anst ntoboli nporpammel m € C
O = (F,D)(r) = =n(x)= D(F(x));
2. (nonuHommnanbHoe 3ameasneHue)
3. (croiikocTsb) gast noboii PPT A (npotushuka ) n ans noboii
napsl nporpamm 7o, 71 € C BbINOHAETCS HEPABEHCTBO
|(Pr[A(F,) = r] — 1/2| < v(size(mo) + size(m1)),
rAe BEPOSITHOCTb BbIYNC/SIETCS MO CAEAYIOLNM MEPEMEHHBIM:
cyyYaiiHble NapamMeTpbl, NCNOMb3YeMbIE AJISi NOCTPOEHUS!

O(mo) = (Fo, Do), O(m1) = (F1, D),
cayyaiinbiii 6ut r €g {0, 1}.



OBdPYCKAUUNA C PASOEJTEHVNEM

Teopema. [Ostrovsky R., Skeith W., 2005.]

CyuiectsyeT cToiikas obdyckaums ¢ OTKPbLITBIM KAHOYOM AJ1si
nporpamm BbIbOpa TEKCTOB M3 MOTOKA AAHHbLIX MO 3afaHHOMY
Habopy KJIOYEBLIX CIOB.



NMPOIrPAMMBbI, HENMPOHNUAEMBbBIE OJ14
AHAJIN3A

Moseperne Comp(w, 1) (onepaynoHHast ceMaHTMKa) NporpamMmbl
MOXET ObITb OMPEAENEHO B Pa3NNyHbIX NHTeprpeTaymnsx /.

npOFpaMMbl 1 N 7T CHATAKOTCA 3KBUBAJIEHTHBIMW B
NHTEpnpeTaunn I, €CIN OHN NMEKT OANHAKOBOE NOBEAEHNE!

Comp(m1,1) = Comp(ma, I).



NMPOIrPAMMBbI, HENMPOHNUAEMBbBIE OJ14
AHAJIN3A

Moseperne Comp(w, 1) (onepaynoHHast ceMaHTMKa) NporpamMmbl
MOXET ObITb OMPEAENEHO B Pa3NNyHbIX NHTeprpeTaymnsx /.

npOFpaMMbl 1 N 7T CHATAKOTCA 3KBUBAJIEHTHBIMW B
NHTEpnpeTaunn I, €CIN OHN NMEKT OANHAKOBOE NOBEAEHNE!

Comp(m1,1) = Comp(ma, I).
CemaHnTuyeckoe coiicTeo P — oTobpaxxeHue
P : Prog x Int — L,

rae L — peletka ¢ MakcMMasnbHbIM 351eMeHTOM T (nosiHast
HeomnpeeNeHHOCTb).

[Mporpamma 7 HasbiBaeTcs P-HENpPOHMULLAEMO B UHTEpNpepTaLmm
|, ecnn BbINONIHSIETCS PaBEHCTBO:

P(m, 1)=T.



NMPOIrPAMMBbI, HENMPOHNUAEMBbBIE OJ14
AHAJIN3A

MycTb 3agaHbl abcTpakTHblE UHTEpRpeTauuy nporpamMm L u b n
cemMaHTU4eckoe cBolicTso P .

Anropntm O
O : Prog — Prog
HasbiBaeTcs (/1 l)-nonnoii obdyckayueii ceolictea P, ecnu ans
ntoboli NporpaMmel T BLINOJIHAIOTCSA CleayoLne YCA0BUS:
1. nporpammbl m u O(7) 3KBMBaNEHTHbI B MHTEpnpeTauun f;

2. nporpamma O(7) siBnsieTcsi P-HenpoHuULaemoii B
nHTepnpetauun /.

Teopema [3axapos B.A., Vgaros K.C., 2004]

CyliecTByOT NnpuMepbl UHTepnpeTaunii I, b 1 cemaHTu4ecknx
ceoiicTB P, Ans kotopbix cywecTtsytoT (/1 l)-nonnas obdyckauus
cBoiicTBa P.



CMNACMBO 3A BHNMAHNE.
BALLW BOIPOCBI?



