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[1naH

e Cnocobbl KOHTPOMSA AOCTYMNa u
3awmnTtbl ot HCA

v [NCKPEeuMOHHbIN N MaHAATHbIN
KOHTPO/Ib AOCTYnMa

v 3almTa AaHHbIX NpU GU3NYECcKoM
aocTtyne

e YnpaBneHue 60/bLLUOW
MHdpacTpykTypon. Cpeacrsea
LeHTpanmsaummn ynpasieHus.

o Ceptndmkaumm Red Hat
Enterprise Linux (RHEL) B
obnactn UB.
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KOHTpPO/Z1b AOCTYyMNa B Linux

o CTaH.CI,apTHaFI MoAd€E€JIb OCHOBAHA Ha ANCKPELUMNOHHOM
KoHTpone goctyna (DAC) u cnegyet Tpaanumam UNIX
v [paBa pocrtyna K dannam yCcTaHaBMBAKOTCA ANA MOSb30BaTeNen U
rpynn
v [puBunernpoBaHHble onepaumu TpebyroT NOJIHOMOYNN aAMUHUCTPATOpa

v N3onauusa npoueccoB B ctune UNIX

e [loCcTaTouyHa Nn CcTaHAapTHas Moaenb?

v" TmbKOCTb OrpaHmMyeHa KOHTPONIEM Nosib3oBaTens / rpynnbl. Bce
NpoOLECChbl OAHOr0 NOSIb30BaTENS UMEKT PaBHble NOTHOMOYMUS.

v' TlpaBa AocCTyna K dannam 3aaatoTcsa nx BnagenbueMm. HeBo3MOXHO
OrPaHNYnUTb PUCK OWNBKK UNKN NpeaHaMepPEHHbIX BpaXaebHbIX
AEeNCTBUIN NOMb30BaTENS.

v AOMUHUCTPATOpP MMEET MNONIHbIN AOCTYN K cucTeMe. YcnewHas ataka Ha
NPpUIOXKEHME, NCMOJHAKLWEECH C NpaBaMu aAMUHUCTpaTopa, NpuUBOAUT
K 3aXBaTy KOHTPO/S Haj BCEN CUCTEMOWN
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MaHAaTHbIA KOHTPOJIb AOCTYNa

e Peanunsyetcd c noMowbio SELinuX

v SELinux — noacucrtemMa B CTaHAaApTHOM siape Linux, 3To He oTAenbHas
Bepcua Linux.

v [ononHeHune Kk DAC, He 3aMeHa.
v TpunoxeHnsa He TpebyoT Mogmndmnkaumn.

e OcHoBa SELinux — nonutunka: uenesas Ha ocHoBe MCS,
cTporasa Ha ocHoBe MCS, cTtporas Ha ocHoBe MLS

|| Kernel -

OVCKpPEeLMOHHbIN KOHTPOJ1b A0CTYNa MaHOaTHbIN KOHTPOJIb AOCTVMNa
ATaKyloLwWmnin, Nnoay4nBLLNN NPUBUNET N, Mpuno)xxeHnsa N30anpoBaHbl. ATaKyOLWWA
NMeeT MOJIHbIN JOCTYN K CucTeMme. OrpaHM4YeH B CBOUX OENCTBUSAX.
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MaHaaTHbIM KOHTPOJ1b AOCTYNa

e Pa3rpaHunyeHue gocTtyna, 3agaHHOE NOANTUKOMN
6be3onacHoOCTnN, He MOXeT bbiTb 06onaeHO

V' YCTpaHseT nocneacrtsms ownbok nnu spaxxkaebHbix 4encTBUN
NoNb30BaTeNs] — HEBO3MOXHO pa3pewnTb TO, YTO 3arnpeLlieHo
NOSIUTUKOMN.

v' OrpaHW4MBaET MOCNEeACTBUSA HEKOPPEKTHOW HAaCTPOMKMN CEPBUCOB UMK
Ha/IMYNSA B HUX YA3BMMOCTEN — HEBO3MOXHO MOYUYUTb AOCTYN K TEM
4YaCTAAM CUCTEMbI, K KOTOPbIM HE MMeN A0CTYyNna aTaKoBaHHbIA cepBUC.

v OrpaHVI‘-IVIBaETCFl pOJib «BCECUJTbHOIO aAMUHUNUCTPATOPA CUCTEMDbI>.
BO3MO>XXHO Hanuyme HeCKoSIbKNUX agMUHUCTPATOPOB, UMEKLLMNX
pa3Hbl€ MOJIHOMO4YNA, B TOM HHUCNE Ha AOCTYN K AAHHbIM.

e OrpaHu4yeHune BO3MOXHbIX rnocsieactemin cboes
NPUITOXEHNN U APYTMX CpeacTB 3alyuThbl

e LleHTpanusauusa noanTUKM 6e30nacHoOCTH
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KOHTpO/1Ib 1 ayauT

e SELinux - peannsaumda maHAaTHOro KOHTpPOAA AOCTyna
v' OrpaHunymBaeT nocneacTtems owWmnMboK nonb3oBaTenen
v' OrpaHunymBaeT NocneacTBuUs yS3BMMOCTEN B CepBUCax
v Tlo3BONSIET 3HAUMTENIbHO CTPOXE pPa3rpPaHNYnUTb AOCTYM K AAHHbIM

be3 SELinux C SELinux

e Audit - oTcnexunBaHne n aHanmnia Bcex cobbITUMN B CUCTEME

v Mcnonb3oBaHWe NporpamMM nosib3oBaTenIiMmn, CUCTEMHbIE Bbl30BbI
nporpamMm, obpalieHune Kk amnnam un 1.4

3awmuleHHble VIHCbOpMaLWIOHHbIe CUCTEMbI Ha OCHOBEe Linux
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3almnTa AaHHbIX NpU OU3NYECKOM A0CTyne

e HoyTbyku, dnew-anuckn, yKpaaeHHbIN XeCTKUN ANCK —
CUCTEMbI pa3rpaHnyeHuns aoctyna 6ecnonesHsl

e LUKS — OTKpbITbIM CTaHAApT B 0651aCTn WndpoBaHNA ANCKOB

v PaboTaeT 4epes device-mapper
v' TIONHOCTbIO Npo3padeH ANa NpUNoXKeHNn

v TMo3BonsieT wndpoBaTb pasaenbl AaHHbIX, CUCTEMHbIW pa3aen,
cBon-pasaenbl, ToMa LVM

v Kno4nm MOryT Kak BBOAUTBLCS C KNaBuaTypbl, TaK U XpaHUTbLCH,
Hanpumep, Ha dnew-ancKke Nanm reHepmpoBaTbCsi BO BpeMs CTapTa
cuctembl (SWAP)

v' 3a cYeT HU3KOYpPOBHEBOW peannsaumnm notepu npomsBoamnTeNibHOCTb
MMNMHNMAJ1IbHbI MO CpaBHEHUIKO C aHAJ/1I0NaMu, pa60Ta+ou_u/|MV| B
NpOCTpaHCTBE nonb3oBaTtens (userspace)

e WM3HavanbHO LUKS opuneHTUpoOBaH Ha Linux, HO cyLllecTByeT

peann3auus noa Windows
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LleHTpannsauna ynpaBneHund

e LleHTpanunsauusa ynpaeneHuna nonab3osartenamm — LDAP
v EOAWMHOE XpaHunuwie ans Bcen nHopMaumm o nonb3oBaTensax
v WHTerpauwus c Active Directory, BO3MOXHa CMHXPOHMU3aLUNA B 0be
CTOPOHbI (B HEKOTOPbIX peanm3aynsx)
e |leHTpanusauunsa ynpassieHns MHPPaACTPYKTYypou

v' Linux — m3Ha4danbHo ceteBasd OC, paccyMTaHHaa Ha
LLeHTpa/IM30BaHHOE aAMNHNCTPUPOBaHUE

v CucrtemMa WwTaTHbIMKM CpeacTBaMM NO3BOMSET:

e LUeHTpannsoBaHHOE BeAEHMNE CUCTEMHbIX
XXYpHanos (10ros) BCcex MallUMH CEeTU
N LEeHTpann30BaHHbIN ayanuT

e LleHTpannsoBaHHOEe 3a4aHUNE U
NpUMeHeHne HACTpoeK CUCTEMDI
N BCEX MPUNOXKEHNN

e  MoOHUTOPUHI pacnpeneneHHon CTpykTypbl (SNMP)
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Ceptnpmnkaumm RHEL

CHCTEMA CEPTHO®HKALIHH
CPEJCTE 3AINHTHEI HHOPOPMALHH

e CeptnpuumposaHsl RHEL4 AS un '
RHEL4 WS Ha Bcex annapaTHbIX -
I'IJ'IachOpMaX IBM. CEPTH®HKAT COOTBETCTBHA

N 1294

MO TPEGOBAHHAM BE3CGNACHOCTH HHMOPMALHH
N POCC RUOGL.OTEHOD

Beiann & pexalipn 2006 ¢
Aitcranmenen o § sexabpy 2009 r.

H ST i tpnnqlmt:r \10-c|mc|'s|cr uTO onnpnqlmnmn enerema Red Hat Enterprise

e MexayHapoaHasa ceptudunkaumd
v CAPP/EAL4+

e Poccumnckasa ceptudpunkauma (CTIK)
v 0yad4 (ycuneHHbin) / HOAB4

TG AOCTVIE H W |r~|,\||| HH. MacTe 1. T1porpasasieo
Emsccripusaume o ypoRHK KOHTPLAE
akomiccin Pocoin, [995) - mo 4 yposn
@ Linux Version 4 Updste 1 Jasane na G
wudi yposesn  goremax OV (ye
TpefioRMIREMH  DYROBIIARIErD  ACKYHEHTA
eTE W ||4.|up:~t uHaEKsE Tesnoaorait. Kperepun cugmen Seaonnciocra mndoprasipn iy
" M0 ®  WokeT  HCTIBELIORATE e ml,|a||||||

o AT BRmOYETENRHD B
& CHCTEMB, JMIHATA 0T HEE
ATHIMPOREHHEIY CHOTEM W OTPE

TATEE CEPTRHEALHOHHETS HENHTAHHA, NPOSeRs HHx

al MRCHOETH WHIPE |u1n|l|| & ATTECTHT ARKPEIHTALIHN OT
M.03.2006 Ne CIH RULTITRO8.023) - vexmwscexnil omyer of ocoewme or 23,11, t|||r M OoTEETR O
eprudiakausi BCTIK Poconn o B, 122008

e JXKM3HEHHbIN UMK cepTUudumnKaTa: s

E} [; \'lacmm l\pl CHONpecHEBCkan 1130, 0. §
93) TT5-BE00

v RHEL4 Update 1 + Audit Pack — e —

ROHTPOMb GO 8 TPOOOBAMHAM  VKIKIMIEMX B NACTORIEEM CEpTHRHKTTE  PyEd
HTed clcauTareatucil.  mboparopeedi 000 allontp Beanl

SORYMEHTOR  GEV

no 11 anpena 2010 roaa e

v" RHEL4 Update 4 — B npouecce
cepTudurKaumm B HacTosiLlee BpeMs

FIAMECTHTEIL JHPEETOPA CTIK POCCHH
—_

Ad anonos

I A BT CTACTE AT HEGS LB
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Cnacnbo 3a BHMMaHue!

®

www.vdel.ru Bornpbockl? Anekcen BacrokoB
www.redhat.com P ' vasyukov@vdel.ru
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