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VLADIMIR ANASHIN

ABSTRACT. The paper study counter-dependent pseudorandom generators;
the latter are generators such that their state transition function (and out-
put function) is being modified dynamically while working: For such a gen-
erator the recurrence sequence of states satisfies a congruence z; 11 = fi(z;)
(mod 2™), while its output sequence is of the form z; = F;(z;). The paper
introduces techniques and constructions that enable one to compose genera-
tors that output uniformly distributed sequences of a maximum period length
and with high linear and 2-adic spans. Some evidence is given that the corre-
sponding stream chipher could be provably strong against a known plaintext
attack (up to a plausible conjecture). Both state transition function and out-
put function could be key-dependent, so the only information available to a
cryptanalyst is that these functions belong to some (exponentially large) class.
These functions are compositions of standard machine instructions (such as
addition, multiplication, bitwise logical operations, etc.) The compositions
should satisfy rather loose conditions; so the corresponding generators are
flexible enough and could be easily implemented as computer programs.

1. INTRODUCTION

The study of ergodic, measure-preserving and equiprobable functions on the
space Z,, of p-adic integers in [6, 16, 7, 11] was mainly motivated by possible appli-
cations to pseudorandom number generation for cryptography and simulation. In
the present paper we consider generators based on these functions, prove that the
produced sequences have some (properly defined below) ‘features of randomness’,
and calculate exact values of certain (crucial for cryptographic security) parameters
of these generators. Namely, we characterize all possible output sequences in the
class of all sequences, calculate exact lengths of their periods, distribution of over-
lapping and non-overlapping k-tuples, linear complexity, and p-adic span. Also, we
demonstrate that with the use of these functions it is possible to construct a stream
cipher such that to recover its key is an infeasible problem (up to some plausible
conjectures).

In fact, the paper introduces certain techniques and constructions that enable one
to design stream ciphers with both state transition and output functions depend-
ing on key; yet independently of key choice the corresponding generator always
provides predefined values of output sequence parameters, which are mentioned
above. These functions are (key-dependent) compositions of (standard) machine
instructions: arithmetic ones, such as addition and multiplication (exponentiation
and raising to negative powers as well), logical ones, such as XOR, OR, AND, NEG, etc.,
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and others (e.g., shifts, masking). Thus, generators of this kind admit quite natural
implementation as a computer program. Such generators are rather flexible: To
obtain due performance a programmer could vary length of the composition and
choice of machine instructions without affecting the above mentioned probabilistic
and cryptographic characteristics.

Further, focusing on these ideas we introduce counter-dependent generators; the
latter are generators such that their state transition function (and output function)
is being modified dynamically while working. To be more exact, for these generators
the recurrence sequence of states satisfies a congruence z;11 = f;(z;) (mod 2"),
while their output sequence is of the form z; = Fj(u;). Note that both state
transition function f; and output function F; depend on the number i of a step; yet
newertheless the output sequence is purely periodic, its period length is a multiple
of 2™, distribution of k-tuples, k& < m is uniform, its linear complexity is high, etc.
Moreover, not only f; and F; themselves could be keyed, but also the order they
are used during encryption. !

To give an idea of how these schemes look like, consider the following example
of a counter-dependent generator modulo 2. Take arbitrary m = 3 (mod 4), then
take m arbitrary compositions vg(x),. .., vm—1(z) of the above mentioned machine
instructions (addition, multiplication, XOR, AND, etc.) and constants, then take
another m arbitrary compositions wo(x),. .., wm—1(z) of this kind. Arrange two
arrays V and W writing these v;(z) and w;(z) to memory in arbitrary order.
Now choose arbitrary zo € {0,1,...2" — 1} as a seed. The generator calculates
the recurrence sequence of states z;11 = (¢ mod m + x; + 2 - (V; mod m(z; + 1) —
Vi mod m (:))) mod 2™ and outputs the sequence z; = (1+7(z;)+2- (Wi mod m (7(x;)+
1) — Wi mod m(m(x;)))) mod 2™, where 7 is a bit order reversing permutation, which
reads an n-bit number z € {0,1,...,2™ — 1} in a reverse bit order; e.g., 7(0) =
0,7(1) = 2"~ 7(2) = 2""2 7(3) = 22 4+ 2771 etc. Then the sequence {z;} is a
purely periodic sequence of period length 2"m of n-bit numbers, and each number
of {0,1,...,2™ — 1} occurs at the period exactly m times. Moreover, if we consider
{z;} as a binary sequence of period length 2™mn, then the frequency each k-tuple
(0 < k < n) occurs in the sequence is exactly 2% The output sequence {z;} is also
purely periodic of period length 2"m, and each number of {0,1,...,2" — 1} occurs
at the period exactly m times either. Moreover, every binary sequence obtained by
reading each s*® bit §,(2;) (0 < s < n—1) of the output sequence is purely periodic;
its period length is a multiple of 2™, hence its linear complexity (as well as the one
of the whole sequence {z;}) exceeds 271,

In fact, for such stream encryption schemes the only information available to a
cryptanalist is that both the output and the state transition functions belong to a

1The notion of a counter-dependent generator was originally introduced in [13]. However,
in our paper we consider this notion in a broader sense: In our counter-dependent generators
not only the state transition function, but also the output function depends on i. Moreover, in
[13] only a particular case of counter-dependent generators is studied; namely, counter-assisted
generators and their cascaded and two-step modifications. A state transition function of a counter-
assisted generator is of the form f;(z) = i x h(x), where % is a binary quasigroup operation (in
particular, group operation, e.g., + or XOR), and h(z) does not depend on ¢. An output function
of a counter-assisted generator does not depend on ¢ either. The main security notion studied in
[13] is diversity, which generalizes a concept of long cycles. Note that all our generators achieve
maximum possible total diversity, which is equal to the order of the output set.
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certain (exponentially large) class of functions, and practically nothing more. Thus,
practical attacks to such stream encryption scheme seem to be ineffective.

We must immediately note here that, strictly speaking, all these results give some
evidence, yet not the proof of cryptographic security of these ciphers. We recall,
however, that today for no stream cipher based on deterministic algorithm there
exists an unconditional mathematical proof of security. We ought to emphasize
also that the study of stream encryption schemes below should not be considered
as an exaustive cryptographic analysis. The latter one implies a study of attacks
against a particular scheme, which numerical parameters have exact predefined
values. Loosely speaking, further results could be considered as a ‘toolkit’ for a
stream cipher designer, but not as 'make-it-yourself kit’: The latter implies detailed
‘assemble instructions’; following them guarantees an adequate quality of the whole
thing. No such instructions are given in the present paper, only some ideas and
hints.

The paper is organized as follows:

e In Section 2 we introduce some basic notions, consider standard machine
instructions as continous 2-adic mappings, describe their properties and
prove that under certain very loose conditions the output sequence will be
uniformly distributed.

In Section 3 we state a number of results that enable one to construct
permutations with a single cycle and equiprobable functions out of standard
machine instructions. Moreover, as examples of how these techniques work
we reprove some of known results in this area, as well as establish new ones.
In Section 4 we outline several ways of combining functions described in Sec-
tion 3 in automaton that generates uniformly distributed sequence. There
we introduce a new construction (called wreath product of automata, by
analogy with a corresponding group theory construction) that enables one
to build counter-dependent generators with uniformly distributed output
sequences of a maximum period length.

In Section 5 we study complexity and distribution of output sequences of au-
tomata introduced in Section 4: Linear and 2-adic spans of these sequences,
their structure, distribution of k-tuples in them, etc. In particular, we prove
that distribution of (overlapping) k-tuples is strictly uniform; namely, that
these output sequences have a property that could be called a generalized
De Bruijn: Being considered as binary sequences, they are purely periodic,
their period lengths are multiples of 2", and each k-tuple (k < m) occurs
at the period the same number of times. From here we deduce that a large
class of these sequences satisfy Knuth’s criterion Q1 2 of randomness.

In Section 6 we demonstrate how to construct a stream cipher with in-
tractable key recovery problem conjecturing that a set of & multivariate
Boolean polynomials define a one-way function (it is known that to de-
termine whether a system of k Boolean polynomials in n variables has a
common zero is an NP-complete problem *).

2See [2, Section 3.5, Definition Q1]
3See e.g. [26, Appendix A, Section A7.2, Problem ANT-9]
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2. PRELIMINARIES

Basically, a generator we consider in the paper is a finite automaton 2 =
(N, M, f, F,up) with a finite state set N, state transition function f : N — N,
finite output alphabet M, output function F : N — M and an initial state (seed)
ug € N. Thus, this generator produces a sequence

S = {F(uo), F(f(u0)), F(fP (o)), ..., F(f9 (uo)),...}

over the set M, where

FD (o) = f(oo fluo)...) (G=1,2,-..); FOug) = up.
——
j times
Automata of the form 2 will be considered either as pseudorandom generators
per se, or as components of more complicated pseudorandom generators, which are

introduced in Section 4; the latter produce pseudorandom sequences {zg, 21, 22, . .}
over M according to the rule

20 = Fo(ug),u1 = fo(uo); ...z = Fi(us),uip1 = fi(ui);...

That is, at the (i + 1) step the automaton 21; = (N, M, f;, Fi,u;) is applied to the
state u; € N, producing a new state u;+; = f;(u;) € N, and outputting a symbol
Z; = Fz(uz) e M.

Quite often in the paper we assume that N = I,(p) = {0,1,...,p" — 1}, M =
L (p), m < n, where p is (usually a prime) positive rational integer greater than
1. Moreover, mainly we are focused on the case p = 2 as the most convenient for
computer implementations, and use a shorter notation I, instead of I,(2). As a
rule, further we formulate results mainly for this case, making brief remarks for
those of them that remain true for arbitrary p.

Now let n = km > 1 (may be, k = 1) be a positive rational integer. Let the state
set N of the above mentioned automaton A be I,, = {0,1,...,2" — 1}. Further we
will identify the set I, either with the set of all elements of the residue class ring
Z/2™ of integers modulo 2", or with a set W, (2) of all n-bit words in the alphabet
I=1; = {0,1}, or with a set of all elements of a direct product

(z)2™) ) = 7,/2™ x ... x ZJ2™

k times

of k copies of the residue class ring Z/2™, or with a set W;(2™) of all words
of length k in the alphabet I,,. In other words, if necessary, we may treat a
number i € {0,1,...,2" — 1} either as an n-bit word, or as a k-tuple of numbers of
{0,1,...,2™ — 1}, or as a k-tuple of m-bit blocks.

To be more exact, let 67*(i) € I, be the j* digit of a number i in its base-2™
expansion: that is, if i = ig +1i1 - 2™ + 5 - (2™)? +. .., where i; €Ly, 7=0,1,2,..,
then, by definition, 67"(i) = i;. (For m = 1 we usually omit the superscript, when
this does not lead to misunderstanding). With these notations, if i € I, then
the word wy(i) € Wg(2™) is a concatent 6§*(¢)...d7" ;(¢), and a corresponding
element 74(i) € (Z/2™)%) is rp(i) = (6§8°(3),...,07" 1(i)). Thus, for each i € I,
and for arbitrary mappings F : (Z/2™)*) — 7Z/2™ and G : W,,(2) — W, (2™) the
expressions F(i) and G(i) are correctly defined: namely, F(i) stands for F(ry (%)),
G (i) stands for G(wg(7)). In view of the above mentioned bijections between I,,, and
Z/2™, both F(i) and G(i) may be considered as elements of I,,, and I,,, respectively.
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We will need a particular mapping 7% : W4(2!) — W, (2'), an order reversing
permutation: wl(uguy ... us 1) = Us_1Us_3 . ..U, Where ug,...,us_1 € I;. In view
of the above conventions, for each i € I(2") the following expressions are well
defined: m}*(i), (i) € I, and 7, (67(i)) € L. In other words, =}, (i) reads base-2
expansion of ¢ in reverse order, while 77*(¢) reads base-2™ expansion of ¢ in reverse
order; e.g. mi(7) = 14, 73(7) = 13. Often, when it is clear within a context, we
omit a superscript (sometimes together with a subscript) in 77"

Note that functions 7, 7}, 6™, being compositions of arithmetic and logical

nrvy )
i AND(2™ (2 —1))

operators, are easily programmable: so 07'(i) = i (in particular

5} (7)) = M'\ZLJ-(?)) is a composition of AND (bitwise logical multiplication, bitwise
conjunction) and left and right shifts, 7} (i) = 61 _; (i) +dL_5(i)-2+---+3()-2" L.
Note that for certain m,n both 07" (i) and (i) are just a machine instruction (e.g.,

‘read j*" memory cell’, the latter assumed to be m-bit) or with use of writing to
and reading from memory. For instance, byte order reversing permutation 7r,§ could
be implemented with the use of stack writing-reading, whereas 73 could be stored
in memory as one-dimensional byte array (the i byte is 73 (i)); then 7y and m}
could be combined in an easy program to obtain 7.. Also we notice that in fact one
uses the mapping 7} in simulation tasks when he converts integer output sg, s1, ...
(s; € {0,1,...,2™ — 1}) of a pseudorandom number generator into real numbers
{3%,5%,...} of unit interval.

It worth mentioning here that, according to the above settled conventions, we can
consider bitwise logical operators (such as XOR, AND, etc.) as functions defined on
the set Ng = {0,1,2,...}: We merely represent variables in their base-2 expansions
(e.g., 1xorR3 =2, 1AND3 = 1). An m-bit right shift is just a multiplication by 2™,
whereas an m-bit left shift is integer division by 2™, i.e., | 57 |, with |«] being the
greatest rational integer that does not exceed o. Note that throughout the paper we
represent integers ¢ in reverse bit order — less significant bits left, according to their
occurrences in 2-adic canonical representation of ¢ = do () + 1 () - 24 92(2) -4+ . . ;
so 0011 is 12, and not 3.

Functions 7! together with arithmetic operations (addition and multiplication)
as well as bitwise logical operations (such as xor, AND) and other “machine” ones
(such as left and right shifts) are “building blocks” of pseudorandom generators
studied below, so for reader’s convenience we list the corresponding operators here,
supplying them by definitions and comments, if necessary.

Bitwise logical operators are defined by the following congruences, which must
hold for all u,v € Ny (or, equivalently, for all u,v € Zy) and for all j =0,1,2,....

XOR, or & , a bitwise ‘exclusive or’ operator: ¢;(uXxorv) =

5;(u) + 0;(v)  (mod 2);

AND, or A, a bitwise ‘and’ operator, bitwise conjunction: §;(uANDv) =
6;(u) - 8;(v) (mod 2);

OR, or V, a bitwise ‘or’ operator, bitwise disjunction: d;(uorv) =
;) + 85(v) + 85(u) - 6;(v)  (mod 2);

NEG, or —, a bitwise negation: d;(NEG(u)) =

dj(u) +1 (mod 2).
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The other bitwise logical operators (originating from e.g. implication, etc.) could
be defined by the analogy.

Note that all these operators are defined on the set Ny of non-negative rational
integers. Moreover, they are defined on the set Zs of all 2-adic integers (see [6, 16]).
The latter ones within the context of this paper could be thought of as countable
infinite binary sequences with members indexed by 0,1, 2, ... . Sequences with only
finite number of 1’s correspond to non-negative rational integers in their base-2 ex-
pansions, sequences with only finite number of 0’s correspond to negative rational
integers, while eventually periodic sequences correspond to rational numbers repre-
sented by irreducible fractions with odd denominators: for instance, 3 = 11000 .. .,
-3 =10111..., % =11010101..., —3 = 101010.... So &;(u) for u € Zj is merely
the 7' member of the corresponding sequence.

Arithmetic operations (addition and multiplication) with these sequences could
be defined via standard algorithms of addition and multiplication of natural num-
bers represented in base-2 expansions: Each member of a sequence, which corre-
sponds to a sum (respectively, to product) of two given sequences, will be calculated
by these algorithms within a finite number of steps.

Thus, Zs is a commutative ring with respect to the so defined addition and
multiplication. It is a metric space with respect to the distance ds(u,v) defined by
the following rule: da(u,v) = |lu — v||z = 5, where n is the smallest non-negative
rational integer such that d,(u) # 6,(v), and da(u,v) = 0 if no such n exists (i.e.,
if u = v). For instance dz(3, %) = 1. With the use of this distance it is possible to
define convergent sequences, limits, continuous functions and derivatives in Zs.

For instance, with respect to the so defined distance, the folowing sequence tends
to —1,

1,3,7,15,31,...,2" = 1,... — —1,
2

bitwise logical operators (such as xor, AND) define continuous functions in two vari-
ables, the function f(z) = xxora is differentiable everywhere on Zs for every
rational integer a: Its derivative is —1 for negative a, and 1 in the opposite case
(see 3.22 for other examples of this kind and more detailed calculations).

Reduction modulo 2" of a 2-adic integer v, i.e., setting all members of the corre-
sponding sequence with indexes greater than n — 1 to zero (that is, taking the first
n digits in the representation of v) is just an approximation of a 2-adic integer v
by a rational integer with accuracy 2%: This approximation is an n-digit positive
rational integer v AND(2"™ — 1); the latter will be denoted also as v mod 2. For
formal introduction to p-adic analysis, precise notions and results see e.g. [3] or [4].

Arithmetic and bitwise logical operations are not independent: Some of them
could be expressed via the others. For instance, for all u,v € Zy

NEG(u) = uxOR(—1);
NEG(u) + u = —1;
UXORV = U + v — 2(uAND v);

wORV = u+ v — (WANDD);

wORY = (UXORV) + (uAND V).
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Proofs of these identities (2.0.2) are just an exercise: For example, if a, 8 € {0,1}
then a® f=a+f —2af and aV 3 =a+ [ — af. Hence:

UXORV = ZZi(éi(u) ®6;(v) =Y 2°(Bi(u) + 6i(v) — 20;(w)di(v)) =

=0 =0

D 20 (6i(w) + Y 2(6i(v) — 2+ > 2(6;(u)d;(v)) = u+ v — 2(uAND ).
=0 =0 =0

Proofs of the rest identities could be made by analogy and thus are omitted. Right
shift (towards more significant digits), as well as masking and reduction modulo 2™
could be derived from the above operations: An m-step shift of u is 2™wu; masking
of u is uAND M, where M is an integer, which base-2 expansion is a mask (i.e.,
a string of 0’s and 1’s); reduction modulo 2™, i.e., taking the least non-negative
residue of u modulo 2™ is u mod 2™ = wAND(2™ — 1).

A common feature the above mentioned arithmetic, bitwise logical and mashine
operations share is that they all, with the only exception of shifts towards less sig-
nificant bits, are compatible, i.e. w(u,v) = w(uy,v1) (mod 2") whenever both con-
gruences u = uy (mod 2") and v = v; (mod 2") hold simultaneously. The notion
of a compatible mapping could be naturally generalized to mappings (Z/ pl)(t) —
(Z/pl)(s) and (Zp)(t) — (Zp)(s); compatible mappings of the latter kind could be
also considered as those satisfying Lipschitz condition with coefficient 1 (with re-
spect to p-adic distance), see [16]. Obviously, a composition of compatible mappings
is a compatible mapping. We list now some important examples of compatible oper-
ators (Z,)® — (Z,)), p prime (see [16]). Part of them originates from arithmetic
operations:

multiplication, - : (u,v) — uv;

addition, + : (u,v) — u+ v;

subtraction, — : (u,v) — u — v;

exponentiation, 1,: (u,v)+— u T, v = (14 pu)”; in particular,

raising to negative powers, u 1, (—r) = (1 +pu)~",r € N; and
u

T 1tpo

The other part originates from digitwise logical operations of p-valued logic:

division, /, 1 u/pv =u- (v T, (—1))

digitwise multiplication u ®p v : §;(u ©p v) = J;(u)d;(v) (mod p);
(2.0.4) digitwise addition u @y v : §;(u®p v) = 0;(u) + 0,;(v) (mod p);
digitwise subtraction u ©, v : §;(u S, v) = J;(u) — J;(v) (mod p).

Here 6,(z) (j =0,1,2,...) stands for the j'" digit of 2 in its base-p expansion.
More compatible mappings could be derived from the above mentioned ones.

pp:ll , an [-step

For instance, a reduction modulo p™, n € N, is u mod p" = u ©p
shift towards more significant digits is just a multiplication by p', etc. Obviously,
U ©2 U = UANDV, U Do U = U XORV.

In case p = 2 compatible mappings could be characterized in terms of Boolean
functions. Namely, each mapping T': Z/2" — Z/2™ could be considered as an

ensemble of n Boolean functions 71 (xo, ..., Xn-1),4 = 0,1,2,...,n—1, in n Boolean
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variables X0, - - -, Xn_1 by assuming x; = &;(u), 7¥ (X0, -+ Xn—-1) = 6 (T (u)) for u
running from 0 to 2 — 1. The following proposition holds.

2.1. Proposition. ([6, Proposition 3.9]) A mapping T': Z./2™ — Z/2™ (accordingly,
a mapping T': Za — Zs) is compatible iff each Boolean function T} (xo0,X1,-..) =
0;(T(u)), © =0,1,2,..., does not depend on variables x; = d;(u) for j > 1.

Note. Mappings satisfying conditions of the proposition are also known as triangle
mappings. The proposition after proper restatement (in terms of functions of p-
valued logic) also holds for odd prime p. For multivariate mappings the theorem 2.1
holds either: a mapping T = (t1,...,ts): (Z2)") — (Z5)®) is compatible iff each
Boolean function T:j (X1,0, X1,1 - - s Xr,05 X 1s - - ) = 03 (e (u, ..., ur)) (6=0,1,2,..,
k=0,1,...,s) does not depend on variables x¢ ; = J;(u) for j > ({ =1,2,...,r).

Now, given a compatible mapping T: Zy — Z,, one can define an induced
mapping 7' mod 2"™: Z/2™ — Z/2™ by assuming (T mod 2")(z) = T'(z) mod 2" =
(T'(z)) anD(2™ — 1) for z = 0,1,2,...,2" — 1. The induced mapping is obviuosly
a compatible mapping of the ring Z/2" into itself. For odd prime p, as well as
for multivariate case T': (Z,)®) — (Z,)® an induced mapping 7' mod p” could be
defined by the analogy.

2.2. Definition. (See [16]). We call a compatible mapping T: Z, — Z, bijec-
tive modulo p™ iff the induced mapping T mod p™ is a permutation on Z/p™; we
call T transitive modulo p™, iff T mod p” is a permutation with a single cycle.
We say that T is measure-preserving (respectively, ergodic), iff T is bijective (re-
spectively, transitive) modulo p™ for all n € N. We call a compatible mapping
T:(Z,)® — (Zp)(t) equiprobable modulo p™ iff the induced mapping T mod p™
maps (Z/p")®) onto (Z/p™)®, and each element of (Z/p™)® has the same number

of preimages in (Z/p™)(*). A mapping T': (Z,)®) — (Z,)® is called equiprobable iff
it is equiprobable modulo p™ for all n € N.

Note. The terms measure-preserving, ergodic and equiprobable originate from the
theory of dynamical systems. Namely, the compatible mapping T Z, — Z, de-
fines a dynamics on the measurable space Z, with a probabilistic measure that is
normalized Haar measure. The mapping T is, e.g., ergodic with respect to this
measure (in the sence of the theory of dynamical systems) iff it satisfies 2.2, see [16]
for details.

Both transitive modulo p™ and equiprobable modulo p™ mappings will be used
as building blocks of pseudorandom generators to provide both large period length
and uniform distribution of output sequences. The following obvious proposition
holds.

2.3. Proposition. If the state transition function f of the automaton 2 is transitive
on the state set N, i.e., if [ is a permutation with a single cycle of length |N|,
if, further, |N| is a multiple of |M|, and if the output function F : N — M 1is
equiprobable (i.e., |F~1(s)| = |F~1(t)| for all s,t € M), then the output sequence
S of the automaton A is purely periodic with period length |N| (i.e., maximum
possible), and each element of M occurs at the period the same number of times:
|N]

il ezactly. That is, the output sequence & is uniformly distributed.

2.4. Definition. Further in the paper we call a sequence {s; € M} over a finite
set M strictly uniformly distributed iff it is purely periodic with period length ¢,
and with every element of M occuring at the period the same number of times,
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i.e., exactly \Tt/u A sequence {s; € Z,} of p-adic integers is called strictly uniformly

distributed modulo p* iff a sequence {s; mod p*} of residues modulo p* is strictly
uniformly distributed over a residue ring Z/p*. Also, we say that a sequence is
purely periodic of period length exactly t iff it has no periods of lengths smaller
than t. In this case t is called the ezact period length of the sequence.”

Note. A sequence {s; € Z,:i = 0,1,2,...} of p-adic integers is uniformly dis-
tributed (with respect to a normalized Haar measure p on Z,) ° iff it is uniformly
distributed modulo p* for all k = 1,2, ...; that is, for every a € Z/p* relative num-
bers of occurences of a in the initial segment of length £ in the sequence {s; mod p*}

of residues modulo p* are asymptotically equal, i.e., lim_, o %

A(a,l) = |{si = a (mod p*): i < £}|(see [1] for details). So strictly uniformly
distributed sequences are uniformly distributed in the common sence of theory of
distributions of sequences.

Thus, putting N = Z/2" M = Z/2™,n = km, and taking as f and F respec-
tively, f = f = fmod 2" and F = F = F mod 2™ where the function f: Lo — Zo
is compatible and ergodic, and the function F : (Z3)*®) — Zy is compatible and
equiprobable, we obtain an automaton that generates a uniformly distributed pe-
riodic sequence, and the length of a period of this sequence is 2. That is, each
element of Z/2™ occurs at the period the same number of times (namely, 2"~™).
Obviously, the conclusion holds if one takes as F' an arbitrary composition of the
function F = F mod 2™ and an equiprobable function: for instance, one may put
F(i) = F(m,(i)) or F(i) = 67" (7), etc. Also, the assertion is true for odd prime p ei-
ther. Since all the automata considered further in the paper are of this kind, their
output sequences (considered as sequences over Z/p™) are uniformly distributed
purely periodic sequences, and the length of their periods is p", independently of
choise both of the function fand of the function F. So, the proposition 2.3 makes
it possible to vary both the state transition and the output functions (for instance,
to make them key-dependent) without affecting uniform distribution of the output
sequence.

Of course, to make all this practicable, one needs to choose these functions f and
F from suitably large classes of ergodic and equiprobable functions. In other words,
one has to obtain certain tools to produce a number of various measure preserving,
ergodic, and equprobable mappings out of elementary compatible functions like
(2.0.1) and (2.0.3). We consider these tools in the next section, as well as give some
estimates of how the produced classes are big.

= L where
P

3. TooLs

In this section we introduce various techniques that enable one to construct
measure preserving and/or ergodic mappings, as well as to verify whether a given
mapping is measure preserving or, respectively, ergodic. We are mainly focused at
the class of compatible mappings.

Using interpolation series and polynomials. The general characterization of
compatible ergodic functions is given by the following

4An exact period length is also called the smallest period of a sequence. We do not use this
term to avoid misunderstanding, since we consider a period as a repeating part of a sequence.
Sie., p(a +p*Z,) =p~F for alla € Z, and all k =0,1,2....
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3.1. Theorem. ([6],[7]) A function f: Zo — Zs is compatible iff it could be repre-
sented as

oo

g fx

f(x)—cwzciztbgw(i) (v € Zo);
i=1

The function f is compatible and measure-preserving iff it could be represented as

f(x)260+:E+Zcz'2uog2”+l(a;) (x € Zs);

i=1

The function f is compatible and ergodic iff it could be represented as

fl@)=1+z+) calloelFhiH <””) (z € Zy),

i
i=1
where cy,C1,C2 ... € L.

Here, as usual,

1) (—i+1
<;1:)_ z(z—1) Z,'(:” D prim12.
¢ 1, for i =0,

and |« is the integral part of «, i.e., the largest rational integer not exceeding a.

Note. For odd prime p an analogon of the statement of theorem 3.1 provides only
sufficient conditions for ergodicity (resp., measure preservation) of f: namely, if
(co,p) =1, ie., if ¢ is a unit (=invertible element) of Z,, then the function f(z) =
cta+350 ) eipllogn (H DI+ () defines a compatible and ergodic mapping of Z, onto
itself, and the function f(z) = co+c-z+ > 5, c;pl°8r I +1(?) defines a compatible

and measure preserving mapping of Z, onto itself see [16, T%heorem 2.4].

Thus, in view of theorem 3.1 one can choose a state transition function to be a
polynomial with rational (not necessarily integer) key-dependent coefficients setting
¢; = 0 for all but finite number of i. Note that to determine whether a given
polynomial f with rational (and not necessarily integer) coefficients is integer valued
(that is, maps Z, into itself), compatible and ergodic, it is sufficient to determine
whether it induces a cycle on O(deg f) integral points. To be more exact, the
following proposition holds.

3.2. Proposition. (see [16, Proposition 4.2 (4.7 in preprint)]) A polynomial f(z) €
Qyplz] is integer valued, compatible, and ergodic (resp., measure preserving) iff

z+ f(z) mod pllogy(deg 1)1 +3

where z runs through 0,1, ..., pt°8s(d8 NI+3 _1 s compatible and transitive (resp.,
bijective) mapping of the residue ring Z/puogp(deg P13 onto itself.

Despite it is not very essential for further considerations, we note, however, that
the series in the statement of 3.1 and of the note thereafter are uniformly convergent
with respect to p-adic distance. Thus the mapping f: Z,, — Z, is well-defined and
continuous with respect to p-adic distance, see [3, Chapter 9].

Theorem 3.1 enables one to use exponentiation in design of generators that are
transitive modulo 2" for all n = 1,2,3,... (on exponential generators see e.g. [17]).
3.3. Example. For any odd a = 14+2m a function f(z) = ax+a® defines a transitive
modulo 2" generator z;; = f(z;) mod 2.
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Indeed, in view of 3.1 the function f defines a compatible and ergodic mapping
of Zy onto Zy since f(z) = (14 2m)z + (1 +2m)® = z + 2ma + > ;0 m'2'(%) =
L+ +4m(]) + Y, m'2'(5) and i > [logy(i + 1)) + 1 for all i = 2,3,4,....

Such a generator could be of practical value since it uses not more than n + 1
multiplications modulo 2" of n-bit numbers; of course, one should use calls to the
table a® mod 2", j = 1,2,3,...,n — 1. The latter table must be precomputed,
corresponding calculations involve n — 1 multiplications modulo 2". Obviously, one
can use m as a long-term key, with the initial state x¢ being a short-term key, i.e.,
one changes m from time to time, but uses new x for each new message. Obviously,
without a properly choosen output function such a generator is not secure. The
choice of output function in more details is discussed further in the paper.

Note. A similar argument shows that for every prime p and every a = 1 (mod p)
the function f(x) = ax + a” defines a compatible and ergodic mapping of Z, onto
itself.

For polynomials with (rational or p-adic) integer coefficients theorem 3.1 may be
restated in the following form.

3.4. Proposition. (See [6, Corollary 4.11], [7, Corollary 4.7]) Represent a polyno-
mial f(z) € Zs[x] in a basis of descending factorial powers

=1, t=2 t=x(x-1),..., 2t=zx@—-1)---(x—i+1),...,

i.e., let

d
f(z) = Zci it
i=0

for co,c1,...,cq € Za. Then the polynomial f induces an ergodic (and, obviously,
a compatible) mapping of Zo onto itself iff its coefficients cg,c1,ca,c3 satisfy the
following congruences:

=1 (mod2), c¢;=1(mod4), c2=0(mod2), c3=0 (mod4).
The polynomial f induces a measure preserving mapping iff

c1 =1 (mod2), c¢3=0(mod2), c3=0 (mod?2).

Thus, to provide ergodicity of the polynomial mapping f it is necessary and
sufficient to hold fixed 6 bits only, while the other bits of coefficients of f may vary
(e.g., may be key-dependent). This guarantees transitivity of the state transition
function z — f(z) mod 2" for each n, and hence, uniform distribution of the output
sequence.

Proposition 3.4 implies that the polynomial f(z) € Z[z] is ergodic (resp., measure
preserving) iff it is transitive modulo 8 (resp., iff it is bijective modulo 4). A
corresponding assertion holds in general case, for arbitrary prime p.

3.5. Theorem. (See [9], [16]) A polynomial f(x) € Zy[x] induces an ergodic map-
ping of Z, onto itself iff it is transitive modulo p* for p # 2,3, or modulo p*, for
p =2,3. The polynomial f(x) € Zy[z] induces a measure preserving mapping of Z,
onto itself iff it is bijective modulo p?.

3.6. Ezample. The mapping z — f(z) =z + 222 (mod 232) (which is used in RC6,
see [18]) is bijective, since it is bijective modulo 4: f(0) = 0 (mod 4), f(1)
(mod 4), f(2) = 2 (mod 4), f(3) =1 (mod 4). Thus, the mapping z — f(z
x4+ 22% (mod 2") is bijective for all n = 1,2,.. ..
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Hence, with the use of the theorem 3.5 it is possible to obtain transitive modulo
q > 1 mappings for arbitrary natural ¢: one can just take f(z) = (1+2z+¢g(z)) mod
q, where g(z) € Z|z] is an arbitrary polynomial, and ¢ is a product of p®» for all
prime factors p of ¢, where s = s3 = 3, and s, = 2 for p # 2,3. Again, the
polynomial g(z) may be choosen, roughly speaking, ‘more or less at random’, i.e.,
it may be key-dependent, but the output sequence will be uniformly distributed for
any choice of g(x). This assertion may be generalized either.

3.7. Proposition. ([16, Lemma 4.4 and Proposition 4.5; resp., Lemma 4.11 and
Proposition 4.12 in the preprint]) Let p be a prime, and let g(x) be an arbitrary
composition of mappings listed in (2.0.3). Then the mapping z — 1 + z + p*g(z)
(z € Zy) is ergodic.

In fact, both propositions 3.4, 3.7 and theorem 3.5 are particular cases of the
following general

3.8. Theorem. ([16, Theorem 4.2, or 4.9 in the preprint]) Let B, be a class of all
functions defined by series of a form f(z) =Y o0y ¢ -2, where ¢y, c1,... are p-adic
integers, and x* (i = 0,1,2,...) are descending factorial powers (see 3.4). Then the
function f € B, preserves measure iff it is bijective modulo p?; f is ergodic iff it is
transitive modulo p* (for p # 2,3), or modulo p3 (for p € {2,3}).

Note. As it was shown in [16], the class B, contains all polynomial functions over Z,,
as well as analytic (e.g., rational, entire) functions that are convergent everywhere
on Z,. In fact, every mapping that is a composition of arithmetic operators (2.0.3)
only belong to B,; thus, every such mapping modulo p™ could be induced by a
polynomial with rational integer coefficients (see the end of Section 4 in [16]). For
instance, the mapping  — (3z+3%) mod 2™ (which is transitive modulo 2™, see 3.3)

could be induced by a polynomial 1+ z+4(7) +Z?=_21 20(%) =1+ 52+ st 2 i

=2 4l

— just note that ¢; = %: are 2-adic integers since the exponent of maximal power
of 2 that is a factor of i! is exactly i — wto ¢, where wto4 is a number of 1’s in
the base-2 expansion of i (see e.g. [4, Chapter 1, Section 2, Exercise 12]); thus
lleille =27 "%2% < 1, ie. ¢; € Zy and so ¢; mod 2" € Z.

Theorem 3.8 implies that, for instance, the state transition function f(z) =
(1 + 2+ ¢(@)*(1 + ¢(q)u(2))*®) mod q is transitive modulo ¢ for each natural
g > 1 and arbitrary polynomials u(x),v(x) € Z[z], where ((q) is a product of all
prime factors of ¢q. So the one can choose as a state transition function not only
polynomial functions, but also rational functions, as well as analytic ones. It should
be mentioned, however, that this is merely a form the function is represented (which
could be suitable for some cases and unsuitable for the others), yet, for a given g,
all the functions of this type may also be represented as polynomials over Z (see
[16, Proposition 4.4; resp., Proposition 4.10 in the preprint]). For instance, certain
generators of inversive kind (i.e., those using taking the inverse modulo 2™) could
be considered in such manner.

3.9. Ezample. For f(x) = _T1+1 — x a generator z;4+1 = f(x;) mod 2" is transitve.

Indeed, the function f(x) = (—1+2r—42?+8z3—---)—2x = —1+zx—422+8(--+)

is analytic and defined everywhere on Zsy; thus f € B,. Now the conclusion follows

in view of 3.8 since by direct calculations it coud be easily verified that the function

f(z) = =1+ z — 42? (mod 8) is transitive modulo 8. Note that modulo 2" the

mapping x — f(z) mod 2" could be induced by a polynomial —1 + x — 422 4 8z3 +
co 4 (_1)n2n—1$n—1.




PSEUDORANDOM GENERATORS 13

Combining operators. The class of all transitive modulo ¢ mappings, induced
by polynomials with rational integer coefficients, is rather wide: For instance, for
q = 2™ it contains 20(n?) mappings (for exact value see [9, Proposition 15], or 3.17
below). However, it could be widened significantly (up to the class of order 22" ~"~1
in case ¢ = 2"), by admitting also operators (2.0.4) in the composition. It turnes
out that there is an easy way to construct a measure preserving or ergodic mapping
out of an arbitrary compatible mapping, i.e., out of an arbitrary composition of
both arithmetic (2.0.3) and logical (2.0.4) operators.

3.10. Proposition. [16, Lemma 2.1 and Theorem 2.5]. Let A be a difference
operator, i.e., Ag(x) = g(x + 1) — g(x) by the definition. Let, further, p be a
prime, let ¢ be a coprime with p, ged(e,p) =1, and let g: Z, — Z,, be a compatible
mapping. Then the mapping z — ¢+ z + pAg(z) (z € Z,) is ergodic, and the
mapping z — d + cx + pg(x), preserves measure for arbitrary d.

Moreover, if p = 2, then the converse also holds: Each compatible and ergodic
(respectively each compatible and measure preserving ) mapping z — f(z) (z € Zs)
could be represented as f(x) = 1+x+2Ag(x) (respectively as f(x) = d+xz+2g(x))
for suitable d € Zs and compatible g: Zo — Zo.

Note. The case p = 2 is the only case the converse of the first assertion of the
proposition 3.10 holds.

3.11. Ezample. Proposition 3.10 immediately implies Theorem 2 of [19]: For any
composition f of primitive functions, the mapping z — = + 2f(z) (mod 2") is
invertible — just note that a composition of primitive functions is compatible (see
[19] for the definition of primitive functions). O

Proposition 3.10 is maybe the most important tool in design of pseudorandom
generators such that both their state transition functions and output functions are
key-dependent. The corresponding schemes are rather flexible: In fact, one may
use nearly arbitrary composition of arithmetic and logical operators to produce a
strictly uniformly distributed sequence: Both for g(z) = z xor(2z + 1) and for

7+ 828
(@) (1 +9 zAaND 22 4+ 23 or2? ) o+107
g\r) =

3+ 4(5 + 625)2° XORaT

a sequence {z;} defined by recurrence relation x; 11 = (1 + x; + 2(g(x; + 1) —
g(z:))) mod 2" is strictly uniformly distributed in Z/2™ for each n =1,2,3..., i.e.,
the sequence {x;} is purely periodic with period length exactly 2", and each element
of {0,1,...,2™ — 1} occurs at the period exactly once. We will demonstrate further
that a designer could vary the function g in a very wide scope without worsening
prescribed values of some important indicators of security. In fact, choosing the
proper operators (2.0.1) and (2.0.3) the designer is restricted only by desirable
performance, since any compatible ergodic mapping could be produced in this way:

3.12. Corollary. Let p = 2, and let f be a compatible and ergodic mapping of Zs
onto itself. Then for each n =1,2,... the state transition function f mod 2" could
be represented as a finite composition of operators (2.0.1) and (2.0.3).

Proof. In view of proposition 3.10 it is sufficient to prove that for arbitrary com-
patible g the function g = g mod 2™ could be represented as a finite composition of
operators (2.0.1) and (2.0.3). In view of 2.1, one could represent g as

9(x) = 70 (x0) + 271 (X0, x1) + - + 2" —1(X0s - - -5 Xn—1),
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where v; = 6;(g), xi = di(z), ¢ = 0,1,...,n — 1. Since each v;(x0,.-.,Xi) is a
Boolean function in Boolean variables xq,..., X;, it could be expressed via finite
number of xors and ANDs of these variables xo,...,X;. Yet each variable x; could
be expressed as x; = d;(z) = z AND(27), and the conclusion follows. O

Using Boolean representation. So, in case p = 2 we have two equivalent de-
scriptions of the class of all compatible ergodic mappings, namely, theorem 3.1 and
proposition 3.10. They enable one to express any compatible and transitive modulo
2™ state transition function either as a polynomial of special kind over a field Q
of rational numbers, or as a special composition of arithmetic and bitwise logical
operations, (2.0.3) and (2.0.1). Both these representations are suitable for program-
ming, since they involve only standard machine instructions. However, we need one
more representation, in a Boolean form (see 2.1). Despite this representation is not
very convenient for programming, it will be used further for better understanding
of certain important properties of the considered generators, as well for proving the
ergodicity of some particular mappings, see e.g. 3.14 below. The following theorem
is just a restatement of a known result from the theory of Boolean functions, the
so-called bijectivity/transitivity criterion for triangle Boolean mappings. However,
the latter belongs to mathematical folklore, and thus it is somewhat difficult to
attribute it, yet a reader could find a proof in, e.g., [6, Lemma 4.8].

3.13. Theorem. A mapping T: Zo — Zy is compatible and measure preserving iff
for eachi =0,1,... the Boolean function T = 6;(T) in Boolean variables Xo, - - ., Xi
could be represented as Boolean polynomial of the form

TZT(XOa cee 7Xi) = Xi + SDZT(X(L cee 7Xi71)7

where @l is a Boolean polynomial. The mapping T is compatible and ergodic iff,

additionaly, the Boolean function oI is of odd weight, that is, takes value 1 exactly
at the odd number of points (eo,...,&;-1), where e; € {0,1} for j=0,1,...,i— 1.
The latter takes place if and only if pt = 1, and the degree of the Boolean polynomial
oI fori > 1 is evactly i, that is, ¢! contains a monomial xo - Xi—1-

3.14. Example. With the use of 3.13 it is possible to give another proof of the main
result of [19], namely, of Theorem 3: The mapping f(x) = x + (2% vV C) over n-bit
words is invertible if and only if the least significant bit of C' is 1. For n > 3 it is
a permutation with a single cycle if and only if both the least significant bit and the
third least significant bit of C' are 1.

Proof of theorem 3 of [19]. Recall that for x € Zy and ¢ = 0,1,2,... we denote
Xi = di(z) € {0,1}; also we denote ¢; = §;(C). We will calculate 6;(z + (2% v C))
as a Boolean polynomial in xq, x1, - .. and start with the following easy claims:

o do(z?) = x0, 01(z?) = 0, d2(2?) = xox1 + X1,
e 5,(2%) = Xn—1X0 + ¥n(X0,- - -, Xn—2) for all n > 3, where 1,, is a Boolean
function in n — 1 Boolean variables xo, . .., Xn—2-

The first of these claims could be easily verified by direct calculations. To prove
the second one represent @ = Z,,_1 +2" 's,_; for Z,_1 = £ mod 2"~ ! and calculate
2% = (T +2" sy 1) = T5 1 + 2"y 1Bn1 + 2777285 =T + 2" Xn-1X0
(mod 2"*1) for n > 3 and note that #2_; depends only on Xo, ..., Xn_2-.

This gives

(1) do(z*V C) = x0 + co + Xo0
(2) 61(22VCO) =cy
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(3) d2(z? vV C) = xox1 + X1 + €2 + c2x1 + C2X0X1

(4) §n(x2 \ C) = Xn—1X0 + ¥n + Cn + CaXn—-1X0 + CntPy for n > 3
From here it follows that if n > 3, then 6,(2%> V C) = M\.(X0,---,Xn_1), and
deg A\, < n — 1, since v,, depends only on, may be, Xxog,..., Xn_2-

Now successively calculate 7, = 6,(z + (22 Vv C)) for n = 0,1,2,.... We have
do(x + (2 V C)) = co + Xoco 80 necessarily co = 1 since otherwise f is not bijective
modulo 2. Proceeding further with ¢ = 1 we obtain d; (z+ (z%2V C)) = ¢1+ X0+ X1,
since x1 is a carry. Then do(x + (22 V C)) = (c1xo0 + c1x1 + Xox1) + (xox1 + x1 +
c2 + caXx1 + c2XxoX1) + X2 = cixo + cix1 + X1 + 2 + cax1 + caxoX1 + Xxe, here
c1Xo + c1x1 + xox1 is a carry. From here in view of 3.13 we immediately have
co = 1 since otherwise f is not transitive modulo 8. Now for n > 3 one has
Yn = Qn + Ap + Xn, Where a,, is a carry, and a,11 = @Ay + @nXn + AnXxn. But
if c3 = 1 then degas = deg(uv + xap + x2v) = 3, where u = ¢1x0 + c1X1 + XoX1,
v = (xox1 + x1 + ¢2 + cax1 + caxox1) = 0. This implies inductively in view
of (4) above that degant1 = n+ 1 and that vu11 = Xnt1 + Ent1(X0s -« -5 Xn),s
deg&,+1 = n+ 1. So the conditions of 3.13 are satisfied, thus finishing the proof of
theorem 3 of [19]. O

There are some more appications of Theorem 3.13.

3.15. Proposition. Let F': Zg“ — Zo be a compatible mapping such that for all
21y, 2n € Lo the mapping F(x, 21, ..., 2n): Lo — Zs is measure preserving. Then
F(f(z),291(x),...,2gn(x)) preserves measure for all compatible gi,...,9n: Zo —
Zo and all compatible and measure preserving f: Zo — Zo. Moreover, if f is ergodic
then f(z + 49(x)), f(x® (49(2))), f(x) +4g(x), and f(x) ® (4g(x)) are ergodic for
any compatible g: Zo — 7o

Proof. Since the function F is compatible, §;(F(ug, u1,. . ., uy) does not depend on
0j(uk) = xjx for j > i (see 2.1 and note thereafter). Represent

(Si(F(’LLo,’U,l, e ,un)) = Xo,i\I/i(UO,ul, - ,un) + @i(uo,ul, e ,un),

where Boolean polynomials ¥, (ug, u1, . .., up), ®;(ug,u1,...,u,) do not depend on
Xo0,:; that is, they depend only on, may be,

X0,05 5 X0,i—15X1,09«+ -3 X1,dr+++s Xn,05- 9 Xn,i-

In view of 3.13 it follows that ¥; = 1 since F(z, z1,...,2,) preserves measure for
all z1,...,2, € Zy. Moreover, then ®;(f(z),2g1(z),...,29n(z)) does not depend
on x; = d;(x) since ¢;(2g(x)) does not depend on x; for all j =1,2,...,n. Now, in
view of 3.13 one has §;(f(z)) = xi + & (f(z)), where &(f(z)) does not depend on
X; since f preserves measure. Finally,

Si(F(f(2),291(x), ..., 29n(2))) = 0i(f(2)) + ®i(f(2), 201 (), - .., 29n(2)) =
Xi +&(f(x)) + @i(f(x),291(),...,29.(x)) = xi + Es,

where the Boolean polynomial =; depends only on, may be, xg,...,x;—1. This
proves the first assertion of 3.15 in view of 3.13.

We prove the second assertion along the similar lines. For z € Z; and i =
0,1,2,... let {; = d;(2). Thus one can consider §;(z @ 4g(z)) and 0;(z + 4g(z)) as
Boolean polynomials in Boolean variables (g, (1,...,{;. Note that §;(z @ 4g(z)) =
Ci + Ai(2), where A\;(z) = 0 for ¢ = 0,1 and deg \;(2) < i —1 for ¢ > 1, since for
i > 1 the Boolean polynomial X;(z) depends, may be, only on (p,...,{—2.
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Next, we claim that 6;(z + 4g(2)) = 0:(2) + pi(2), where u;(z ) wl(z) is
for i = 0,1 and degpu;(z) < ¢ —1 for ¢ > 1. Indeed, p;i(z) = Ai(z) + ai(z )
where the Boolean polynomial «;(z) is a carry. Yet o;(z) = 0 for ¢ = 0,1,2, and
@i(z) = G—1Xhi—1(2) + Ci1ai—1(2) + Nic1(2)ai—1(2) for @ > 3, and «;(2) depends
only on, may be, (g, ...,(;—1 since a;(z) is a carry. However, deg a3z(z) = 2 and if
deg ai_l(z) < i—2 then deg 51'_1(Z)Cvi_1(2) < 71— 1, deg )\7;_1(2’)0@_1(2‘) < 7 — 1, and
deg (;—1\i—1(2) < i — 1 since «;_1(2) depends only on, may be, (,...,{;—2 and
Ai—1(z) depends, may be, only on (,...,{;—3. Thus dega;(z) < i — 1 and hence
degpui(z) <i—1.

Now, since f(z) is egodic, 6;(f(x)) = x; + & (x), where the Boolean polynomial
&; depends only on, may be, xq, ..., x;—1 and, additionally, {§; = 1, and deg&; = i@
for i > 0 (see 3.13); i.e. &(x) = Xox1---Xi—1 + Vi(z), where deg?;(z) < i —1
for ¢ > 0. Hence, for * € {+,®} one has 6;(f(z * 4g(z))) = §;i(x * 4g(z)) +
do(zx4g(x))o1(xx4g(x)) - - di—1(z x4g(x)) + ¥ (z *4g(x)); thus 6;(f(z *x4g(z))) =
Xi + Xo -+ Xi—1 + B (z), where deg 8f (x) <i—1 for i > 0, and do(f(z x 4g(z)) =
do(z * 4g(x)) + 1 = xo + 1. Finally, f(z *4g(z)) for * € {+,®} is ergodic in view
of 3.13.

In a similar manner it could be demonstrated that f(z) * 4¢(z) is ergodic for
x € {+,®}: 0;(f(z) x4g(x)) = 6;(f(x)) for ¢ = 0,1 and thus satisfy the conditions
of 3.13. For ¢ > 1 on has §;(f(z) ®4g(z)) = x; + &(x) + d;—2(g(z)); but &;_2(g(z))
does not depend on x;_1,x;. Thus the Boolean polynomial &;(z) + d;—2(g(x)) in
variables xo,...,xi—1 is of odd weight, since &;(z) is of odd weight, thus proving
that f(x) ® 4g(z) is ergodic.

Now represent g(z) = g(f~1(f(z))) = h(f(z)), where f~1(z) is the inverse
mapping for f. Clearly, f~1(x) is well defined since the mapping f: Zy — Zs is
bijective; moreover f~1(x) is compatible and ergodic. Finally &;(f(z) + 4g(z)) =
8;(f(z)) + pi(f(z)), where the Boolean polynomial j(z) = p?(z) in Boolean vari-
ables Xo,...,xi—1 does not contain a monomial xo---x;—1 (see the claim above).
This implies that the Boolean polynomial p}(f(x)) in Boolean variables xo, - . ., Xi—1
does not contain a monomial xq - - - x;—1 either, since 6;(f(z)) = x;+¢;(z) and &;(z)
depend only, may be, on xo,...,x;j-1 for j = 2,3,.... Hence, d;(f(z) + 4g(x)) =
Xi + & (x) + pi(f(x)) and the Boolean polynomial &;(x) + p(f(x)) in Boolean vari-
ables xo, ..., Xxi—1 is of odd weight. This finishes the proof in view of 3.13. O

3.16. Example. With the use of 3.15 it is possible to construct very fast generators
xiy1 = f(x;) mod 2™ that are transitive modulo 2”. For instance, take

fl@)=(..((x+co)®do)+c1)Ddr) + -+ cm) D dm,

where ¢g =1 (mod 2), and the rest of ¢;,d; are 0 modulo 4. By the way, this gen-
erator, looking somewhat ‘linear’, is as a rule rather ‘nonlinear’: the corresponding
polynomial over Q is of high degree. The general case of these functions f (for ar-
bitrary ¢;,d;) was studied by the author’s student Ludmila Kotomina: She proved
that such a function is ergodic iff it is transitive modulo 4.

Counting the number of transitive mappings. The preceeding results enable
us to calculate the number of all compatible transitive modulo 2" mappings of Z /2"
onto itself and the number of them that are induced by polynomial mappings over
Z, i.e., that could be expressed as polynomials with rational integer coefficients.
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3.17. Proposition. There are exactly 22" ~"~1 compatible and transitive modulo
2" mappings T: Z/2" — Z/2™. For n < 3 all of them could be represented as

p(n)

polynomials over Z; if n > 3, then exactly 22i=0 ("—i+W2)=6 o f them could be
represented as polynomials over Z (see 3.4). Moreover, Zfi%)(n—i—kwtg i)—6 ~ in?
as n — 0o. Here wto ¢ is the binary weight of non-negative rational integer 7 (i.e.,
the number of 1’s in base-2 expansion of i), and p(n) is the biggest natural number

k such that k — wty k < n.

Proof. The first assertion is an easy consequence of 3.13: obviously, the number
of Boolean functions of odd weight in 4 variables is exactly 22 ~!, and the result
follows.

To prove the second assertion we first note that each integer-valued polynomial
f(z) € Qp[z] over a field Q, of p-adic numbers (that is, a polynomial, which takes
values in Z, at each point of Z,) admits a unique representation

(3.17.1) f@)=>a; (f)

=0

for suitable ag,a1,a2, - € Zy,, with only finite number of non-zero ag, ai,as,...
(see e.g. [3]). Further, the polynomial (3.17.1) is identically zero modulo 2™ iff
a; = 0 (mod 27) for all ¢ = 0,1,2,... (see proposition 4.2 of [6]). Lastly, the
polynomial (3.17.1) is a polynomial over Zs iff it could be represented in the form
of 3.4, i.e., iff a; = 0 (mod 2°*%2%) for all 4 = 0,1,2,.... Here and after ord, ¢
stands for the greatest power of a prime p, which is a factor of ¢ € N: prdrd | ¢,
but pl*orde { g; it is well known that ord, i! = ﬁ(z — wtp i), see e.g. [4], Chapter
1, Section 2, Exercise 13.

Thus, each mapping of Z/2™ onto Z/2™ that is induced by polynomial over
Z admits a unique representation by polynomial (3.17.1) of degree not greater
than p(n), and with ag,a1,as,--- € Z/2" such that a; = 0 (mod 27 %% for
1=2,3,.... In view of 3.1, the latter polynomial is transitive modulo 2" iff ¢y = 1
(mod 2), a; = 1 (mod 4), and a; = 0 (mod 2U1°820+1DI+1) for j = 2.3 ... Since
i — wtoi < |logy(i +1)] +1iff ¢+ = 0,1,2,3, the number of all transitive modulo
2™ mappings of Z/2™ into Z/2™ that are induced by polynomials over Z is exactly
27(") | where n(n) = 4n — 8 + Zf:? (n—i+wtai)=—6+ Zfi%) (n— i+ wtg i) for
n >3, and n(1) =1, n(2) =2, n(3) = 16.

Now, to finish the proof of proposition 3.17 we only have to demonstrate that
lim,, 00 221(2”) = 1. We start with estimating p(n).

Represent n as n = 2 4+t where 0 < ¢t < 2F. Verify that p(2F+! — 1) = 2F+1 — 1
by direct calculations. So, p(n) = n, if n = 281 — 1 (ie., if t = 2 — 1), and
p(n) = 2% + s for certain s > 0, in the opposite case (i.e., if t < 2% —1). We
claim that s < 2*. Indeed, the function k — wts k, and hence, the function p(n) are
nondecreasing; thus, s < 2*. However, assuming s = 2* we get a contradiction: On
the one hand, 2% +t = n > p(n) — wta p(n) = 2% + 28 — wto(2F + 2F) = 2k+1 — 1,
but t < 28 — 1 on the other. Thus for t < 2 — 1, i.e., for n # 2¥*1 — 1, we have
that p(n) = 2% + s for some t < s < 2% — 1 since obviously p(n) > n. Hence
n=2F4t> p(n) — wta(p(n)) = 2¥ + s — 1 — wty s; consequently s = max{r € N:
s —wtas <t+1} = p(t+ 1) by definition of the function p. Thus we proved the
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formula

p(n) = p(2" +1) = {

28+, ift =2% 1, ie., if n = 281 — 1;
2k 4 p(t+1), ift<2¥—1,ie.,ifn #2811

This implies an obvious recursive procedure for calculating p(n), which halts not
later than in k steps; mind that &£ + 1 is the number of digits in base-2 expansion
of n. We conclude finally that n < p(n) < n + |log, n| since the number of digits
in base-2 i fni tly |1 land 2" —1=11...1.
in base-2 expansion of n is exactly |log,n| + 1 an

I

Now we succesively calculate n(n) = Y1, (i+wto i)+25(:n72+1 (n—j+wtej)—6 =

Rt ST i — (= elontl) 5T it (4 ) — 6. Finally, taking
into the account that

n glloga n]+1_ 1 |logy | +1
1 1
RTINS SRS S C
=1 i=1 =1 t
= (logy n| + 1)21°82") < (1 +logy n)n

and also that p(n) —n <log,n, wta(a +b) < wtaa + wta b, wtaa < 1+ log, a, we
conclude that lim,, o 2’;(;’ ) — 1. O

3.18. Note. During the proof of proposition 3.17 we have demonstrated that each
mapping of Z/2" onto Z/2" induced by a polynomial over Z could be represented by
a polynomial of degree not greater than p(n) < n+log, n, and this estimate is sharp.
Moreover, from the final part of the proof it could be deduced that the number of
transitive mappings of Z/2™ onto itself that are induced by polynomials over Z is
0(2%n(n+1)+n(l+log2 n)+ 3 (1+log, n) log, n+(1+log, log, n) log, n) The case n = 2% is of
special interest since usually the word length of contemporary processors is a power
of 2. In this case p(n) = n+1, and for k > 2 direct calculations of n(n) (see the proof
of 3.17) imply that the number of transitive modulo 2" mappings of Z/2™ onto itself
that are induced by polynomials over Z is exactly 92 T+ (k)28 -4 gy instance,
in the case n = 32 this makes 264 transitive mappings; all of them are induced by
polynomials over Z of degree < 33, i.e, could be expressed via arithmetic operations
(2.0.3). Yet for n = 8 this makes only 2** polynomials of degree not exceeding 9.
By the use of bitwise logical operations (2.0.1) along with arithmetic operations
one could significantly increase the number of transitive mappings, up to 22" "1,
Each of these mappings could be expessed as a polynomial over Q (see 3.1), yet the
bound for its degree d raises significantly either. Namely, from the proof of 3.17 it
follows that |logy(d+ 1) +1 < n for n > 2, ie.,, d < 2! — 2, and this bound
is sharp. For n = 8, e.g., this makes 247 transitive polynomials over Q of degree
< 126. Note that for each 1 < d < p(n) (resp., for each 1 < d < 277! — 2) there
exist an ergodic polynomial over Z (resp., a compatible and ergodic polynomial
over Q) of degree exactly d. The number of pairwise distinct modulo 2" mappings
induced by these polynomials may also be calculated using the ideas of the proof
of 3.17. We omit details.

Using uniform differentiability. Now we are going to give general descriptions
of equiprobable (in particular, multivariate measure-preserving) mappings following
[16, section 3], [7, Section 5], [6, Section 5]. These mapping could be used as output
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functions of the generators assuring uniform distribution of the produced sequence,
see 2.3.

To describe equiprobable (and, in particular, measure preserving) mappings we
need p-adic differential calculus techniques as well as certain notions introduced in
[6, 16, 7].

3.19. Definition. A function F = (f1,..., fm): ZI()n) — ZZ()m) is said to be differ-
entiable modulo p* at the point u = (uy,...,u,) € Zl(,n) if there exists a positive
integer rational N and n x m matrix F} (u) over Q,, (called the Jacobi matriz modulo
p* of the function F at the point u) such that for every positive rational integer

K > N and every h = (hy,...,h,) € ZI(JL) the inequality ||h||, < p~* implies that
(3.19.1) F(u+h)= F(u) + hF}(u) (mod p*+&).

In case m = 1 the Jacobi matrix modulo p* is called a differential modulo p*. In
case m = n a determinant of Jacobi matrix modulo p* is called a Jacobian modulo
p¥. The elements of Jacobi matrix modulo p* are called partial derivatives modulo
p”* of the function F at the point u.

A partial derivative (respectively, a differential) modulo p* are sometimes de-
noted as %ﬁl) (respectively, as dyF(u) = 27 LW g, 2,

Ok T;

The definition immediately implies that partial derivatives modulo p* of the
function F' are defined up to the p-adic integer summand whith p-adic norm does
not exceeding p~*. In cases when all partial derivatives modulo p* at all points of
Z](,n) are p-adic integers, we say that the function F' has integer-valued derivative
modulo p®; in these cases we can associate to each partial derivative modulo p*
a unique element of the ring Z/p*, and a Jacobi matrix modulo p* at each point
uc Z,(;n) thus can be considered as a matrix over a ring Z/p*. It turnes out that
this is exactly the case for compatible F'. Namely, the following proposition holds.
3.20. Proposition. ([6, Corollary 3.8], [7, Corollary 3.3]) Let a compatible function
F=(f1,...sfm): én) — Z,()m) be uniformly differentiable modulo p* at the point

ue Zén). Then ||%ﬁ||p <1, i.e., F has integer-valued derivatives modulo p*.
J

For the functions with integer-valued derivatives modulo p* the ‘rules of differen-
tiation modulo p*’ have the same (up to congruence modulo p* instead of equality)

form as for usual differentiation. For instance, if both functions G': Zés) — Z,(,n)

and F': Zén) — Z,()m) are differentiable modulo p* at the points, respectively,
v = (v1,...,vs) and u = G(v), and their partial derivatives modulo p* at these

points are p-adic integers, then a composition FoG: Z,(f) — Z,()m) of these functions
is uniformly differentiable modulo p* at the point v, all its partial derivatives mod-
ulo p* at this point are p-adic integers, and (F o G)}(v) = G} (v)FL(u) (mod p*).
By the analogy with classical case we can give the following
3.21. Definition. A function F': Zén) — Zz(,m) is said to be uniformly differintiable
modulo p* on Zé”) iff there exists K € N such that 3.19.1 holds simultaneously for
all u € ZZE,”) as soon as ||hill, < p~ %, (i = 1,2,...,n). The least such K € N is
denoted via Ny (F').
We recall that all partial derivatives modulo p* of a uniformly differentiable
modulo p* function F are periodic functions with period p™+() (see [6, Proposition
2.12]). This in particular implies that each partial derivative modulo p* could be
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considered as a function defined on Z/p™ »(F)  Moreover, if a continuation F of the

function F = (f1,..., fm): N(()n) — Ngm) to the space Zz(jn) is uniformly differentiable

), then one could continue both the function F and all its

(partial) derivatives modulo p* to the space Z](J") simultaneously. This imples that

we could study if necessary (partial) derivatives modulo p* of the function F instead
of studying those of F' and vise versa. For example, a partial derivative %

kTj

modulo p* on the Z{"

modulo p* vanishes modulo p* at no point of Z,()n) (that is, %’g‘) # 0 (mod p")

for all u € Z;n), or, the same H 8’3]:359) Hp > p~* everywhere on ZZ(,")) if and only if
J

%;(;’) #0 (mod p*) for all u € {0,1,...,pM(F) — 1},

To calculate a derivative of, for instance, a state transition function, which is a
composition of ‘elementary’ functions, see 3.12, one needs to know derivatives of
these ‘elementary’ functions, such as (2.0.1) and (2.0.3). Thus, we briefly introduce

a p-adic analogon of a ‘table of derivatives’ of classical Calculus.

3.22. Example. Derivatives of bitwise logical operations.

(1) a function f(x) = zANDc is uniformly differentiable on Zo for any c € Z;
f'(x) =0 forec >0, and f'(z) =1 for ¢ < 0, since f(x + 2"s) = f(x),
and f(z + 2"s) = f(z) + 2"s for n > I(|c|), where [(|c|) is the bit length
of absolute value of ¢ (mind that for ¢ > 0 the 2-adic representation of —c
starts with 2/(9) — ¢ in less significant bits followed by 11...: —1 =11...,
—3=10111..., etc.).

a function f(x) = xxorc is uniformly differentiable on Zy for any ¢ € Z;
f'(x) =1 forc >0, and f'(z) = —1 for ¢ < 0. This immediately follows
from (1) since uxorRv = u + v — 2(x AND ) (see (2.0.2)); thus (x xorc) =
'+ —2(xzanpe) =1+2- (0, for ¢ > 0; or — 1, for ¢ <0).

in the same manner it could be shown that functions (x mod 2™), NEG(z)
and (z orR¢) for ¢ € Z are uniformly differentiable on Za, and (x mod 2™)" =
0, (Necz) = —1, (zorc)' =1 forc >0, (xorc) =0 for c <O0.

(4) a function f(z,y) = xX0RYy is not uniformly differentiable on ZgQ)

, yet it is
uniformly differentiable modulo 2 on ZéQ); from (2) it follows that its partial

derivatives modulo 2 are 1 everywhere on Zé ),

Here how it works altogether.
Ezample. A function f(z) = z + (2?0or5) is uniformly differentiable on Zy, and
fl(x) =142z (xorb5) =1+ 2z.

A function F(x,y) = (f(z,v),9(z,y)) = (D 2(x Ay), (y +32%) ®z) is uniformly
differentiable modulo 2 as bivariate function, and N; (F) = 1; namely

F(z + 2™,y +2™s) = F(z,y) + (2",2™s) - <(1) o _1|_ 1) (mod 2F*1)

1 z+1
0 1
Jacoby matrix modulo 2 of F'; here how we calculate partial derivatives modulo

. . O19(z,y) __ 81(y+3w3) . 01 (udz) Oz | 01 (udz) o
2: for instance, o = 9 o |u:y+3$3 + 3 o1z |u:y+3a;3 =

922 -1+ 1-1 =z + 1 (mod 2). Note that a partial derivative modulo 2 of the
function 2(z A y) is always 0 modulo 2 because of the multiplier 2: the function

for all m,n > 1 (here ¥ = min{m,n}). The matrix = F{(z,y) is
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x Ay is not differentiable modulo 2 as bivariate function, yet 2(x A y) is. So the
Jacobian of the function F is det F] =1 (mod 2).

Now let F = (f1,..., fm): ZS = Z5™ and f: Z{" — 7, be compatible funct-
ions, which are uniformly differentiable on Z,(,n) modulo p. This is a relatively weak
restriction since all uniformly differentiable on Zf,n) functions, as well as functions,

which are uniformly differentiable on Zl(j") modulo p* for some k > 1, are uniformly

differentiable on Z,(,") modulo p; note that 7= = FE= = 7=~ (mod pF~1). More-

over, all values of all partial derivatives modulo p* (and thus, modulo p) of F and
f are p-adic integers everywhere on, respectively, Z;(,n) and Z, (see 3.20), so to
calculate these values one can use the techniques considered above.

3.23. Theorem. ([16, Theorems 3.1 and 3.2; resp., 3.7 and 3.9 in the preprint],
[7, 5.2 — 5.5], [6, 5.2 — 5.5]) A function F': Zz(,n) — Z](gm) is equiprobable whenever
it is equiprobable modulo p* for some k > Ni(F) and the rank of its Jacobi matriz
F{(u) modulo p is exactly m at all points u = (uy,...,u,) € (Z/p*)™. In case
m = n these conditions are also necessary, i.e., the function F preserves measure
iff it is bijective modulo p* for some k > Ni(F) and det(Fj(u)) # 0 (mod p) for
allu = (uy,...,u,) € (Z/p*)™. Moreover, in the considered case these conditions
imply that F preserves measure iff it is bijective modulo p™(F)+1,

That is, if the mapping u + F(u) mod p~ 1(F) is equiprobable, and if the rank
of Jacobi matrix F}(u) modulo p is exactly m at all points u € (Z/p™¥*(F))(™) then
each mapping u — F(u) mod p” of (Z/p")™ onto (Z/p")™ (r = 1,2,3,...) is
equiprobable (i.e., each point u € (Z/p")(™ has the same number of preimages in
(Z/p") (™) see 2.2).

3.24. Example. (see [19])

(1) A mapping
(z,y) = Flz,y) = (z ® 2(z A y), (y + 3¢°) ® 2) mod 2"

of (Z/2")® onto (Z/27)? is bijective for all T = 1,2, . ..

Indeed, the function F is bijective modulo 2¥* () = 2 (direct verification)
and det(Fj(u)) = 1 (mod 2) for all u € (Z/2)? (see 3.22 and example
thereafter).

(2) The following mappings of Z/2" onto Z/2" are bijective for allr =1,2,. ..

x> (z+22%) mod 27, z +— (z+(2*V1)) mod 2", z — (z® (*V1)) mod 2"

Indeed, all three mappings are uniformly differentiable modulo 2, and
N; = 1 for all of them. So it sufficies to prove that all three mappings
are bijective modulo 2, i.e. as mappings of the residue ring Z/2 modulo
2 onto itself (this could be checked by direct calculations), and that their
derivatives modulo 2 vanish at no point of Z/2. The latter also holds, since
the derivatives are, respectively,

1+4x=1 (mod2), 1+2x-1=1 (mod?2), 1+2z-1=1 (mod 2)

since (z2V1) =2z-1=1 (mod 2), and (z® C)}; =1 (mod 2), (see 3.22).
(3) The following closely related variants of the previous mappings of Z./2" onto
Z7/2" are NOT bijective for all T =1,2,.. .

i+ (z4+2%) mod 27, x + (z+ (A1) mod 27, =+ (z+ (23 V1)) mod 27,
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since they are compatible but not bijectve modulo 2.

(see [8], also [19, Theorem 1]) Let P(x) = ag + ar1x + - - - + aqzz? be a poly-
nomial with integral coefficients. Then P(z) is a permutation polynomial
(i.e., is bijective) modulo 2™, n > 1 if and only if a1 is odd, (ag +as+--+)
is even, and (az + a5 + -+ -) is even.

In view of 3.23 we have to verify whether the two conditions hold: first,

whether P is bijective modulo 2, and second, whether P’(z) =1 (mod 2)
for z € {0,1}. The first condition gives that P(0) = ap and P(1) = ap+a1+
as + - - - ag must be distinct modulo 2; hence a; +as 4+ ---ag =1 (mod 2).
The second condition implies that P'(0) = a; =1 (mod 2), P'(1) = a1 +
as+asz+--- =1 (mod 2). Now combining all this together we get az+a3+
+++ag =0 (mod 2) and az + a5+ --- =0 (mod 2), hence ag + a4+ ---=0
(mod 2).
As a bonus, we can use exactly the same proof to get exactly the same
characterization of bijective modulo 2" (r = 1,2,...) mappings of the form
> P(z) =apDa1x®--- @ agr? mod 2" since u @ v is uniformly differen-
tiable modulo 2 as bivariate function, and its derivative modulo 2 is exactly
the same as the derivative of u + v, and besides, u ® v = u + v (mod 2).

Note that in general theorem 3.23 could be applied to a class of functions that
is narrower than the class of all compatible functions. However, it turnes out that
for p = 2 this is not the case. Namely, the following proposition holds, which in
fact is just a restatement of a corresponding assertion of 3.13.

3.25. Proposition. ([6, Corollary 4.6], [7, Corollary 4.4]) If a compatible function
g: Zo — Zsy preserves measure then it is uniformly differentiable modulo 2 and has
integer derivative modulo 2 (which is always 1 modulo 2).

The techniques introduced above could also be applied to characterize ergodic
functions.

3.26. Theorem. ([16, Theorem 3.4, resp. 3.14 in the preprint], [7, Theorem 5.7],
[6, Theorem 5.7]) Let a compatible function f: Z,, — Z, be uniformly differentiable

modulo p*. Then f is ergodic if and only if it is transitive modulo pN>F)+1 when p
is an odd prime, or modulo 2V2(N)+2 when p = 2.

3.27. Exzample. In [19] there is stated that “...neither the invertibility nor the cycle
structure of = + (2 V 5) could be determined by his (i.e., mine — V.A.) tech-
niques.” See however how it could be immediately done with the use of Theorem
3.26: The function f(z) = z + (2% V 5) is uniformly differentiable on Zy, thus,
it is uniformly differentiable modulo 4 (see 3.22 and an example thereafter), and
N5 (f) = 3. Now to prove that f is ergodic, in view of 3.26 it sufficies to demonstrate
that f induces a permutation with a single cycle on Z/32. Direct calculations show
that a string 0, £(0) mod 32, f2(0) mod 32 = f(£(0)) mod 32,..., f31(0) mod 32 is
a permutation of a string 0,1,2,...,31, thus ending the proof.

Note that both Theorems 3.23 and 3.26 share the same feature: To prove er-
godicity (or measure preservation) of a certain mapping it sufficies to verify only
whether this mapping is transitive (respectively, bijective) modulo p™ for a certain
N. The origin of this feature is a pecularity of the p-adic distance; in fact such
an effect goes back to Hensel’s lemma. By the way, using this feature, namely, the
fact that a polynomial f with integer coefficients induces an ergodic mapping of Zo
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onto itself iff f is transitive modulo 8 (see 3.5; note that 3.26 implies modulo 16),
M.V .Larin proved the following theorem in a spirit of one of Rivest’s 3.24(4).

3.28. Theorem. ([9, Proposition 21]) Let P(x) = ap + a1z + -+ + aqz? be a
polynomial with integral coefficients. Then P(x) induces a permutation with a single
cycle modulo 2™, n > 2 if and only if the following congruences hold simultaneously:

as+as+ar+ag+--- =2ay (mod 4);
agt+agtas+---=a;+az—1 (mod 4);
a1 =1 (mod 2);
ap =1 (mod 2).

It would be of interest to understand whether an analogon of 3.24(5) for ergodic
polynomials over Z could be proved: A straightforward application of the same
ideas does not work since the function x @ y is uniformly differentiable modulo 2,
but not modulo 4, cf. Theorem 3.26.

4. CONSTRUCTIONS

In this section we introduce several constructions that enable one to built pseu-
dorandom number generators out of ‘building blocks’ based on ergodic and equipro-
bable mappings. Output sequences of these generators are always strictly uniformly
distributed. Other probabilistic and cryptographic properties of these generators
are discussed in further sections.

Our base construction is a finite automaton 2 = (N, M, f, F,ug) such that

e the state set IV is finite;

e the state transition function f : N — N is transitive (i.e., f is a permutation
with a single cycle);

e the output alphabet M is finite, and |M] is a factor of |N|;

e the output function F' : N — M is equiprobable, i.e., all preimages F~1(z),
z € M, have the same cardinality %;
e the initial state (a seed) ug is an arbitrary element of N.

Under these conditions the output sequence

S(uo) = {F(uo), F(f(u0)), F(f® (uo)), ... F(fV (ug)),...}

of the automaton 2 is strictly uniformly distributed over M i.e., S(ug) is a purely
periodic sequence, |N| is its period length, and every element z € M occurs at the

period exactly % times, see 2.3.

Congruential generator of a maximum period length. This corresponds to
a case when N = M, f is compatible and transitive mapping of the residue ring
Z/|N| onto itself, and F is an identical transformation (we identify N with Z/|N]|
in an obvious manner). This generator is said to be congruential since the algebraic
notion of compatibility just means that f preserves all congruences of the ring
Z/|N], i.e. for all a,b € N, a = b (mod d) = f(a) = f(b) (mod d) whenever
d||N].

4.1. Note. In order to avoid future misunerstanding it is important to emphasize
here that our notion of a congruential generator differs from one of Krawczyk,
[14]. According to the latter paper, a (general) congruential generator is a number
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generator for which the i*" element s; of the sequence is a {0,1,...,m — 1}-valued
number computed by the congruence

k
(4.1.1) 8 = Zaji)j(s,no, ey 8-1,80y--+,8i—1) (mod m),
j=1

where o; € Z, m € {2,3,...} and ®;, 1 < j < k is an arbitrary integer-valued
function. Note that this definition could be restated in the equivalent form: a
(general) congruential generator is a number generator for which the i element s;
of the output sequence is computed by the congruence

8i = DP(S—ngy--+rS-1,80,--+,8i-1) (mod m),

where, as Krawczyk notes (see [14, page 531]), ® is an arbitrary integer-valued
function that works on finite sequences of integers. Thus, according to Krawczyk’s
definition, an arbitrary infinite sequence over {0, 1, ..., m—1} should be considered
as a congruential generator. Such a definition is too general for the purposes of
our paper. Results of [14] in connection with a problem of predictability of the
generators considered in this paper will be discussed later.

So further in the paper a congruential generator is assumed to be the automaton
A such that M = N, F : M — M is a trivial permutation, and state transition
function f, being considered as a mapping of the residue ring Z/|N| into itself,
preserves all congruences of this ring.

In case the number of states is composite, |[N| = p'p3?---py'*, p; prime, j =
1,2,...,t, this generator could obviously be represented as a direct product of
congruential generators with prime power state set: Z/|N| = Z/p]* x --- x Z/py*,
and f = fi X --- x fi, where f; = (fj) mod p?j, f] Ly, — Ly, is a compatible and
ergodic mapping, j = 1,2,...,t.

Ezample. For N = 10* = 2% .5* the mapping f(x) = 11z + 11% is transitive modulo
10* for all k = 1,2, ... (see 3.3 and a note thereafter).

Thus, the case of composite number of states could be reduced to the case
when a number of states is a power of a prime, i.e., when |N| = p™. An obvious
disadvantage of this congruential generator is that the period length of the sequence
{6;(fD(ug)) : i = 0,1,2,...} (where §;(2) stands for the j digit of the base-p
expansion of z) is exactly p’*1, ie., only the most significant bit of the output
sequence has a maximum period length, which is obviously equal to the period of
the whole output sequence.

While being not very significant in case the output sequence is applied to simu-

. . . (©) .
lation tasks (espesially if one uses the sequence {fTEf‘O)}; the latter use is common

for numerical experiments), this disadvantage in general leads to a cryptographic
insecurity of the generator whenever the function f is known to a cryptoanalyst.
Indeed, to solve a congruence z = f(z) (mod p™) (and as a result to find a key,
which is an initial state ug in this case) one might use a version of p-adic Newton’s
method (the latter is a base of a canonical proof of Hensel’s lemma).

Namely, one solves a congruence z = f(x) (mod p), thus finding the least signifi-
cant digit do(x) of . Provided 6;(x) for j = 0,1,...,k—1 are already found, to find
dx(z) one has to find a (unique) solution of a congruense z = f(z) 4 p* fi.(&, 0x(x))
(mod p**t1), where & = &o(z) + 61(z) -p + - + Sp_1(z) - p*~! and the mapping
fe(-,): Z/p* x Z/p — Z/p is uniquelly determined by f. Of course, to express
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explicitly f(-,-) is a separate problem, yet it is easy in a number of important
cases. For instance, fi(&,0x(z)) = x(z) in case p = 2 (see 3.25).

We may also consider a case when f is not is known to a cryptoanalyst: e.g., for
p = 2 one may take f =1+ x + 4g(z), where g(z) is a compatible key-dependent
function, which is not known to a cryptoanalyst. Such function f is ergodic, see
3.15. This situation is a little better in comparison with a known f. However, the
sequence formed of less significant bits of f()(ug) is predictable in both directions,
i.e. knowing k members of the sequence { (V) (ug)} a cryptoanalyst finds &;( f (¥ (u))
for all j < logyk and all ¢ = 0,1,2,..., stretching the corresponding periods in
both directions. Thus, a good idea is to discard less significant bits of the output
sequence: Note that methods of [14], as it is directly pointed out there, do not
apply to generators that output only parts of the numbers generated. So we come
to the notion of

Truncated congruential generator of a maximum period length. The latter
is an automaton A such that |N| = p™, p prime, | M| =p™, m <n, f = (f) mod p",
f is a compatible and ergodic mapping of Z, onto itself, F(u) = Lp%mJ, u €
{0,1,...,p™ —1}. Note that the function F is not compatible, yet equiprobable, so
the output sequence, considered as a sequence over Z/p™, is purely periodic with
period length exactly p™, and each element of Z/p™ occurs at the period exactly
p"~™ times. In this paper we are mainly focused at the case p = 2.

An important example of such an output function F' is the mapping d0;: Zy —
7./2. Tt returnes the j*" digit of 2 and is obviously equiprobable. We call the cor-
responding sequence {(5j(f(i)(z)) :1=0,1,2,...} the j*" coordinate sequence, since
the sequence {f(V(z) :i=0,1,2,...} could be thought of as a sequence of vectors
{(0o(f9(2)),01(fD(2)),...) :i=0,1,2,...} over a field Z/2 of two elements. Of
course, the use of J; as an output function of the automaton 2 significantly re-
duces the performance, and the corresponding pseudorandom generator might be
not of much practical value. Nonetheless, we have to study coordinate sequences
to be able to prove certain important properties of output sequences of pseudoran-
dom generators considered in the paper. In particular, while studying probabilstic
quality of output sequences of truncated congruential generators one has to study
correlations among coordinate sequences. We postpone these issues to Section 5.

A truncation usually makes generators slower but more secure: general methods
that predict truncated congruential generators are not known, see [5],[12]. However,
such methods exist in some particular cases, for instance, when f is a polynomial
over Z of degree 1, and/or a relatively small part of less significant bits are dis-
carded, see [21]. However, in general truncated congruential generators seem to be
rather secure even their state transition function is relatively simple: For instance,
an analysis made in [20] shows that for f(x) = (z + (2% V C)) mod 2" the corre-
sponding stream cipher is quite strong against a number of attacks. Note also that
in generators we study here both the state transition function and output function
could be keyed.

Wreath products of congruential generators. This construction enables one
to construct pseudorandom generators such that their state transition function (and
output function) is being modified dynamically while working, i.e. generators with
recurrence sequence of states satisfying a congruence

Zit1 = fi(z;) (mod 2™).
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Such generators are called counter-dependent, see [13, Definition 2.4]. The problem
here is how to guarantee period length (and statistical quality) of this sequence {x;}.
The construction we introduce below offers a certain solution to this problem; the
idea of the construction goes back to wreath products of permutation groups. The
exact definition (which could be found in, e.g., [22]) is not needed within a context
of this paper; we note, however, that this construction is just a permutation that
belongs to a wreath product of a Sylow 2-subgroup of a symmetric group on 2"
elements by a cyclic group.

The idea of the construction is the following: Consider a (finite or infinite)
sequence of automata A; = (N, M, f;, F;), j € J={0,1,2,...,} (where J is finite,
or J = Np). Note that all the automata 2, have the same state set N and the
same output alphabet M. Now produce the following sequence {z;: i = 1,2,...}:
Choose an arbitrary ug € N and put

2o = Fo(uo),ur = fo(uo);...zi = Fi(u;), uit1 = fi(wi);. ..

That is, at the (i + 1) step the automaton 2l; is applied to the state u; producing
a new state u;11 = fi(u;) and outputting a symbol z; = F;(u;).
Now we give a more formal

4.2. Definition. Let A; = (N, M, f;, F;) be a family of automata with the same
state set NV and the same output alphabet M indexed by elements of a non-empty
(possibly, countably infinte) set J (members of the family are not necessarily pair-
wise distinct). Let T': J — J be an arbitrary mapping. A wreath product A; ;e ; T
of the family {2} of the automata by the mapping T is an automaton with state

9%

set N x J, state transition function f(j,z) = (f;(2),T(j)) and output function
F(j,z) = Fj(z). The state transition function G, 2) = (fi(2),T(j)) is called a

wreath product of family of mappings {f;: j € J} by the mapping T'; it is denoted
as f=f; Yies T

It worth noticing here that if J = Ny and F; does not depend on ¢, this construc-
tion will give us a number of examples of counter-dependent generators in a sence
of [13, Definition 2.4]. Note also that generators we consider in this subsection
are counter-dependent in a broader sence: Not only their state transition functions
depend on 4, but their output functions as well.

In fact, we are already familiar with wreath products of mappings: See the
following
Ezample. Let J = Z/2", let T: Z/2™ — 7Z/2™ be an arbitrary compatible per-
mutation with a single cycle. Put N = {0,1}, f.(u) = u ® ((z), where u € N
and B(z) = B(do(2),...,0n-1(2)) is a Boolean polynomial of degree n in n Boolean
variables (so {f.} is a family of linear congruential generators modulo 2). Then
f = f2 ey T could be considered as a mapping of Z/2""! onto itself (we identify
(e,2) € N x J with z +¢ - 2" € Z/2"1); moreover, f is a compatible permutation
on Z/2"*+1 with a single cycle in view of 3.13. Thus, every compatible and ergodic
mapping modulo 2¥ could be obtained by succesive application of wreath products.
In fact, all compatible mappings of Z/2"*! onto itself form a group Syls(27+1)
with respect to a composition. This group is a Sylow 2-subgroup of a symmetric
group Sym(2"1) on Z/2"1; it is known (see e.g. [22]) that

Syla(2"T1) = Sym(2) 1 Sym(2) 11 Sym(2).

n + 1 factors
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Here @ stands for the wreath product of groups.

A generalization of the above example gives the following
4.3. Proposition. Let T: Z/2™ — Z/2™, m > 1, be an arbitrary permutation
with a single cycle, let {cg,...,com_1} be a finite sequence of 2-adic integers, and
let {fo,..., fam_1} be a finite sequence of compatible mappings of Za onto itself.
Put Hj(z) = cj+x+4- f;j(z). Then the wreath product H, 2?:0_1 T defines a bijective
mapping W: Zo — 7o

W(z) = T(z mod 2™) 4+ 2™ + Hy mod 2m (L;’:’LJ >;

this mapping is asypmtotically compatible and asymptotically ergodic (i.e., a = b
(mod 2¥) = W(a) = W(b) (mod 2*) and W is transitive modulo 2* for all suffi-
ciently large k; in fact, for all & > m, see [7, 6, 16] for definitions) if and only if
S e =1 (mod 2).

In other words, every recurrence sequence U, = {x;} defined by the relation

Tit1 = H; mod 2 (x;) mod 2"

is strictly uniformly distributed sequence over Z/2™ of period length exactly 2"T™
if and only if Z?:O_I ¢; =1 (mod 2).

Proof. Since wreath product of permutations on sets N and M is a permutation on
the direct product N x M (see 4.2), the sequence U, is purely periodic. Moreover,
since the permutations 7" and I: z — (z + 1) mod 2™ are conjugate in Sym(2™),
and thus both wreath products (H; mod 2") 2?:51 T and (H; mod 2") 2?:&1 I have
the same cycle structure (the same number of cycles of length ¢, for all £ = 1,2,...),
it is suffisient to study a period of a sequence x;; = H;(x;) mod 2", assuming H; =
H; mod 2m for i > 2™. Further, since W,, = (H; mod 2") 2?:0_1 I € Syl (27t™), the
period length of the sequence {z;} is a power of 2. Finally, since the mapping
W, : Z/2"t™ — 7,/2"™ is compatible, it is necessary and sufficient to understand
when W, is transitive modulo 2"™™ for all k = n + m. Yet the mapping W,
could be considered as a function of a variable z = i + 2™ -z € Z/2™*"  where
i€{0,1,...,2™—1}and z € {0,1,...,2" —1}. Thus, we could apply 3.13 to study
transitivity of W,,. Since W, (z) = z+ 1 (mod 2™) by the definition, we only have
to calculate §,(H;(x)).
One has dg(c; + ) = xo0 + B(4) (mod 2) and

dj(ci +x) = x5+ B(H)xo - xj—-1 +vilx0,- -, xj—-1) (mod2)  (j>0),

where x; = d;(x), 8(i) = do(ci), vji(X0,- - -+ X;j—1) is a Boolean polynomial of degree
< j in Boolean variables xo,...,x;j—1. Yet d;(4- g;(x)) is a Boolean polynomial in
Boolean variables xo, ..., x;j—2 for j > 2, and is 0 otherwise. Thus,
(4.3.1) 8j(Hi(z)) = x5 + B(i)xo - Xj—1 + Aji(Xo, - -, xj-1) (mod 2),
where deg A\j; < j, 7 =1,2,..., and §o(H;(x)) = xo + B(i) (mod 2).

Assuming (, = §,(z) for r = 0,1,...,m + n — 1 one can consider ((i) for
i € {0,1,...,2™ — 1} as a Boolean polynomial in Boolean variables (, ..., (m—1;
similarly, A;; could be considered as a Boolean polynomial in Boolean variables
Cos--+»Cm+j—1. Since the degree of \j; in variables xo, ..., x;—1 is less than j (see

the argument above), the degree of this polynomial in variables (o, ..., {m+;—1 is
less than m + j. Thus, in view of 3.10 and (4.3.1), the mapping W,, is transitive
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iff deg 8 = m, i.e., iff the Boolean polynomial 3 is of odd weight. Yet the latter is
equivalent to the condition 2?2071 B(i) =1 (mod 2). This proves the proposition
since E?:Jl B(i) = Zfzofl ¢; (mod 2). O

Two important notes worth being stated here. The first of them concerns further
generalizations of proposition 4.3
4.4. Note. The proof of 4.3 shows that the proposition holds if H; satisfy the follow-
ing conditions: 23:0_1 H;(0) =1 (mod 2) and §;(H;(z)) = 6;(x)+pi(j;z) (mod 2)
(¢ =0,1,2...), where the Boolean polynomial p; in Boolean variables 6,(jf), 0s(x)
(ref{0,1,...,m—1}, s€{0,1,...,i—1}) is of odd weight for i > 0 (see the argu-
ment proving (4.3.1) and text thereafter). In oder to satisfy the latter condition of
these one can take e.g. H;(x) = =+ h;j(z), where every ;(h;) is a Boolean polyno-
mial of even weight in Boolean variables &y(z),...,d;_1(x) °. Also, one can assume
in conditions of 4.3 that, e.g., H; = (¢; +2) ®(2-g;(z)) (or Hj =¢j+x+2-g;(z))
for measure preserving g;, etc.
Ezample. Let Hj(z) = c¢; +z+ (z*V C;), where Zj:no_l ¢; =1 (mod 2) and C; =7
(mod 8), then the recurrence sequence defined by Tiv1 = Cimod2m + T; + (¥? V
Ci mod 2m ) 18 strictly uniformly distributed modulo 2™. It is sufficient to note only
that 2 V 7 is an even parameter, see [20]. This example is a variation of theme
of theorem 3 there, which considers similar problem for the sequence defined by
relation ;11 = (z; + (27 V Ci mod m)) mod 2" with odd m (the case when T acts
on a set of odd order is discussed below).

The second important note relates wreath products and truncation.
4.5. Note. From the proof of proposition 4.3 immediately follows that each recur-
rence sequence X, defined by x;11 = fi mod 2m (2;) mod 2™ with compatible f; could
be obtained by a truncation of m low order bits of the recurrence sequence defined
by ziv1 = G(z;) mod 2"™ for a suitable compatible mapping G: Zo — Zy. How-
ever, in practice it could be more convenient to produce the sequence according to
the law z;11 = fi mod 2= (x;) mod 2" than to the law 2;,1 = G(z;) mod 2" with
further truncation, since the mapping G could be extremely complicated despite
all f; are relatively simple. As a bonus we have also that all the results that are
established further in the paper for truncated congruential generators remain true
for generators of form z;11 = fi mod 2m (x;) mod 2.

Using ideas of proposition 4.3 it is possible to handle a case when T acts on a
set of odd order.

4.6. Proposition. Let m > 1 be odd; let, further, {fo,..., fm-1} be a finite se-
quence of compatible and ergodic mappings of Za onto itself, and let {dy,...,dm—_1}
be a finite sequence of 2-adic integers such that

e > d; =0 (mod 2), and

o the sequence {d; mod m mod 2: 4 =0,1,2,...} is purely periodic with period

length exactly m.

Put Hj(z) = d; & fj(x) (respectively, Hj(x) = d; + fj(x)). Then the wreath
product (H; mod 2™) 2;-”;01 I, where I(5) = (j + 1) mod m, defines a permutation
W Z/2"m — Z/2™m with a single cycle.

6Such mappings h; are called even parameters in [20]
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Moreover, a recurrence sequence W, = {z; € Z/2"} defined by the relation
Ti+1 = H; mod m (i) mod 2"

18 a strictly uniformly distributed purely periodic sequence with period length exactly
2"m such that every element of Z/2™ occurs at the period exactly m times.
Obviously, it is sufficient to prove only the second part of the statement. We
need the following
4.7. Lemma. Let gg,...,9m—1 be a finite sequence of compatible mappings of Zs
onto itself such that
gj(z) =z +c¢; (mod 2) for j=0,1,...,m—1,
o Y ;=1 (mod 2),
the sequence {¢; mod m mod 2: 1 =0,1,2,...} is purely periodic with period
length eractly m,
0r(9(2)) = G+ ¥1.(Cos- -, Co—1) (mod 2), k =1,2,..., where { = §,(2),
r=20,1,2,...,
e foreachk =1,2,... an odd number of Boolean polynomials @i(g‘o, NG
in Boolean variables (g, ..., k_1 are of odd weight.
Then a recurrence sequence ) = {x; € Zs} defined by a relation ;11 = g; mod m (i)
is a strictly uniformly distributed sequence over Zy: it is purely periodic modulo 2%
for all k = 1,2, ... with period length exactly 28m, and with each element of Z/2*
occuring at the period exactly m times. Moreover,
(1) 2°Tim is a (not necessarily exact, see definition 2.4) period length of the
sequence Dy = {ds(x;):1=10,1,2,...} (s=0,1,...,k—1),
(2) 0s(witasm) =ds(z;) +1 (mod 2) for alls=0,1,...,k—1,i=0,1,2,...,
(3) for eacht=1,2,...,k and each r =0,1,2,... the sequence

z, mod 2', z,,, mod 2¢, 2, 5, mod 2¢, ...
is a purely periodic sequence of period length exactly 2, and each element
of /2 occurs at the period exactly once.

Note. In view of 3.13 the conditions of the lemma imply that all the mappings g;
preserve measure.

Proof of lemma 4.7. Since every g; induces a permutation modulo 2" (see 3.13),
the wreath product (g; mod 2%) 2;”;01 I is a permutation Ry on Z/m x Z/2*; hence,
the recurrence sequence )y defined by a relation ;11 = @i mod m(2:) mod 2k ig

purely periodic.
We continue the proof of the lemma with induction on k. For k& = 1 one has

Ti41 = (Ci mod m + xz) mod 2,

Thus, z; = mo—i—zz;é ¢j mod m (mod 2), and we have to calculate an exact length P

of a period of a sequence b; = (E;;E €j mod m) Mmod 2 (see definition 2.4). Yet 0 =

Zf;ii_l Cj mod m (mod 2) for all 4; this means that the sequence C = {¢; moa m mod

2} is a linear recurrence sequence over a field Z/2 with characteristic polynomial
1+y+---+yP 1 € (Z/2)[y] (see e.g. [17] for definitions). Since the latter polynomial
is a factor of a polynomial y* — 1, P is a period length of the sequence C. Yet m is
an exact period length of the sequence C, so m must be a factor of P. Yet z;1,, =

m—1 _ _ m—1 _
o + ijo Cjmodm = Zo + 1 (mod 2), and z;om = xo + 2 - ijo Cj mod m = %0
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(mod 2); thus, P = 2m. This proves the lemma for k = 1, since Dy = ) in this
case.

Now let the lemma be true for k = n; consider k¥ = n + 1. Denote 6, (z;) = X,
then

i—1
(4.7.1) Xo =X0+ D> @A, xh_y)  (mod 2).
=0

Since by the induction hypothesis the period length of the sequence ), is exactly
2"m, and since all g; are compatible, the period length of Y, is a multiple of
2™m; thus only two cases are possible: the exact period length of ), 11 is either
2"*+m, or it is 2”m. We shall prove that the latter case does not take place. To
do this we only have to demonstrate that x2"™ % x% (mod 2). In view of the
induction hypothesis one has

"m—1+r

2
472) X2 =X+ Y X)) =
j=r

m—1
Xt Y D> @h(CoserCn1) =X+ 1 (mod 2),
j=0 zez/2"

for all 7 = 0,1,2,..., since an odd number of Boolean polynomials ¢9, ol ... pm=1

are of odd weight. This proves (2) of the lemma’s statement; also, as (4.7.2) implies
2" # X% (mod 2), the exact period length of Y, 1 is 2"t'm in view of the above
note. Morover, congruence (4.7.2) implies X%nﬂmﬂ" = xI = (mod 2), thus proving
claim (1) of the lemma. Last, by claim (3) of the induction hypothesis the following
string of 2"™m numbers

2, mod 2", Ty 1y mod 2", 2y 2y mod 27, ... Xy (20 1)y, mod 27
is a permutation of 0,1,2,...,2" — 1. Hence, all the numbers

Lry Tr4my Lr42my - -+ s Lrp(2n—1)m

are pairwise distict modulo 2"*!. Thus, for each z € {0,1,...,2" — 1} among the
numbers

(4.7.3) Try Trdmy Tri2ms - -+ T (2741 —1)m

there exist exactly two numbers (say, x,, and z,) such that u # v and z = z,, = x,
(mod 2™). Thus, u = v (mod 2™m) in view of claim (3) of the induction hypothesis.
Hence necessarily v = u + -2"m. But then z, # z, (mod 2"1), since §,(z,) =
dn(zy)+1 (mod 2) in view of (4.7.2). Thus, all 2" ! numbers of (4.7.3) are pairwise
distinct modulo 2"*1. This proves claim (3) of the lemma.

Since, as we have already proved, the sequence )41 is purely periodic with
period length exactly 2"t1m, a finite sequence
2n—i—17

27L+1

zo mod 2", 21 mod .., Tont1_1 mod

is a period of Y,41. But according to already proven claim (3), among these
numbers there exist exactly m numbers that are congruent to z modulo 27! for
each given z € {0,1,...,2"*"! — 1}. This completes the proof of the lemma. O

Note. Nowhere in the proof of lemma 4.7 we used that m is odd. Hence, the lemma
holds for arbitrary, and not necessarily odd m > 1.
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Proof of proposition 4.6. The proof of proposition 4.6 for a case H;(z) = d; & f;(x)
is now obvious in view of 3.13 and lemma 4.7: Note only that the sequence {d; +
1: 5=0,1,2,...} satisfies conditions of the lemma. So to finish the proof we only
have to consider a case H; = d; + f;(z).

The proof in the latter case goes along the lines similar to those of lemma 4.7.
Namely, for n = 1 one has z;+1 = (d; moda m + @i + 1) mod 2, since every ergodic
mapping modulo 2 is equivalent to the mapping x — = + 1, see 3.10; so putting
¢; = d; + 1 returns us to the situation of lemma 4.7 whenever n = 1.

Assuming the proposition is true for n = k prove it for n = k + 1. In view of
3.13 we have that for s > 0

0s(Hj(x)) = Xs + (dj + 1)x0 -+ Xs—1 + ¥i(X0; -+ Xs-1)  (mod 2),
where degJ < s (this congruence could be easily proved by induction on s: the
coefficient of the monomial g ---xs—1 in the Boolean polynomial that represents
a carry to s digit is §o(d;)). Thus, for & > 1 one obtains

2Pm—1
(djmodm + DX Xao1 + D YAO@s---sXhor) =
§=0

m—1
Gt Y > (G Gr) =

j=0 zeZ/2*
Xp 41 (mod 2),

since all Boolean polynomials wi (Coy--+,Ck—1) are of even weight. This completes
the proof of the proposition. O

Ezample. A mapping g;(z) = z+ (22 V C}) is ergodic iff §o(C;) = 1 and 62(C;) =1
(see 3.14). Let a sequence {d;: j = 0,1,2,...} satisfy conditions of proposition 4.6.
Then the sequence {z;11 = z; + d; + (zZ V C;) mod 2": i = 0,1,2,...} is purely
periodic modulo 2% for all k = 1,2,... with period length 2¥m, and each element
of Z/2* occurs at the period exactly m times.

This is another variation of theme of [20, Theorem 3]. Note that we prove a
somewhat stronger claim: Not only a sequence of pairs (y;, ;) defined by y;11 =
(yi +1) mod m; @11 = (z; +d; + (27 vV Cy,)) mod 2" is periodic with period length
2™m, yet the period length of the sequence {z;} is 2"m. The latter could never be
achieved under the conditions of Theorem 3 of [20]: They imply that the period
length of the sequence {z; (mod 2)} is 2, and not 2m.

Note. Obviously, after corresponding restatement proposition 4.6, as well as lemma
4.7, remain true for arbitrary permutation I: Z/m — Z/m with a single cycle.

In connection with proposition 4.6 there arises a natural question: how to con-

struct a sequence {d;} that satisfies its conditions?
4.8. Proposition. Let m > 1 be odd, and let w: Z/m — Z/m be an arbitrary
permutation with a single cycle. Choose arbitrary z € Z/m and set d; = u (z) mod
m, if m =1 (mod 4), or set d; = (u”(2) + 1) mod m otherwise (i = 0,1,2,...).
Then the sequence D = {d;} satisfies conditions of proposition J.6: that is, D is
purely periodic with period length exactly m, and Z?:_Ol d; =0 (mod 2).

Proof. Obviously, the sequence D is purely periodic. Let P be the period length
of D. Thus, P is a factor of m. Note that since m = 2s + 1, exactly s numbers of
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0,1,...,m—1are odd. Denote rq (respectively, r1) the number of even (respectively,

odd) numbers at the period of D: so 5r1 = s, and Brg = s+1. Thus, F(ro—r1) =
1; hence 5 = 1. So, the period length of D is exactly m. The result now follows

since 7" ;'i =0 (mod 2) iff s =0 (mod 2). O

4.9. Note. Thus, to construct a sequence {d;} of proposition 4.6 it is sufficient to
construct a permutation with a single cycle modulo m. Of course, this could be
done in various ways, depending on extra conditions the whole generator should
satisfy. For instance, if one intends to use maximum of memory calls instead of
computations on the fly, he can merely take an arbitrary array of {0,1,...,m — 1}
in arbitrary order. On the contrary, if one needs to produce d; on the fly, he could
construct a corresponding generator modulo m with a compatible state transition
function and a bijective modulo m output function. This could be done e.g. with
the use of 3.5, 3.7, 3.8, and 3.10. In case m = 2F — 1 an alternative way is to use
linear recurrence sequences of maximum period over Z/2: note that often sequences
of this kind could be constructed with the use of xor’s and left-right shifts only, see
e.g. [23].

The above results of this subsection show how to construct a sequence z;11 =
fi mod m (i) mod 2™ of maximum period length 2™m in two cases: when m is odd,
and when m = 2*. Now we consider a general case of arbitrary m > 1.

4.10. Theorem. Let G = {qgo,...,9m—1} be a finite sequence of compatible measure
preserving mappings of Zo onto itself such that
(1) the sequence {(gi mod m(0)) mod 2: ¢ = 0,1,2,...} is a purely periodic se-
quence with period length exactly m;
m—1
(2) XiZo 9i(0) =1 (mod 2);

(3) Z;n:_ol Zii_ol gj(2) = 2% (mod 2*t1) for all k =1,2,... .

Then the recurrence sequence Z defined by the relation Tii1 = gimod m(%;) s
strictly uniformly distributed modulo 2™ for all n = 1,2,... : i.e., modulo each
2™ it is a purely periodic sequence with period length exactly 2"m and with each
element of Z/2™ occuring at the period exactly m times.

Note. Since in view of 3.13 a compatible mapping g;: Zo — Z preserves measure
iff
31(9i(2)) = Xk + @i (X0, -, Xr—1)  (mod 2),

where xs = ds(x) (s = 0,1,2,...), the condition (3) of theorem /.10 could be
replaced by the equivalent condition

m—1

wtpl =1 (mod2)  (k=1,2,...),
§=0

where wt gpi is a weight of the Boolean polynomial @i in variables xo,..., Xk—1-

In turn, since for every Boolean polynomial ¢ in variables xo,...,xx—1 holds
wt o = Coefy,. k—1(¢) (mod 2), where Coefy . x_1(p) stands for a coefficient of
the monomial xq---Xxx—1 in the Boolean polynomial ¢, the latter condition could
be also replaced by

Coefy, x_1(¢l) =1 (mod 2) (k
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m—1

Z Vmiwﬂ =1 (mod 2) (k=1,2,...).

Jj=0

Proof of theorem 4.10. Practically everything is already done during the proof of
4.7: we just note that congruence (4.7.2) now holds in view of condition (3) of the
theorem. 0

Note. For m = 1 theorem 4.10 turns into ergodicity criterion 3.13: so theorem 4.10
could be considered as a generalization of this criterion.

Theorem 4.10 is our main technical tool in constructing automata with strictly
uniformly distributed recurrence sequences x;11 = f;(z;) of internal states out-
putting strictly uniformly distributed sequences of the form Fy(zg), Fi(z1),. .- .
The above mentioned results (e.g. 4.4and 4.6) could be derived from theorem 4.10,
as well as new results for even m that is not power of 2 could also be obtained with
the use of it:

Ezample. For instance, take odd s, 1 < s < m, and take s arbitrary compatible and
ergodic mappings g;: Zo — Zs, (j =0,1,...,s—1). Take m—s arbitrary compatible
and measure preserving mappings hy: Zs — Zs, and set gi(z) = z @ 2h(x) (k =
s,s+1,...,m —1). Then in view of 3.13 it is easy to see that a finite sequence
{gi:1=0,1,...,m—1} satisfies conditions of theorem 4.10, and thus the recurrence
Sequence Tj+1 = ¢imod m(x;) is strictly uniformly distributed modulo 2™ for all
n=12,....

4.11. Note. During the proof of theorem 4.10 and of lemma 4.7 we have demon-
strated that every j™ coordinate sequence D; = {0;(z;):i = 0,1,2,...} (j =
0,1,2,...) is a purely periodic binary sequence of period length 29 1m, and the sec-
ond half of the period is a bitwise negation of the first half: §;(x;0im) = 0;(z;) +1
(mod 2),4=0,1,2,... (see claims (1)—(2) of lemma 4.7). Note, however, that the
exact period length P of the sequence {d;(x;): 1 =0,1,2,...} could actually be less
than 27t m, i.e., P|27"1m, yet not necessarily P = 2/7'm (however, P is always
a multiple of 29! see 5.6). Indeed, the sequence 101010... is a purely periodic
sequence with period 10 of length 2; at the same time it could be considered as a
purely periodic sequence with period 101010 of length 6. Note that in both cases
the second half of the period is a bitwise negation of its first half. Such an effect
could never occur for j = 0, since Dy = Y, and the latter sequence has period
length exactly 2m in view of lemma 4.7. However, this effect could occur for senior
coordinate sequences. For instanse, let Dy be a purely periodic sequence with pe-
riod 111000; let D; be a purely periodic sequence with period 110011001100. The
exact period length of D; is 4; yet it could be considered as a sequence of period
12, and the second half of the period is a bitwise negation of the first half. The
sequence )s in this case is a purely periodic sequence with period 331022113200.
It is not difficult to demonstrate that this sequence ) satisfy lemma 4.7, i.e., one
could construct mappings go, g1, g2 satisfying the lemma, such that outputted se-
quence s is our sequence with period 331022113200. A characterization of possible
output sequences is given by theorem 5.10 further.

Finally we consider a case of wreath products of automata with non-identity
output functions.
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4.12. Corollary. Let a finite sequence of mappings {fo,..., fm—1} of Zs into itself
satisfy conditions of theorem /.10, and let {Fy,...,Fy,_1} be an arbitrary finite
sequence of equiprobable (and not necessarily compatible) mappings of Z/2™ (n > 1)
onto 7)2%, 1 < k < n. Then the sequence F = {F; modm(z;): i = 0,1,2...},
where Ti11 = fi mod m (i) mod 2", is strictly uniformly distributed over Z/2% : It
is purely periodic with period length 2"m, and each element of 7./2% occurs at the
period exactly 2" *m times.

Proof. Obvious: combine claim (3) of lemma 4.7 and proposition 2.3. |

Note that the results of this subsection could be extended to cover the case
p odd, that is, to the case of wreath products of the form Hj; 2?20_1T, where
T:Z/p™ — Z/p™ (and even for H, 2;”:_01 T, where T: Z/m — Z/m, m > 1 ar-
bitrary rational integer). This case is also of cryptographic importance: the cor-
responding techniques could be used e.g. to construct sequences of type D of
proposition 4.8. However, this is an issue of a forthcoming paper.

Equalizing period lengths of coordinate sequences. All the generators with
the identity output function considered above demonstrate a property, which is
already mentioned at the beginning this section, and which in loose terms could
be stated as follows: Less significant bits of output have smaller periods. To be
more exact, despite for any of these automata the corresponding output sequence
S = {s0,51,...} over Z/2™ is always purely periodic of period length exactly 2™¢
(where ¢ = 2™ for sequences outputted by wreath products of automata described
by 4.3 or 4.5, { = m in case the wreath products are of 4.6, 4.7, or 4.10, and
¢ =1 for congruential generators of a maximum period length), the j*® coordinate
sequence 9;(S) = {0;(s0),9;(s1),...} could be of smaller period length (see e.g.
note 4.11 above). In fact, as it is shown further, the exact period length of the jt!
coordinate sequence of congruential generator of a maximum period length is 27!
(see 5.1); it is a factor of 2771¢ and a multiple of (which is possibly equal to) 271
for wreath products of generators (see 5.6). So only senior coordinate sequence
0n—1(8) may achieve exact period length 2™¢; at least, the exact period length of it
is not less than 2™. Nothing more could be said either if we use general non-identity
equiprobable output functions (see 2.3 and 4.12). However, such a “disbalance” of
periods could be cured if we apply non-identity output functions in some special
way.

Namely, let 7 = 7} be a bit order reversing permutation on Z/2", which was
defined in section 2, and let h; (i = 0,2,...,m — 1) be compatible and ergodic
mappings of Zs onto itself. Then the composition F;(z): z — (h;(n(z))) mod 2"
(x € {0,1,...,2" — 1}) is a bijective mapping of Z/2™ onto itself. We argue that
if we take F; as an output function, then the sequence F of 4.12 is free of less
significant bit effect mentioned above. To be more exact, the following proposition
holds:

4.13. Proposition. Let h;, i = 0,1,2,...,m — 1, be compatible and ergodic map-
pings of Zo onto itself. Define F;: 7./2" — Z/2™ by F;(z) = (hi(7(z))) mod 2™
(r €{0,1,...,2" —1}), where m = 7} is a bit order reversing permutation on Z/2"
(see Section 2 for the definition of the latter). Consider a sequence F over Z/2"
defined in J.12. Then the exact period length of the j™ coordinate sequence §;(F)

(1=0,1,2,...,n—1) is 2"k;, where 1 < k; < £.
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Moreover, the same holds if m = 1 (and whence £ = 1), i.e., when F is an
output sequence of the automaton A = (N, M, f, F,uo), where N = M = 7./27,
f = fmod2”, f and h are compatible and ergodic mappings of Za onto itself,
F(z) = (h(r(z))) mod 2", x € {0,1,...,2" —1}: The ezact period length of the j™*
coordinate sequence §;(F) is 2" for all j =0,1,2,...,n — 1.

Note. Hence, F is a purely periodic sequence of period length exactly 2™m, and
with each element of Z/2" occuring at the period exactly m times (see 4.12,2.3).

To prove this proposition we need the following easy
4.14. Lemma. Let X ={z;: 1 =0,1,2,...} and Y ={y;: i =0,1,2,...} be purely
periodic sequences over Z/2 with exact period lengths 2% and 2V, respectively, and
let w > v. Then the sequence X ®Y = {x; Py;: 1 =0,1,2,...} is purely periodic
with period length exactly 2*.

If, additionally, ;1 9u—1 = z; +1 (mod 2) for all i = 0,1,2,..., and if Y is a
non-zero sequence, then the sequence X @Y = {x; -y;: i = 0,1,2,...} is purely
periodic with period length exactly 2*.

Proof of lemma 4.1/. The first assertion of the lemma is obvious. To prove the sec-
ond one assume P is the exact period length of the sequence {z;-y;: i =0,1,2,... }.
Then P = 2° for suitable s < u. Yet if s < u, then ; gu—1-Y;19u—1 = x;-y; (mod 2)
for all i = 0,1,2,...; thus (z; + 1) - y; = z; - y; (mod 2) and hence y; = 0 (mod 2)
for all : =0,1,2,.... A contradiction. a

Proof of proposition 4.13. In view of assertions (2) and (3) of lemma 4.7, each sub-
sequence F(r) = {zpptm:t = 0,1,2,...}, r = 0,1,...,m — 1, of the sequence
F ={z:1=0,1,2,...} satisfies the following condition: Each coordinate sequence
§;(F(r)) is a purely periodic sequence of period length exactly 2/*!, and the sec-

ond half of the period is a bitwise negation of the first half, i.e., §;(2,142i)m) =
0;(Zr4¢m) +1 (mod 2) for all t =0,1,2,.... Thus, in view of theorem 5.9, which is
proved further, the sequence F(r) is an output sequence of a suitable automaton
B = (Zs,Z/2", f, mod2", z.), where f is a compatible and ergodic mapping of Zs
onto itself. Thus, the first assertion of the proposition follows from the second one,
i.e., it is sufficient to consider only a case m = 1.

Now represent h in a Boolean form according to 3.13. So,

0i(h(x)) = x5 + ¢j(x0,---,xj-1) (mod 2),

where xr = dx(x), and ¢; is a Boolean polynomial of odd weight in Boolean
variables xo,...,X;j—1 for 7 > 0, ¢9 = 1. Note that for j > 0

(4141) 5J(h<$)) = Xj —+ X0 X1 Xj—l —|— ¢j(X0, . 7Xj—1) =
Xi + X0 oj(X1s-- -, X5-1) + B5(xa, -, x5-1)  (mod 2),
where 1, o, 8; are Boolean polynomials of corresponding Boolean variables, and
deg1; < j, so o is a non-zero polynomial.
For binary sequences U,V,W,... (which could be treated as 2-adic integers)

and a Boolean polynomial y(v,v,w,...) of Boolean variables v,v,w,... denote
~U,V,W,...) a binary sequence S (thus, a 2-adic integer) such that

5;(S) = 7(6;(U),6;(V),0;(W),...)  (mod 2),

for all j = 0,1,2,.... Loosely speaking, we just substitute, respectively, xor and
AND for + and - in the Boolean polynomial vy and let variables v, v, w, ... run through
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the space Zs of 2-adic integers. Thus we obtain a well defined multivariate function
~ on Zsg valuated in Zsy. Since there is a natural one-to-one correspondence between
infinite binary sequences and 2-adic integers, the sequence v(U,V,W,...) is well
defined. Note also that treating binary sequences as 2-adic integers enables one
to produce infinite sequences of n-bit rational integers out of n infinite binary
sequences in an obvious manner: Say, Y +2-V+4W is a sequence N' = {ng,n1,... €
No} such that n; = 6;(U) +2-6,;(V) +4-5;(W) for j =0,1,2.... For instance,
ifid =101...,V =110..., and W = 010..., then A/ = 361... is a sequence over
{0,1,...,7} =17Z/8.

Proceeding with these conventions, let C; (respectively, D;) be the 4t output
sequence of the automaton 9B (respectively, 2). Let £ = 111.... Then in view of
(4.14.1) one has:

DO - Cnfl D 57
Dl = Cn—Q ©® Cn—l D B,
Dj = Cnfjfl & Cn,1 ® Oéj(cnfz, e ,Cn,j) (&%) ﬁj(Cn,g, e ,Cnfj) (j S 2),

where B = (10101 ... is a constant binary sequence. Note that C; is purely periodic
binary sequence of period length exactly 2/*!, and the second half of the period
is a bitwise negation of the first half, see 5.1 further. This completes the proof of
proposition 4.13 in view of lemma 4.14 and conventions made above, if we prove
that the sequence o;(Cp—2,...,Cn—j), 2 < j <n—1, is a non-zero binary sequence.

Consider a sequence G; = 2""2-C,,_g+---+2"79.C,_; over Z/29~1. The latter
sequence is just an output sequence of the automaton &; = (Z/2"~1,Z/2/~1, f mod
21 T,_;_1,u), where T),_;_; is a truncation of the first n — j low order bits:
Tn—j—1(2) = [ 57=7]. Thus, G; is a purely periodic sequence of period length exactly
2"~ and with each element of Z/27~1 occuring at the period the same number of
times. Yet «; is a non-zero Boolean polynomial (see above); thus it takes value 1
at least at one (j — 1)-bit word of Z/27~1. Consequently, at least one member of
the sequence o;(Cp—2,...,Cp—j) is 1. O

Note. There are other methods that improve periods of coordinate sequences. For
insatnce, using the ideas of the proof of 4.13 it is not difficult to demonstrate that
if a recurrence sequence is defined by a relation x;+1 = f(x;), where f: Zo — Zg is
compatible and ergodic mapping, then a binary sequence {0y (x; + 27 - 05(x;)): i =
0,1,2,...} is purely periodic with period length exactly 2° whenever j < k < s.
From here it could be deduced that e.g. the sequence

zZ= {(x+7r,§(§—kj m0d2k)) monk:i:O,l,Q,...}

is a purely periodic sequence over Z/2" of period length exactly 22*, such that each
element of Z/2F occurs at the period exactly 2* times, and that each coordinate
sequence of Z is purely periodic binary sequence of period length exactly 22*. Note
that Z is obtained according to a very simple rule: at the i*" step take (2k)-bit
output of congruential generator of a maximum period length with state transition
function f, read the second half of this output as a k-bit number in reverse bit
order and add this number modulo 2* to the k-bit number that agrees with the
first half of the output.
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5. PROPERTIES

In this section we study common probabilistic, cryptographic and other proper-
ties of output sequences of the generators considered in preceeding sections: Linear
and 2-adic spans of these sequences, their structure, distribution of k-tuples in
them, etc. We begin our study with properties of coordinate sequences of the au-
tomata considered above, that is, of the sequences {d;(s;): ¢ = 0,1,2,...}, where
{si} is the output sequence of the automaton.

Properties of coordinate sequences. To study coordinate sequences it is con-
venient to consider an automaton 2’ with a state set Zo, compatible and ergodic
state transition function f: Zg — Zy and with identity output function F(z) = z.
We also consider an automaton Ql; which differs from 2’ only by the output func-
tion, which is 6;(2) in this case. Thus the output sequence of Ql; is just the j*®
coordinate sequence S; = {s; = 5j(f(i)(z)) : 1 =0,1,2,...} of the automaton
A" (here z € Zo is the initial state of the automaton 2'). Note that since f is
compatible, we may assume if necessary that z € Z/29%!, i.e., that all but pos-
sibly the first j + 1 junior bits of 2-adic representation of z are 0. That is, the
output sequence of the automaton Ql; is the same as the one of the automaton
A= (2/27F17,/2, f mod 2771 §;, 2 mod 2911, see Section 2.

It turnes out that the j* coordinate sequence has rather specific structure.
Namely, the following theorem holds.

5.1. Theorem. The j" coordinate sequence is purely periodic, and 29t' is the
length of its period. The second half of the period is a bitwise negation of its first
half, i.e., s;10i = s; +1 (mod 2) for each i =0,1,2,....

Proof. Since the mapping f: Zs — Zs is compatible and ergodic, the sequence
{xiz1 = f(x;) mod 27! : i = 0,1,2,...} is purely periodic, with 2771 being the
length of its period, whereas the sequence {z;1; = f(x;) mod 27 : i = 0,1,2,...}
is purely periodic, and the length of its period is exactly 27. Yet x;,; mod 2/+! =
zip1 mod 27 + 2j(5j (zi41), and the first assertion of 5.1 follows.

Supposing §;(z;11) = 0;(x;1142:) for some i, from the preceeding equality
one obtains ;414195 = xi11 (mod 27+1), and hence 2; ;1105 = fD(Ti4140) =
fO(zi41) = 2ip441 (mod 27FY) for all t = 0,1,2,..., in view of compatibility of f.
So the length of the period of the sequence {x; mod 271 : i =0,1,2,...} does not
exceed 27, in contradiction with the ergodicity of f, see 2.2. (]

5.2. Note. Theorem 5.1 could be generalized in two directions. First, to output
sequences of wreath products of automata (this is already done, see 4.11), and
second, to the case p odd.

In the latter case provided transformation f: Z, — Z, is compatible and ergodic,
the j*® coordinate sequence {3;(f"(2)) :i = 0,1,2,...} is purely periodic, with
p’*1 being the length of its period (here and further within this remark §;(z) stands

for the j™ digit in base-p expansion of z). Each subsequence {&,(f(*?)(z)) :
t =0,1,2,...} is a purely periodic sequence with p being the length of period;
moreover, for j > 0 it is generated by a linear congruential generator modulo p,
i.e., by a polynomial a + z for appropriate a € {1,2,...,p — 1}. So this sequence is
strictly uniformly distributed modulo p: each u € Z/p occurs at the period exactly
once. The generator 6o(f*(z)) is a (generally speaking, nonlinear) congruential




38 VLADIMIR ANASHIN

generator of the form v;11 = g(v;) (mod p) for an appropriate transitive modulo p
polynomial g(z) over a field Z/p of residues modulo p.

A proof of this assertion could be deduced from the proof of theorem 3.4 of
[16] since in view of the p-adic Weierstrass theorem (see [3]) a transformation
2+ f(z) mod p?*! of the residue ring Z/p’™! may be considered as a polynomial
transformation z — w(z) mod p’*! induced by an integer-valued and compatible
polynomial w(z) € Q[z], i.e., by a polynomial of the form mentioned in 3.1. Thus
the mapping z +— f(z) mod p’*! could be considered as a reduction modulo p/*! of
the compatible and ergodic mapping w: Z, — Zp; the latter mapping is uniformly
differentiable everywhere on Z,. Hence the assumptions of theorem 3.4 of [16] are
satisfied. We omit further details.

We recall that a linear complexity ¥ r(S) of the sequence § = {s;: i =0,1,2,...}
over a field F' is the smallest n € N such that every n succesive members of the
sequence satisfy some non-trivial linear relation of length n + 1, i.e., there exist
ag, a1, - .-, 0y, not all equal to 0, such that ags;+a18;41+- - +a,8;4n = 0foralli =
0,1,2,.... In this case we also say that the polynomial ag+ajz+---+a,z™ € Flz]
annihilates S 7. In other words, linear complexity is just a degree of the minimal
polynomial of & (the minimum degree nonzero polynomial that annihilates S; a
polynomial g(z) € F[z] annihilates S iff the minimal polynomial of S is a factor of
g(z) — see e.g. [17] or [24] for references). In case F' = Z/p is a field of p elements
we use for linear complexity over F' the notation ¥, rather than ¥y ,,.

Linear complexity is one of crusial for cryptography properties: Pseudorandom
generators that produce sequences of low linear complexity are not secure, since
having relatively short segment of output sequence and solving a corresponding
system of linear equations over F' a cryptoanalyst could find ag, a1, ..., a, and thus
predict with probability 1 the rest of the members of the sequence. Of course, high
linear complexity per se does not guarantee security.

5.3. Theorem. The linear complexity Uo(S;) of the j™ coordinate sequence S; is
exactly 27 + 1.

We need the following lemma:

5.4. Lemma. Let p be a prime, and let S be a purely periodic sequence over Z/p
of period length exactly p’™. Then ¥,(S) > p’.

Proof of lemma 5.4. Since p’*! is the length of the period of the sequence S, the

J+1 J+1

polynomial 27" — 1 over a field 7Z/p annihilates S. Yet 27 = — 1= (z — 1)7
thus, the minimal polynomial m(z) of S is of the form (z — 1)", where r < p/*1.
However, the polynomial 2P’ —1 = (z — 1)?" does not annihilate S, since otherwise
the length of some period of S is a factor of p/; yet S has no periods of length
less than p’*! (see definition 2.4). Hence, degm(z) = r > p’, since otherwise the
polynomial (z — 1)?" annihilates S. O

Proof of the theorem 5.3. Since $;19i = s; + 1 (mod 2) for all ¢ = 0,1,2,... (see
5.1), the congruence $;1112i + S;yr2i + Si+1 + s; = 0 (mod 2) holds for all i =
0,1,2,.... Hence, the polynomial z2’*! 4+ 22 + 2 + 1 = (24 1)*'*! annihilates the
4" coordinate sequence S; = {s0,51,...}. Now the assertion of 5.3 follows from

5.4. (]

A polynomial that annihilates S is also called a characteristic polynomial of the sequence S.
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Theorem 5.3 could be generalized to the case of output sequences of wreath
products of automata. Namely, the following proposition holds.

5.5. Proposition. Let S = {s;: i = 0,1,2,...} be any of the sequences Uy, Xy,
Wi, Vn, and Z defined, respectively, in 4.3, 4.5, 4.6, 4.7, and 4.10. Then the linear
complexity of the (n—1)*" coordinate sequence 6,1(S) = {0n_1(si): i =0,1,2,...}
exceeds 2" 1.

Proof. Since the period length of the sequence §,,_1(S) is 2"¢, where ¢ = 2™ for
S € {Uy,, X}, or £ = m otherwise (see corresponding statements), the polynomial
u(z) = 22" — 1 = (2 — 1)*" annihilates d,,_1(S). Thus, the minimal polynomial
m(z) of §,-1(S) is a factor of u(z). On the other hand m(z) is not a factor of
w(z) = (2¢—1)2""" since otherwise the sequence 8,,_1 (S) has period of length 27~1¢;
however, this is impossible since the second half of the period of length 2™¢ of this
sequence is a bitwise negation of the first half, see 4.11. Since both polynomials u(z),
w(z) have the same set of roots in their splitting field, at least one of these roots is
a root of m(z) with multiplicity exceeding 2"~1. Thus, degm(z) > 2"~ 1. O

Speaking formally, proposition 5.5 holds for £ = 1 either, turning into theorem
5.1 in this case. Thus, we may say that the estimate of ¥5(d,—1(S)) given by
proposition 5.5 is sharp. However, it could be improved for particular classes of /.
For instance, if £ = 2™, i.e., if S = A,,, then ¥5(5,_1(S)) = 2" 14 + 1 in view of
note 4.5 and theorem 5.3. Also, if £ = 2¢m;, where m; is odd, then the proof of
proposition 5.5 shows that Ws(8,_1(S)) > 2"~ 1% in this case.

So it seems possible to improve significantly the estimate of linear complexity
that gives proposition 5.5 for various classes of wreath products described by 4.3,
4.5, 4.6, 4.7, and 4.10, i.e., for arbitrary £ > 1. To do this now we have to run
a bit ahead and to use theorem 5.10, which is proved further. With the use of
this theorem, the general case could be reduced to the case £ > 1 odd. Namely,
in view of theorem 5.10, every purely periodic binary sequence of period length
2™¢, n > 1, such that the second half of the period of this sequence is a bitwise
negation of the first part of the period, could be considered as (n — 1)th coordinate
sequence of a certain wreath product of automata that is described by theorem 4.10.
Thus, if £ = 2¥m;, where m; odd, this sequence in view of theorem 5.10 could be
considered as (n — 1 + k)*® coordinate sequence of a suitable wreath product of
automata mentioned in theorem 4.10 for m = m; odd. So we can assume that ¢ is
odd.

Proceeding with this note and using the congruence 6,,_1(8;12n-14) = dp—1(8;)+1
(mod 2) (see 4.11) we obtain that the minimal polynomial m,,_1(z) of the sequence
On—1(S) is a factor of the polynomial

‘,L.2n712+1 + m2n—1e Lra 1=
(«° + 1>2n—1(x +1)= ("4 tat 1)2%1(3: N 1)2%1“-

Thus, the root of multiplicity > 2"~1 of the proof of 4.11 is 1 (since the polynomial
=1+ ... 4+ x4 1is a factor of ¥ — 1; yet 2 — 1 has no roots of multiplicity > 1
in its splitting field, as ¢ is odd). Hence,

(5.5.1) Mn1(z) = v(z)(z +1)%" T,
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where v(z) is a factor of (2~ +--- + 2 +1)2" . Thus,
(5.5.2) 2" 41 > degmy,_1(z) = Ua(0,_1(S)) > 2" + 1.

We shall show now that for n > 1 the both bounds are sharp.

Consider a finite sequence T of length 2"~ 1/ consisting of gaps and blocks (alter-
nating runs of 0’s and 1’s, respectively) of length 2"~! each. Take this sequence as
the first half of a period of a sequence &', and take a bitwise negation T of T as a
second half of a period of &' (of course 7" = (T) XOR(22”_1£ — 1), where we consider
T as a base-2 expansion of a suitable rational integer 7,1 > 0). Obviously, S’ is a
purely periodic sequence of period length 2"/, and the second half of its period is a
bitwise negation of the first half. Thus, as it is shown by theorem 5.10, the sequence
S’ could be outputted as (n—1)'" coordinate sequence of a suitable wreath product
of automata, which is described by theorem 4.10. Yet obviously S’ is a sequence of
gaps and blocks of length 27! each; thus, the exact period length of the sequence
&’ is 2™. So linear complexity of S’ is 2"~ + 1 (see the proof of theorem 5.3).

Now we prove that the upper bound in (5.5.2) is also sharp. Consider a sequence
U of gaps and blocks of length 2" ! each, and a purely periodic sequence V with
period of length 2"~ 1¢; let this period consists of a block of length 27~1(¢ — 1)
followed by a gap of length 2"~1. Let my(z), my(x) be minimal polynomials of
corresponding sequences.

Since U is a purely periodic sequence with period length exactly 2™, and a sec-
ond half of its period is a bitwise negation of the first half, a polynomial m4(z) =
22 4 22" 441 = (z+1)%" ! annihilates U (see the argument above);
so my(z) is a factor of my(z). However, the first 27~ overlapping (2"~ !)-tuples
considered as vectors of dimension 2"~ ! over a field Z/2 are obviously linearly
independent. Thus, degmy(z) > 2"~ ! (see [24, Theorem 8.51]). Finally we con-
clude that my(z) = mi(z). A similar argument proves that my,(z) = 22" 4
22" (e-2) R 22" +1.

Now consider a sum R of these two sequences. i.e., R = U xor)V. Obviously,
my(z) and my(x) are coprime, since 1 is the only root of my(z), yet 1 is not a
root of my(x) (recall £ odd). Thus, my(z) - my(x) is the minimal polynomial of R
(see [24, Theorem 8.57]). Hence Uy(R) = 2"~ 14 + 1.

Since ¢ is odd, R is obviously a purely periodic sequence of period length ex-
actly 2™¢, and the second half of the period is a bitwise negation of its first half.
Consequently, R is the (n — 1)t" coordinate sequence of a suitable wreath product
of automata, which is described by theorem 4.10 (see 5.10).

As a bonus we have that the exact period length P of the (n — 1)*™ coordinate
sequence &,_1(S) for odd ¢ is a multiple of 2": Since ¥ + 1 annihilates 6,,_1(S),
Mn_1(z) is a factor of ¥ +1. Yet 2P +1 = (z°+1)2 = (z+1)2 (25 1 4---+1)%,
where P = 2!s, s odd, and 1 is not a root of z°~! + .- + 1 since s is odd. Thus,
necessarily 2¢ > 2771 + 1 in view of (5.5.1). Hence, t > n. So we conclude that
P = 2"s; yet P < 2™/ since the output sequence Z mod 2™ is purely periodic
of period length exactly 2"¢ (see 4.10). Thus, P = 2"s, where 1 < s < {. As
demonstrate examples of sequences S’ and R, both extreme cases s =1 and s = ¢
are possible.

We summarize the above considerations in the following

th

5.6. Theorem. Let Z;, j > 0, be the jt coordinate sequence of a wreath product
of automata (described by any of 4.3, 4.5, 4.6, 4.7, and 4.10: thus Z; is a purely
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periodic binary sequence of period length 2711/, where £ = 2™ for wreath products
described by 4.3 or 4.5, and ¢ = m otherwise). Represent £ = 2Fr, where r is
odd. Then the exact period length of Z; is 2k+itls for some s € {1,2,...,7}, and
both extreme cases s =1 and s = r occur: for every sequence si1,Sa,... over a set
{1,7} there exists a wreath product of automata such that the period length of the
§t coordinate sequence of its output is exvactly 28I tls; (5 =1,2,...).

Moreover, a linear complexity Uo(Z;) of the sequence Z; satisfies the following
inequality:

oM 41 < Wy(2;) < 2FFHr 4 1.

Both these bounds are sharp: For every sequence ti,ts,... over a set {1,r} there
exists a wreath product of automata such that the linear complexity of the j™* coor-
dinate sequence of its output is exactly 2k+jtj +1, (j=1,2,...).

Proof. Nearly everything is already done by the preceeding arguments. We only
note that in view of mentioned theorem 5.10, we can choose coordinate sequences
independently one of another. That is, for each sequence of purely periodic binary
sequences Z1, Zs, ..., such that period length of the j*® sequence Z; (j = 1,2,...)
is 2714, and the second part of this period is a bitwise negation of the first part,
there exist a wreath product of automata, that satisfies 4.10, and such that the j**
coordinate sequence of its output is exactly Z; for all j =1,2,.... a

With the use of theorem 5.1 it is possible to estimate two other measures of
complexity of the coordinate sequence, which were introduced in [10]: namely, 2-
adic complezity and 2-adic span. Whereas linear complexity (also known as linear
span) is the number of cells in a linear feedback shift register outputting a given
sequence S over Z/2, the 2-adic span is the number of cells in both memory and
register of a feedback with carry shift register (FCSR) that outputs S, and the
2-adic complexity estimates the number of cells in the register of this FCSR. To
be more exact, the 2-adic complexity ®5(S) of the (eventually) periodic sequence
S = {so0, 81,82,...} over Z/2 is logy(®(u,v)), where ®(u,v) = max{|u|,|v|} and
% € Q is the irreducible fraction such that its 2-adic expansion agrees with S,
that is, % = 59 + 512 + 5222 + -+ € Zy. The number of cells in the register of
FCSR producing § is then [log,(®(u,v))], the least rational integer not smaller
than log,(®(u,v)). Thus, we only need to estimate ®5(S).

5.7. Theorem. Let S; = {s¢,s1,s2,...} be the jth coordinate sequence. its 2-

. . . 2J
adic complemty D,(S;) is log, (m» where ¥ = 5o + 8§12 + 5922 + - +
52j,122]71.

Note. We note that + is a non-negative rational integer, 0 < v < 22’ — 1; also we
note that for each  of this range there exists an ergodic mapping such that the
first half of the period of the j* coordinate sequence of the corresponding output
is a base-2 expansion of v (see 5.9). Thus, to find all possible values of 2-adic
complexity of the 4t coordinate sequence one has to decompose the j" Fermat
number 22 4 1. Tt is known that j* Fermat number is prime for 0 < j < 4 and
that it is composite for 5 < j < 23. For each Fermat number outside this range
it is not known whether it is prime or composite. The complete decomposition of
4t Fermat number is not known for j > 11. Assuming for some j > 2 the ;%
Fermat number is composite, all its factors are of the form 2912 4 1, see e.g. [15]
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for further references. So, the following bounds for 2-adic complexity ®2(S;) of the

§t coordinate sequence S; hold:

43 < [02(S5)] <20 41,

yet to prove whether the lower bound is sharp for a certain j > 11, or whether
[®5(S;)] could be actually less than 29 +1 for j > 23 is as difficult as to decompose
the j™ Fermat number or, respectively, to determine whether the 7" Fermat number
18 prime or composite.

Proof of theorem 5.7. We only have to express 50+512+5222 +... as an irreducible
fraction. Denote v = sg + 812 + 5222 + -+ + 821'_122]_1. Then using the_second
identity of (2.0.2) we in view of 5.1 obtain that sg+s12+592%+- - -+52j+1_122”1_—1 =
'y—|—22_J (22 —~y—1) =+ and hence sg + 512+ 5222 +--- = o/ A2t 22
7/23~21+1 4= 23;231
2-adic complexity of a sequence. ([l

— 1. This completes the proof in view of the definition of

5.8. Note. Similar estimates of ®2(d,—1(S)) could be obtained for the sequence
S € {Whn,Vn, Z} of 4.6, 4.7, and 4.10, respectively (for S € {U,,, X} of 4.3 and 4.5
this estimate is already given by 5.7 in view of 4.5). In view of 4.11 the argument
of the proof of 5.7 gives that the representation of the binary sequence §,_1(S)

ie 3 3 +1 : y+1
as a 2-adic integer is p’lﬁ — 1, so we have only to study a fraction T

where v = 5o + 512 4+ 5222 + -+ + Sgn-1,,_1 , and m is of statements of
4.6, 4.7, and 4.10. Representing m = 2¥m; with m; > 1 odd, we can factorize
22"71711 + 1= (22"71+k + 1)(22”*1+k(m1—1) _ 22"71+k(ﬂ11—2) A — 22"71+k + 1), but
the problem does not become much easier because of the first multiplier. We omit
further details.

Both theorems 5.3 and 5.7 show that all three measures of complexity of a
sequence (linear and 2-adic spans and 2-adic complexity) are not too sensitive.
For instance, assuming f(z) = = + 1 to be a state transition function and 0 to
be an initial state of the automaton 2, we see that values of both linear and 2-
adic complexity of the j*® coordinate sequence S; of this automaton depend on j
exponentially: Uo(S;) = P5(S;) = 29 + 1. However, in this case S; is merely a
sequence of alternating runs of 0’s and 1’s of length 27 each.

Looking through the proofs of the corresponding theorems it is easy to observe
that such big figures for linear and 2-adic complexity in the above example are due
to a very simple law the j*" coordinate sequence obeys: The second half of the
period is the bitwise negation of the first half (see 5.1, 4.11). This means that,
intuitively, the j*" coordinate sequence is as complex as the first half of its period.
Thus we have to understand what sequences of length 27 could be outputted as the
first half of the period of the j*™ coordinate sequence, that is, what values takes
the rational integer v of 5.7.

In other words, let v;(f,z) € Ny be such a number that its base-2 expansion
agrees with the first half of the period of the j* coordinate sequence produced by
the automaton 2%, i.e., let

75 (f,2) = 85(FO(2)) +28;(f N (2)) +48,(F 2 (2)) + - + 27 716, (fZ 7 (2)).

22"*1m—1

Obviously, 0 < v;(f,2) < 22 _ 1. A natural question arises:
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Given a compatible and ergodic mapping f: Zy — Zs and a 2-adic integer z € Zs,
what infinite string yo = Y0(f,2),11 = n(f,2),72 = 72(f,2),... (where v; €
{0,1,...,2% —1} for j =0,1,2,...) could be obtained?

The answer is: any one.

Namely, the following theorem holds.

5.9. Theorem. Let ' = {y; € Ng: j = 0,1,2,...} be an arbitrary sequence of
non-negative rational integers that satisfy 0 < v; < 22" — 1 forj =0,1,2,...,
then there exist a compatible and ergodic mapping f: Zo — Zg and a 2-adic integer
2 € Ly such that §;(2) = 6o(75), do(fP(2)) = o +i (mod 2), and

5;(f(2)) = 6 moa 21 (7)) + {;J (mod 2)

for alli,j € N.

Note. The sequence {{2%
alternating gaps and blocks (i.e., runs of consequtive 0’s or 1’s, respectively) of
length 27 each.

J mod2: ¢ = 1,2,.. } is merely a binary sequence of

Proof of theorem 5.9. Put z = 29 = 372 o(v;)27 and

z; = (yo + 1) mod2+§:(<6i mod 27 (75) + {;’D mod 2) .27

j=1

fori =1,2,3,.... Consider a sequence Z = {z;: 4 = 0,1,2,...}. Speaking infor-
mally, we are filling a table with countable infinite number of rows and columns
in such a way that the first 27 entries of the j*' column represent ; in its base-2
expansion, and the other entries of this column are obtained from these by apply-
ing recursive relation of theorem 5.1. Then each i*" row of the table is a 2-adic
canonical representation of z; € Z.

We shall prove that Z is a dense subset in Zs, and then define f on Z in such
a way that f is compatible and ergodic on Z. This will imply the assertion of the
theorem.

Proceeding along this way we claim that Z mod 2% = Z/2F for all k = 1,2,3,.. .,
i.e., a natural ring homomorphism mod 2*: z — z mod 2*¥ maps Z onto the residue
ring Z/2%. Indeed, this trivially holds for & = 1. Assuming our claim holds for
k < m we prove it for k = m. Given arbitrary ¢ € {0,1,...,2™ — 1} there exists
z; € Z such that z; =t (mod 2™~ 1). If 2; £t (mod 2™) then &§,,,—1(2;) = dpm—1(t)+
1 (mod 2) and thus d,,—1(2;19m-1) = 0m—1(t) (mod 2). However, z; om-1 = 2;
(mod 2™~1). Hence z;;9m-1 =t (mod 2™).

A similar argument shows that for each k& € N the sequence {z; mod 2¥: i =
0,1,2,...} is purely periodic with period length 2¥, and each t € {0,1,...,2F — 1}
occurs at the period exactly once (in particular, all members of Z are pairwise
distinct 2-adic integers). Moreover, i = i’ (mod 2%) iff z; = z; (mod 2*). Conse-
quently, Z is dence in Zy since for each ¢t € Zo and each k € N there exists z; € Z
such that ||z; — t||2 < 27%. Moreover, if we define f(2;) = z;41 for all i = 0,1,2,...
then || f(z:) = f(zi)ll2 = llzis1 —zir4all2 = |(i+1) = (' +1) |2 = [[i—7"[|2 = [|zi —zi [|2-
Hence, f is well defined and compatible on Z; it follows that the continuation of f
to the whole space Zj is compatible. Yet f is transitive modulo 2% for each k € N,
so its continuation is ergodic. ([l
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Theorem 5.9 could be extended to coordinate sequences of wreath products of
automata (see Section 4), i.e., to the sequences §,;(Z) = {d,(x;): ¢ = 0,1,2,...},
where Z = {z;: i = 0,1,2,...} is a recurrence sequence over Zs defined in 4.10.
Speaking loosely, each first half of a period of each i*" (i > 1) coordinate sequence
of wreath products of automata could be arbitrary and independent of others. Now
we give a formal statement and a proof of it.

Recall that §,;(Z) is a purely periodic binary sequence of period length 2771m,
and the second half of the period is a bitwise negation of its first half, see 4.11.
Thus, the sequence 0;(Z) could be identified with a rational number (which will be
denoted by the same symbol §,(Z)) such that its canonical 2-adic representation is
8;(z0) + 6;(1)2 + 0;(22)2% + .... Hence in view of note 5.8,

22jm _ 'Y]

9.1 e
(5.9.1) T

=4;(2),

where v; = 6;(z0) + 0;(21)2 + 6;(22)22 + -+ - + §;(T2im_1)22"™"1, and m and z;
are of the statement of 4.10. In other words, v; € Ny is such a number that
its base-2 expansion agrees with the first 2/m terms of the sequence {d;(z;): i =
0,1,2,...}, where z;+1 = g mod m(%:i), and G = {go, ..., gm—1} is a finite sequence
of compatible measure preserving mappings of Z, onto itself, see 4.10. Thus, v; €
{0,1,..., 2217”—1}, and v; depends on zy and on G. Yet an arbitrary purely periodic
sequence of period length 277 1m such that the second half of its period is a bitwise
negation of the first half (the latter could be considered as a base-2 expansion of
rational integer 7,), being treated as a 2-adic reresentation of a rational number
could be represented as (5.9.1) (see the proof of 5.8). So we wonder what sequences
of such kind could be represented by coordinate sequences of wreath products of
automata described by theorem 4.10.

In other words, to each sequence Z described by theorem 4.10 we associate a
sequence I'(Z) = {70, 71, . . .} of non-negative raional integers -y; such that 0 <, <
22'm _ 1 iff (5.9.1) holds for all j = 0,1,2,.... Now we take an arbitrary sequence
I' of this type and wonder whether this sequence could be associated to some
sequence Z described by theorem 4.10. Generally speaking, the answer is no, since
according to 4.10 the sequence do(F) is purely periodic with period length exactly
2m. However, a purely periodic sequence S of period length 2™m such that the
second half of its period is a bitwise negation of the first half, i.e., such that S could

be represented in a form (5.9.1) as S = ﬁ% for suitable 0 < vy < 22™ — 1, not
necessrily has exact period length 2"m (see note 4.11). However, according to 4.11,
senior coordinate sequences d;(Z) (j > 1) could have exact periods smaller than
27t1m. So it is reasonable to ask whether an arbitrary sequence I' = {1, 72,...}

of non-negative rational integers «; such that 0 < ~; < 22'm _ ] corresponds in the
above meaning to a certain sequence Z described by theorem 4.10. In this case the
answer is yes. Namely, the following theorem holds.

5.10. Theorem. Let m > 1 be a rational integer, and let T' = {y0,71,...} be an
arbitrary sequence over Ng such that v; € {0,1,..., 22'm _ 1} forallj=0,1,2,....
Then there exist a finite sequence G = {go,...,gm—1} of compatible measure pre-
serving mappings of Zo onto itself and a 2-adic integer xo € Zo such that G satisfies
conditions of theorem 4.10, and §;(Z) satisfies (5.9.1) for all j = 1,2,..., where
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the recurrence sequence Z = {xg,x1,... € Zo} is defined by the recurrence relation
Zi+1 = 9i mod m(:rz); (Z = 05 1a 2) oo )

Proof. According to 3.13, a mapping ¢;: Zo — Zs is compatble and measure
preserving iff each d;(g;(x)) is a Boolean polynomial in Boolean veriables xo =
do(x), x1 = 01(x), ... that is linear with respect to x;, i.e., §;(gi(x)) could be rep-
resented as
65(9:(%)) = x5 + @5 (X055 Xj-1)s

where @} = ¢%(xo,.-.,X;j-1) is an arbitrary Boolean polynomial in Boolean vari-
ables xo,...,Xxj—1. Thus, a compatible and measure preserving mapping g; is
completely determined by a sequence @}, %, ... of corresponding Boolean poly-
nomials. So, given a sequence I' we have to determine zg € Ny and a family
{goj-: 1=0,1,...,m—1;7=0,1,2,...} of Boolean functions such that the respec-
tive measure preserving mappings gr (k = 0,1,...,m — 1) satisfy theorem 4.10
and that J,(Z) satisfies (5.9.1) for all j = 1,2,..., where the recurrence sequence
Z = {zo,21,... € Za} is defined by the recurrence relation ;11 = ¢i mod m (Z:),
(1=0,1,2,...).

To start with, we set zo9 = do(70) + do(71) - 2+ So(72) - 2% + - - - € Zy. Further we
describe an inductive procedure to determine <p§ successively for j=0,1,2,....

For j = 0 we fix arbitrary go(0) = ¢3,...,gm_1(0) = ¢g" ' € {0,1} that satisfy
conditions (1) and (2) of theorem 4.10. Note that thus we have determined all the
mappings ¢; (¢ = 0,1,...,m — 1) modulo 2. Note also that a recurrence sequence
Xy = {&,&), ...} defined by relations £§ = o mod 2, £) | = gk mod m(},) mod 2
is a purely periodic sequence over Z/2 = {0, 1} with period length exactly 2m, that
each element of 7Z/2 occurs at the period exactly m times, and that 5,2 tm = 52 +1
(mod 2) (see the very beginning of the proof of 4.7).

Suppose that we have already determined Boolean polynomials goz» for j =
0,1,...,n—1,4=0,1,...,m — 1 in such a way that all the members of a recur-
rence sequence X,,_1 = {56‘71 n=1 ..} defined by relations 5371 = 29 mod 2",
52;11 = Gk mod m (€] ") mod 2", satisfy a congruence 6_7'(&]:?;21”_1"1) =0;(6 ) +1
(mod 2) for all j =0,1,...,n—1and k =0,1,2,.... Note that then easy induction
on j (which actually is already done during the proof of claim (3) of lemma 4.7)
shows that for any &

(5.10.1) &t s=0,1,...,2" — 1} =2".

Hence, X,,_1 is a purely periodic sequence over Z /2" of period length exactly 2"m,
with each element of Z/2™ occuring at the period exactly m times. Now we define
Boolean polynomials ¢! for i = 0,1,...,m — 1.

For a Boolean polynomial ¢ in Boolean variables xo,...,xs and for z € Z,
denote p(z) = ¢(dp(2),...,05(2)). Proceeding with this notation, set

(5.10.2) o O (ERTY) = Ok () + Grrr () (mod 2),
for k=0,2,...,2"m — 2. Set also
(5.10.3) e et ) = 0anm1(m) + 00(Yn) +1  (mod 2).

Note that in view of (5.10.2) and (5.10.1) the Boolean functions ¢ of n variables
(and whence, corresponding Boolean polynomials) for ¢ = 0,1,...,m — 2 are well
defined; Also, the Boolean polynomial ¢! is well defined in view of (5.10.3),
(5.10.2), and (5.10.1).
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Consider now a recurrence sequence &, = {ex: k =0,1,2,...} over Z/2 defined
by relations eg = 8o(Yn), ext1 = €k + ©E ™™ (€271 (mod 2). In view of (5.10.2)
one has e, = di(yn) for £ =0,2,...,2"m — 1, and egnp, = do(yn) +1 (mod 2) in
view of (5.10.3). Yet X,,_; is a purely periodic sequence over Z/2™ of period length
exactly 2"m; proceeding with this we obtain succesively in view of (5.10.3) and
(5.10.2):
€anm = 00(1m) +1 (mod 2), ..., Eanpmy@im—1) = 02nm—1(1) +1 (mod 2),
€9.9nm = 00(Yn) (mod 2), ciny E2.9nmi(2nm—1) = O2nm—1(7n) (mod 2),
E3.9nym = (50(’)%) +1 (mod 2),

Note that in view of the definition of £, one has

2"m—1
eanm = 8o(m) + D @R I(ET).
k=0

But the sum in the right hand side must be 1 modulo 2 since egnpy, = do(7n) + 1
(mod 2), as it was proved above. So, in view of (5.10.1) one has

2"m—1 m—1
Dooekmedmgh =) Y wh(© =1 (mod2).
k=0 i=0 £€7,/2n
With the note that 3., Jon ¢t (€) is just a weight of a Boolean polynomial ¢, we
conclude that an odd number of Boolean polymomials of ¢9 ..., ™! must be of
odd weight (cf. conditions of lemma 4.7).
Now setting & = 5271 4+ 2" . g for Kk =0,1,2,... we obtain a sequense X,, =
{&r,€n, ...} over Z/2™F! such that members of X,, satisfy the following relations

& = 29 mod 2",

§Z+1 = gk mod m(gl?) mod 2n+1’

8;(&kvanm) = 0;(&F) +1  (mod 2)
forallj =0,1,...,nand k =0,1,2,.... Moreover, &, is a purely periodic sequence
with period length 2"*1m (in view of the third of preceeding congruences, since
the sequence X,,_1 is purely periodic with period length exactly 2"m by the above

assumption), and each element of Z/2" 1 occurs at the period exactly 2" 1m times.
22"y,

Finally, §,,(X,) = {eo,1,...} = S

With the use of this inductive procedure we construct for n = 1,2,... well
defined mappings g; modulo 2"*! (i = 0,1,...,m — 1) that are compatible and
bijective modulo 2"*1; moreover, a corresponding recurrence sequence X, defined
by relation ;11 = gi mod m(%;) mod 2"+1 satisfy (5.9.1) for j = 1,...,n. The
mappings g; satisfy condition (3) of 4.10 for k = 1,2,...,n + 1 since, as it was
noted above, the odd number of Boolean polymomials of ¢©?, ..., @Z‘*l are of odd
weight for all £ = 1,2,...,n. From the definition of g; modulo 2 it follows that
these mappings g; satisfy conditions (1) and (2) of 4.10. This completes the proof
in view of the notices that were made at the very beginning of it. O

Distribution of k-tuples. In this subsection we study a distribution of overlap-
ping binary k-tuples in output sequences of automata introduced above. As it
was shown, an output sequence of any of these automata with output alphabet
{0,1,2,...,2" — 1} = Z/2™ is strictly uniformly distributed as a sequence over
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Z/2™. That is, it is purely periodic, and each element of Z/2™ occurs at the period
the same number of times. However, one could consider the same sequence as a bi-
nary sequence, and ask what is a distribution of n-tuples in such a sequence. Strict
uniform distribution of an arbitrary sequence T as a sequence over Z/2™ does not
necessarily imply uniform distribution of overlapping n-tuples, if this sequence is
considered as a binary sequence!

For instance, let T be the following strictly uniformly distributed sequence over
Z/4 with perid length exactly 4: 7 = 023102310231 .... Then its representation as
a binary sequence is 7 = 000111100001111000011110. .. (recall that according to
our conventions in Section 2 we write senior bits right, and not left; i.e., 2 = 01,
1 = 10, etc.) Obviously, when we consider T as a sequence over Z/4, then each
number of {0, 1,2,3} occurs in the sequence with the same frequency i. Yet if we
consider 7T as a binary sequence, then 00 (as well as 11) occurs in this sequence with
frequency %, whereas 01 (and 10) occurs with frequency %. Thus, the sequence T
is uniformly distributed over Z/4, and it is not uniformly distributed over Z/2.

In this subsection we show that such an effect does not take place for output
sequences of automata described in 4.3, 4.5, 4.6, 4.7, and 4.10: Considering any of
these sequences as a binary sequence, a distribution of k-tuples is uniform, for all
k < n. Now we state this property more formally.

Consider a (binary) n-cycle C = (€geq . ..€n—1); that is, an oriented graph with
vertexes {ag,ai,...,an—1} and edges

{(a07a1)> (a17a2)7 ceey (an—Qa an—l)a (an—l’a())}a

where each vertex a; is labelled with ¢; € {0,1}, j = 0,1,...,n — 1. (Note that
then (g9€1...6n-1) = (En—180-..€n—2) = ..., etc.).

Clearly, each purely periodic sequence S over Z/2 with period ag...an—1 of
length n could be related to a binary n-cycle C(S) = (ag...an—1). Conversly, to
each binary n-cycle (ap . .. a,—1) we could relate n purely periodic binary sequences
of period length n: They are n shifted versions of the sequence

apg...0p_100...0p_1 ...
that is

Ay ...0np_ 100071 ...0y, 100 ...,

ag...0n 1000102 ...0pn 10007 ...,

Q100012 . . . Oy 200, 100010 .. .02 ...

Further, a k-chain in a binary n-cycle C is a binary string Gy ...0k_1, k < n,
that satisfies the following condition: There exists j € {0,1,...,n — 1} such that
Bi = €(i4j) mod n for © = 0,1,...,k — 1. Thus, a k-chain is just a string of length &
of labels that corresponds to a chain of length £ in a graph C.

We call a binary n-cycle C' k-full, if each k-chain occurs in the graph C the same
number r > 0 of times.

Clearly, if C' is k-full, then n = 2*r. For instance, a well-known De Bruijn
sequence is an n-full 2"-cycle, see e.g. [25] for further references. Clearly enough
that a k-full n-cycle is (k — 1)-full: Each (k — 1)-chain occurs in C exactly 27 times,
etc. Thus, if an n-cycle C(S) is k-full, then each m-tuple (where 1 < m < k)
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occurs in the sequence & with the same probability (limit frequency) 2%" That is,
the sequence S is k-distributed, see [2, Section 3.5, Definition D].

5.11. Definition. A purely periodic binary sequence S with period length exactly
N is said to be strictly k-distributed iff a corresponding N-cycle C(S) is k-full.

Thus, if a sequence S is strictly k-distributed, then it is strictly s-distributed,
for all positive s < k.

A k-distribution is a good “indicator of randomness” of an infinite sequence: The
larger k, the better the sequence, i.e., “more random”. The best case is when a se-
quence is k-distibuted for all £ = 1,2,.... Such sequences are called oco-distributed.
Obviuosly, a periodic sequence can not be oco-distributed.

On the other hand, a periodic sequence is just an infinite repetition of a finite
sequence, the period. A common requirement in applications is that the period
length must be large, and the whole period is never used in practice. For instance,
in cryptography normally a relatively small part of a period is used. So we are
interested of “how random” is a finite sequence, namely, the period. Of course,
it seems very reasonable to consider a period of length n as an n-cycle and to
study a distribution of k-tuples in n-cycle; for instance, if this n-cycle is k-full, the
distribution of k-tuples is strictly uniform. However, other approaches also exist.

In [2, Section 3.5, Definition Q1] there is considered the following “indicator
of randomness” of a finite sequence over a finite alphabet A (we formulate the
corresponding definition for A = {0,1}): A finite binary sequence egey ...enx—_1 of
length IV is said to be random, iff

(5.11.1) v(Bo---Br-r) 1] _ 1

N > = UN

for all 0 < k < logy, N, where v(8y ... 0Bk—1) is the number of occurences of a binary
word (g ... 0Ok_1 in a binary word €gey ...eny_1. If a finite sequence is random in a
sence of this Definition Q1 of [2], we shall say that it has a property Q1, or satisfies
Q1. We shall also say that an infinite periodic sequence satisfy Q1 iff its exact
period satisfies Q1. Note that, constrasting to the case of strict k-distribution,
which implies strict (k — 1)-distribution, it is not enough to demonstrate only that
(5.11.1) holds for k = |logy, N | to prove a finite sequence of length N satisfies Q1:
For instance, a sequence 1111111100000111 satisfies (5.11.1) for k = |log, n| = 4,
and does not satisfy (5.11.1) for k = 3. Note that an analogon of property Q1 for
odd prime p could be stated in an obvious way.
Now we are able to state the following

5.12. Theorem. Let a sequence Z over Z/2™ be any of output sequences of wreath
products of automata (described in 4.3, 4.5, 4.6, 4.7, and 4.10; hence Z is a purely
periodic sequence of period length 2"¢, where ¢ = 2™ for wreath products described
by 4.3 or 4.5, and £ = m otherwise) or, in particular, of a congruential generator
of a mazimum period length (this corresponds to the case £ =m =1). Let Z’ be a
binary representation of Z (hence Z’ is a purely periodic binary sequence of period
length exactly 2™¢n). Then the sequence Z' is strictly n-distributed.

Moreover, if Z' is a binary output sequence of a congruential generator of a
mazimum period length, then this sequence satisfies Q1.
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Proof. The sequence Z = zgzp ... is a recurrence sequence over {0,1,...,n — 1}
that satisfy the following recurrence relation:

Zi+1 = fl(zl) mod 2" (Z = 0, 1, 2, .. .),

where f; is compatible and measure preserving mapping of Zs onto itself. Here and
further in the proof we assume that subscript ¢ of f is always reduced modulo ¢ for
£ > 1 and is empty symbol for £ = 1 (the latter case corresponds to congruential
generator of a maximum period length with state transition function f mod 2%,
where f is ergodic). Let Z’ = {y(y ... be a binary representation of the sequence
Z. Take an arbitrary binary word b = Gof1...0n-1, 5; € {0,1}, and for k €
{0,1,...,n — 1} denote

ved)=|{r: 0<r<2™n; r=%k (mod n); (Cri1---Crin-1=200P1---Bn-1}|

Obviously, vo(b) is the number of occurences of a rational integer z with base-2
expansion Byf; ... [Bn—1 at the exact period of the sequence Z. Hence, vo(b) = ¢
since the sequence Z is strictly uniformly distributed modulo 2. Now consider
vg(b) for 0 < k < n.

Fix k € {1,2...,n — 1} and let r = k + ¢tn. As all f; are compatible, then
GGl Cran—1 = BoP1...0n—1 holds if and only if the following two relations
hold simultaneously:

(5.12.1) CentkCtntkt1 -+ Ctnan—1 = Bof1 - Pn-k—1
(5122) ft((tncthrl e Ctn+k71) = 5n7kﬂn7k+1 . 5n71 (l’l’lOd 2k)

Here 3071 - 7¥s = Y0 + 71 -2+ - + s - 2° for v9,71,--.,7s € {0,1} is a rational
integer with base-2 expansion vy - .- 7s-

We consider a case £ = 1 first; so f; = f. Then for a given b = Gyf1 ... 0n-1
congruence (5.12.2) has exactly one solution agpay ... ar_1 modulo 2%, since f is
ergodic, whence, bijective modulo 2¥. Thus, in view of (5.12.1) and (5.12.2) we
conclude that (,Crq1...Cran—1 = Bof1 ... Bn-1 holds if and only if

(5.12.3) CsCst1---Cstn—1 =1 ... k10001 - - - Brn—k—1,

where s = tn. Yet there exists exactly one s =0 (mod n), 0 < s < 2™n such that
(5.12.3) holds, since every element of Z/2™ occurs at the period of Z exactly once.
We conclude now that if £ = 1 then vg(b) =1 for all k € {0,1,...,n — 1}; thus,
v(b) = Z;;Ol vj(b) = n for all b. This means that (2"n)-cycle C(Z’) is n-full,
whence, the sequence Z’ is strictly n-distributed.

A similar argument is applied to the case ¢ > 1. Namely, for a given j €
{0,1,...,¢— 1} consider those r = k + tn < 2"¢n where t = j (mod ¢) and denote

vibb)={r:0<r<2™n; r=k+tn; t=35 (mod¢); (Crs1---Crin_1=Db}|

Now (-Grg1 - Crin—1 = Bof1...0n—1 holds if and only if (5.12.3) holds, where
@oaq .- p_1 is a unique solution of congruence (5.12.2) modulo 2k This solu-
tion exists since all f; are measure preserving, see theorem 4.10. Yet (5.12.3) is
equivalent to the condition

2 = ooy ... 0k—180081 ... Bn—k—1,

wheret € {4,j+¢,...,j+(2"—1)¢}. But in view of claim (3) of lemma 4.7 for a given
oy - .. ar—180B1 - .. Bn—k—1 there exist exactly one t € {j,j+£,...,5+ (2" — 1)}
such that the latter equality holds. So we conclude that 1 (b) = 1, hence vy(b) =
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S Zovi(b) = ¢, and finally v(b) = S1_ vi(b) = nl for all b. This completes the
proof of the first assertion of the theorem.

To prove the second assertion note that we return to the case £ = 1; hence, in
view of the first assertion every m-tuple for 1 < m < m occurs at the 2"n-cycle
C(Z2’) exactly 2"~ ™n times. Thus, every such m-tuple occurs 2"~ ™n — ¢ times at
the finite binary sequence Z=30%... Zon_1, where 2 for z € {0,1,...,2" — 1} is
an n-bit sequence that agrees with base-2 expansion of z. Note that ¢ depends on
the m-tuple, yet 0 < ¢ < m — 1 for every m-tuple. Easy algebra shows that (5.11.1)
holds for these m-tuples.

Now to prove that Z’ satisfies Q1 we have only to demonstrate that (5.11.1)
holds for m-tuples with m = n + d, where 0 < d < logy, n. We claim that such an
m-~tuple occurs at the sequence Z not more than n times.

Indeed, in this case (+C(ry1---Crantd—1 = BoBi---Pnrd—1 holds iff besides the
two relations (5.12.1) and (5.12.2) the following extra congruence holds:

F(CnCent1 - Conth—180B1 - - - Ba—1) = Bn—rBrn—tt1---Bnra—1 (mod 25T4),

where £ = r mod n. Yet this extra congruence may or may not have a solution
in unknowns Cin, Ctnt1,-- -5 Centk—1; this depends on Bofi ... Bnta—1. But if such
a solution exists, it is unique for a given k € {0,1,...,n — 1}, since f is ergodic,
whence, bijective modulo 2° for all s = 1,2,.... This proves our claim. Now easy
exercise in inequalities shows that (5.11.1) holds in this case, thus completing the
proof of the theorem. O

5.13. Note. The first asssertion of theorem 5.12 remains true for wreath products
of truncated automata, i.e. for the sequence F of corollary 4.12, where Fj;(z) =
LQHL_,CJ mod 2%, j =0,1,...,¢ — 1, a truncation of n — k low order bits. Namely, a

binary representation F' of the sequence F is a purely periodic strictly k-distributed
binary sequence of period length 2™ (k.

The second assertion of theorem 5.12 holds for arbitrary prime p. Namely, a
base-p representation of an output sequence of a congruential generator over Z/p"
of a mazimum period length is strictly n-distributed sequence over Z/p of period
length exactly p"n, which satisfies Q1.

Moreover, the first assertion of 5.12 holds for truncated congruential generators
with output function F(x) = Lpf‘,kJ mod p*. Namely, a base-p representation of
an output sequence of a truncated congruential generator over Z/p"™ of a mazimum
period length is a purely periodic strictly k-distributed sequence over Z/p of period
length p™k.

The second assertion for this generator holds whenever 2 + pF > kp™~*: thus,
one could truncate < (% —log, %) lower order digits without affecting property Q1.

All these statements could be proved by slight modifications of the proof of
theorem 5.12. We omit details.

6. SOME CRYPTANALYSIS

A main goal of this section is to demonstrate that with the use of constructions
described in Section 4 it might be possible to design stream ciphers such that the
problem of their key recovery is intractable up to some plausible conjectures.

Consider a “known plaintext” attack. That is, a cryptanalyst obtains a plaintext
and a corresponding encrypted text and tries to recover a key. Since the encryption
with stream cipher is just bitwise XORing of a plaintext with a binary output
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sequence of a generator, a cryptanalyst obtains an output sequence and try to
recover a key. Note that the constructions we considered above enables one to
make both the initial state, state transition function and output function to be
key-dependent, so in general a cryptanalst has to recover a key from a known
recurrence sequence {ys,Ys+1,- .-} that corresponds to the recurrence law x;1; =
fi(z;) mod 2™, y;11 = gi(x;). Thus, in general a cryptoanalyst has to recover
an initial state zg, a family of state transition functions {f;}, a family of output
functions {g;}, and the order these state transition and output functions are used
while producing the output sequence.

Of course, an analysis in such a general form is senseless. On the one hand it is
obvious that nothing can be recovered in case f; and g; are arbitrary mappings that
satisfy conditions of 4.12, and no extra information is known to a cryptoanalyst.
On the other hand, it is obvious that there exist degenerate cases that everything
can be easily recovered even without extra information available.

For instance, let m = 4k — 1; put fi(z) =z +1if i € {0,1,...,m — 1} is odd,
and put fi(z) =1® (z+1) for even i € {0,1,...,m —1}. Let all g; = [ 5] mod 2"
be truncations of the least significant bit. Note that this case satisfies conditions
of 4.12; thus, the corresponding output sequence modulo 2" is purely periodic of
period length 2"m, and each element of Z/2™ occurs at the period exactly twice.
Yet the structure of the output sequence is so specific (exact description of it could
easily be obtained by a reader) that it is absolutely no problem to break such a
scheme.

Thus, one can say nothing definite on how strong are generators considerd in
the paper against even a single attack without considering a concrete scheme. We
are not going to study concrete schemes in this paper, yet we demonstrate by a
corresponding example that among the generators we study there could exist ones
that are provably strong against certain attacks, say, against a known plaintext
attack.

To describe such an example we have to make some preliminary assumptions.
Choose (randomly and independently) & Boolean polynomials

Yi(X0s - +> Xn—1) (i=0,1,...,k—1)

in n Boolean variables xq, ..., Xn_1 €ach, such that the number of non-zero mono-
mials in each ; is a polynomial in n (k could be fixed, or could be a polynomial
in n either). Consider a mapping F: Z/2" — Z/2* defined by

F(Xo, ... ,Xn—l) = ¢0(X05 e 7Xn—1) + - +¢k—1(X07 s 7Xn—1)2k717

where x; = 0;(z) for & € Z/2". We conjecture that this function F could be
considered as one-way, that is, one could invert it (i.e., find an F-preimage in case
it exists) only with negligible in n probability. Note that to find any F-preimage,
i.e. to solve an equation F'(z) = y in unknown z one has to solve a system of k
Boolean equations in n variables. However, to determine whether a given system
of k Boolean polynomials in n variables have a common zero is an N P-complete
problem, see e.g. [26, Appendix A, Section A7.2, Problem ANT-9]. So, at our view,
the conjecture that the function F is one-way is as plausible as the one concerning
any other “candidate to one-wayness” (for the short list of the latter see e.g. [27]):




52 VLADIMIR ANASHIN

Nobody today can solve a system of Boolean equations even if it is known that a
solution exists (unless the system is of some special form).®

Proceeding with this plausible conjecture, to each Boolean polynomial ;, ¢ =
0,1,2,...,k — 1 we relate a mapping ¥;: Zs — Zs in the following way: ¥;(x) =
¥i(6o(x), ..., 0n—1(z)) € {0,1} C Zy. Now to each above mapping F we relate a
mapping

fr(z) =1 +z) @ (2" (z) + 2" 20 (2) 4+ --- + 2R, (2))

of Z4 onto itself.

By the way, despite it is not very important, note that this mapping is a com-
position of bitwise logical and arithmetic operations: To a monomial X, - - Xr.,
where r1,...,7, € {0,1,...,n — 1}, 1 < ... < rs; we relate a binomial coefficient
(2,41 +“° +2TS), then to a Boolean polynomial we relate a sum of corresponding bino-
mial coefficients. For instance, to the Boolean polynomial ¥ = 14 xo+ xoXx1 +X1X3
we relate an integer valued polynomial 1+ z + (3) + (}},). Since

x
(52 " ) =nle) 0] o)
in view of Lucas’ congruence’, ¥;(z) = Pj(z) (mod 2), where P;(z) is a polynomial
over a field of rational integers Q that corresponds to the Boolean polynomial ;
in the above sence. Thus, ¥,(x) = P;(z) AND 1, and the result follows.

Clearly,

5;(fr(x)) = { d;(z) & do(z)
6;(x) & do(x)
In view of 3.13 the mapping fr: Zo — Zs is compatible and ergodic for any choice

of Boolean polynomials ¥y, . . ., ¥k_1.
Consider a truncated congruential generator

§ = (2/2" 22", fp mod 2", g, o),

1 do(z), if j =0;
. 1(x), if0<j<mng
. 1(2) @ Yj—n_1(00(x),...,0n_1(x)), otherwise.

-0
-4

J
j_
j7

where g(z) = [5%t] mod 2, a truncation of n + 1 low order bits of z. Since
the state transition function is transitive and the output function is equiprobable,
the output sequence of this generator is purely periodic with period length exactly
2n+k+1 " and each element of Z/2F occurs at the period exactly 27*! times.

Let 29 € {0,1,...,2™ — 1} be a key; in other words, the key length of a stream
cipher is n, and we always take a key z € {0,1,...,2" — 1} as an initial state (a
seed). Thus, senior k + 1 bits of an initial state are always zero. The key z is the
only information that is not known to a cryptanalyst. Everything else, i.e., n, k,
fr, and g are known, as well as the first m members of the output sequence {y;}
of the automaton.

Since do(z)-+-dj_1(z) = 1 iff x = —1 (mod 27), the first m members of the
output sequence with probability 1 — e (where € is negligible if m is a polynomial

8However, the author does not know whether it is difficult to solve a randomly choosen system
of Boolean equations and conjectures that it is.
9(m) = (79) -~ (1) (mod p), where n = no | -+~ + mep®, m = mo + - + map* are base-p

expansions of, respectively, n and m; p prime.
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in n) are:

Yo = Wo(z) + 20 (2) 4 - + 2810, 1 (2) = F(2);

ym_l:\Ilo(z+m—1)+~-~+2k_1\11k_1(z+m—1):F(z+m—1).

To find z a cryptanalist may solve any of the above equations; he could do it
with negligible probability of success, since F' is one-way. On the other hand, an
assumption that a cryptanalist could find z with non-negligible probability means
that he could invert F' with non-negligible probability (see the first of the above
equations). This contradicts our conjecture that F' is one-way. Thus, the problem
of key recovery of this scheme might be intractable up to the conjecture that F' is
one-way. Of course, here we have an overdefined system of equations, so in general
one-wayness of F' is not enough to prove that the problem is intractable.

Note. This construction could be extended to counter-dependent generators in an
obvious way. We also note that the restriction the state transition function of the
above generator is 1 +  modulo 2"t! is imposed only to make the idea of the
construction more transparent: It is possible to construct a corresponding stream
cipher, which could be provably secure against a known plaintext attack, without
this assumption. Note, however, that in stream chiphers presented in the paper
both state transition function and output function are key dependent (like in the
example mentioned in Introduction), so a cryptoanalyst has to solve a system of
the form Fj(z;) = z (mod 2)" in indeterminates x; where F; are not known to
him.
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