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BBenenue

3a BpeMsi CBOETO CYIIECTBOBAaHHUS KPUNTOTpadusi C OTKPHITHIM KIIOYOM W3 HOBOM
KOHIICTIIIUH TPEBPATHIIACh B OOIICMIPU3HAHHYIO OMOPY KPUITOTPAPHUECKONW TEXHOJIOTHH,
IIpU 3TOM NOTPeOHOCTH B HEll mpoaoimkaeT pactu. OAHAKO, HA CETOAHSIIHUN JeHb N3BECT-
HO CPaBHUTEIBHO HEOOJIBIIOE YHUCIO KPUNITOCUCTEM C OTKPBITHIM KIIFOUOM, IPUUYEM K HUM
3a4acTyl0 MPEAbIBIAIOTCS MPETEH3UH, KaK BBUAY UX MaJoil CKOPOCTH pabOThI, TaK U MO
MIOBOJIYy IJIOXOTO OOOCHOBaHUSI WX CTOMKOCTH. BIJIOTH 10 camMOro MmoClieHETO BpEeMEHH
«TexHoJornyeckas 0aza» KpuUNTorpapuu ¢ OTKPBHITHIM KIIOUOM MPOJOKalla OCTaBaThCs
ype3BbIYaitHO OeHON. B OCHOBaHWMM CTOMKOCTH TaKMX CHCTEM OOBIYHO JICKHUT BBIUYMCIIH-
TebHAsI TPYAHOCTh PEIICHUsI HEKOTOPOU 3a7auu JIJIsl KaKOW-TO anreOpanuecKkoi CUCTEMBI,
qaime BCEro — anre0panveckoil CHCTEMBI C 3JeMEHTaMH YHCIOBOM Mpupoabl. B momas-
JstonieM OONBIIMHCTBE CIIyYaeB 3TO WM 3ajadya (akTopu3aluu OOJBIINX YHUCET WU 3a-
Jlaya JIMCKPETHOIO JIOTapu(pMUPOBAaHUS B MOJIE€ BHIUETOB MO OOJBLIIOMY MPOCTOMY MOAY-
J10. YuuThiBas TOT (PakT, 4TO YMCIa, KaKk HauOoliee APEBHUE MAaTeMaTUYECKHE OOBEKTHI,
JTABHO M3YYarOTCs, HEYIMBUTEILHBI OOJBIINE TOCTHKECHUS B Pa3pabOTKe aIrOPUTMOB IS
pelleHus 3TuX 3a7ad. B ciydae ouepeqHoro ycmexa B 3TOM 00J1acTH, CUCTEMBI, CTOMKOCTh
KOTOPBIX OCHOBaHA Ha 3ajJa4yax (haKTOPU3AIMH W BBIYUCICHHS TUCKPETHBIX JIOTapru(MOB,
MOTYT CTaTh 3HAYUTEIHHO Oo0Jiee YSA3BUMBIMU WU JaKe COBEpILIEHHO HecToikuMu. [Tounck
Ke JIPYrux anreOpandeckux CUCTEM, MPUMEHHMMBIX B KPUOTOrpauu ¢ OTKPBITHIM KIIIO-
YoM, SIBJISIETCS TPYAHOW 3ajaueil U TpeOyeT BOBICUYEHHS B KpUNTOTpadudecKuii 0Ouxon
HOBBIX MaTE€MaTHYeCKMX OOBEKTOB. IMEHHO B 3TOM HAampaBIIEHUH B IOCICAHHUE TOIBI H
BEJIyTCSl OCHOBHBIE TEOPETHUECKUE UCCIIETOBAHMUS.

Kaaccnueckne KPUINTOCUCTEMBI ¢ OTKPBITHIM KJIIOY0M

Kak y»xe roBopriIoch, CTOWKOCTD IO/IABIISIONIET0 OOJIBITMHCTBA KPUITOCUCTEM C OT-
KPBITBIM KIIFOUOM OCHOBBIBAeTCS JIMOO HA TPYJHOCTH pEIIeHUs 3a7auu (paKkTOpU3aluu Ju-
00 Ha TPYAHOCTH 337a4 TUCKPETHOTO JOTapHU(PMHUPOBAHUSI.

3adaua ¢axmopusayuu OGONMBIIMX YHUCEN JIGKUT B OCHOBAHHHM CaMO H3BECTHOW U
oOuienpu3HanHoil cucteMbl RSA 1 MHOXKecTBe €€ BapuaHTOB (MaTpUYHBIX U Jp.), CUCTeE-
Mmbl Rabin-Williams, , cucremsr LUC, npennoxenHoir Smith, Lennon (1993), cuctem, uc-
NOJIB3YIOIIUX AIUTUINITHYECKUE KPUBBIE HAJ KOJIBIIAMU BBIYETOB H T.JI.

OtmeTnM, uTO 3aa4a (akTopuzauu OONBIIUX YHCENT SKBUBAICHTHA 3a/1a4e HAXO0XK-
JEHUS 3HaUeHUsl PYHKIUH Diinepa ¢(n) IUIsl TaHHOTO 71 = pg TPH YCIOBUH, YTO Pa3jo-
JKEHHE Yhcia 7 Ha MHOXWTEIH He u3BecTHO. OYEeBUAHO, UTO pEUICHHE 000 U3 ITHX
3aa4d BelleT K pacKphITHIO cucTeMbl RSA. B To ke BpeMmsi He M3BECTHO, SKBHBAJICHTHA JIH
3a/1a4a packphITus cucteMbl RSA sTum 3agauam.

3aodaua ouckpemnozo nocapupmuposanus — DLP (Discrete Logarithm Problem) B
KOHEYHOM TI0JI€ BHIYETOB MO OOJBIIIOMY MPOCTOMY MOAYJIO — JIEKUT B OCHOBAHHH TaKUX



HanboJiee M3BECTHBIX KPHUINTOAJITOPUTMOB, KaKk cxema KitodeBoro obmena Juddu-
XenmaHa U anroput™ mmdposanus b ['amans. AHAIOTMYHO CUTYallMH C TPeabIayIen
3anmadeit, permerne DLP Beaer k packpbeituio cxemsl Juddu-Xemmvana, B TO ke BpeMs HE
M3BECTHO, DKBUBAJICHTHA JIH 3aja4a packpbiTus cxembl Juddu-Xennmmana (DHP — Diffie-
Hellman Problem) 3agaue DLP.

[lepBoHayanbHO BO3HUKHYB, KaK TEOPETUKO-YHMCIOBas MpoOieMa BBIUMCICHUS WH-
nekca, mpobiema auckperHoro sorapudma (DLP) noBonbHO OBICTpO OBUTa OCO3HAHA KaK
TEOPETUKO-TPYIIOBAs MPoOiieMa, YTO MOCTY>KUIIO TOTUYKOM JUISI CO3JIaHUSL KPUNMOCUCHEM
Ha anunmuyeckux Kpuewix. [y norapuMupoBaHus B TPYTIax, COOTBETCTBYIOUINX STHM
KPUBBIM, B HACTOSIIIEE BpEMsI HEU3BECTHO CYOIKCIOHEHIIUATIBHBIX AITOPUTMOB, B OTJIIMYUHU
OT MYJBTUIUIMKATUBHBIX TPYII MTOJICH BHIYETOB U UX PACHIMPEHHN.

B sToM ke HampaBnenun HaxoasTcs uccienoanus Lenstra, Verheul u ap. mo xpun-
mocucmeme XTR. O6braHO cxema DH, pabGotatomiasi ¢ My TbTHILTUKATHBHOMN TPYIIION OIS

F; , TpeOyeT OT Kax/10il CTOpPOHBI mepemayn ~ log, ¢ Out mHpopmauuu. B padore |[...]
npeiokeH 3(pPEeKTUBHBI U KOMITAKTHBIA METOJ MPEJICTABICHHS 3JIEMEHTOB MOITPYIIITEI
Gc F;6 nopszka |G| = p? — p+1. DIeMeHTHI 3TOil TPYIITIbI, HE SBISIOMEHCS TOATPYIIIOi
MYJIBTHILTMKATHBHBIX TPYII MOJOJEH sz, Fp3, SIBIISTIOTCS DJIEMEHTAMU TI0JIS Fp6 , HO
MOTYT OBITh BBIPQ)KEHBI U€PEe3 AJIEMEHTHI OIS Fp2 , T.. ISl UX MIpeJICTaBICHHs TpedyeTcs
He ~6log, p OuT , a ~2log, p 6ut. Ilpu aToM 1 norapupmuposanus B XTR-rpynmax
npuMeHUMBI 1100 p-metox Ilonnapaa (KBaapaTHUHON CIOXKHOCTH), TMOO AUCKPETHOE JIO-

~ * V3
rapuMUpOBaHNE B MYJIbTUIUIMKATUBHOM TIpymie Fpe (cyO3KCIIOHEHIMATIBHBIN  aJTro-

put™). B mo6om ciydae, BeIOpaB p ~ 1024 170 6uT, moaydaeM KpUIITOCUCTEMY IO CTOM-

KOCTH HC YCTyHnaromyro CucréMaM, OCHOBAHHLIM Ha My.]'IBTPIHJ'IHKaTHBHDfI rpyare 1moJisa
Fjo4 , HO BJIEMEHTHI KOTOPOH UMEIOT MpeacTaBieHue, Tpedyromee He 1024 Oura, a ~340

out. CKOpPOCTH?

I[pyrue CHCTEMBI C OTKPBITBIM KJIHY0M

Hano oTtmeTuTh, YTO MPAaKTUYECKM HAUMHAs C MOMEHTA OTKPBITHS JIBYXKIIOUEBOMH
KpUNTOTrpaduu BEIUCh MOMCKH CUCTEM C OTKPBITBIM KIIFOUOM, CTOHKOCTh KOTOPBIX HE Oa-
3UpYEeTCsl Ha 3TUX TEOPETHUKO-YMCIIOBBIX 3a1a4ax. OTMETUM HanboJsee CyllecTBEHHbIE Ha-
NPaBJICHUS ATHX UCCIICJOBAHUH.

1. Cucmemwvr panyesoco muna. IlepBoil 6bina cucrema Mepkisa-Xemimana (1978),
OCHOBaHHas Ha KJlaccudeckoi 3amaue o panue. [{o ee packpeitus B 1983 r. mosBuiiocs or-
POMHOE KOJIMYECTBO BapUaHTOB Ha 3Ty T€MY, MHOTHE M3 KOTOPBIX Telepb NPUBOJATCS B
y4eOHHMKaxX KaK MPHUMEpHI yCIIEUTHOTO KpunToaHaimu3a. HecMoTpst Ha 3T0 M B camoe To-
clleZlHee BpeMs IIPEI0KEHO HECKOJIBKO CUCTEM PaHIIEBOIO TUIIA, HALIPUMED .......

2. Cucmemvr na xoppexmupylowux kooax. Ilpexnae Bcero, 370 kpunrocucrema Ma-
kDnaiica (1978), ocHOBaHHas Ha HUCMOJB30BAaHUM KOJA, UCIPABIAIONIETO OLIMOKHU (KOA
["omnmiel), ¥ Lemnblid psiA Bapualyil B 3TOM HallpaBICHUU Pa3IMYHBIX aBTOPOB.

3. Pewemuamsie cucmemsi. B 1997 r. Goldreih, Goldwasser, Halevi Ha koHdepeHun
Crypto-97 npenoXuiii HOBYIO OJHOHAMPABICHHYIO (YHKIIMIO C Ja3elKO, OCHOBAHHYIO



Ha BBIYUCIIUTEIBHONU TPYJHOCTH 3aJa4 Ha pelleTKax, B YACTHOCTU Ha TPYJHOCTH HaXOXK-
JEHUS] TOUKH PELIETKH, ONrKaiiel K 3aJaHHOM TOYKE 7-MEPHOTO JIEHCTBUTENBHOTO MPO-
cTrpaHcTBa. [lox pemeTrkoll MOHMMAETCS] MHOXKECTBO TOYEK #-MEPHOTO AEHCTBUTEIBHOTO
MPOCTPAHCTBA, SBISIONIUXCSA IIETOYUCICHHBIMU JIMHEHHBIMH KOMOWHAIUSMU Oa3uCHBIX
BekTOpOB. [Ipennoxennas cxema BbUUCIsACT dddexTuBHee, yeM anroputMbl RSA u El-
Gamal, Ho TpeOyeT 6osee AmuHHBIX Kitoueil. Tak, ecnu k — mapameTp CTOMKOCTH, TO AJTHU-
Ha KII0Ya y pemrerdaroil cucreMsl # RSA coorBerctsernno pasubl O(kY) u O(k), a 06beM
BBIYHCICHHUI, cooTBeTCTBeHHO, O(KY) 11 O(K’).

4. K mpenpiayieMy HarpaBieHUI0 MHOTAA OTHOCAT cucteMy NTRU. IlpennoxxkenHas
B 1996 r. Hoffstein, Pipher, Silverman (CIIA), cuctema NTRU paboTaetr ¢ MHOTOUJIEHA-

mu 13 konbua Z[x]/(x" —1), IIPU ATOM BBIYUCIICHUS C STUMU MHOTOWICHAMHU MPOBOJISATCS

1O JBYM PA3JIMYHBIM MOXYJIM p U ¢. 3a 5 JIeT, NPOoUIeIIUX ¢ MOMEHTa OIyOJIMKOBaHMS
3TOM CUCTEMBbI, OABUIIACH JAOBOJBLHO OoublIast cepusi pabOT, MOCBALICHHBIX €€ aHAJIH3Y
........... , @ TaK’)K€ MHOTOYHMCIICHHBIE HUCCIIeIOBaHus, pa3MelnieHHbie Ha caiite NTRU ......
CTOMKOCTH 3TOM CUCTEMbI 0a3UPYETCs Ha CJIOXKHOCTH aHAIN3a ONepalyii ¢ MHOTOWIEHAMH
0 pa3IMYHBIM MOJYJIsIM. B TO e BpeMs B psje paObOT MOKa3aHO, YTO CTOMKOCTh ee Oa3u-
pyeTcs TakKe M Ha CIOKHOCTU PELIEHUS 3a7ad Ha PELIETKE.

Auaredpanyeckasi popmanuszanus cxembl RSA

JIJis onMcaHusi CHCTEM, OCHOBBIBAIOIIUXCS HA TPYMHOCTH (HaKTOPH3AIMH, BBEIEM
MOHATUE KOJbla ¢ jJa3elikoi. Konblio R Ha3bIBaeTCs KOJIBLIOM C Ja3ekoi [...], eciau cy-
[IECTBYET TAKOE HATYPaIbHOE 7>>1, UTO JJIsl BCEX PJIEMEHTOB X € R BBHITIOJTHSETCS] PaBEHCT-

BO x" =x. Yucio n ¢ TakKMM CBOMCTBOM (Takoe YKMCJIO HE 00A3aTEIbHO €ANHCTBEHHO) SIB-
asieTcst ceKkpeTHor nHpopManuei. Torma oneparuu mudpoBaHus/pacuudpoBaHUST MOKHO
3a/1aBaTh KaK OMEpalMyd BO3BEACHUS B CTEIICHBb DJIEMEHTA KOJbIa R, COOTBETCTBYIOIIETO
OTKPBITOMY TeKeTy i mudprekery: c=x¢, x=c? =) =x° =x", npu ycuosun,
4yTO ed=n. [Ipu 3TOM 3HaueHUE e SBIAETCS OTKPBITHIM KIIIOUYOM, & d — CEKPETHBIM.

B pa6ore [...] (Varadharajan, 1986) mokazano, 4To J1t000€ KOHEUYHOE KOJIBIIO C Jia-
3€MKOU SABJISIETCA MPSAMOM CyMMOUM KOHe4YHBIX mosiei. [lo cyTu gena 3ToT pe3ynbTar nmoka-
3BIBAET, UYTO MEPEXO K KOJbIIAM C Ja3eHKOil He JaeT MPUHIUIUAIBHO HOBBIX KPUIITOCH-
cteM, oTMYHBIX OT RSA. JIpyrue Bo3MoxHBIE anreOpandeckue CTPYKTYPHI, 11T KOTOPBIX
BBITIOJTHSETCS] aHAJIOTUYHOE COOTHOIICHHUE — IMOTYTPYIIBI U TPyNIbl. Tak B ciydae TpyIIbI
B KAYECTBE /2 MOKHO BBIOPATh 4nCI0 7 = k|G|+1, re |G|— mopsitok 9Toit rpymmsL.

OpHako M3BECTHbIE MPUMEPHI TAKUX TPYII JAIOT KPUIITOCUCTEMBI, CTOUKOCTh KOTO-
PBIX MO-TIPEKHEMY OCHOBaHA Ha CIOXHOCTH 3afauu ¢akropuszauuu. Tak mias GL(m,Z,,)—

IPYNIbl HEBBIPOXKAECHHBIX (mXm)-MaTpHll HaJ KOJBIOM Z, — BBIpaXEHHE IS MOpsAKa
|GL(m,Z,,)| MOXHO HOTy4nTh, €CITH H3BECTHO PA3NOXKCHUE YHCIA /1 HA IPOCTHIC MHOXKHTE-

mu. Ecny 3T0 pas3noxkeHue HEU3BECTHO, 3a/1a4a PACKPBITUA CXOJHA C 3a1a4eil HaXO0XKICHUS
byHKIMK Diinepa ¢(n) IpU HEM3BECTHOM PA3NIOKEHUM YUCIAa # Ha MHOXUTENH. J[pyryio
JOCTAaTOYHO MEPCHEKTUBHYIO BO3MOXHOCTh JAa€T PaCCMOTPEHHE TPYIIbl 0OpaTUMbIX MaT-
pHI HaJ KOJIBLIOM MHOTOYJIEHOB IO COCTABHOMY MOJYJIIO.



®opmaauzanus cxem DH u ElGamal

[TombrTaemcs chopmyarpoBaTh HanboIee OOUIHe YCIOBUS, T.€. YCIOBHS, HE UCTIONb-
3yIOIKe MOHITHE IUCKpPETHOTro Norapudma, nmpu kotopeix cxema uddu-Xemnmana (DH)
U anroputM b ['amans 6yayT paboTaTs:

Knaccuuecknii anroputm Juddu- dopmainbHasg cxema Juddu-Xemimana:
XeJuiMaHa
A =x%(mod p) — B
& ( 2 Yae A, VbeB:
B: » =xb(m0dp)HA
\ , {E,(x),b}=> Ep(x); {Ep(x),a}= E ()

Ar K=" =" =x"(modp) | (£, (x),Ep(x)}= Ep(x)

B: K=(y)" ="’ =x"(modp)

Knaccuuecknii anroputm mudpoBaHus dopmaapHasg cxema Db ["amand:
One ["amans:

o a
OMKPLIMbLL  KIIOY (g, g )

. Yae A, VbeB:
OMKpLIMbIL  MeKCm :  m

3awugposannoe cooduenue {Ea , b} = E;g ; {Eb , a} = E;g

(gab-m,gb)wm (g“beam,gb) {Ea,Eb}:E;g

Tpynuble 3aga4n B TEOPUH TPy

B mocnennee BpeMsi BO30OHOBMIJIMCH TOIBITKH MOCTPOSHHSI KPUNTOCUCTEM C OTKPBITHIM
KITIOYOM, HCITOJIB3YIOIIUX OJTHOHANPABICHHBIE (DYHKINU, Oa3UPYIOIIUECs HA TPYIHBIX WIH HE-
pa3penIMMbIX 3aa4axX TEOPUU TPYII WU IOy TPYIIIL.

Tak, nanpumep, kak nokazaHo HoeukoBwsiMm (1955), nmpobiema cioB B oOiieM ciydae, He-
paspenuMa. {151 KOHEYHBIX TPYII 3Ta MpoOJieMa pa3pelrma Beeria, OJJHaKO 3TO MOXET OKa-
3aThCs BBIUMCIMTEIBHO TPYAHOU 3amadeit. [IpoGiema ciioB, MPUMEHUTETHHO K KpUNTOrpadun
MOYKHO OBLTO OBI UCIOJIB30BAThH CICIYIOIIUM 00pa30oM: BBIOMpPAEM JiBa HEAKBUBAJIICHTHBIX CJIOBA
wy 4 wy. OIHO U3 HUX MpeoOpa3yercs clydalHbIMH MpeoOpa30BaHUSMU U3 KOHEYHOTO MHOXKE-

cTBa oOpasyromux cootHoueHuil. Hampumep, B rpynne G ¢ o0pa3yoummi oy,...,0,_, 1 OIpe-

JISTISIOIIMMHI COOTHOIICHUAMH 0,0 ,0; =0 ;0,0 ;, WA |i—j|=1 1 0,0, =00, qna |i—j|>2,

CJIG,D;YIOH_[I/IG CJIOBA DKBHUBAJICHTHBI.
010203010701 ~ 010203070103 ~01030703010) ~

~ 03010201030 ~ 03020102030 ~0307201030,03.

BugHo, 4TO nake B 3TOM BECbMa IPOCTOM CIIy4ae YCTaHOBHUTH 3KBHUBAJICHTHOCTB IIEPBOTO M IIO-
CJIEZTHETO CJIOBa B MPHUBEJICHHOH IIETIOYKE PaBEHCTB BecbMa He mpocto. OauH OUT mudpyercs
CJIeyIOIMM 00pa3oM: BbIOMPAETCSI OJTHO U3 JIBYX HEIKBUBAJICHTHBIX CIOB w, WU wy, [OCIE



9Yero JaHHOE CJIOBO NMPeoOpasyeTcs B 3KBUBAIEHTHOE €My C IOMOINBIO CIIy4aifHO BBIOPAaHHBIX
9KBUBAJICHTHBIX IpeoOpa3zoBaHuid. s pacmmdpoBanus TpeOyercss ONpelnesnuTb, KaKOMy H3
JIBYX CJIOB w( WJIA w; SKBHUBAJECHTHO MOJy4eHHOEe cJI0BO. KomupoBanue n OUTOB jaenaeTcs aHa-

JJOTHYHO II0CJIC BBI60pa OJHOI'0O U3 2" He’KBUBAJIECHTHBIX CIIOB.

BBenenue naseiiki B IpoOIEMY CIOB:

[lycts rpymma G=<x1,x2,...,xn| H=r=.=r, =e>, rae xi,X,..,X, — OOpasymoIme, a
H =7 =..=1, =e — ONPeIeNIoNue COOTHOIEHH. /[06aBUM HECKOIBKO HOBBIX COOTHOLICHHUH,
B PE3YJIbTATE MOIYYUTCS IPyIIa

G’=<x1,x2,...,xn| H=n=..=h, =5 =..=5, =e> ,
torna G'=G/N, tne N = <s1 =..=s p>, 0003HaUMM dYepe3 ¢ ECTECTBEHHBIH TOMOMOP(hU3M:
¢:G—>G'. Ecu x~y B rpynme G, To ¢(x)~¢(y) B rpynmne G', u oOparHo: eciu ¢(x)+¢(y) B

rpynne G', To x+y B rpynne G. YroOsl na3eiika padorana, B rpynne G HeoOXOAMMO BBHIOpAThH

CIIOBa w; TaKUM 00pa3oM, 4TOOBI JUis JF00OH Mapbl PasiMYHBIX CIOB w;, W; HMX 00pa3sbl

@(w;)*@(w;), 1 ipu 5T0M B rpyrne G’ npodiema SKBUBAJICHTHBIX CJIOB Oblia ObI JIETKO paspe-

muMa. Toraa B rpynne G’ HaJlo HAliTH CIOBO @( w; ), KOTOPOE SKBUBAJIIEHTHO CIIOBY ¢()).

J51s TOro, 4TOOBI MOCTPOUTH TaKyIO JIa3elKy, HEOOXOAUMO BBHIOPATH JIOMOJHUTEIBHBIE CO-

OTHOLICHHS §] =53 =...=S5, =€ T.0., YTOOBI COOTHOWICHUS 7| =73 =...=1y, =e CTalll TPUBHAIIb-

HeIMH. C10Ba {I”l }, OMPEACIIAIOINE UCXOAHBIC COOTHOLICHUA, HO,Z[6I/IpaIOTC$I T.O., YTOOBI 9TO OBI-

JI0 JIETKO OCYIIECTBHUMO.

Tak kak s anreOpandeckux OOBEKTOB TEOPETHKO-YHMCIOBOM MPUPOABI  pa3pabOTaHBI
CPaBHHUTEIIFHO XOPOIIWE AJTOPUTMBI, JUIS TOCTPOCHUS HOBBIX CHCTEM C OTKPBHITBIM KIIOYOM
MOYKHO TONpPoOOBaTh YXOJ B alreOpanyecKue CUCTEMBI C 3JIEMEHTAaMHU HEUMCIIOBOW MPHPOJIBL,
HarpuMep, B HeaOeneBble TPyl — IPYIIIBI 3aBEIOMO HEUHCIIOBOi mpupoasl. [Tpu ucmomns3o-
BaHUM TaKUX TPYNI B KPUNTOCHUCTEME C OTKPHITHIM KIIIOUOM IPEKIE BCEro BO3HHMKAIOT Cle-
JYIOIINE BOIPOCHL:

e Kak npeacraButh cooOIIeHUE B BUJIE 3eMeHTa rpynnsl G;

e CylmecTByeT M €IMHCTBEHHOE MpeACTaBICHUE JUIsl 3eMeHTOoB rpymnmnsl G. Eciu
3JIEMEHTHI MPECTABIAIOTCS HE €AWHCTBEHHBIM 00pPa3oM, OTKPBITHI TEKCT U pac-
mr(POBAHHBINA MOTYT HE COBITACTh KaK BBIPAKEHUS.

e Bo03MO0HO 11 3()()eKTHBHOE BBIYHCICHUE TAKOTO MPEICTABICHUS.

CyImecTByIOT TpyIIb, Ui KOTOPHIX 3HAMEHUTAs TEOPETUKO-TPYNIIOBas mpodiiema — mpo-
OJeMa paBeHCTBO CJIOB — pa3pelirMa B NOJIMHOMHUAIIBHOE BPEMs, U B TO )K€ BpEMsl JJIsl KOTO-
PBIX HEM3BECTHBI AITOPUTMBI MOJMHOMHAILHOW CIIOKHOCTH, pa3pemaroniine npobiemy co-
npsbkeHHOCTH. [IpuMep — rpymnmsl Koc.

TpyaHo penaeMbie HDO6J'I€MLI JJIA HCKOMMYTATUBHBIX I'DYIIIT

1. Ilpobnema conpasxcennocmu:
Jano: x,yeG

Onpedenums: x~y?

2. Ilpobnema noucka conpazarouiezo nemenma:
lano: x,yeG, x~y

Onpedenumv : a€G: axa ! = y



3. Oboouiennasn npobrema nOUCKA CONPA2AIOULE20 ITIEMEHMA:

Jlano: x,yeG, y= bxb_l, be Hc G, b-—neussecmen

Onpedenums: a€ H : axa” ' = y

4. IIpoéonema conpasicennoii paspemiumocmu:
Jano: x,ye@, yszb_l, beHcG

Onpeoenums : aj,ay € G: ajxay =y

5. Ilpoonema uzeneuenusn Kopus:

Hano: yeG, y=xP, x-—neussecmen

Onpedenumv: zeG: y=zP

I'pynnsi koc (Braid groups)

B 2000 romy na koHpepenunu Crypto-2000 rpymma roxHOKoperickux yueHbix (Ko u apy-
TU€) MPEIIOKUWIN HOBYHO KPUIITOCUCTEMY C OTKPBITBIM KIJIFOUOM, OCHOBAaHHYIO Ha TPYJIHOCTHU
pelieHus npoOsieMbl COMPSKEHHOCTH B TpyMHmax Koc — OECKOHEYHBIX HeabeNeBbIX TpyIIax.
I'pynma xoc MokeT ObITh (OPMATBLHO 337]aHa KaK
B e o 0,0 j0; =0 0,0, |i—j|:1
l,..., }’l—l

n Gl'o-j =O'j0'l', |l—]|22

DJIEMEHTHI TPYNIbl B, NEUCTBYIOT HA MHOKECTBE 3aHYMEPOBAHHBIX HUTEH, HA3bIBAEMBIX KOCOM.

OO6pa3yromuii 3JIEeMEHT 0; TIeperieTaeT HUTH [ U i+1 KOChl TakuM 00pa3om, 4YTo HUTH i+1 Je-
KHT cBepXy. UHCIIO 7 HUTEH B KOCE HAa3bIBACTCS HHAEKCOM KOChl. YMHOXEHHE JIBYX KOC @ U b
MOJTy4aeTcsl, ECJIM KOCY @ PaCIOJIOKUTh paHbllle Kockl b . HelTpanbHblil 351eMeHT e 00pa3oBaH n
TPSAMBIME HHTSIMH, OOPaTHbIH MEMEHT 0; | IIeperuIeTaeT HUTH i 1 i+] KOChI TAKEM 00pa3oM, uTo
HUTB i+1 JEKUT CHU3Y.

1 i i+l n 1 i i+l n B
Q e e (\I <>
(a) o0 (b) o7 (c) 020702 (d) A

3aMeTuM, 4TO eCIIM K UMEIOIIMMCS COOTHOIIEHUAM (*) 100aBUTh COOTHOIICHUS {O_iz =e }, TO TI0-
JYYUM TIPEICTABICHUE CUMMETPHUYECKON TPYTIIBI S, UII CUCTEMBI 00pa3yIONIMX TPAHCIIO3UITHA
{‘71' =(,i+1) } Takum oOpa3om, CyIlIecTBYeT €AUHCTBEHHBIN AUMOPGU3M p: B, —> S, .

OJIEMEHTEI I'pyHIibl Bn AO0IYCKAIOT HCOJHO3HAYHOC MMPCACTABJICHHUEC YCPE3 06p33y10HII/ICZ
A4 = 010703010201 = 010203070109 = 01030203010 =

= 030102010303 = 030201020303 =030301030203
OnHako cyIIecTBYET €IMHCTBEHHBIM 00Pa30M OIpeesIEHHOE MPEACTaBIEHUE KOC Yepe3 HEKO-
TOpbIE KOCHI A,, Ha3bIBaeMble (PyHIAMEHTAIbHBIMU, U MOACTaBKU U3 S,. Cunrtaem, 4yTo rpymma

B, conepxwur rpynmny B,, m < n, B kauecTBe noAarpynmsl. B padore «New Public-Key Crypto-
system Using Braid Group» Ko, Lee, Cheon, Han, Kang, Park (Kopes, CIIIA) na Crypto-2000



MPEIOKEHO HMCIOIB30BaTh CIOKHOCTH OOOOIIEHHOW MPOOIEeMBbI MOUCKA COMPSTAIOIIETO 3Jie-
MEHTA.

OpHoHanpaB/ieHHAS QPYHKIMSA:

B;,, D> B;,B, — HNOATPYNIBI, COOTBETCTBYIOILINE [ 5eBbIM W r TPaBbIM HUTAM:
By =(01ses014 1) s By =(011s01_1) s B, = (014 11s 014 p—1 ) - DNEMEHTEI a € B; U be B, KOMMy-
TUPYIOT: ab = ba .

Oononanpasnennas ynkyus:
S By X By = Biip X By,
f(a,x)= (axa_l,x)

OyHkus f 0JHOHANPABIICHA, TAK KaK MO JTAHHBIM 3JIEMEHTaM (d,X) MOXKHO JISTKO HAWTH axa™',

-1 o
HO 110 U3BCCTHBIM (CDCCZ 5 X) HauTH 3JICMCHT d MO>XHO, HACKOJIBKO 3TO M3BCCTHO, JHIIb 3a 5KC-
NMOHCHIHUAJIBHOC BpCMHI.

IIpomoxon evipabomxu cekpemnozo knoua (éapuanm npomoxoira DH ona epynnuvl Koc):
OTkpbITasg uHGOpPMALUs: TpyNIa B, , W JOCTaTOYHO CIIOKHBINA AJIEMEHT x € By ,,..

1. A BbIOMpaeT CEKpPEeTHBIN AIEMEHT a € B; U MochlIaeT B anement y| = axa .
2. B BbIOupaeTr cekpeTHbIN 3JEMEHT b € B, M MOCBUIAET A 3JIEMEHT V) = bxbL
3. A Bpraucister K = ayza_l =abxb a7
4

B Beraucister K = bylb_1 =baxa b = abxb a7

Kpunmocucmema ¢ omxkpvimuoim xnouwom — muna El Gamal. llycts H : By, , — {0,11% - xo-
pomast xam-QyHkuus. Beioupaercs rpynmna B;,, ¥ IOCTaTOYHO CIOXKHBIA 3JEMEHT x € B, ,. .
Kpome Toro BeiOupaeTcs 3eMeHT a € B;.

OTKpBITHIHA KIro4: (X, ) = axa_l) . CekpeTHBIi KITIOY: d.

HIugposanue: OTKPHITBIN TEKCT m € {O,l}k . BeiOupaercs ciyqaiinoe b € B,..
[Moceinaercs napa (¢,d), tne d = bxb ! ,c=m®H (byb_l) .

Pacwugposanue: Bpraucnsercs ada™' = abxb™ a7 = baxa b7 = byb_1 , a Torma
m=c®H(byb™ )

B pabore Pseudorandomness from Braid Groups Lee, Lee, Hahn (Kopes) noka3zano, uro

Ha OCHOBC KPUIITOCXEM, UCIIOJB3YIOUIUX I'PYIIIbI KOC, MOXHO IOJTYYHUTH AOKA3YEMO CCKPETHLIC
HC@B,Z[OCJIy‘I&fIHLIC reHepaTophbl CﬂyqaﬁHLIX HOCHC,Z[OBaTeHBHOCTeﬁ.

HoBasi kpunrocucremMa ¢ OTKPBHITHIM KJIHO4YOM, MOCTPOeHAsi HA 0a3e KOHEYHBIX He-
alesieBbIX IpyMHIIL.

beuta npencrasnena Ha koHpepenuuu Crypto-2001 roxHOKOpeiickumu yueHbIMU Paeng,
Ha, Kim, Chee, Park (New Public Cryptosystem Using Finite Non Abelian Groups).

CrnosxHble 3a1a4M 17151 HeaOeneBbIX IPYIIIL:



1) Ilpobaema conpsscennocmu: Ijasi CONPSHKEHHBIX 3JIEMEHTOB X,y € G HaWTh u G, Ta-
KO#, 4TO weu ! = V.
2) Cneyuanvnas npobrema conpsdxjicenHocmu: isl JAaHHOTO aBToMopdusma Inn, (HO Hewus-

BECTHOTO JJIEMCHTA g) HAWTH g| € G, TaKOi, 4To Inng =Inng .

st HeabGeneBoit rpynmbl G ¢O CI0KHON MPOOIEMO CONPSIKEHHOCTH MOYKHO ITOCTPOUTH
CJIEYIOILYIO0 KPUIITOCUCTEMY.
Iycrs rpynma G =(5;), T.e. {5;} — ee o6pasyrowue, a s1eMeHT geG .

OTKpBITHIN KITIOU: {gi =gJ; g ! } CexpeTHblii KiII04: g € G, TOUHEE [nn, .

Ecmu m € G — OTKpBITHIHN TEKCT, ¢ € G — MHUPPTEKCT, TO
-1
c=m® = gmg_1 =Inng(m), m= c® = g_lmg = Inng_1 (m).

Jnst mmudpoBanus HYyKHO, YTOOBI m € G MOXHO OBLIO JIETKO BBIPA3HUTh Yepe3 o0pasyro-
ume {5;}, a 3aTeM B MOTy4YEHHOM BBIPAKEHUH 3aMEHHTh &; Ha &;. OHAKo, ec Mool Je-
MeHT rpynmbl G JIETKO BbIpaXkaeTcs depes {&; |, AemudpoBanue (B3I0M) HPOMCXOIUT TaK Ke
JIeTKO, KaK 1 mudpoBanue.

CTONKOCTh CHCTEMBl OCHOBAaHa Ha CJIOXXHOCTH HaxoXAeHUs g; (G, Takoro, 4ro

In Inng . K coxanenuto, majis MHOTHMX HeaOeNeBbIX TPy, Harmpumep, mias SL(2,Z )

n =
&
npobiemMa CONpsKEHHOCTH JIETKO paspemrma (uist rpynmsl SL(2,Z p) OHA CBOJHTCA K pelle-

HUIO CHCTCMBI JINHEHHBIX YpaBHEHUI Hal Z ), ).

Hosas kpunrocucrema:
[TycTe BrIOpana Oomnbinas Heabenesa rpynna G, Z(G) — ee HETPUBHAIBHBINA IIEHTP 00JIb-
1II0TO TIOpAZKa, a 31eMeHT g G . IlycTh {y;} — MHOXeCTBO 0Opa3yIONmKX 2NEMEHTOB TPYIbI

G, 1e. G=(&;). Buyrpennnii asromopdusm Inn, Oynem 3amaBaTh HAbOPOM COOTBET-

g
CTBYIOLIMX 00pa30B 00pa3yIOIIUX 3JI€MEHTOB:

{Inng (yl),...,lnng 715 }: {ylg,...,yig,... }: {51,...,el~,... }

OTPBITHIA  KITIOY : (Inng, Innga)

I[J'IH CHUCTCMBbI C OTKPBITBIM KIIIOYOM: o
CCKPCTHBIM KIIOY: YHCIO da

[Iudpoanue:
1) BrIpa3uTh OTKPBITHIN TEKCT m € G KakK NPOU3BEACHUE 00pa3yIOLINX AIEMEHTOB
2) BriOpath uncno b v BEIYUCIUTD [nn (g 3a/1aBaeMbIil Kak Habop

ilnnga;, (" ),...,Inngab (7 )seev }

3) Beruncautb mupTekcT ¢ = Inngug7 (m)
4) Beraucnuth ¢ = Inngb , T.€. Habop ilnngb (yl),...,lnngb (7 )se- f
5) [locnats coobmenue: (c,p)

PacmmdpoBanue:
1) Beipasuth mmMppTeKCT ¢ depes oOpasyromme {y; |

2) Beraucoute ¢ ¢ = Inng,a;,

3) OTKpBITBIN TEKCT m =@ “(c)



1) Jlns npakTH4ecKoil peanu3anuy 3Toi cxeMbl HE0OX0IUMO, YTOOBI [’mga BBIPAXKaJI0Ch

HEOONBIIUM KomuecTBOM Out. Jlanmee, HeoOxoaumo uUMeTh d(PPEKTUBHOE BBIpAKEHUE dJie-
MeHTOB rpynmnbl G uepes obpasyromue {;}.

2) Ecnu B cxeme mmdpoBanust Dib-I'amans 3ammdpoBaTh ABa COOOIICHUS HA OJHOM U

TOM 3Kke b, TO IMEET MECTO COOTHOIICHHE ¢] ¢y = (m1g“?) ' (myg®™)=m;'m, . B Hameii cxeme,

3Hasg ¢ =1nngab (m) ¥ ¢ =1nngab (my), MONYy4YUTh UH(OPMALMIO O my 1m2 [O-BUAUMOMY

TPYJHO.

3aaua HaxX0KJICHHUS CEKPETHOTO KJIF0YA @ 110 M3BECTHOMY KIIOUY (]}’l}’lg , Innga ) .

1) Ecnu pewats DLP B rpymnme <[nng>N HEMOCPEJCTBEHHO — B CHJTY MPE/ICTaBICHUS ee

e IEMEHTOB — Hu4ero jyunie O+ N, rae N — ee mopsaokK.
2) Ecou pewats DLP B rpynne <g>c G ¥ TpeanoyioKUTh, YTO s rpynnsl G Jerko
pelaercs crenuagbHas npodyieMa CONpsKEHHOCTH, T.€. IO [””ga JIETKO HAaXOJUThCS TaKOH

20> 410 Inng0 :Innga , Torja monydaeM: go=g%z, zeZ(G), tne zeZ(G) -

ueHtp rpynnel G. Ecnu nopsanok |Z (G)| OOJIBIIION, TO TPYTHO OMPEACTUTh TPUHAIIICKHOCTH

a
gize < g> .
Bb160p OTKpBITOrO TEKCTa M U 31IeMeHTa g e (G HaAo AeiaTb OCTOPOXKHO: €CIIU m U g

KOMMYTHPYIOT, TO ¢ = g*mg ™%

=m . B wactHoctu, m,g € Z(G).
Bei6op rpymmsl G.

['pynnsl MaTpuil 1 TOTYNPsSMOE MPOU3BeIeHNE a0eNIeBbIX TPYIII SBIAIOTCS TAKUMHU Heabe-
JIEBBIMU TPYyNIIaMU, JJIsi KOTOPBIX CYIIECTBYET KAHOHMUYECKOE MPEJICTABICHHUE JIEMEHTOB, T.€.
Jarolee s JII000ro dJeMeHTa TPYMIbl €AMHCTBEHHOE BhIpakeHHe. B pabore [...] mpensnara-
€TCsl HOBasl KPUIITOCUCTEMA C OTKPBITBHIM KJIFOYOM, OCHOBaHHAsi Ha UCIOJIb30BAaHUU KOHEYHOU
HeabeneBoil rpynmel G. Ee croiikocth 6azupyercss Ha DLP ans rpymnmbl BHyTpEHHHX aBTO-
Mop¢u3MoB rpynmnsl G:

AutG o InnG = {fg € AutG‘ Sfo(x) = gxg_1 VxeG }

Koncmpyxkyus nonynpsamoeo npouseedenusn epynn. Ilycts G m H — rpynisl, 6 — ToMoMop-
¢usm rpynnsl H B rpynmy aBroMmopdusmos rpynmst G: H —€>AutG, AutG = { f | f:G=G }
ITycthb hi> /5. Bynem o6o3Hauars geiictBue aBroMopdu3Ma f;, Ha sjaeMeHTe ge G Kak

In(g)= (g)h . Torna noxymnpsiMbIM nipousBeeHreM rpyni G u H OTHOCUTENTEHO ToMoMopdu3Ma

0 naswiBaeTcsi MHOKeCTBO G X9 H = {(g,h)| geG,heH } C 3a/IaHHOW Ha HEM OMHAPHOW oOrIe-
pareit (g1,7)(g2,h) = (gl (2> )h1 , -hz) OTHOCHUTENBbHO KoTOpoit G Xy H siBIsieTCs TPYIIION.
3amerum, 4T0 (g, k) = ((g‘l)"_1 , h‘l) U TOrja

-1

(Ig.h)-(g2:15) - (g k)™ :(IG(gZ)hl,hl )'(lGhl ! j=(g§1 g )

Takum oOpaszom, G sBisieTcss HOpManbHON monrpymmoi rtpymmel G xg H . Ecmu

O(H) = {Id} = AutG , T0 G x9 H — Heabenesa, naxe eciiu G u H — abeeBbI TPyIIIIbI.

IIpumep.
PaccmoTpum rpymimny aBToMOp(HU3MOB TPYIIIBI BEIYETOB MO MOIYJIO 3:



Jor fie

0—-0 0—-0

AutZ3EZ2:> 1 1 1 )
- -

252 251

(2,00- (LD =2+ fo(1),0+1)=(0,1)

I'pynna Z; xy Z,— Heabenesa: {(1,1) (2,00 =1+ £1(2),1+0)=(2,1)

IMpumep.
PaccmoTpum HeabeneBy rpymmy G, Torjaa cymectByetr romomopdusm Inn: G —> AutG,

= x& s koroporo

onpeenseMbiil opMynoi g — Inng , Inngx = gxg~
Kerlnn =Z(G) = {z eG |Zx =xz,VxeG } —nentp rpynnsl G. Ecii rpynma G — abenesa, TO

G Xy G = G x G — nmpsiMoe TIPOU3BEJICHUE.

PaccmoTpum rpynmy SL(2,Z,), DSneMeHT a:((l) geSL(Z,ZP) HMEET MOPAIOK

o(a)=p. Ilycts Z pL)AutSL(Q,,Z p) ABIAETCH KOMIIO3uIe n3omopdpusma 6, u romo-
|

Mopduzma Inn: Z (a) Inn_, Aut SL(2,Z ). PaccmoTpum rpynmny

P
G=S8L(2,Z,)xgZ,. Topagox ee uentpa |Z(G)|=2p. HerpyaHo s3ameruts, dUTO
(x,y)-(a,b)-(x,y)_l z(x-(a)y .(x‘l)b,b), TaKuM 00pa3oM, OTKPBITBIA TEKCT m eSL(2,Z )

T.K. BTOpasi KOMIIOHEHTA IIPY TPAHCIIO3ULIUHA HE MEHSAETCSL.
B rpynne SL(2,Z p) BBIICISIOTCS 1BE oOpazyrormiue:

SL(2,Z,) = (T,S), T:((l) D Sz(? "(D

JIroboii sanemenT m e SL(2,Z p) ¢ my, #0 EIUHCTBEHHBIM OOpa30M MPEACTABISETCS B BUIE

m =T/1ST/2ST/3 . Torna ms rpymmbl G MHOXKECTBO 00pa3yroNuX UMEET BU:
G =((T,0), (5,0), (E.)))-
3aMeTuM, 4YTO BEpPOSTHOCTh BBIOpaTh m W3 IeHTpa rpymnnbl G OIEHHUBAETCA Kak

P{meZ(G)}zp%WO. Amnajoruyso, P{geZ(G)}z%WO u

P{meZ(g) }z%—m.

P>

3amaua DLP B rpynme (g), , Tie N =o(g), OlCHHBAETCS KaK 0(/q), rne q — Makcu-

MaJIBHBIM MPOCTON IETUTENb ynciaa N.
MoskHO BBIOpATh g: p | N.
Eciu cienmansHas mpoOiiemMa CONPSHKEHHOCTH JIETKO pa3pelinMa, TO I HaXOXKICHUS

go=¢g"% goe <g> nonanoburcs ~O(N) IOMBITOK — faxe Xyxe, yem 11t DLP.

Ecnu BeIOpath p ~ 2160 croiikocTh Halreit CHCTEMBI COMOCTABMMA CO CTOMKOCTIO RSA-
1024 (cnoxuocts DLP nnsa Hac u 3amava paznoxxenust 11t RSA-1024 ouenuBarorcs, COOTBET-
crBenHo, kak 2% wu 2% ).

ITo cxopoctu: mudpyer B 30 pa3 6pictpee RSA ¢ oTkpeIThIM KiTto4oM B 32 OuTa, pac-

mudpoBsiBaeT B 200 pa3 6picTpee RSA ¢ OTKpBITHIM KiTF04OM B 32 OuTa.
B 40 pa3 6sictpee ECC-170 Our.



PaccmoTpuBaroTcst ipyrie BO3MOXKHBIE KOHCTPYKIUH [T HeabeneBoi rpynmsl G.

IIpenmyniecTna:

e Kpunrocucrema ¢ rpynmnoii G MOXET MPUMEHAThCs, naxe ecimu DLP u mpobnema co-
NPSDKEHHOCTH IS caMoil rpyIinbl G He SBJSIOTCS CII0KHBIMU 3aauaMHu.

e XoTs B NPHUHIMIIE HCIOIB3YeTCs cxeMa mmdpoBanus ib-I'amans: g — OTKPBITHI
KJIEOY, 71 — OTKPBITBI Tekct, (¢*°m, g”) — mmdprekcr, B HameM ciIydae, B OTIHYHE OT
KJIACCHMYECKOro airoputMa Jib-I'amans, MoxkHO 3aUKCHpOBaTh 3HaUCHUE b M HE BBI-
YHUCIIATh €0 Ul KaKJ0T0 OTKPBITOTO TEKCTa 3aHOBO. TeM caMbIM MOBBIIIAETCS CKOPOCTh
mmmdpoBanus u pacmudponanus. Tak, mo cpaBHeHHIO co cxemMoil RSA ¢ aHamoru4HbpIMU
napameTpamu, CKOpocTh ImudpoBanus Bo3pactaeT B 30 pas, a pacmmdpoBanus — B 200.

e Ha ocHOBe npe/I0’)KeHHON KPUIITOCXEMBI JIETKO MOCTPOUTH CXEMY BBIPAOOTKH U(PPOBOH
noanucu. B obmiem ciiydae mpu UCHOIB30BaHUU HeabeNeBBIX TPYII, HAPUMED, TPy
KOC — 3TO C/IeNIaTh IOCTAaTOYHO CJIOXKHO.
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