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Ne

Ha Ne oT

MusrncrepcTBo IMHQPOBOrO pasBHTHA, CBS3H M MAacCOBBIX KOMMYHHKAITHIT
Poccuiickoli @efepalni HanpapIgeT HAa pacCMOTPeHHe AHATHTHICCKI OTYET
TTAO «HuTep PAO EDC» 0o mpoBe/ieHNH paboT Mo «AHATH3Y W OIEHKH aJeKBaTHOCTH
PHCKaM H yrpo3aM HHQODPMALHMOHHON O0e30MaCHOCTH CYLIECTBYIOIHX CTaHIapTOB
KknOepdusmIecKux CcHCTeM, BKmodad «MHTepHeT Bemell»; Io pa3paboTke IPOEKTOB
CTaHIApPTOB 0e30MacHOCTH M KuOepI3MIecKHX CHCTeM, BKIoUas «MHTepHeT Bemei»,
a Takke — TpeDOBaHMI M METOAUK IIPOBEPKH KHOep(U3MYecKHX CHCTEM, BKIFOYas
«MHTepHeT Belleil», BBIIOIHEHHBIH B paMKaX pealHs3aliyl Meponpustus (enepalbHOIo
npoekTa «HMH(opMarionHad ©Oe3omacHOCTb» HaIHMOHANbHOH mHporpaMMbl «l{adpoBas
sKoHOMIKa Poccmiickoil Denepartii.

MuHHCTEPCTBO MH(POBOI0  pPa3BHTHA,
@ CBS3H H MacCCOBBIX KOMMYHHKAITHIT
L] [ i
MHYEP Poccuiickoii @enepanun

PAOEJSC

aneprua 6e3 rpanvy

AHAJINTHYECKHH OTYET
0 IPOBeISHHH PadoT IIO:

AHAJM3y 1 OleHKHA aJleKBaTHOCTH PACKAM H YIrpo3aM mH(popManuoHHOI
0e30MaCHOCTH CYIIeCTBYOIIAX CTAHIAPTOB KAOeppH3HIeCKAX CHCTEeM, BKIITas
«HTepHET Belmei»; Mo pa3padoTKe MPOEKTOB CTAHIAPTOB 0€30MACHOCTH /I

KHOepdpu3nIecKUX cHcTeM, BRIw4asi « IHTepHeT Belleii», a Tak/Ke — TpeOOBaHHII H

MeTOIHK MPOoBePKH KHOeppH3AIeCKHX cHcTeM, BKRI4Yas « MHTepHeT Bemei».
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3APYBEXHbIA ONbIT PEANU3ALUUN UHTENNEKTYANbHbIX
CUCTEM YYETA 3HEPTUA
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* B AaHHBINA MOMEHT CTPaHa HaX0AUTCA Ha 3, 3aBeplIalolieM 3Tamne
NATHJIETHero miaHa nocrpoenusa UCY3.

+ IIporpaMMa KOHTPOJHMPYeTCA Ha IPAaBHTeJIbCTBEHHOM yPOBHE
TocyzapcTBeHHOH ceTeBoH Koprnopanuer Kuras — SGCC.

+ O6opyaoBaHHe Aeal0T 65 KOMNAHUH, OGN PHIHOK YMHBIX CYETYHKOB
KuTaga ouesuBaerca B 350 MIWIJIMOHOB IIT.

* Ha faHHBIA MOMEHT ecTb HHpOpPMalHs, YTO BCe oIb30BaTeH SGCC
OCHaIleHbl YMHBIMH CY4ETYHKAMH.

+ JluaupymolnHe MPOH3BOAUTEIH:
o Jiangsu Linyang Electronics Co., Ltd 6.48%
o Waision Group Holdings Limited 6.07%
o Shenzhen Clou Electronics Co., Ltd. 5.95%

=g
2 HCHOJ’Ib3yeMbIe TEXHOJIOTHH NEPENAYH NAHHBIX:

. — - * 40% ZigBEE

w8 s - e + 359 NB-IoT
i * 10% M-Bus

+ 5% LoRaWAN,

Pemenne Ha 6ase LTE ot Huawei, BHepeHHOe OZHOM H3 * 5%RS-485 + GSM
KpynHeHmux koMnanui Tianjin Electric Power * 5% PLC u apyrue

3apybexHbi oneiT peannsaumm UCY3
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* KonTposb 3a cosganueM UCY3 ocymecTtsaseT kopnopanusa Korea Electric Power Corporation (KEPCO), Bragetomas 93% pbIHKa
3/1eKTPO3HEPTHH.

* TexHonoruyeckoe pemenue Aaa UCY3 KxHoit Kopee paspabaTeiBaeT KopeHckuit HHCTUTYT HHTeJLIEKTYalIbHBIX ceTelt (KSGI) -
nogpaszejenne KEPCO

* Hawubosee ucrosb3yeMble TEXHOJIOTHH IS IepejayH JAHHBIX C IpHOOPOB yyeTa:
* 65% NB IoT, LTE-M, EC-GSM-IoT (6.1arozapsi COTpyAHHYECTBY € KpynHeiimmmu oneparopamu css3u KT Corp u LG Uplus)
* 20% ZigBee
* 10% LoRa

* 59% ocTranbHbIE TEXHOJIOTUH
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3apyBexHbii onbIT peann3aumn UCY3
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* Bcero Ha TeppuTopuH CIIIA 601ee 50 cObITOBBIX
KOMITAaHHH, U3 HUX 6os1ee 10 kpynHeHmux u 30

KpynHbIX. HeKoTopble U3 HHX B JaHHbIA o ﬂ (,
MOMEHT HaXOJAATCHA B CTAAHH IOBCEMECTHOT0 3 \(j )] /, \‘.( =
BHeipeHnsa UCY3 Ha TepPUTOPHH BIIMAHUA: oy S
Provides dats on amount of Remote intelligent Switch Remote Fault Indecators: Substation Automation: Provides remoto
i % aled by reoftop le-mounted Provides locat control of b and ©
+ NiSource Inc. (ogHa U3 KpyITHEHIIHNX, . emesgy genersied bt Usity po S i Provkies rechee oceton Conwolof el besaars and sccess ®
obcimyxuBaeT 7 mTaTOB) — BHeApseT Smart Grid eficient gre operaons fastor outage rostoration utage restorabon asted autage 9storaton
¢ 2008 roga (Bmecre c Cisco) — Battory Storage: Sicres excess elecuity

+ Exelon Corporation (Yukaro, 6os1ee 10 MiIH

KIHeHToB). HaseIBaroT ce6s 1nzepoM B /
CO3[aHHH MHTeJUIEKTYIbHBIX 3/IeKTPHIECKHX /
—

- — —
ceTeli Oyay1ero. BEIMyCKalOT CBOH YMHBIE =
ycTpoiicTsa noj Mapkoi ComEd - An Exelon o> q{
Company pbockauetchs oy Siminorg D), esoonds 1o changes
33 1 that enables integration of 4 mw“ul:‘lh
+ HAWAIIAN ELECTRIC - B JaHHBI/i MOMEHT b y wwv;-:;-lm sman w"“"" - o
cnepyer crpateruu Grid Modernization A swiches line sentors, tau
1 ndcators and secondary
Strategy Vi convobers Suppors
Automanc Informason
gatherng monitoring of
+ Ilepejaya JaHHBIX HA NPOMBIILIEHHbBIX e o o e il
. - Bcovery and =)
o6bexTax Ha 6a3eWi-Fi e S {( {s,
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* Hcnosb3yeMble TEXHOJIOTHH NepeAadH AaHHBIX ~==
-~ PN
¢ aBOHEHTCKHX YCTPOHCTB — Mrces e
600/ Z' B CusIOMen's Sectric use,
L4 1 ee Socondary Var PEOUCION. BN Berice
" g Controllers (SVC): Quality along with remate
. -~ — Prowdes adasonal suppon service conmection switch,
*+ 30% WiMAX N\ Doyond iwenen’ capabdey Alows Customars (o make
10 MErtan customet ROMed erergy chowes

0, Bervice quaity. Enables the
+ 8%PLC ol #dcton of more Cussomer
resources 10 e grid

* 2% Apyrue TeXHOJIOTHH

3apybexHbin oneiT peannsaumn UCY3

WWW.ruscrypto.ru




= KoHdepeHuus
@ Pyc?(ﬁmmo

BB RS

« [NpaBuna paspaboTki «HTenneKTyansHLIX CeTel» onpeneneHsl B "
Eepocotoze «MnatchopMoil eBponeicknx MHTENNeKTyansHeX ceTen -
anekTpocHabennAa» (Smart Grid European Technology Platform). -

P Modem

+ Bcero Ha TeppuTopuin EBponkl okomno 50 sHepreTMYeckux KoMnaHWi
(Mo 1-5 B KawOol cTpaHe), BXxogAWmKx B SGETP.

+ European Technology & Innovation Platforms (ETIPs) — koMnaHuaA,
OpraHv3oBaHHan eBpoNercKol KoMMUCCHen ANA peanuaalyn
cTpaTermdecKoro nnada no MCY3 B EBpocotnae.

+ NopoxHana kapta ¢ 2017 oo 2026 nogpasymeBasT NOMNHLIA oxBaT
TeppuTopuid EBpOCORO3a cUCTEMaMW MHTENTMEKTYarnbHOoro y4éTta.

+ Pene OTKMHYEHWA HArpyskn He ABNAeTcA 06AsaTeNnbHLIM
TpebosaHnem MIMY, ogHako Gonee 70% MY ocHalleHs! pene.

- —~ N

Crpana

JHepreTHdeckue/
cOBITOBLIE
KOMIAaHHH

IIpousBoguTEaH
obopygoBaHHA

Texuomorua
nepesayy JaHHBIX

Red Eléctrica de Espafia

Ap.

Hcnanng, [lonema, (roc), ORBIS, Sogecam Energy, ZIV, | PLC: Powerline
Pymuinng, [lopTyranus, PSE 5A (roc.). Electrica Itron, Sagem, L&G, Energa Intelligent Metering
lllsefinapus, BenkoGpHTaHHs North Transylvania, REN | Operator, El Sewedy u gp. Evolution (PRIME)

Swissgrid(roc.)

Maxim, Smart Metering

imﬁz'c_] Solution, SIEMENS, Toshiba
@panuus, Hugepaanger, Eli ' Corporation, Landis+Gyr S.A.5.,
Bessrus, TepManmus, £ ON Vattenfall EDF, ENEDIS, EVN, Itron Inc., | PLC: G3
Wramus , Manafsus Foel ' SAGEMCOM ENERGY and

Tenaga Nasional, Berhad TELECOM SAS, Trialog, ACN 1

= PLE hdodern

-

bonbwuHeTBo MCY3 peanuayor
NpeonnaTtHbIA Tapudg c
aBTOMAaTHYECKMM OTKITHOUEHWUEM
NUTAHWA NPW OOCTUKEHWA NTMMWTOB.

TexHoNorm1 NocTpoeHuA
«MHTEeNneKTyanbHLIX ceTen

+ 50% G3-PLC

+ 48% PRIME-PLC

+ 2% paanuuydele RF TexHonormm
(ZigBee, NB loT, LPWAN )

3apybesHom onum peanmsaumn MCY3
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Draft Specification for PowerLine Intelligent Metering Evolution pRIME
ALLIANCE]

ANC

Draft Specification for

PoweRline Intelligent Metering Evolution

Prepared by the PRIME Alliance Technical Working Group

* Authentication is guaranteed by the fact that each Node has its own secret key known only by the
Node itself and the Base Node.
* Data integrity is guaranteed by the fact that the payload CRC is encrypted.

4.3.8.2.2.2 Cryptographic primitives

The cryptographic algorithm used in this specification is the AES, as specified in FIPS197. The specification
describes the algorithm with three possible key sizes; the 128-bit secret key represents a good level of
security for preserving privacy up to 2030 and beyond, as specified in SP800-57, page 66, table 4.

AES is used according to the so-called ECB, as specified in SP800-38A. It is a block-ciphering mode where
plain text is divided into 128-bit blocks. Padding is applied if the last block is smaller than 128 bits. Padding
is implemented with the addition of a bit equal to 1 and as many zeroes as necessary to reach a length of
the string to be encrypted as a multiple of 128 bits. Encryption is performed one block at a time, using the
same working key for all the data.
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TITLE

PLC G3 Physical Layer Specification

TYPE SPECIFICATION PROJECT PLC G3 OFDM

SECURITY BUILDING BLOCKS

This annex specifies the c1ypt0graphic| primitives and mechanisms that are used to
implement the security protocols in this standard.

B.1 Symmetric-Key Cryptographic Building Blocks

The following symmetric-key cryptographic primitives and data elements are
defined for use with all security-processing operations specified in this standard.

B.1.1 Block-Cipher

The block-cipher used in this specification shall be the Advanced Encryption
Standard AES-128, as specified in FIPS Pub 197. This block-cipher has a key size
keylen that is equal fo the block size. in bits, i.e., keylen=128.
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