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Bonpocbl Kpuntorpapuyeckom 3aLmThbl
MHPOPMaALNUN B MHTEPHETE BELLEN U
MHAOYCTPUANBbHbIX CUCTEMAX

[1.B. MaTIoXWUH,
®CBb Poccuun, 3amectutens npeacenarena TEXHUYECKOro KOMMUTETa No CTaHAApPTU3aUUmn

TK 26 «KpunTtorpadunyeckasa 3awmta nHbopmaumum»
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N\ KOHdepeHuus
@ PycKpunto

OcobeHHOCTM HaUuMOHa/IbHON ©x%eFbt
CTaHOaPTU3aLLMN UHTEPHETA BeLlen

" Pa3paboTKa CTaHAAPTOB OCYLlECTBAAETCA NoA 3rMA0N HECKOMbKUX TEXHUYECKNX
komuteTtos (TK 22, TK 194, TK 355, TK 363, NTK 706, ...)

= CraHAaapTbl (NpOeKTbl CTaHAAPTOB) NpPeAnoaaratoT UCMONb30BAHUE
Kpuntorpaduyeckux MexaHM3mMoB, He orpedenaemMbix LOKYMEHTaMU (MpoeKkTamm
NOKYMEHTOB) HaUMOHaNbHOM CUCTEMbI CTaHAaPTM3auMmM B 0bnactu
KpunTtorpaduyeckom 3awmntbl MHPpopmauunu (cpepa komneteHumnm TK 26)

= JKcnepTu3a NPOEKTOB CTaHAapTOB NpoduabHbiMM TK N BeaoMmcTBamu
PoccTaHOQpPTOM He Op2aHU3084GHA, HO OCYLLLECTBAAETCA B UHNUMATUBHOM NopaaKe
TK 26 (HopmaTuBHble oKymeHTbl PCb Poccuun npeaycmaTpmBatoT UCMOJIb30BaHUE
HALUMOHA/IbHbIX CTaHAAPTOB B cepTndunumpoBaHHbiXx CK3N!)
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N\ KOHdepeHuus
@ PycKpunto

OHM nonanu B nose 3peHna TK 26...

= [OCT P 58603-2019 «MNHPpOpMaUUNOHHbIE TEXHONOTMN. UHTEPHET Belen. [1poToKkon
OpraHmM3auum odyepeaen JoCTaBKU TenemeTpuyeckmx coobweHmnm MQTT. Bepcua
3.1.1» Ha ocHoBe ISO/IEC 20922:2016 (TK 22)

= [IpeaBaputenbHbiM HaumoHanbHbiM cTaHaapT NMHCT 354-2019 «MHPOpMaALMOHHbIE
TexHonoruun. UHTepHeTt Bewen. NpoTokon becnpoBoaHOW Nepeaaym AaHHbIX Ha
OCHOBE Y3KOMNOJI0CHOM moaynaumum pagnocmurdana (NB-Fi)» (TK 194)

" [lpoeKT MHCT «MHPopmaLMOHHbIE TeExHONOTMU. UHTepHET Bellen. poToKon
obmeHa ANA BbICOKOEMKUX ceTen € BONbLLIMM paanycom AeNCTBUA U HUSKUM
sHepronoTpebneHnem» (LoRaWAN RU, TK 194)

= [lpoeKkT MHCT «NHPOopMaLUMOHHbIE TexHONOrMKU. UHTepHeT Bewwen. MNpoTokon
becnpoBoagHOMN Nepeaavun AaHHbIX A8 BbICOKOEMKUX CETEN HA OCHOBE
CBEPXY3KONOJ0CHOM moaynauum paamnocurdana» (OpenUNB, TK 194)
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N\ KOHdepeHuus
@ PycKpunto

OHM nonanu B none 3peHna TK 26...

= [poeKT TOCT P UCO/M3K 27033-6 «NHPOopMaLMNOHHbIEe TexHonormu. MeToapbl U
cpeactsa obecnevyeHus 6esonacHocTn. CeteBas 6e3onacHocTb. HYacTb 6.
3awmeHHbIn gocTyn K becnposoaHou IP-cetu» (TK 22)

* [TpoekT OCT P «TpeboBaHUA K NPOTOKONAaM 0bMeHa MHOPMALLMK MeXaY
KOMMNOHEHTaMMN UHTENNEKTYabHOU cUCTEMbI yyeTa u npubopamm ydyeta» (MTK 706)

= [MpoekT IOCT P «MHPOopMaLUMOHHbIE TeXHOMOTMKU. CTaHAAPT MHPOPMALMOHHbIX
cepsucos EPC (EPCIS)» (Electronic Product Code Information Services) Ha ocHoBe
ISO/IEC 19987:2017 (TK 355)

= [lpoeKT NOCT P «nobanbHasa HaBUrauMOHHAA CNYTHMKOBAA CUCTEMA Ha
TpaHcnopTe. TexHn4yeckne cpeactsa KOHTPOANA Ha TpaHcnopTe. EANHBbIN
pacmpaembit Habop NPOTOKO/I0B 0OMeHa AaHHbIMU TEXHUYECKUX CPecTB
KOHTPOANA C MHPOPMALMOHHbIMM cuctemammny» (EGTS, TK 363)

WWWw.ruscrypto.ru



N\ KOHdepeHuus
@ PycKpunto

Kpuntorpadpua B HEKPUNTOrpapmnyecKkmnx
CTaHAapTax: no3muma TK 26

= Be3ge, rae 3TO BO3MOXHO, UCNONb30BaTb KpUNTOrpapmueckne mexaHmamel,
onpeaensembie AOKYMeHTaMM (MPoeKTaMm AOKYMEHTOB) HaLMOHA/IbHOW CUCTEMBbI
CTaHAapTM3aumm B 061acTn Kpuntorpapumyeckomn 3awmnTtbl MUHGOPMaALUN UK
MmeToanyeckumm aoKymeHtamm TK 26

- OI'ILI,VIM B C/lydae HeBO3MOXHOCTU TaKOIo NUCMNoJZib30BaHWUA (OTCVTCTBVET MeXaHNU3M C
TpebyembiMU GYHKLUMOHANbHBIMU MU SKCNAYaTaLMOHHbIMU CBOMCTBAMM):
" NHnumuposaTb B TK 26 pa3paboTKy U CTaHAaPTM3aLMI0 COOTBETCTBYIOLLETNO MEXaHM3Ma

= CornacoBaTb ¢ TK 26 cobcTBEHHYIO pPa3paboTKy, NpeacTaBmB €€ B COOTBETCTBUM C
ycTaHOB/NeHHbIM B TK 26 «[opaakom opopmaeHna AOKYMEHTOB...» (BKAtoYaa obocHoBaHMe!)

" /CKNOYMTb U3 NPOEKTA CTaHAAPTa YMTOMUHAHME KOHKPETHbIX KpUNnTorpapuyeckmnx
MeXaHU3MOB U obecneymBaemMbiX MU CBOMNCTB 6e30nacHOCTU
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N\ KOHdepeHuus
@ PycKpunto

JkcnepTtmnsa NOCT P 58603-2019 (MQTT v3.1.1)

= [lata BBegeHuA B aencreme 01.01.2021

= lmntata n3 ctaHpapta: «MpunoxeHue A (pekomeHayemoe). besonacHocTb ...
A.2 PeweHna MQTT: 6e3onacHOCTb U cepTuduKauma ... Peannsaumsa moxxer
notpeboBaTb COOTBETCTBMA ONpeaenEHHbIM OTPac/eBbIM CTaHAAPTaAM
6e3onacHocTu, Takum Kak NIST Cyber Security Framework, PCI-DSS, FIPS 140-2
n NSA Suite B. ... A.3 YnpoweHHaa Kkpuntorpadma n orpaHNYeHHble
ycTpouncrtea. LLInpoKko npumeHAeTcs YNyylleHHbIN CTaHaAapT WndpoBaHUA
(AES) u CtaHpapT wudpoBaHma aaHHbIX (DES).»

= ABTOpPbI UICKPEHHE yberKaeHbl B MOJIHOM OTCYTCTBUU POCCUMMUCKUX aHANOrOB
WU OHWN NUCANN HAUMOHAaNbHbIWM CTAaHAAPT APYron CTpaHbI?

= CymTaem, YTo B NPUHATOM BMUAE CTAaHAAPT AO0NKEH ObITb OTMEHEH
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N\ KOHdepeHuus
@ PycKpunto

JkcnepTtmn3sa npoekta NMHCT 354-2019 (NB-Fi)

[MpeanoxKeHHbI NPOTOKON Npeanoaaran ncnoab3doBaHmne 6s104Horo wudpa XTEA-2,
nybankaumum o Kpuntorpapmuyeckmx NccnegoBaHUAX KOTOPOro OTCYTCTBYIOT

[MpeanoKeHHbIM NPOTOKON He obecnevymnBaeT 3aAaB/IEHHbIX CBOUCTB 6€30MacHOCTH,
HO UCNoab30BaHUe B KavecTse 6no4vHoro wudpa NOCT P 34.12-2015 «Marma»

Y/Iy4LIAET ero Kpuntorpadpmuyeckmne n skcnayataumoHHble cBoMcTBa [Ho3apyHOB,
CTCrypt 2018]

B okoH4YaTenbHOU peaakummn npoekta XTEA-2 3ameHéH Ha TOCT P 34.12-2015
«Marma» 1 UCKNYEHO YNOMMHAHNE KOHKPETHbIX CBOUCTB 6H@30MacHOCTH
NPOTOKO/1a

MHCT sBeaén B gencrame 01.04.2019 Ha cpokK 3 roaa

MoapobHee 0 NPoTOKONE — Ha ceKummn «Kpuntorpadpums B sSHEpreTUYeCKomM CeKTope»
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N\ KOHdepeHuus
@ PycKpunto

JKkcnepTtnsa npoekrta [NTHCT LoRaWAN RU

= [lepBasa peaakumna npegnonarana ogHospemeHHoe ucnonbsosaHue NOCT un AES, Bo
BTOpPOM peaakumum ynommHaHue AES nckntoveHo

" A B nepBOW, N BO BTOPOW peaaKLnmM 3aABNEHO, YTO NPOTOKON «MpeayCcMaTpuBaeT
CMMMETPUYHOE WndpoBaHMe ana obecneyeHna 6e3onacHOM nepeaayum JaHHbIX»,
T.€. 3aBeA0MO MO3ULMOHUPYETCHA aBTOPAMM KaK Kpuntorpadpmuyeckmmn, oaHako
Mmoaesnib Hapywmtena, GopmMyanpoBKKN Tpebyembix cBOMUCTB Be30MacHOCTU U UX
obocHoBaHMe B BbIBpaHHOW MOAeNnn HapyLwnuTensa He onyb/IMKOBaHbl

= MHeHue sKkcnepToB TK 26 0 BTOpOM peaakumm npoeKkta HanpasneHo B TK 194 B
KoHue AHBapA 2020 roaa, KAEM COr1acMTeNbHOrro cosellaHnA

" [MoapobHee 0 pe3ynbTaTax IKCNepPTU3bl — B AOKAA4e dKcnepTa TK 26 Ha ceKkumm
«Kpuntorpadpua B sSHEPreTM4eCKoM CeEKTOpE»
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N\ KOHdepeHuus
@ PycKpunto

JKkcnepTtnsa npoekta [THCT OpenUNB

= B nepsoi peaakumm 3asasneHo: «1nsa obecneyeHmns 6e3onacHoOCTU
N0/Ib30BaTE/IbCKUX AAHHbIX NPOTOKO/1 rAPMOHU3NUPOBAH C OTeYeCTBEHHbIMU
anropntmamu wnedposaHua — NOCT P 34.12—-2015» (T.e. npoTOKOAN 3aBEAOMO
NO3ULUMOHMPYETCA aBTOPAMM KaK KpUNTorpapuyecknii), npu sTom
" TaK)Ke AornyckaeTtcAa ucnonb3sosaHue AES
" OTCYTCTBYET ONMMCaHne mexaHMU3MOB ynpaBaeHUA Kn4aMun Ui CCblJiIKka Ha TaKoe onmncaHue

" MoAesb HapywuTtena, GopMynnpoBKKN Tpebyembix CBOMCTB 6€30MacHOCTU NPOTOKONA U UX
obocHoBaHMe B BbIOpaHHOW MOAENN HAapyLLIUTensa He onyb/IMKOBaHbI

= OTtpuuatenbHbin 0T3bIB TK 26 Ha NepByO peaaKkLuuio NPoeKTa AaH B oKTabpe 2019
roga, TOraa ke 3aKoH4Ynnocb nybanyHoe obcyxaeHme, CBOAKA OT3bIBOB U
OKOHYaTeNbHaa peaakuma Ao cux nop He onybanKoBaHbI
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N\ KOHdepeHuus
@ PycKpunto

JKkcnepTtm3a npoekTta NOCT P NICO/M3K 27033-6

= [lonbITKa NPUHATb MEXKAYHaPOAHbIN CTaHAAPT C KpunTorpadpumem B KavyecTse
HaLMOHaNbHOrO METOJO0M HEKAYEeCTBEHHOIO NepeBoJa C aHITMUCKOTO S3blKa

" B npoeKkTe B KayecTBe AOMYCTUMbIX, PEKOMEHAYEMbIX U Aarke 06aA3aTeNbHbIX K
MCNONb30BAHUIO YNTOMUHaETCs 6ONbLIOE YNCIO KPUNTOrpaPnUYECKUX MEXAHU3MOB,
He onpeaenAembliX AOKYMEHTAMK (NpOeKTaMu JOKYMEHTOB) HaLLlMOHAbHOM
CUCTEeMbI CTaHAAPTU3aUKUKN B 061acTK KpunTorpadumyeckom 3amtbl MHGOpMaL MW,
XOTA, KaK 3aABJ/IEHO BO BBeAeHUU K NPOEKTY, B 3a4a4u CTaHAapTa BXOAUT NNLLb
«onpeaeneHne KOHKPETHbIX PUCKOB, METOA0B MPOEKTUPOBAHUA U MepP KOHTPONA
nnsa obecnevyeHma besonacHocTn becnpoBoaHbIX IP-ceTen»

= OTpuuartenbHbln 0T3bIB TK 26 Ha nepByo peaakuUUio NPOeKTa AaH B KOHLE AHBApPA
2020 ropa, cBOAKA OT3bIBOB M OKOHYATeNbHAA peaakuma noka He onyb/IMKOBaHbI
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N\ KOHdepeHuus
@ PycKpunto

JKkcnepTtnsa npoekta [OCT P no CMNOA3C

= [IpoeKT pa3paboTaH c yyéTom nonoxeHu ctaHaapta [EC 62056 (DLMS/COSEM)

" B coOTBETCTBMU C NEPBOMN pedaKkumen npoeKkTa TpeboBaHNA K pacCMaTPMBAEMbIM
NPOTOKO/1aM B HaCTU Kpuntorpadpumyeckom 3amtbl MHGOPMALLMM 3aKNOYaANNCH B
NPUMEHEHUN JOKYMEHTOB HALMOHA/IbHOM cucTembl cTaHaapTnlaumnm CLUA (npw
HAIMYMUU POCCMUNCKNX aHANIOTOB, BK/IHOYAA MeToanYecKkne pekomeHaaumm TK 26
MP 26.4.003-2019 «MHdopmaumnoHHaa TexHonormna. Kpuntorpadmyeckasa 3awmTa
nHdopmaummn. Mcnonb3oBaHME POCCUNCKUX KPpUNTOrpadpuyecKkmMx MexaHM3mMoB ans
peannsaumm obmeHa AaHHbIMM NO NpoTokony DLMS»)

= OTpuuaTtenbHoe 3akatoveHme TK 26 Ha npoeKT AaHo B aeKabpe 2019 roaa

= B HOBOWM pepakumnm TpeboBaHUA NO KpunTorpadpmnyeckon 3awmte MHPoOpPmMaLmMm
3aMeHeHbl ccbiziIkon Ha MP 26.4.003-2019, 3akntodeHune TK 26 nonoxutenbHoe

= bosiblie No Teme — Ha CEKiMM «KiMI‘ITOI’iaﬁMH B 3HeiFeTMHeCKON\ CeKTOie»



N\ KOHdepeHuus
@ PycKpunto

JKkcnepTtn3a npoekTta NOCT P no EPC (EPCIS)

" lcnonb3yetca oobmeH aaHHbiMK no HTTP B cootBeTctBuuM ¢ RFC 4130
(«npoToKkon AS2») uam c ucnonb3oBaHMEM NPOTOKoAA TLS

= MoaundunKkauma ctaHgapta ISO, Kak 1 B pacCMOTPEHHOM Bbiwe cay4dae ¢ TOCT
P 58603-2019, He 3aTpoOHYANa KpmnnTorpaduio, oaHaKo A0 NPUHATUA
CTaHAApPTa B TAKOM BMAe Aeno, K c4acTbio, He AoW N0

= OTpuuaTtenbHoe 3akntoyeHmne TK 26 Ha npoeKT aaHo B aeKkabpe 2019 roaa

= B TeyeHune aHBapa-mapta 2020 ropa TK 355 Bo B3anmoaenctamm c TK 26
OCyLLEeCcTB/ieHa AO0paboTKa NPOeKTa, Pe3ynbTaToOM KOTOPOM CTaJI0 NOABJIEHUE
B OKOHYaTENbHOW peaaKkunmn TpeboBaHMIM COOTBETCTBMUA KPUNTOrpPadpmnyecKom
3aWKUTbl MHGOPMaLUK NPU NPUMEHEHNN NpOoTOKoN0B AS2 n TLS
NOKYMEHTaM HaUuMOHA/IbHOW CUCTEMbI CTaHAapTM3aUmnm Poccumckomn
depepaumm B 06nacTn KpuntorpaPmyeckom 3awmnTbl MHPOPMaALUN.
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=Y KoHbepeHuusa
©, PycKpunto

JKkcnepTtnsa npoekta [OCT P no EGTS

" EAMHCTBEHHbIN N3 PACCMOTPEHHbIX (MPOEKTOB) CTaHAAPTOB, C NEPBON peaaKLUnm
npeTeHayoWmnin Ha UCMOb30BaHME NCKIFOYUTEIBHO OTEYECTBEHHOW
CTaHAaPTU3MPOBAHHOM Kpuntorpadum (BKAOYas BbiBeaeHHbIN n3 gencrema FOCT
28147-89 ©)

" I'Ipe,u,BapMTeanbu‘/'l dHAJ/IN3 NPOEKTa NMNOKa3blBaeT, UTO

" B pAJe NPOTOKO/I0B K/H0Y CUMMETPUYHOIO WNdPOBaHUA NepeaaéTca B OTKPbITOM BUAE

" OonucaHune Ucnoa1b3oBaHUA KpMﬂTOFpa(I)M‘-IECKMX MEXAaHN3MOB B PaCCMaTpUBaEMbIX MPOTOKO/1aX
ABNAeTCA HenoJ/iHbiIM, B HaCTHOCTU, HE YKa3adHbl KOHKPETHbIE PeXnMbl LLIM(I)pOBaHMFI

= B HacToAulee BpemA OCyLleCcTBaAeTCA NOAroTOBKa 3akatoveHua TK 26
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=Y KoHbepeHuusa
@ Pyc KSMI‘ITO

bharoaapHoCTU

= JKcnepTtam TK 26 A.N. boHaapeHKo, I.b. Mapwanko, A.HO. HecTepeHKo,
B.N. Ho3sgpyHoBy, M.b. lNMnuckyHosy, A.M. CemeHosy, C.B. Cmbilinaesy,
O.B. LemAKMHON, paboTa KOTOPbIX OTPar*KeHa B AIAHHOM A0KAA4e

" YyacTHUKam PyckpunTto 2020 3a BHUMaHUe
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