N\ KOHdepeHuus
@ PycKpunto

ExXerogHaa mexKayHapoaHaa Hay4YHO-NpaKTUYeckasa KoHpepeHuus

«PycKpnnto’2020»

O6 ogHOM noaxoAae K NoJiy4yeHuto Aoctyna K
MacBook Pro c umnom T2 B pamKax npoBeaeHus
KPUMUHANNCTUYECKOMU IKCNEepPTU3bl

XopyrKkeHKo leoprun,
Passware

WWWw.ruscrypto.ru



O
AKTYa/IbHOCTb

N3BnevyeHmne obpasa + ?
(B TOM uncne, 4aHHbIX
A1 NPOBEPKKN Napons)

ANropuUTM NPOBEPKU + ?
napoia

Anroputm + ?
pacwmndpoBaHmA

3allMLLEHHOro pa3gena
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McxoaHble AaHHblE

=" |[leneBaa mawmnHa — MacBook Pro 2018
= FileVault2 - BkntoyeH
= T2 - blackbox
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[1aHHble AnAa NpoBepPKM Napoas

media key AESUnwrap media ke
(encrypted) (hw) v

keys
(encrypted)

recs

(encrypted)
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[Mpumepbl MAEHTUPUKATOPOB KAHOYEN

= media key
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P4 AE E6 @5 WM MNbL ™ YNT #hbidr
AC C3 D7 AC  m~pTcne!]MWe-rY-

EC BA dJlba-$«ATTwoume
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93 F6 @A E5 78 OxAljmAxeXlIEi=mxx
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iICloud key record

" [laponb ANns AOCTyNa K 3aWMEeHHOMY TOMY 3aliMdpoBaH Ha Katoye U3

00ReER170:
00PeR180:
000190 :
0OEOOR1A0:
000e0a1E0:
000eeR1Co:
00eeeea1Doe
0OROOA1ED:
0OReOA1FO:
0000000200 :
00Re0R210:
0000220 :

iCloud (nocnegHum TakXe nonagaert B iTunes backup):
6Q4X-Y6VG-HZ4C-MBXW-8PF5-53GE

[©, pyckpunro
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ANropuTm AENCTBUM

= [lepesectu uenesyto mawmnHy B Target Disk Mode,
nogkntountb Kabenem Thunderbolt 3 K pabouent mawmnHe
(Tak»ke Mac)

= W3eneyb iCloud key record

= Pacwudposatb naponb ¢ nomoubto iCloud account/iTunes
backup

= PasbnokupoBsaTtb 3awmueHHbIn pa3gen (diskutil apfs
unlockVolume)
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bonee cnoxHbin cnyvyan

= Target Disk Mode HepocTyneH:
- NOBpPEeXKAeHbl NOPTbI LeNeBOW MaLUUHbI
- HEeT KomnaekTyrowmx (nposoa, Mac)

" B03MOKHO 1M pa3bnoOKMPOBATbL Pa3aen n U3BneYb JaHHblE
B 3TOM C/iy4ae?
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Recovery Mode (1)

macOS Utllities

Restore From Time Machine Backup
You have a backup of your system that you want to restore.
Reinstall macOS
‘ Reinstall a new copy of macOS.
Get Help Online
Browse the Apple Support website to find help for your Mac.

am ~ Disk Utility

Continue
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Recovery Mode (2)

= Ha macOS High Sierra, macOS Mojave npu 3arpys3Kke B
Recovery mode gocTynHbl npuaoxKeHusa, B Tom Yymncne Safari

= Ha macOS Catalina ana noctyna K NPpUAOKEHUAM HYXKHO
BBECTU Napo/ib
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ANropuUTm AencTBmni

" [lony4ynTb BO3MOMKHOCTb BbINMONHEHMA KOAA B KOHTEKCTE
Safari

= 3arpy3unTb 1 BbIMOJIHNTL B NAaMATU ncnoaHumoeln Mach-0
dann

=" [osbicuTtb npusunernmn (kernel) n BbINTK 3a Npeaenb
Tekyuwero sandbox-npodunnsa

= OtkatounTb SIP (N8 3arpy3kn Npomn3BOIbHbIX PaCLUMPEHNN
ALPa)
= 3anyctutb reverse-shell nog nonb3oBatenem root
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DEMO
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Evil Maid (1)

" B pe3ynbraTe BO3MOXXHO BbIMOJHEHME MPOU3BOJILHOIO KOAa
B KOHTEKCTE AApa LeneBon MmalliunHbl (6e3 komnpomeTauuu
T2) ... YTO OTKPbIBAET BO3MOXKHOCTM A1A aTaKn B MOAENN
Evil Maid:

- 3arpy3uTb NPUIOKEHUE U MOAYAM fApa AN BBOAA
Nno/sib3oBaTesiemM Napo/isi U ero NPOBEPKHU

- 3aKpPbITb KpblWwKy MBP
- 00X AaTbCA BBOAA NApOaA NO/b30BaTeiemM

- COXpPaHUTb Napoib Ha ANCKe/OTNPaBUTb MO CEeTU
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Evil Maid (2)
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Pe3ynbraTbl paboThl

" [lpeanoXeH Noaxoa K NoJIy4EHUIO AO0CTYNa K
3abnoknposaHHomy MBP 2018 (c ymnom T2) c nomoLLbto
iTunes backup B aByx cnyyasx:

- yepe3 Target Disk Mode

- yepes aKkcnayataumio yazsmumocten B Safari n agpe macOS B
pexxmme Recovery mode
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KOHTaKTHasaA nHpopmauma

Facebook:

facebook.com/passware

Caur: @

WWW.passware.com , r
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