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CnoXHble cucTtembl

BekTopa atak

|

B dKenesHas fopora npeAcTaBaseT CO60OM COXKHYIO TEXHNYECKYIO CUCTeEMY
B [eTeporeHHoOCTb MHPPACTPYKTYpbl 0bycnaBamBaeT 60/blwoe pa3HOObpa3Me BO3MOXHbIX BEKTOPOB aTak
B CywwecTBytoL e NOAXOAbI MO3BOIAIOT MPOBECTM aHA/IN3 TONIbKO OTAE/IbHbIX acnekToB 0bwen MHPPaCTPyKTypsbl

PeweHue

B KomMnaeKkcHbIY MOAX04 K MOAENIMPOBaHNIO MHPPACTPYKTYPbl XXee3HON J0POrn U ee OTAE/bHbIX 3/1eMEHTOB
B MpumMeHeHne pa3InyHbIX CNOCobOB MOAENIMPOBAHNA A1 YYeTa pa3HbIX BEKTOPOB aTak
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[Toaxoa Kk MogennpoBaHuio (1/5)

Obuwasn apxutekTypa
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AHannTnyeckoe

MOZeMpoBaHue

ImuntaymnoHHoe
MOZeNIMpoBaHme

[MonyHaTypHOe
MOZe/INpoBaHme

KomMnoHeHTHOe
MOZe/IMpoBaHme
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[Toaxoa K MogennpoBaHuio (2/5)

AHanunTuyeckoe mogennpoBaHue
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S

Attack Actions (2) ]

Y

Possible Attack Actions

Y
R — Atack Graph ®

M MpeacTaBneHne obLien ceTeBOM TOMOAOMUM XKeNe3HOA0POXHON NMHPPACTPYKTYpbI
B MogennpoBaHue B3anMoAeNCTBUS MeXAY d1eMeHTaMUn CeTeBOM MHPPACTPYKTYpbl
M BbisiBNEeHME HE0CTAaTKOB B apXMTEKType B3aMMOAENCTBUSA MEXAY CepBUCaMM

HepoctaTtku

B OTcyTCcTBME YYeTa BpeMeHMU
B CneunduryHOCTb NCNONb3yeMon 6a3bl AaHHbIX 419 YCTPONCTB XeNe3HOA0POXHON MHPPACTPYKTYpPbI
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[Moaxoa K moaenmpoBaHuio (3/5)

MmMutaymoHHoe mogenmpoBaHue
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860 MeTpoB

A1) C(3.0)

903 metpa

2 GIOKMPOBOYHBII OTPE30K | 5710KHPOBOUHBIT OTPE30K

\

666 MeTpOB

765 MeTpoB

A

Ob6nacTb npumeHeHus

B MpeacTaBieHWe rpynn noessoB U CErMEHTOB XE/1€3HOAOPOXHOU MHPPACTPYKTYP

B MogennpoBaHne B3anM0O3aBUCUMMOCTEN FPYNM NOe340B 1 3/1eMeHTOB MHPACTPYKTYpPbI
M BbifiB/leHWe HeJ0CTaTKOB Ha YPOBHE O HOBPEMEHHOIO YrpaB/ieHNsi rpynnammn obbekTos

HepoctaTtku

B C/I0XHOCTb MOZennpoBaHMa 60bLIOrO KOMYecTBa 06bEeKTOB
B C/I0XXHOCTb MOBbILLEHUS AeTa/IbHOCTU MOAENEN
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[Toaxoa K moaenpoBaHuio (4/5)

[lonyHaTypHOe MmogenupoBaHue
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DCC Decoders Turnouts Signals RFID Readers

DCC

DCC++ Base Station

Data Collection

T Command Transmission [
T GUI

’ K
O6nacTh nNpUMeHeHus T Drive Control System [ 4? Command Interpretation

M MpeacTaBaeHNe OTAE/bHbBIX NOE3J0B M KPYMHbIX 06beKTOB A0POXHON MHPPACTPYKTYpPbI

-
<
\ J

Database Analytics

o
1a

J

B MogennpoBaHue B3anmogencTBust MHGPaCTPYKTYpPbl C OTAEAbHBIMU YCTPOMCTBAMM
M BbisiBIeHME HE0CTAaTKOB B apXUTEKTYpe B3aMMOAENCTBUA MeXAY Noe3AaMun N MHGPaACTpyKTypown

HepoctaTtku

B CNnoXHOCTb MOAENIMPOBaHUA cneudnyeckmx yCTponucTs
B HeBO3MOXHOCTb MOAENMpPOBaHMA HONbLIOro KoAnMYecTBa 06beKTOB
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[Moaxoa K moaenmpoBaHuio (5/5)

KomMnoHeHTHOe Moe/impoBaHue
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|

mmmd ANNapaTtHble IMeMEHTbI

s [IpOrpamMmHbIe 3NEMEHTHI

[

ATaKyHOLWMA
\ y Tononorua
N

ATaKywoLMe NelcTEMA

. d ey Cpefa nepefauu AaHHbIX

Ob6nactb npumeHeHune

M [NpeacTaBsieHWe OTAENbHbIX anNapaTHbIX U/MAU NPOrPaMMHbIX KOMNOHEHTOB
M Bepudukauns MHGOPMaLMOHHbBIX NMOTOKOB
M BuisBieHWe cabbix MeCT apXMUTEKTYPHbIX peLleHni

HepoctaTtku

B CneunduryHOCTb NCnonb3yemon 6asbl AaHHbIX
B HeB03MOXHOCTb GOpMasIbHON BEPUDUKALLMIN CZIOXKHBIX CUCTEM
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[l[pyumeHeHUe nogxoaa (1/4)

AHanunTuyeckoe mogennpoBaHue
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NcxopHble gaHHble:
e C:\Projects\MASSIF\massif_DAM_example.xml - Security Level Evaluator
B Tononorus ceTv n cneundrKaLmMmn ee 31eMeHTOB BRZo|ec-+0 v PCm X[ ©
B Basa gaHHbIX yA3BUMOCTEN e -

B XapakTepucTUKKM aTakyrowero

BbisiBeHWe cnabbix MecT MHPPACTPYKTYpbI,
OLLeHKa 3aLMLLEHHOCTM MO OTHOLIEHUIO K CETEBbIM aTakam

8 DAM example - Network Constructor
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[fpumeHeHMe noaxoaa (2/4)

MMutaunoHHoe moaesmpoBaHue
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NcxopHble gaHHble:

B CxeMa Xene3HoA0pPOXHON MHGPACTPYKTYPbl M XapakTePUCTUKM ee OTAe/IbHbIX 3/1eMEHTOB M M0e3/,0B
B CicTtemMa uav anropmTMbl ynpaBaeHus

B XapaKTepucTUKN NpoBepAeMbIX HapyLIeHNN

W BbiaBneHme c/1abblix MECT CUCTEMB ynpaB/ieHnd, oueHKa 3alMeHHOCTM NO OTHOWEHNIO K cboam
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[MpumeHeHMe noaxoaa (3/4)

[lonyHaTypHOe mogenupoBaHue
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NcxopHble gaHHble:

B Cxema cermMeHTa Xene3HoA0pOXHOW MHPPACTPYKTYPbl U XapakTEPUCTUKM ee OTAE/bHbIX 3/1eMEHTOB M MOe3/0B
B AnnapaTHble MOAeNN Noe3/A0B U OTAE/IbHbIX 31eMeHTOB MHPPACTPYKTYpbI
W XapakTepucTKn NpoBepseMblX HapyLLeHN

BbisiBneHne cnabbix MecT 31eMeHTOB MHOPACTPYKTypbl, OLEHKA 3alyMLEeHHOCTM MO OTHOLEHMIO K aTakaw,
HanpaB/IeHHbIM Ha 3/1eMeHTbl UHPPaACTPYKTYpbl

( DCC pekopepbl ) ( Crpenku ) ( Csetodopbl ) (RFID C'-IMTbIBaTeIIM)

|Zc
UART, \ MK-KoHueHTpaTop
\ UAR AR

e

- .

@
\

DCC++ Base Station

- T

B0k cbopa AaHHbIX

BoK nepefayv KomaHa,

Bnok rpaguueckoro
uHTepdeiica

Cucrema
ynpasneHua
ABUMXKeHnem

/\\
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[MpmeHeHUue noaxoaa (4/4)

KomMnoHeHTHOe Moe/impoBaHue
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NcxopHble gaHHble:
B Tonosiorvs cBasen Mexay yCTPOMCTBaMM U UX S/1eMeHTaMu
W 5a3a faHHbIX KOMMOHEHTOB YCTPOWCTB U UX MHTEPdENCoB

B XapakTepucTUKKM aTakyrowero

M BoisiBNeHne cnabbix MeCT yCTPOMCTB, OLeHKa 3aLMLLEHHOCTM N0 OTHOLLEHUIO K Knbep-dur3nyecknm atakam
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O6nacTb NpUMeHeHus
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.I'Iop,xo,u, nossossieT  pa3paboTumkaM  NPOeKTMPOBaTb  C/OXHbIE  3/1eMEHTbI
>KeNe3HOA0POXXHOM HPPACTPYKTYpbI

| Flepequb BO3MOXXHbIX MOAE/INPYEMbIX 3/IEMEHTOB 3aBUCUT OT Ka4eCTBa 6a3bl 3HAHWUIA

.3KCI'IepT MOXET MCMNo/b30BaTb TO/IbKO 4YacTb crnocobos MOAENNPOBaHUA, B
3aBUCMMOCTM OT NOCTaBJ/IEHHOM 3aj4a4yun

g |10AX04 MOXeT ObITb NON@3€eH 3KCNepTy B KaYeCTBe MHCTPYMEHTA A/11 aBTOMaTM3aLum
OTAENbHbIX PYTUHHbIX 3343y

Moaxon MoxeT ObiTb nosieseH 3KCMepTy Kak AOMOJIHUTE/IbHbIN cnocob npoBepky,
M NpyYHMMaeMbIX peleHun MO MOAEpPHM3aLMM MNPOrpPaMMHbIX U/MAM  annapaTHbIX
3/1eMeHTOB MHPPACTPYKTYpPbI
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3aKar4YeHue
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3ak/irouyeHue:

Pa3paboTaHHbIM noaxos npeactaBasier cobon obbeauHeHWe pasIMyHbIX BUAOB
MOAE/IMPOBAHMSA XKeNe3HOA0POXKHON MHPPACTPYKTYPHI.

YHuBepcanbHOCTb pa3paboTaHHOro noaxosa MOATBEPXAAEeTCA YYeTOM Pa3/IMYHbIX
B acneKkTOB  XXeNe3HOAOPOXHOW  WHPPACTPYKTypbl, HauMHas co  crneundukaumnm
OTAe/IbHbIX YCTPOWUCTB A0 TOMOJ0T UM CETU

JanbHenwme uccnesoBaHus:

I'Ipose,a,eHme AOMONIHNTE/IbHBIX 3KCMEPUMEHTOB MO MNPUMEHEHW0 pa3paboTaHHOro
rlo,u,xo,n,a K aHa/IN3Y 3aLLMLLEHHOCTU M HALEXHOCTUN XeNe3HOAOPOXHON MHPACTPYKTYpPbI

PacumpeHme yXxe  cywecTtByowen 6asbl  Mogenen  OTAENbHbIX  YCTPOWCTB
>|<ene3Ho,u,opo>|<Hom MHPPaACTPYKTYpSI

PacwmnpeHne 6a3bl gaHHbIX YA3BUMOCTEN A9 NOBbIWeHUs 3PPeKTUBHOCTU NpoLecca
aHa/IMTNYECKOro MOAEe/IMPOBaHMUSA
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KOHTaKThbI
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JlabopaTopusa npobaem komnbtoTepHOM He3onacHOCTH
®reyH CNMMNPAH:

MouToBbIM agpec: 199178, CaHkT-MeTepbypr, 14-7 amHna B.O., 4.39
TenedoH: +7(812)328-26-42

dakc: +7(812)328-44-50

URL: http://comsec.spb.ru

MexayHapoaHasa nabopatopus HpopmaumoHHon besonacHoCTH
knbepdusmnyeckmx cuctem Yumsepcutera MTMO:

MouToBbIM agpec : 191002 , CaHkT-MNeTepbypr, /lomoHOCOBa 4. 9

ABTOpbI:

YeuyanH AHapen, chechulin@comsec.spb.ru, http://comsec.spb.ru/chechulin

BaxTuH FOpun, bakhtin@comsec.spb.ru, http://comsec.spb.ru/bakhtin u'

PaboTa BbinonHeHa npu noaaepxke npoekta MuHobpHaykun Poccum
Ne 05.607.21.0322
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