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PA3SAEN 1. T
KWBEPMPOCTPAHCTBO - HOBbI BUTOK
3BOJIIOLMW IT CUCTEM



HETBEPTASA NPOMDLILWUWIEHHASA PEBOJTIOLINA — INDUSTRY 4.0

= [lepMaHeHTHas MHHOPMALIMOHHAA PEBOMIOLMUS

= [IpoMbilI/IEHHAA KOMMNbIOTEPU3ALMUSA

=  UHTerpaums Internet-texHonoruii ¢ ACY nponsBoACTBa, SHEPrETUKU, TPaHCNopTa, MeanUnHbl, 6aHKOBCKON cdepsl,
NIOMaLUHUX YCTPOMUCTB U CUCTEM 6e30MacHOCTH

ABTOMaTM3aumsa UHcpopmMmaTnsaumsa KnbepHetmnsauums
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KOHLEMUMUSA MHTEPHETA BELLEN

KoHuenuus npoMbIlWIEHHOro MHTEPHETaA pacCMaTpUBAET OpraHM3aumnto YMHbIX CETEN KaK
siBlIeHne, cnocobHoe NepecTponTb SKOHOMMYEecKmne U obLecTBeHHble NpoLLeCcChl
NCKYamLWwme n3 4actm AencTBUn HeobXxoaAMMOCTb Y4acTmUsa YenoBeka.

KeBuH 31TO0H 2009 r. (Proctor & Gambale) npeanoxun Teopuio Internet of Things.

B obuwen cnoXXHOCTU N3MeHEHUS 3aTPOHYT 2/3 MMPOBON SKOHOMUKU, YTO COOTBETCTBYET
yBennyeHuto BBIM Ha $ 12 TpnaH. k 2030 r.

© KASPERSKY2 MpeseHtaums A. yxsanosa IoT Summit, 07.06.2016, CMN6






NMNMOHATUE KUBEPPUSUYHECKOIO OB BEKTA (K®O)

K®O - KkoHuenTyasbHas napagurMa npeacraBieHus rnpon3BOACTBEHHbIX, TEXHOIOMMYECKNX
CXEM B BUAe KOHrsiomeparta cpeacTs npeobpasoBaHUs pa3fiIMyHbIX BUAOB MAaTeEPUN U
SHEpPrmn u MHPOPMaALMOHHO-TETIeKOMMYHUKALUMOHHOW cpeabl, obecnevymBarollen Kak
obMeH MHpopmMaumen Mexay KOMMOHEHTAaMM TakK U YCTOMUYMBOE (PYHKLMOHMpPOBAHME BCEN
CUCTEMbI B YC/IOBUSAX BHELWHUX BO3AENCTBMA C NOMOLLBbIO aBTOMAaTU3UPOBAHHOIO
yrpaBJieHUs.

K KOO MOXHO OTHEeCTU:

CucteMbl ynpasneHus npounssoactsom (ACY TI1, SCADA-cuctemsl)
NHTepHeT Bewen (Internet of Things, yMHbIM AOM, YMHblE BeLWN).
Po6oTOoTEXHNYECKME CUCTEMbI KPUTUYECKOr0 Ha3Ha4YeHus.
BecnunoTHble neTaTesNbHble annaparThbl.

BecnunnoTHbie aBToOMO6UAN.

CucteMbl BOEHHOINo HasHa4vyeHu4.



PA3SEJN 3.
CUCTEMATU3ALIUA
KUBEP®PUSNYHECKUX CUCTEM



OCHOBHbIE XAPAKTEPUCTUKU MUHTEPHETA BELLEW

BOo3MO><HbI CBA3U ABYX TUNOB:

KnroueBble
KJ1aCCbl YCTPOMUCTB:

«machine-human»

«machine-machine»
(no 6onblwen yactn éyayTt

yCTaHaBMBaTbCH
aBToMaTUYeCKM) @

cpeacTBa naeHTudukaumm

cpeacTBa U3MepeHUs

cpeacTBa nepegadn AaHHbIX
cpeactea 06paboTKM AaHHbIX

O6beM n BapnaTUBHOCTb
cobnpaembix n obpabaTbiBaeMbIX
AAHHbIX CyWeCTBEHHO BO3pacTyT

-

PN q

CoN
Q a HeoZHOPOAHOCTb

MHOXEeCTBa

cywHocTten IoT byaeT Bo3pacTtaTh,

ero KOMMoHeHTbl 6yayT

obecneumBaTb pPasIMUYHbLIN

pYyHKUMOHAN B 3aBUCUMOCTU OT

KOHTEKCTa MX NPUMEHEHMUS



PA3SEJ 4.

NMPOBJIEMA MH®OPMALIMOHHOMN
BE3SOINMNACHOCTUN KUBEPPU3SUNYHECKUX
CUCTEM



KAHAJ1bl BO3AENCTBUA HA KWBEP®U3NYECKUE CUCTEMbI

KUBEP®PU3SUNYECKAA CUCTEMA

Bo3aencTBmMa Ha NoACUCTEMY YNpaBlEeHUS

Bo3aencrems Ha 4enoBekKo-MalUHHbIN MHTepdenc
Bo3gencrems Ha YCTPOMUCTBA, BXoAsilWMeE B COCTaB KMbepdunsnyecknx CMCTeM
Bo3gencrems Ha NpoTOKO/bI B3aUMOAENCTBUS U ceTeBoe obopyaoBaHume

r__—_—_—_—___—_—__—_—_—_—_—_—_—_—_—_—_

NOACUCTEMA KOMMYHUKALMNOHHAA

®U3NYECKUX YCTPOMUCTB NOACUCTEMA

CETEBDIE NMPOTOKO/ibl U
TEXHOJIOTUU

«YMHBDIE» PUINYECKUE

YCTPOWMCTBA CETEBOE
KOMMYHUKALIMOHHOE

OBOPYAOBAHUE

NMOACUCTEMA
YMNPABJIEHUA

CEPBEPbI U KOMIMOHEHTDI
YMNPABJIEHUA

CEPBEPA OBEPABOTKMU, BA3

AAHHbDIX, BEE-CEPBEPA

NOACUCTEMA
B3AMMOAENCTBUA
C NOJ1Ib3OBATEJIEM

BEB-UHTEPODENC U
NPUNOKEHUA

NOTPEBUTENW YCNYT
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NMNOJIYYUBLUUE LUNPOKYIHO OINNMACKY MHUMWAEHTbI HAPYLUEHWUA
BESOIMNACHOCTUN KUBEPOPUSNYHECKUX CUCTEM

MeHee 2% OT noABeprunMxcs HanaaeHumro coobwarot 06 nHUMAeHTax
(yhap no penyTauum U CHMXEHUe CTOMMOCTU aKLni)

ABryct 2012: HecpTsHas komnaHuma Saudi Aramco

KpynHenwasa HedTsaHas komnaHuga B Mupe Saudi Aramco cTana »XepTBOM HanpaB/ieHHOW aTakn Ha CBOM odunCbl. Xakepsbl
noay4Ynnn AocTyn K cetn bnarogaps atake Ha OAHOrM0 U3 COTPYAHMKOB KOMMAHUKU, Yepe3 KOTOPOro CMOrAuM noslyunTb AOCTYN
K 30 000 koMnblOTEpPOB B CETU. B KaKOM-TO MOMEHT XakKepaM yAanocCb yaanmTb COAEPXKMMOe BCeX KOMMbIOTEPOB, B TO BpeMs
KaK Ha 3KpaHaX MnokKa3sblBasCs ropsilmm aMepmukaHCcKmni dnar.

2013: cucteMbl [lenapTtaMeHTa aBTOMO6MIbHbIX Aopor u TpaHcnopTta B CLUA

Bbinn 3apaxenbl 200 kKoMnNblOTEpPOB [lenapTaMeHTa aBTOMOOUAbHbLIX AOPOr U TpaHcnopTa B okpyre Kyk (wtaTt UnamHonc).
OTU CUCTEMbI OTBEYaAM 3a Noaaep>XaHne CoOTHM KUNOMETPOB AOPOr B npuropoae Yunkaro. B pesynbTate ataku NpuULLIIOCH
OTKJ1t0OYaTb CETb Ha 9 AHEN, YTOObI BbISIEYUTb BCE KOMMbIOTEPHDI.

Oexkabpb 2014: Mmetannyprumyeckum sasop B lrepmaHum

Ncnonb3ysa coumanbHY0 MHXEHEPUIO, XaKepbl CyMenn noayvnTb AOCTYN K KOMMbIOTEPY O4HOM0 COTPYAHMKA, C KOTOPOro OHM
CMOI/IN NOJIYYUTb AOCTYN K BHYTPEHHEN CETU CUCTEMbI ynpaBneHus. B pe3ysbTaTe 3TOro ctasio HEBO3MOXHbIM BbIK/IHOUYNTD
O4HY M3 AOMEH, YTO HaHeCN0 OrpOMHbLIN ylwepb NnpeanpuaTuio.

Aekabpb 2015: anekTpoceTb YKPauHbI

B koHue 2015 roaa YkpavHa noasepriacb kmbep-atake Ha CBOK HaLMOHAIbHYO 3N1EKTPOCETb, B pe3y/ibTaTe Yero CBbllle
600000 >xutenen octanncb 6e3 anekTpmyecTsa.

Hos6pb 2016: cuctema ynpaBsieHUs TeMnepaTtypom Boabl U oTonJieHMeM B ®MHNAHANMN

XuTenn MHOrokBapTUPHbIX AOMOB B (OMHCKOM ropoae JlannesHpaHTa NpoBenu Heaento 6e3 oToMIEHNS U ropsvyen Boabl.
MpuuynHOM cTana MoliHast DDoS-aTaka Ha «YMHYHO» CUCTEMY KOHTPOJISl TEMNepaTypbl BOAbl U AaBneHus B 6aTtapesix
OTOMJIEHUS.
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PA3SEJ 5.
CNEUN®UKA OLEHKW
MHPOPMALIMOHHOU BE3OINACHOCTUA K®C
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TPYOAHOCTU OBECIMNEYEHUA BE3SOINACHOCTU K®C

A
A

TpaaMuMoOHHbIE NoAXoAbl HE peLlaloT r1aBHYO 3aaauvy

= Uenb 3awntbel KOC - obecneyeHnme HenpepbIBHOCTUM rMpouecca YynpasieHUa B  YCI0BUAX
aAectabunusnpytownx Bo3aencTesnmn, a uenb Mb — obecneveHme KoOHMOUAEHUMANBHOCTU, LUENOCTHOCTH,
AOCTYMNHOCTU AAaHHbIX

HenpoayMmaHHoOCTb K®C c TOUkM 3peHnna 6e30nacHOCTH
* B03MOXHOCTb naeHTudukaumm knbepdusmyecknx cmcteMm n MO B IOKanNbHbIX U rNob6anbHbIX CETAX

"= [pUMEHeHMe B COBpPeMeHHbIx K®PC ycTtapeBWMX annapaTHbIX W MpPOrpaMMHbIX CpeacTB obuero
Ha3HaYeHUs

= Cnabble cpeacTBa aBTOpM3aUNM U ayTeHTUDUKaUUN («BlNTble» B MO ayTeHTUPUKALMNOHHBIE AAHHbIE
MO YMONYaHUIO, HEHAZEXHbIE anropuTMbl U T.4.)

= OTcyTCcTBME WN(DPOBAHUA B NMPOMbILWIEHHbBIX TPAHCNOPTHbLIX NpoTokosiax (modbus, s7comm v ap.)
= (Cnabble cpeacTtBa ayamTta n perncrpaunm cobbitnm
Hernbkas apxutektypa K®C u ACY TN
» HeBO3MOXXHOCTb BHECEHMUS CYLLECTBEHHbIX N3MEHEHNIN B CUCTEMbI
» OTcyTcTBME 06HOBNEHUIM OnepaunoOHHbIX CUCTEM U MPUIOXKEHNN UITN HEBO3MOXHOCTb UX MPUMEHUTb

*  BbICOKUN PUNCK aBTO6}'IOKVIpOBKI/I CUCTEMDBI MNMpU BHEAPEHUN CPEACTB 3alLNTbI

YenoBeueckunmn dpakrTop
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PA3LEJ 6.
noaxoAbl K OLEHKE
MHPOPMALIMOHHOU BE3OINACHOCTUA K®C
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JIABOPATOPUSA KACIMNEPCKOIO NMPEANNATAET ABA TUINA
OLUEHKUA BESOMNACHOCTUN CUCTEM

Safety (BHyTpeHHAHa 6e30MacHOCTb) — Security (BHewHAs 6e30NacHOCTb) — CTeneHb
CBOWCTBO CUCTEMbI COXPaHSATb YCTOMUYMBOCTU K BHELUHUM Yrpo3aM UN CTeNeHb
paboToCcnocobHOCTb, HE HAHOCUTbL Bpea 3aLlUNTbl OT BHELWHNX yrpo3. NMpuMeHnMo K
OKpYy>KatoLlen cpeae v nogsam npu yciosmm 3HAYMMbIM N YSA3BUMbIM CUCTEMAM.

ee aKcrnsiyataumm B COOTBETCTBUM Be3onacHocTb NpeacTasnsieTr GopMy 3aluunThbl,

C NpeponpeaeneHHbIMU npasuiamMm Korga co3faeTcs Kakoe-nmbo pasgeneHue

B 3a4aHHbIX YC/TOBUAX MeXay CUCTEMOU N YIrpPo30U

Ana CPS 3HaumMMmbIiM gBndeTca cobniogeHne obonx ycnosun =
Safety + Security

KAYPERSKY2

© A. [lyxsanos npeseHTaumsa IoT Summit, 07.06.2016, CI16
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BO3MOXXHbIE NOAXO0Abl K MOCTPOEHUIO MOKA3ATEJIEU
BESONACHOCTUN KUBEPCUCTEM

HopMaTuBHblIe MO CyLWEeCTBYHLWMM CTaHAapTaM -
OTCYTCTBYET eAVHbIN NoaXo4 N MeToAbl OLLEHKN,

BeBeneHue rpynnbl NnokasaTtenen ans
MHMOPMALMOHHbBIX U PU3NYECKUX KOMMOHEHT.

3a4aHne nokasaTenen, xapakrepusyrLwmnx
COCTOSIHME CUCTeMbI B LenoM. PerynspHocTb
noBeaeHNs CUCTEMbI B YCNOBUSX AECTPYKTUBHbIX
BO34ENCTBUN.
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OTJ/INMUTEJIbHbBIE CBOUCTBA K®C C TOYKU 3PEHUA BE3OMNACHOCTHU

OpUEHTMPOBAHHOCTb Ha bbiCTpoe

N/

M NbH Tb BHEADEHME HOBbIX OTpacnel PacwunpsaeMocTtb CVIUCTeMbI 3a CYeT
ony 2L AP TEXHUKM P pacrnpeaeneHHon CTPYKTYpbl
ABTOMaTn3auUmns YNDaBAeHUs NyTeM Hanuume HeCKONIbKMX TUMOB MOTOKOB!
leTeporeHHOCTb. 1A yrp Y - MoTOK AaHHbIX

CouyeTaHue nHpopMaLMOHHOM
n hr3nMYecKom coCcTaBASOLWMX

UHTErpaunmn Cpeacrts BblYUCIIEHUN
n CI)M3MLIeCKMX KOMIMOHEHTOB C
uesibio AOCTUXEHNA aBTOHOMHOCTHU

- NHdopMauMoHHO-yNMpaBnasowme
MOTOKU
- dn3nyeckne NoToku

\V

ANeueHTpanunsauums.
Hannyme MHOXeCTBa LEHTPOB
yrnpasrieHus

Cucrema ycTpouncTs
CTpEMSILLUNXCS
K aBTOHOMHOMY CYLLECTBOBAHMUIO

CUHXpOHM3aUMS OENCTBUN ONS
OOCTUXEHNA Lenun

NMHTeponepabesibHOCTD.
B3anmoaencreme Moaynemn

N ONTUMU3ALMS CTPYKTYpPbl AN
COXpaHeHUs PyHKUMOHANbHOCTM

Hannuue obwmx NpoToKO0B
CBA3bIBAOLWNX MHDOPMALMOHHbIE
n pusnyeckme KOMMNOHeHTbI

NHTepdencobl B3anMoaencremns
reTeporeHHbIX YCTPOUCTB AN
COXpaHeHUs PYHKLMOHMPOBAHUS

OTKa30yCTOMUYUNBOCTb
cTpeMsiLwascs
K KOTHNTUBHOMY NMOBEAEHUIO

OTCYTCTBME €AMHOM TOUKM O6Hapyxenue ownbok,

cro e
B3aNMMO3aMEHAEMOCTb MO,D,YJ'Iel‘;I A !
yrnpaBneHus

yrpos.
XecTtkasa 3aBUCUMOCTb OT
MHPOPMALMOHHbBIX KOMMNOHEHT

N NN NN

Knacc nHpopMaLMOHHbIX

Heobxo0aMMOCTb 3aLMThl OT CETEBbIX
yrpos. nobanbHasa yrposa HapywuTens
(nepexBaTta) ynpasJsieHUs.
B3anmMo3aBmcMMoCTb 6e30nacHoOCTH
MHPOPMALIMOHHBIX N (DU3NYECKUX
NOACUCTEM.

Ataku n3 Internet. BnnaHue dbumsnueckmx
MoAy/ien Ha ysa3BuUMoOCTU. MHTerpaumsa MO
B dm3nyeckme moaynu. AnnapartHble
3aKnaaku. YTeuku HesalmLeHHbIX
BHYTPEHHUX NHTEPdENCOB

W NN
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NMPEOJIATAEMASA CTPYKTYPA NOKA3ATEJEUN
MH®OPMALIMOHHOW BE3OMNACHOCTH

1. Annapat oueHku Nb Ha ocHoBe KOHpUAEHUMANBbHON AOCTYNHOCTU, LENOCTHOCTb ANt MHPOPMALMOHHOM
COCTaBNSAOLWEN BKIOYAN:

"  3adlYULEHHOCTb OT atak mn3 cetu Internet
m 3aunTty BHYTPEHHUX NPOTOKOJ/I0OB
n 06Hapy)KeHl4e yFIBBI/IMOCTeI;'I rno MH¢OpMaLlMOHHbIM n (Z)MBM'-IGCKMM KOMIIOHEHTAaM.
2. OueHka cornacoBaHHOCTM MHPOPMALIMOHHON U (PU3NYECKOW COCTaBASIOWEN C YYETOM UX B3aUMOBIUSAHUNS, CBONCTB

MacwTabmnpyemocTn, nHteponepabenbHOCTU, MOAYIbBHOCTU HA OCHOBE KPOCCKOPPENSLMOHHBLIX CBSAI3EN U OLEHKN
camonoaobus, AMHaAMMUYEeCKOMN YCTOMYUBOCTMN.

3. OueHkKa BAUSHUA MHPOPMALMOHHBLIX @aTakK Ha CUCTEMY ynpaBfieHus (C y4eToM aaanTUBHOCTU) M CNOCOBHOCTb K
camoperynsauum Ha oCHoBe paKTasbHbIX NOKa3aTenem yctTondmBoCT U CNOCOOBHOCTM K rOMeOoCTasy.

4. QOueHKa YCTOMUYMBOCTU CTPYKTYpPbl B3anMOCBsA3UN anemMeHToB KOC Ha ocHoBe rpadoBbiX METOA0B OLEHKU
ynpaBaseMoCTn, MacluTabnpyemMocTn, 0TKa3oyCTOMUYMBOCTU M KOHCTAHTHOCTU DYHKLMOHMPOBAHUS B YCITOBUSIX
MHOPMaLMOHHbIX aTak.

5. PaspaboTka cneumndpunyeckmnx Kputepnes obHapyXeHUsa aTak Ha OCHOBE HapylleHns camonogobus u CTpyKTypHOM
YCTONYNBOCTMW.



PA3SEJ 6.1.
OLEHKA BE3OINACHOCTM

U YINIPABJIAEMOCTU KBC
C NCNMNOJIb3OBAHUEM NEPAPXNYECKUX

AOANMTUNBHbBIX TPA®OB
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METOAUKA MOAEJINPOBAHUA ATAK
HA BA3E NOCTPOEHHOU MOAEJ/IN

o ONMPEAENEHME

ONMPEAENEHME BEPWWUH, CTABLWWUX
AOCTYNHbLIMU 3JTOYMbIWJIEHHUKY:

Sy ={s; €S|s; eV, AV, eV}

o S, =S,US;

v

NMPABWUJIA N DJIEMEHTbI MOJINTUKHN
BE3ONACHOCTU, CTABLUME
AOCTYNHbLIMUA 3JIOYMbLIWWJIEHHUKY

attack
P,=P,u{p, | p, ePA P, €V AV, €S, €V, AV €VT}

v

3J/IOYMbIWWTEHHUKA 9
3ajaeTcs MoAesb 3/0yMblLLIEHHWKa, OMNPEAENIEHUE NEPEYHA BEPLWWH,
BKJ/ItOYAlOLLLAA: C KOTOPbIX MOXET HAYATbLCHA
— [10CTyrHble eMy BepPLUNHDbI ATAKA
} CY6'beKTbI Vas :Va /Va—s’ysi € Sa | Si eVk /\Vk EVa—s /\Va—s gVa
- Cpeacrea nposefjeHusa aTtak

OTMEHA NPABUN P,
ONPEAENEHUE BEPWWH, CTABWNX OCTYMNHBIMW
3N10YMbIWNEHHUKY NOC/IE OTMEHbI NMPABWJI

K wary 3
Ecnn MHOXeCTBO S, nycTo — KOHel
3Tana, 3/10yMbILWAEHHUK HE AOCTUI Lenu

!

ONMPEAENNEHVUE MHOXXECTBA AOCTVYIHbIX
NMOJIb3OBATEJIIO BEPLLUUH NO

ECJZIN LENEBASA BEPLUNHA

MAPLUPYTAM TPAHCINOPTHOI'O YPOBHA
attack
V :Vas uvats
é AOCTUTHYTA - KOHEL 3TAIA,
MHAME:

Ecnv MHOXecTBo S, He nmycTo - nepexof
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NMPUMEP ONMNCAHUA ATAKN B TEPMUHAX
PASBPABOTAHHOU MOAEJIN

LLEJIEBbBIE ATAKM
NCKAXEHWE PE3YJIbTATOB (U/WJTN NMOPAAKA) NMPOLUECCA
« [PEPbIBAHUE MPOLIECCA

BO3MOXHOCTU HAPYLLUUTENA B KAXXA0W BEPLLUUHE

* BHOCUTb USMEHEHWNA B CEMAHTUYECKYHO CETb
BEPLUWNHbI Gy,

*  MUCNO/Nb30BATb ANA AA/TbHENLLEA ABTOPU3ALIUU
CYBbBEKTbI S;, ONPEAENEHHBIE HA BEPLWUWHE V;

* WM3IMEHATb NPABUJTA U MAPAMETPbI MOJINTUKN
BE3OMACHOCTW, ONMPEAENEHHbIE HA BEPLWWUUHE V;
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MATE!YIATVI‘-IECKVIVI ANMNAPAT ANAA OBECNEYHEHUA
YCTONYNBOCTU MHTEPHETA BELLEM

[[padbl ManbliX MUPOB Ob6ecneyeHne CBA3HOCTU B
Be3smacwTabHble rpadsl YCNOBUSAX arpeCcCMBHOIro
Knaccuuyeckune BO34ENCTBUSA 3@ CYeT
c/lydanHble rpadbl N36bITOYHOrO YMcna CBA3EN

CBA3HOCTb B YCNOBUAX
arpeccMBHOro BO34ENCTBUS
He obecrneymnBaeTcs

3Be34a
3Be34a U3 3Be3/

= [Icnonb3oBaHWe TONO/I0rMmM € Masion UKCUpPOBaHHOW CTerneHbo BEPLUUH
= [Icnonb3oBaHWE MEeTOoA40B BOCCTAHOBJ/IEHMA HAPYLUEHHbIX CBA3EN
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OKCNMEPUMEHTAJIbHbIE UCCJIEAOBAHWUA: 4
MOAE/INPOBAHUE ATAKAN HA CETMEHT UHTEPHETA BELLEUA

CepBepbl, cepBuUCHbIe NNaTdopmbl,
yrnpasfieHne pecypcamm MIHTepHeTa Bellen

O630p 1 aHanM3 COBOKYMHOCTM
AaHHbIX C BHELIHEro nepumeTpa
cuctemsl (sensor fusion), packpbiTne
KOHdMAEHUManbHbIX 0CO6EHHOCTEN
busHec-npouecca (B IOrMCTUYECKUX
Lensx)

LLIro3bI
NHTepHeTa

MNoaMeHa AaHHbIX AaTuMKa (YroH
Bewemn

MalUMHbI, «KHAKpPYTKa» rnokasaTeneun
ycTponucTtea smart grid)

BupTyanbHblie n dusmnyeckne ycrpomcrea MIHTepHeTa Bewen ocHalwéHHble GPS-
AaTyMkKamMm n ceHcopamm ocseweHHocTn (~1000 ycTponcTB) 23



PE3YJIbTATbI SKCNEPUMEHTA

B mogennpyeMoM npuMmepe 3ajaeTcs MHOXECTBO BEPLUUH, NMOABEPXXEHHbIX TaKOW aTake
NoAMEHbI C 3a1laHHOMN BEPOSTHOCTbIO, N OLLEHUBAETCS BEPOATHOCTb OOHapy>XeHUs 3TuX aTtak
Ha OCHOBE MPOBEPKN HANMNYUS CEMAHTUYECKUX NPOTUBOPEYNi Ha rpade cetu

(T.e. NpOBEPKN KOHCUCTEHTHOCTU CEMAHTUYECKOW CETH)

BepoATHOCTb
o6HapyxeHusn

1.0

05

BepoATHOCTb
0 MOAMEHBbI

KonunuectBo gatumkoB

— 06BbEeKTOoB aTtakm oo
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HABOP MHOANKATOPOB YCTOWUYUBOCTU «CETU BELLEA »

yYnpaBnsaeMoCTb

BepoatHocCTb
m 3) cyuwiecTBOBaHUS
NyTW OT YCTPOUCTBA

4,0 KOOPANHUPYIOLLETO LLEHTPA,
BpeMA rnepesaym coobLieHna no
3TOMY MyTW He NpeBbIlaeT t

YpoBeHb
HecTabnabHOCTU
CUCTEMbI, MPU
KOTOPOM
yNpaBAseMoCTb
CTPEMUTCA K HYHO

OTKa30yCTOMUYUBOCTb

MacwTtabupyemMocTb

Avcnepcua
3HaYEeHNN
OCTa/bHbIX
MHAMKATOPOB
ANA CUCTEMBI
oT k 5o n y3nos.

CkopocTtb noTpebneHuns
PECYPCOB B 3aBUCMMOCTM
OT YPOBHS
HeCcTabmabHOCTK
CUCTEMBI

KOHCTaHTHOCTb (PYHKLIMOHUPOBaAHUSA
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PA3SAEJ 6.2.
OLEHKA ABTOHOMHOCTW

N YCTONYNBOCTU KBC.
CAMONMOAOBUE K®C

26



BO3MOXHbIE NOKASATEJIN COXPAHEHWA
YCTONYNBOCTU KMBEPCUCTEM

AHann3 AMHaMU4YeCKom YCTONUYMNBOCTM

icmonb30BaHUe CTaTUCTUUYECKUX
nokasaTtenen:

= aBTOKOppEenSAUMOHHAa MYyHKLUMSA;
= COXpaHEeHMe 3aKOHa pacnpeaeneHus;
= MOCTPOEHUE METPUK, OTSINUNE COCTOSHUS.

O606LwweHHasa Mmepa yCTOMYNBOCTU B BUAE
roMeocTta3a — No aHanormm co CBOMCTBaMm

XMNBOIro opraHmnM3ma.
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CAMONOAOBMUE

Camonoano6bue — MHBAPMAHTHOCTb OTHOCUTEJIbHO U3MEeHeHUA MacluTaba
CBOWCTBO NPOTAXXEHHOW 3aBUCUMOCTHU

CamonoanobHas cucrteMa coxpaHsaeT HEM3MeHHbIMWU CBOM OCHOBHbIE CBOWCTBA,
HEe3aBUCUMO OT onpenenéHHbIX npeobpa3oBaHnUn, GAKTOPOB WU YCI0BUN

28



PA3[EN 6.2.1. 7
®PAKTAJIbHBIE OLIEHKN YCTONYMNBOCTY
K KNBEPYIPO3AM

55



NMOKA3ATEJIb XEPCTA N ®AKTOP ®AHO

Noka3aTtenb Xepcta H— xapaktepu3syeT «CTeneHb» CNy4YauHoro npouecca:

R n
n 5
T — e = H, R.. — pa3Max riepBbIX N 3HAYEHUU pA d, S, — BbIGO O4YHad AUCIIeEPCUA
S 2 n n
n

Ecnu npouecc camonoagobeH, To BbinonHsaeTcs: 0.5 < H <1

Nupekc pasbpoca gucnepcumn — Gaktop PaHo:

o’(n)

R

,rae 0%(n) — gucnepcus, m(n) — MaTeMaTUYeCKOe OKUAaHHE

Ecnu npouecc camonono6eH, TO BbINOMHAETCA :

d(n)~n2H-1
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HAXOXAEHUWE ®PAKTOPA ®AHO

AnnpokcMmMauua MeToaAOM HaMMEHbLUUX KBaapaToB

] Boibopka c HapyLlleHnem
- F = 0.553055

L L L L

O

- E O L
© Ooo

_3' [ [ [ r [ r r r r

: 9

0 0.5 1 15 2 2.5 3 3.5 4 4.5 5 S 8
O

O

CtabunbHas Bbl6OpKa B
F = 0.764467

1
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PA3[EN 6.2.2
YCTOAYNBOCTb HA OCHOBE
CTOXACTUYECKOWA ANHAMMKWN

i)



CTOXACTUYHECKUE OPAKTAJIbHbIE NPOLIECChHI

B oTcyTCTBMW BO3MYLLEHNIN CTaLMOHApPHOE COCTOSIHNE KNbepunandeckomn CUCTEMbl MOXET ObITb
doopmanusoBaHo cregyowmm odbpasom.

[TyCTb p — cTauMoOHapHOE COCTOAHME, a € - Manbi 3aMKHYTbIW KOHTYP BOKPYT p.

CocTosiHne S HasbIBaeTCs YCTOMYMBBIM, ecriv Ansa noboro 3agaHHOro € BCcerga MoXHO HauTh d(¢),
Takoe, YTO Jitobas TpaekTopus ABMXKEHNS, HaXoasLWwanca BHYTPU , HE JOCTUTHET rpaHuLb €.

B obwiem Bnae anss N-MepHOM cucteMbl AHAMUYECKNE YPaBHEHMUS CUCTEMbI MMEIOT BUA:

dIi

_:fl(xi: ey XN {_j)

dt

—
raei € 1,N, Q- BekTOp napameTpoB CUCTEMBI.

AHann3 ctauMoHapHOCTN TakoW CUCTEMbI MPUBOANT
K MOHATUIO aTTPaKTopa

33



NMOKA3ATEJIb UH®OPMALIMOHHOWU BE3OMNMACHOCTH
ONnA KUBEP®PU3SUNYHECKUX CUCTEM C YHETOM
OANVHAMUNYHECKUX XAPAKTEPUCTUK

ATTpakTop - 06n1acTb a30BOro NPOCTPaHCTBA, B KOTOPOM OKa3blBAlOTCHA BCE TpaeKTopumn
CUCTEMbI C TEYEHWUEM BPEMEHU, U3 KOTOPON B CTAabU/IbHOM COCTOSSHUMN CUCTEMA HE BbIXOAUT.

B nepBOM NPUBAMXKEHUN MOXHO CUUTATb, YTO CTabubHOE HaxXoXAeHNe CUCTEMbI B 0671aCTH
aTTpaKTopa Bblpa)kaeT yC/I0BUE roMeocTasa.

PasButme nam 3BontoLUnUs CUCTEMbI, T.e. HeobpaTuMbIN Nepexoa Ha APYryl TpaeKToputo
onucbliBaeTcss caMonoaobHoW ppakKTarbHOMN CTPYKTYPOMN — CTPAHHbIM aTTPaKTOPOM, 4TO
NPUMEHUTENbHO K 3aaave 6e30nMacHOCTU O3HA4YaeT HeobpaTUMble N3MEHEHUS B CUCTEME,
BO3HUKLLUME BCNeACTBUE CTUXUMHOW Ype3BblYaMHOW cutyauum nnbo knbepartaku.
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PA3/EN 6.3. B
OLIEHKA MH®OPMALINOHHOW
BE30MACHOCTU HA OCHOBE FOMEOCTA3A

B



NMNOHATUE TOMEOCTA3A

Fomeocra3 (ro-rpedyecku ognHaKoBbIv, nogobHbIN) — CNOCOOHOCTb OTKPLITOW CUCTEMDI
COXPaHATbL NOCTOSIHCTBO CBOEro BHYTPEHHEro COCTOSIHUS NMoCpeacTBOM
CKOOPAMHUPOBAHHbLIX YacTen CUCTEMbI, HanpaB/IEHHbIX Ha Noaaep>XaHue AUHAMUNYECKOoro
paBHOBECUSA, CTPEMJIEHNE CUCTEMbI BOCCTAHOBUTb YTpayeHHOE paBHOBECUE,
npeoaosieBaTb BO34AENCTBUS BHELWHEN Cpeabl.

Yontep KeHHoH (Walter B. Cannon)
The Wisdom of the Body
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FTOMEOCTA3 KUBEP®PU3NYHECKUX CUCTEM HA NPUMEPE
CTATUHECKOUN YMHOU CUCTEMDbI NMOJINBA PACTEHUMN

CXEMA YMHOW CUCTEMbI NMNOJIUBA FTOMEOCTA3 C UCNMNOJIb3OBAHUEM
MEXAHU3MA #2

WHTEPHET WIFI YMHbIN XAB HOPMAJIbHOE ®YHKLIMOHUPOBAHME

() o)
l _

YMHbBIN - YMHbIN
KPAH #2 KPAH

BbIXO4 U3 CTPOA YMHOTI'O KPAHA #1

n3onAaumna YMHOIO KPAHA #1 U NEPEHOC NOMMKU HA YMHbIA KPAH #2 37



FTOMEOCTA3 KUBEP®PU3UNYHECKUX CUCTEM HA NPUMEPE
ANHAMUYECKOUN YMHOU CUCTEMbI OPOLUEHNSA NOJIEN (2)

CXEMA YMHOW CUCTEMbI OPOLUEHUSA FTOMEOCTA3 C UCINOJIb3BOBAHUEM MEXAHU3MA #2

BbIXO U3 CTPOS NOJINBAJZIbHOU MALLUHDI #2

Q 0QP0 OF A
.0
WrZe

O ;éEPC"

PACMPEAENEHME 3AAAY MBEXXAAY MALLMHAMWU #1 N #3

BbIEOP MALLMHOM YYACTKA MNO/IMBA OCHOBAH
HA BbIYMCNEHUM PACCTOAHUN:
dy,d,, ..., dg - KPATYAULLMUE PACCTOAHUA OT
MALLWH 40 YYACTKOB NOJIUBA
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FOMEOCTA3 KUBEP®PU3NYHECKUX CUCTEM HA NPUMEPE
ANHAMMNYECKOUN YMHOU CUCTEMbI OPOLLEHMA NMOJIEN (3)

CXEMA YMHOW CUCTEMbl OPOLUEHUSA FTOMEOCTA3 C UCINOJIb3BOBAHUEM MEXAHU3MA #3

KOHEYHbIA ABTOMAT KAXAOW NMNOJZIMBAJIbHOWU MALLUUHDI
BO3HUKHOBEHMUE NMPOCTOSA B PABOTE

CUCTEMbI N3-3A TOIo, 4TO ¥ MALLUUNH

EXATb HA
3AMPABOYHYIO
CTAHUMUIO

MOKA3ATENN YPOBEHb TOMJIMBA

MEHbLLUE HOPMbI

OAHOBPEMEHHO 3AKOHYUNNOCDb TOINJINBO, BAAKHOCT/
OPrAHMNM3O0OBAJIACb OHEPEADb

B HOPME

nonyynTb U
OBPABOTATb
AAHHbBIE OT
OATYUKOB
BNIAXHOCTU

NPOBEPUTb
YPOBEHb
TONMBA

CTOATb
HA MECTE

MOKA3ATENN
B/TAXXHOCTU
MEHbLLUE HOPMbI

YPOBEHb
TOMN/INBA
B HOPME

EXATb
K PACTEHUAM,
TPEBYIOLWLUM
NOMBA

NONNBATb
PACTEHUA

AOBABJIEHUE BEPOHTHQCTEVI NEPEXOZOB B KOHEYHbIA
ABTOMAT KAXAOMU NOJIMBAJIbHOUN MALLUWUHDI

YPOBEHb TOMN/INBA
MEHbLUE HOPMbI / 0.9

MOKA3ATE/IN
B/TAXHOCTU
B HOPME

EXATb HA
3AMPABOYHYIO
CTAHUMIO

NONYYNTb U
OBPABOTATb
JAHHBIE OT
[NATYMKOB

MPOBEPUTb
YPOBEHb
TONMBA

CTOATb
HA MECTE

NMOKA3SATE/IN
B/TAXHOCTU

BNAXKHOCTU MEHbLUE HOPMbI
EXATb YPOBEHb
TOMN/NBA
MNOZINBATb K PACTEHUAM, B HOPME

PACTEHUA TPEBYIOLLUM

NONNBA

TRUE /0.1




PA3OEN 7.

OBLUASI CXEMA OLLEHKW
MHO®OPMALIMOHHOWU BE3OMNACHOCTHU
PA3JIMUYHbIX KJIACCOB K®C
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NMOKA3ATEJZIN YCTONYMNBOCTU ON1A OLLEHKU
BESOINMACHOCTU KUBEPPUSUNYHECKUX CUCTEM

= HA NHOOPMALMOHHBIE Y3/1bl
BO3MOXHBIEYT POR = HA CUCTEMY YIPABJIEHUA

BE3OIMNACHOCTM = HA MEXAHWYECKWE Y3/bl

NMOKA3ATEJIN YCTOUYUBOCTU A1 PA3HbIX TUIMOB
KUBEPOUSUNYHECKNUX CUCTEM

ANA CJIABOCBA3AHHBIX CUCTEM ANda CUCTEM A1 CUJIbHOCBA3AHHDBIX
(YMHbI AOM, NHTEPHET BELLIEWN) C AOATNTTUBHBIM NHTEJIJTEKTYAJIbHbIX CUCTEM
YTPABJIEHUEM

B

AHAJIN3 CTATUCTUYECKUX AHAJIN3 NOTOKOB AHAJIN3 COXPAHEHUSA
NMOKA3ATEJIEN YNPABJIEHUSA CBOUCTBA TOMEOCTA3A
= OUEHKA CAMOINOAOBUA = [MOKA3ATEJIN YINPABIAEMOCTMN, = CIOCOBHOCTb K TOMEOCTA3Y U
OTKA30YCTOMYMBOCTH, 2BOJTIOLNN

= OUEHKA COI'JTACOBAHHOCTHK

ONHAMUKU N3MEHEHUSA OAHHbBIX OT MACLUTABMPYEMOCTWU
YCTPONCTB OYHKLNOHUPOBAHMS MO CTPYKTYPE

FPAGA
= AHAJIN3 BPEMEHHbIX PAAOB = METO/] ATTPAKTOPOB 41

= AJAMNTUNBHBLIE MPA®bI



NMokasartenu 6esonacHoctn KOC (1)

MHTepHeT Bewen

MHoOroareHTHbie

SCADA, Cucrembl

BcTpoeHHble cuctembl; WSN; B SHepreTuke, Cucremb!
. . | BuonHcnu | PekoHdpuryp 6eCnuNoOTHbIX MHTennekTyajabHble
RFID; NFS, M2M, Iot YMHbBIN PUPOBaHH npyembie MeauuuHe,
AomMm, Iot I'IpOMbII.IJJ'IeHHbIﬁ, npou3BOACTBE Gl by A5 b (] pOGOTbI
BUpPTyasZiIn3MpoBaHHbIe ble cucremsl . CpeAacTs
y CUCTEMbI (rmbkue) o6cnyxmsaHue
CUCTEMbI
NHTepHeT opueHTMpoOBaHHbIE ACY Tononorum LpOHHI, CucrteMbl CNYTHUKOB,
YenoBeKkOOpUEHTUPOBAHHbIE NpoOM3BOACTBA; 6ecnmMnoTHblE netatenbHble CTaHUUK,
CeMaHTUKOOPUEHTUPOBAHHbIE YaaneHHo ynpasnseMble aBTO, CUCTEMbI paboTbl Ang
arperaTtbl (31. CTaHUMK) BMAEOoKaMmep, Ype3BblYanHbIX
CNYTHWUKMN, CUTyauWn, BOEHHble
cpeacTea CUCTEMBI
pasBeaku
naccuBHas 0AHOCTOPOHHSS O6meH co MonHbIN B3aumocsssn ana O6mMeH co cpenont | ABTOHOMHbIe
ABYCTOPOHHSAA cpenou ABYCTOPOHHMUI | BbINOJIHEHUSA U C UEHTPOM UHTEeNnneKkTyasabHble
= Hannuue ueHTpa (oB) o6bMeH apyr ¢ | TEXHONOMMYECKMX onepaunn | ynpaeneHus CUCTEMbI, CMOCO6HbIE
= & | ynpasneHus LApYroMm Wcnonb3osaHne Moaenu cospaHuve oblero | MpuHUMaTh pelueHns 6es
S B | wHTepHeT noaobus MEXaHMHEcKNX LeHTpa y4yacTtus yenoseka.
I O NCMOMHUTENbHbIX o
G ,< MOHUTOPUHIA U B3anmMoaeuncreumne c
5 ) MEXaHU3MOB
g g CornacoBaHHoe ynpasneHus BHELWHWUM MUPOM,
- yripaBieHme MonHasa APYrMMU KOMMJieKcaMm
23 MHbOPMALIMOHHO 1 LBYCTOPOHHSS Cnoco6bHOCTb K
E 5.‘.? WUCMOJSIHUTENIbHOMN YacTu B CBA3b ApPYr C CaMOCOXpaHEHUIO
o AVHaMuKe APYroM n BOliHa pob6oToB
Hanwnune ueHTpa LLlEHTPOM
MOHUTOPUHIa ynpasJsieHnsa
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NMoka3zarenun 6esonacHoctTn KOC (2)

NHTepHeT Bewen

MHoroareHTHbie

CNCTEMDI

BcTpoeHHble CUCTEMDI;
WSN; RFID; NFS,
M2M, Iot yMHbIN AOM,
Iot NnpoMbIWIEHHbIN,
BUPTYyaJiIn3MpoBaHHble

BbunouHcnupu
poBaHHbIe
CUCTEMDI

PekoHcpurypup
yeMble CUCTEMDI
(rnbkue)

SCADA, CucteMbl B
3HepreTuke, MeauumHe,
npou3BOACTBE,
o6cnyxxunsaHue

Cucrembl
6ecnuNoTHbLIX
ABMKYLUUNXCH

cpeacTs

NHTennektyanb
Hble po60TbI

* ATKM Ha noacucteMy pusnyecknx yCTpoucTse 419 CbeMa

APT aTaku Ha cucTemsl

ATaku Ha ceTb

NHdopMaunoH-Hoe

MCNOJTHNTENBbHbIX MEXaHNU3MOB

KOMMYHMKaLUWN C
ynpasnsieMomn
aApXMUTEKTYpon

MHMOPMaLNM U XULLEHNS PECYPCOB, HAapYyLLUEHUS CETH ynpaBJieHUsl, UCMIONIHUTENbHbIE | yNpaBAeHUs, Ha LEHTP | NPOTMBOBGOPCTBO
_ KOMMYHUWKaLWNi MeXaHMW3Mbl ynpasneHus, 4oCcTyn K
A o
o * ATaku Ha NPOTOKOJ U TEXHOJIOMMN, CETEBOE 060pPYA0OBaHME, Ha CMCTEMbI B3aMOAENCTBUA C cMcTemam 1 nepexsar
3 RFID, Glowpan NCNOJIb30BaHWEM BblBOAA U3 ynpaBJieHus yepe3

Tposi BaHUS A3BMMOCTM wel-

b = ATaku Ha cepsep 06paboTkm, 6a3bl AaHHbLIX, Beb-cepBepbl, CTposi 0bopyAoBa - yss ocv €

web-uHTepdeiic OTKJ/IIOYEHME 3aLLUNTHOM nHTepderica 1

aBTOMATMKM NpUNOXEHNS
o PaboTta no Hannune cucrtemsl O6paTtHas cBsi3b Ha AfanTUBHOE yrpaBfieHune C Heckonbko ypoBHe ObecneyeHune
E 3aaHHOM MOHUTOPUHIa U napameTpu4eckoMm u HECKOJIbKUMU YPOBHSAMM obpaTHOW CBA3MY, romMeocTasa Ha
= nporpaMmme npu obpaTHOM CBA3M Ha CeTeBOM ypoBHE obpaTHON CBA3N, MOHUTOPUHI ajanTuBHoOe BCEX YPOBHAX
§ MWHMMANbHOMN rnapamMeTpnyeckom (NepekoHbUrypaumns) | cocTosiHUS, HanMUMe akTUBHON | yrnpaBneHue B3auMOAENCTBUS.
Q obpaTHoON cBA3MK ynpaBneHuu Hanunune aBapuiHON 3aWnTbl ANs npucnocobneHHom K CamocoxpaHeHue
8 naccuMBHbIN 06MeH, | CamMoopraHu3sauus MOHWUTOPUHIa K MEANLMHCKUX CUCTEM OKpY>KaloLLeln cpeae CnocobHOCTb K
8 OTCyTCTBME nyTem 3amThl NHTennekTyanbHblii nporpamMMMpoBaHms PacCyXAeHnIo 1
= MOHWUTOPUHIa nepeHacTpoikm CamoonTMMUsauns v | o4 ropuHr U ynpaeneHne ynpaBneHus, aHTMUMNaLmm
5 nepekoHdurypaumu, MPpOaKTNBHOE pob6oTtamu ncnonb3oBaHue rmbkon | (NporHo3sy)
BOCCTAHOBJIEHME o

5 CaMOBOCCTaHOB/IEHME KOHTpOnb yCTOMYMBOCTM CUCTEMDI
=
%}
s
o

I
(V)




NMoka3zartenu 6ezonacHocTn KOC

(3)

MHTepHeT Belwen

MHoroareHTHbie

BcTpoeHHble
cucrtembl; WSN;

SCADA, CucteMbl B

rpadeobl

RFID; NFS, M2M SHEpPreTuke, cucreme!
’ 7 ' | BnouHcnupupo | PekoHdurypupyem 6ecnnNoTHbIX MHTennekrtyasibHble
Tot ymHbik nom, BaHHble bleé CUCTEMbI oA ABMKYLLUXCA po6oTbl
Iot CUCTEMDI (rn6kune) nEoHSBOACTES cpeacrse
NMPOMBbILWIEHHbIN, obcny)xmBaHme
BUpTyasinamposBa
HHbl€ CUCTEMDI
0 o padmueckne un ApanTuBHbIE Nepapxuyeckune CroxacTtnyeckue Moaenun Teopuu Teopuio 'mMpomaToB
g 0 § CTPYKTYpPHbIE rpadsbl, cny4yanHble rpadbl ANHaMn4yeckue obcnyxneaHus WHTesNeKTyasibHble
0 g g | MoAenu CeMaHTHnyeckune ceMmoTnyeckume MoAenu AVHaMmMyeckmne ynpasnstouwme
§ = g_ cetn Moaenu ®pakTanbHble Mogenn | rpadbl CUCTEMBI
= % s MNoToKoBbIE dazoBbie U CeTu aBTOMATOB KOrHMTUBHbIE
E E 5 Mozenun MHpOPMaLMOHHbIE OTKa30yCTONYMBOC | CLeHapumu
) npoTpeT Tb ¥ ONTMMU3ALMUS
= & CamoTecTupoBaHue
Bbluncnenune CraTucrmyeckume MokazaTtenu MokazaTtenu AvnHaMmmnyeckune CnocobHocTb K
< = CTAaTUCTUYECKUNX N ppakTanbHble ynpaBnﬂeMczcm, D,VIHaUMVI‘—IECKOﬁ n0Ka:°,aTenV| roMeocTtasy u
5 g WHBapWaHTOB nokasartenu OTKa30yCTOMYMBOCTU, | YCTOMUYMUBOCTU yCTOMYMBOCTU 3BOJIIOLUNN
= g camonogobus n MacwTabunpyemocTu, NMokaszaTtenu JlanyHoBa | TOMosioruu,
p ’g CaMoopraHusauun [ KOHCTaHTHOCTU MeToa aTTpakTopoB ajanTuBHbIE
’o‘ o (pYHKUMOHNPOBaAHUS dpakTasibHble MeToAbl | ciyyYanHble rpadbl
(= 9 no CTpyKType rpada -napasnnenbHble
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Kadeapa MBKC
dreoy BMno «cnerny»

FNnaBHbIN Y4ebHbIN KOpnyc, K. 173
NMNonutexHu4yeckasn yn., 29,
CaHkT-leTepbypr

195251

Ten: +7 (812) 552-64-89
+7 (812) 552-76-32

Web:
E-mail:
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