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(G,+) xonHeunas aOeneBas rpymnma, 0 - HelTpambHbI 31eMeHT, K - KOHEUHOE

MHOXXECTBO (MHOXKECTBO KJTIOUCH),

h:K"G®G, npu srom mus npomssonsHoro k I' K oroopaxenne X ® h(k,x),

X 1 G, GUEeKTUBHO.
Hmepamuenwviit  o0nounblii.  wiughp - TOCICAOBATEIBHOCTH M PayHJIOBBIX
npeoOpa30BaHMUIA:
Xy = h(ki,x),i=01..m-1k TK,
rae Ky,...,Kp,_; - pPAyHAOBBIE KIIFOYH.

—

X, 1 G - BXOJHO# 010K (OTKPBITHII TECT) UTEPATUBHOTO HIKPPA,

X, 1' G - BEIXOAHOM OJIOK.
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(1)

[Tycth (X ,X(()Z))’I\G2 - CITy4aifHBIi BEKTOP, PAaBHOMEPHO pacipeae/éHubi Ha G2,

PexyppeHTHBIC ypaBHEHUS
x =h(k,x?),i=01,..,m-1,
x{2) =h(k;,x{?),i=0,4,..,m-1
3a/1al0T MOCJIEIOBATEIILHOCTh BEKTOPOB (X(()l) , X(()Z)), (X(l) , Xl(z)), ) (X,g}) , X,%Z)) :

[TocnenoBarenbHOCTh pazHocTel: D; = Xi(z) -~ Xi(l), 1=0,12,....

— CTaTUCTUYECKHU CBSI3aHHBIE MEKY COOOM CiTydailHbIC BEJIUYHHBI.
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Paznuunvie nooxoowl k uccieoo8anuio cmamucmudeckux
cn - (2 1) :_
3asucumocmeti D; = Xi( ) - Xi( ), 1=0,12,....

1 momxox: wucciaenoBaHUE 3aBUCHUMOCTEH, KOrja payHIOBble K4 Kgy,...,Kqp_;
(PMKCHUPOBAHBI.
Ycnosnas BepoatHocts P(D; =@, / Dy =a,) 3aBucur ot Ky,...,K_;, 0<i£m.

2 moaxoa: (yrnpolneHHas BEpOITHOCTHAS MOZCIb)
PaynnoBele kmouu  Kgp,...,K,_; HE3aBUCHMBIE CIlydyallHble BEJIUYMHBI, PaBHOMEPHO
pacripenenensl Ha K n ne sasucsr ot (x§, x$?) TG?.

YcpeaHEHHAs BEPOATHOCTh EPEX0a PA3HOCTEMN

pl) = Ey,..« P(Dj=a, /Dy =ay).

a5,



5/16

1. Lai X, Massey J. L., Murphy S. Markov ciphers and differential cryptanalysis //
EuroCrypt’91. Lect. Notes Comp. Sci.- 1991,- V.547. -P. 17-38.

2. Lai X. On the design and security of block ciphers. - Zurich: PhD. Swiss
Federal Institute of Technology, 1992.

«MapkoBckue mu@pbr»

CBOWCTBO «MapKOBOCTH» Inu(pa - yCIOBUE WHBAPUAHTHOCTA Pa3HOCTHOU

XapaKTepucTukH Juist payHaoBoi ¢pyukuuu h(k, X):

P(h(k,x+a)-h(k,x) = b) ne 3aBucur ot x g scex a,b 1 G,

(cmygalfHOCTB 3a1a€TCS PayHIOBBIM KIOUOM K ).
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Theorem 2. If an r-round iterated cipher is a Markov cipher and the r round keys
are independent and uniformly random, then the sequence of differences AX = AY(0),
AY(1),..., AY(r) is a homogeneous Markov chain. Moreover, this Markov chain is sta-
tionary if AX is uniformly distributed over the non-neutral elements of the group.

Lai X, Massey J. L., Murphy S. Markov ciphers and differential cryptanalysis

JInsi MapKOBCKOIO HWTEPATUBHOTO IHM(pa ¢ HE3aBUCUMBIMA UM PaBHOMEPHO
pacrpenen€éHHbIMA  PAyHAOBBIMM  KJIIOYAaMM  CIly4alHbIE BEIWYMHBI D; = Xi(z) - Xi(l),

1 =0,1,2,... cBs13aHBI B OMHOPOIHYIO IIEIIh MapKoBa.

p® = (p®)"

Kak MOXHO HCTIOJIL30BaTh TEOPEMY 2 0 MapKOBCKUX IH(pax?

HepasenctBo Mapkosa.
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IIpu mokazarenbCTBE TEOPEMbI 2 UCIIOIB3YETCS CIASAYIONISe YTBEPKICHUE:

JIJIs1 MApKOBCKOTO IMHM(dpa cCUCTeMa ypaBHEHUN
ih(k,x) =g
thtk,x+a)=g +b;

11 M00BIX ( , b, 0THO3HAaYHO ompenenseT pasHoOCTh a.

P(AY(Q) = Bl|AY (1) = 1, AX = a)
=Y P(Y(1) =7,AY(2) = B,|AY(1) = 3, AX = o)

=Y P(Y(1) =9|AY(1) = 8, AX = a)P(AY(2) = Bo| AY(1) = 8,,Y(1) = v,AX = @)
= ZP(Y(I) =AY (1) = 81, AX = o) P(LY(2) = B,|AY(1) = 81, Y(1) = v)
= Z P(Y(1) = 9]AY (1) = 81, AX = a)P(AY(2) = B|AY(1) = B,)

= P(AY(2) = B,|AY (1) = 4),

where the third equality comes from the fact that Y(1) and AY (1) together determine
both Y(1) and Y(1)* so that AY(2) nas no further dependence on AX when Y (1)
and AY(1) are specified. Because the same round function is used in each round, this
Markov chain is homogeneous. For any key Z = z, the round function f(-,2) is a bi-
jective mapping from the set of plaintexts to the set of ciphertexts. This bijection in-




Koutpripumep

G =(Z,,%), K={0,1,2,3},

h(k,X) onpenensiercsa tabauneii (ka4 K - HOMEp CTPOKH, X - HOMEP CTOJIOLA)
0 1 2¢

1 0 3

1 2 3+

2 3 0y

PayngoBast (PyHKIMS yIOBICTBOPSIET YCIOBUIO MApPKOBCKOTO Imudpa:

nna X 140,1,2,3} Bepoarnoctu P(h(k,x+a) - h(k,x) =b) umetor Buz

2l
G
¢O
G
¢O
G

gO

0

D, OB W

0

0
1
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Peurenust cucremMbl ypaBHEHUN

ih(k,x) =g,
Thk,x+a) =g,

MOTYT COJACPKATH Pa3/IMYHBIC 3HAYCHUA UIA PAa3HOCTHU A .

Hanpumep, ipu g, =0, g, =1 BO3HUKAIOT CIEAYIOIINE PELICHUS
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JlocTaTouHbie yCJI0BUS

Yr1Bepxaenue 1.

EcnM BBINOJHEHBI YCIOBUS:

1. P(h(k,x+a)-h(k,x) =b) ne 3aBucut ot X mus scex a,b 1 G,
(yci0BrME MapKOBOCTH PAYHIOBOM (QYHKIIUH);

2. g npoussoabHoro X I G cayuvaiinas senuunna h(k, X) pasaomMepHO

pacnpenaeneHa Ha G,

TO pasHocTH D; cBs3aHbl B ek Mapkosa.



Cxema DeiicTens Ha rpymne (G ,+)

[TocienoBaTelbHOCTh M PAayHIOBBIX TPEOOPa30BAHUN
X|+2 — XI + R(kl y Xi+1)’ i — 0,1,...,m _1,
R:K"G®G,x;, X1, X4, 1G, k TK.

|
Bxon - BexTop (X, Xl)TGZ,
BBIXOJ - BEKTOP (X, Xps1) B G2,

payHAOBBIE KIIOUH - Ky,..., K 1.

11/16

\ 4

Xi+]

3ameuanue: ycioBue 2 yTBepxkiaeHus 1 1 cxembl DelcTenss HE BBINOJIHEHO,

yCJIOBHE 1 BBIMIOJIHEHO.
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YTBepxaeHue 2.
Eciu BBIITOJIHEHBI YCIOBUS
1. P(R(k,x+a) - R(k,x) = b) ne 3aBucur ot x aus scex a,b I'G
(ycmoBue MapKOBOCTH /It oToOpaxeHus R);

2. Jlna mnpomssoabHoro X IG  cnyuaiimas Bemuumna R(K,X) paBHOMEpHO

pacnpeaenena Ha G

TO pasHocTH D; cBs3ansl B nens Mapkosa.

[Tapet Buna (D;,D;,;), 1 =0,1,... Taxke oOpasyroT nenb Mapkosa.
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I'mmore3a 0 cTroXacTH4eCKOM JKBHUBAJEHTHOCTH T UTCPATHUBHBIX MAPKOBCKHX

mupoB cBs3biBaeT BepostHoctu P(D; =a, /Dy =a,) g pukcupoBaHHBIX payHAOBBIX

Kirouent Ky,...,Ki_; 1 ycpeqHénnble 3HaueHus E, P(D; =a, /Dy =a).

0""’ki—1

Hypothesis of Stochastic Equivalence.  For an (r-1)-round differential (e, 3),
P(AY(r—1) = BJAX = o) 5 P(AY(r — 1) = 31X = a, Z0 = wy, .., 20D = o, )

for almost all subkey values (wy, ...,w,_, ).

Lai X, Massey J. L., Murphy S. Markov ciphers and differential cryptanalysis, 1991.

Hypothesis of Stochastic Equivalence. For virtually all high probability
(r — 1)-round differentials («a, ),

P(AY(r —1) = f|AX = a)
~PAY(r-1)=8lAX =a,ZW = 2,..., 20"V = 2,_,) (4.2)

holds for a substantial fraction of the subkey values (z1,...,2,_1).

Lai X. On the design and security of block ciphers. 1992,



9KCHepI/IM€HTaJ'IBHa}I IIPOBCPKAa THUIIOTC3bI  JJIA

penyupoBaHHoro (6 paynaoB) aaropurma Present-80

Pa3Béprka payHIoBeIX Kimrodet Kg,...,Ky; W3
ucxonnoro  kmouda K =(K.,...,Ky): 31 pa3s

NPUMEHSIETCS KOMIO3UIMS 3 TpeoOpa3oBaHUM:

1. (Kyg,e, Kp) ® (Kig, Ky7..., Kqg) (muxImyeckui

CABUT Ha 61 MO3HIUIO BJIEBO);

aaaaaaaaaaanaaas
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OTKpBITBIH TEKCT

LudpoBaHHbIHi TEKCT

2. (K79, K78, K77, K76, Kzs,..., Ko ) ® (S[K7g, K7g, K77, K761, K7g,...,Kp) ;

3. (K7g,-+s Kig, Kig, Ki7, Ky, Ky Kg) ®

® (Kzg,-.: ([Kig: Kyg, Kiz, Kig, Kis1AT), Ky, ..., Ko).

PaymoBbIit kmou k; - 8 crapumx 6Gaiitos kmoua K: ki = (k:®,..., k%) = (Kyg,..., Kig).



MakcrumanbHbIe BEPOSITHOCTH TEPEXO0JI0B PA3HOCTEM 3a 6 payH/I0B:

6
p()

d;,dg

= Ey,...k, P(Dg =@ /Dy =a,).

D (6)

Ay Ag

ag

Ag

1,191E-07

0000040400000000

0000000000001001

1,191E-07

0000040404040000

0000000000001001

1,179E-07

0000050000000500

0009000000000009

1,179E-07

0000050000000500

000D00000000000D

1,177E-07

0000090000000900

000FO00000000000F

1,067E-07

0404040400000000

0000100100000000

1,06E-07

0000030000000300

0007000000000007

1,004E-07

0404040400000000

0000000010010000

O 0O N| OO O | W N

1,001E-07

0000090000000900

0007000000000007

=
o

9,425E-08

0000040404000000

0000000000001001
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DKCTIIEpUMEHTaJIbHAs ITPOBEPKA.

oo w hrd — 1
Pacuér BeposiTHOCTEN nepexo10B pazHocTen, V =10 0 ap BXOJIOB
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1,17E-07

1,14E-07

1,14E-07

1,23E-07

1,23E-07

1,16E-07

1,07E-07

9,46E-08

1,01E-07

9,87E-08

1,21E-07

1,29E-07

1,19E-07

1,26E-07

1,33E-07

1,02E-07

9,88E-08

1,04E-07

1,04E-07

9,33E-08

1,14E-07

1,24E-07

1,12E-07

1,28E-07

1,08E-07

1,20E-07

1,15E-07

9,71E-08

9,83E-08

9,37E-08

1,22E-07

1,22E-07

1,08E-07

1,18E-07

9,74E-08

1,20E-07

1,01E-07

8,47E-08

1,03E-07

1,00E-07

1,21E-07

1,17E-07

1,19E-07

1,22E-07

1,08E-07

9,89E-08

1,09E-07

9,18E-08

9,98E-08

9,38E-08

1,20E-07

1,18E-07

1,19E-07

1,13E-07

1,36E-07

9,18E-08

1,18E-07

9,52E-08

1,05E-07

9,04E-08

1,16E-07

1,28E-07

1,12E-07

1,14E-07

1,34E-07

1,17E-07

1,17E-07

8,94E-08

1,05E-07

9,72E-08

1,22E-07

1,25E-07

1,17E-07

1,13E-07

1,42E-07

1,17E-07

1,08E-07

9,84E-08

1,02E-07

9,06E-08

1,28E-07

1,18E-07

1,16E-07

1,18E-07

9,71E-08

1,13E-07

9,99E-08

9,94E-08

9,64E-08

1,01E-07

1,21E-07

1,22E-07

1,11E-07

1,14E-07

1,21E-07

1,39E-07

1,10E-07

9,36E-08

1,06E-07

9,22E-08

HOMEP CTPOKU — HOMED KJIF0Ua, KEITHIM IIBETOM BBIJICJICHBI «BBIOPOCHI 32 3S ».
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06ED8DD20CB47700EA40, B3537BC13619D34D647B, 28E6D7D95710B3638E5C, BE1DSEF408949C79D401,
4BF7F723F21E179455C0, 2E61DBES3DE3609A5F77, F6ED75E3434EDS5D1D8F1, 0CB8501A89E3452DA404.




