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Äàííàÿ ðàáîòà ïîñâÿùåíà êðèïòîàíàëèçó ìîäèôèêàöèè øèôðà
Êóçíå÷èê ñ èñïîëüçîâàíèåì ìåòîäà ñâÿçàííûõ êëþ÷åé. Îïèñàíà
àòàêà íà âåðñèþ ñ 4 ðàóíäàìè øèôðîâàíèÿ è óðåçàííîãî êëþ÷åâîãî
ðàñïèñàíèÿ, ïîçâîëÿþùàÿ ïîëíîñòüþ íàéòè ìàñòåð-êëþ÷ çà 212

øèôðîâàíèé ïðè ñòîëüêèõ æå ñâÿçàííûõ êëþ÷àõ.
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Íåìíîãî î ìåòîäå ñâÿçàííûõ êëþ÷åé

Ìåòîä ñâçÿííûõ êëþ÷åé áûë âïåðâûå ïðåäëîæåí Å. Áèõàìîì â
ðàáîòå [5].
Êðèïòîàíàëèòèê ìîæåò èñïîëüçîâàòü äîïîëíèòåëüíûå ïàðû êëþ÷åé,
êîòîðûå ñâÿçàíû ìåæäó ñîáîé èçâåñòíûì îòíîøåíèåì (â íåêîòîðûõ
âàðèàöèÿõ � ñàì çàäàâàòü ýòî îòíîøåíèå). ×àñòî ýòî îòíîøåíèå
ÿâëÿåòñÿ ïðîñòî ïîáèòîâûì ñëîæåíèåì ñ çàðàíåå çàäàííîé
êîíñòàíòîé.
Âàæíî îòìåòèòü - ñàìè êëþ÷è íå èçâåñòíû, à èçâåñòíî òîëüêî
ñîîòíîøåíèå ìåæäó íèìè.
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Íåêîòîðûå ðåçóëüòàòû, ïîëó÷åííûå ñ èñïîëüçîâàíèåì
ìåòîäà ñâÿçàííûõ êëþ÷åé

Ìåòîä ñâÿçàííûõ êëþ÷åé øèðîêî ïðèìåíÿåòñÿ äëÿ êðèïòîàíàëèçà
ðàçëè÷íûõ áëî÷íûõ øèôðîâ. Òàê, íàïðèìåð:

I Â ðàáîòàõ [6] è [7] áûëè îáîçíà÷åíû èäåè ïðèìåìåíèÿ ìåòîäà
ñâÿçàííûõ êëþ÷åé äëÿ ðàçëè÷íûõ øèôðîâ, íàïðèìåð, IDEA,
Triple-DES, Biham-DES è ìíîãèõ äðóãèõ.

I Â ðàáîòå [2] ïðåäñòàâëåíà àòàêà ñ èñïîëüçîâàíèåì
óñîâåðøåíñòâîâàííîé àòàêè òèïà áóìåðàíã (â êîòîðîé
èñïîëüçóþòñÿ ñâÿçàííûå êëþ÷è), ñóùåñòâåííî ñíèæàþùàÿ
ñòîéêîñòü øèôðîâ AES-192 è AES-256. Äëÿ ïîñëåäíåãî áûëà
ïðåäñòàâëåíà àòàêà, âîññòàíàâëèâàþùàÿ ïîëíîñòüþ êëþ÷ çà
299,5 øèôðîâàíèé.

I Â ðàáîòå [3] áûëà ïðåäñòàâëåíà ìîäèôèöèðîâàííàÿ àòàêà èç [4]
òàêæå ñ èñïîëüçîâàíèåì àòàêè òèïà áóìåðàíã, êîòîðàÿ
ïîëíîñòüþ âîññòàíàâëèâàåò êëþ÷ ÃÎÑÒ 28147-89.
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Èñïîëüçóåìûå îáîçíà÷åíèÿ

F � êîíå÷íîå ïîëå GF (2)[x ]�p(x), ãäå p(x) = x8 + x7 + x6 + x + 1 ∈
GF (2)[x ]; ýëåìåíòû ïîëÿ F ïðåäñòàâëÿþòñÿ öåëûìè ÷èñëàìè, ïðè-

÷åì ýëåìåíòó z0 + z1θ + . . . + z7θ
7 ∈ F ñîîòâåòñòâóåò ÷èñëî

z0 + 2 · z1 + . . . + 27 · z7, ãäå zi ∈ 0, 1, i = 0, 1, . . . , 7 è θ îáîçíà-

÷àåò êëàññ âû÷åòîâ ïî ìîäóëþ p(x), ñîäåðæàùèé x ;

Vecs : Z2s → Vs � áèåêòèâíîå îòîáðàæåíèå, ñîïîñòàâëÿþùåå ýëåìåíòó êîëüöà Z2s åãî

äâîè÷íîå ïðåäñòàâëåíèå, ò.å. äëÿ ëþáîãî ýëåìåíòà z ∈ Z2s , ïðå-

ñòàâëåííîãî â âèäå z = z0 + 2 · z1 + . . .+ 2s−1 · zs−1, ãäå zi ∈ 0, 1, i =

0, 1, . . . , s − 1, âûïîëíåíî ðàâåíñòâî Vecs(z) = zs−1|| . . . ||z1||z0;
Ints : Vs → Z2s � îòîáðàæåíèå, îáðàòíîå ê îòîáðàæåíèþ Vecs , ò.å. Ints = Vec−1

s ;

∆ : V8 → F � áèåêòèâíîå îòîáðàæåíèå, ñîïîñòàâëÿþùåå äâîè÷íîé ñòðîêå èç V8

ýëåìåíò ïîëÿ F ñëåäóþùèì îáðàçîì: ñòðîêå z7|| . . . ||z1||z0, zi ∈
0, 1, i = 0, 1, . . . , 7, ñîîòâåòñòâóåò ýëåìåíò z0+z1 ·θ+. . .+z7 ·θ7 ∈ F;

∇ : F→ V8 � îòîáðàæåíèå, îáðàòíîå ê îòîáðàæåíèå ∆, ò.å. ∇ = ∆−1.
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Èñïîëüçóåìûå ïðåîáðàçîâàíèÿ

Â êà÷åñòâå íåëèíåéíîãî áèåêòèâíîãî ïðåîáðàçîâàíèÿ âûñòóïàåò
ïîäñòàíîâêà π = Vec8π

′Int8 : V8 → V8, ãäå π
′ : Z28 → Z28 . Çíà÷åíèÿ

ïîäñòàíîâêè π′ çàïèñàíû íèæå â âèäå ìàññèâà
π′ = (π′(0), π′(1), . . . , π′(255)) :
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π′ = (252, 238, 221, 17, 207, 110, 49, 22, 251, 196, 250, 218, 35, 197, 4,
77, 233, 119, 240, 219, 147, 46, 153, 186, 23, 54, 241, 187, 20, 205,
95, 193, 249, 24, 101, 90, 226, 92, 239, 33, 129, 28, 60, 66, 139, 1,
142, 79, 5, 132, 2, 174, 227, 106, 143, 160, 6, 11, 237, 152, 127,
212, 211, 31, 235, 52, 44, 81, 234, 200, 72, 171, 242, 42, 104, 162,
253, 58, 206, 204, 181, 112, 14, 86, 8, 12, 118, 18, 191, 114, 19, 71,
156, 183, 93, 135, 21, 161, 150, 41, 16, 123, 154, 199, 243, 145, 120,
111, 157, 158, 178, 177, 50, 117, 25, 61, 255, 53, 138, 126, 109, 84,
198, 128, 195, 189, 13, 87, 223, 245, 36, 169, 62, 168, 67, 201, 215,
121, 214, 246, 124, 34, 185, 3, 224, 15, 236, 222, 122, 148, 176, 188,
220, 232, 40, 80, 78, 51, 10, 74, 167, 151, 96, 115, 30, 0, 98, 68, 26,
184, 56, 130, 100, 159, 38, 65, 173, 69, 70, 146, 39, 94, 85, 47, 140,
163, 165, 125, 105, 213, 149, 59, 7, 88, 179, 64, 134, 172, 29, 247,
48, 55, 107, 228, 136, 217, 231, 137, 225, 27, 131, 73, 76, 63, 248,
254, 141, 83, 170, 144, 202, 216, 133, 97, 32, 113, 103, 164, 45, 43,
9, 91, 203, 155, 37, 208, 190, 229, 108, 82, 89, 166, 116, 210, 230,
244, 180, 192, 209, 102, 175, 194, 57, 75, 99, 182)
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Ëèíåéíîå ïðåîáðàçîâàíèå çàäàåòñÿ îòîáðàæåíèåì ` : V 16
8 → V8,

êîòîðîå îïðåäåëÿåòñÿ ñëåäóþùèì îáðàçîì:

`(a15, . . . , a0) = ∇(148 ·∆(a15) + 32 ·∆(a14) + 133 ·∆(a13) + 16 ·∆(a12)+

194 ·∆(a11) + 192 ·∆(a10) + 1 ·∆(a9) + 251 ·∆(a8) + 1 ·∆(a7) + 192 ·∆(a6)

194 ·∆(a5) + 16 ·∆(a4) + 133 ·∆(a3) + 32 ·∆(a2) + 148 ·∆(a1) + 1 ·∆(a0))

äëÿ ëþáûõ ai ∈ V8, ], i = 0, 1, . . . , 15, ãäå îïåðàöèè ñëîæåíèÿ è
óìíîæåíèÿ îñóùåñòâëÿþòñÿ â ïîëå F, à êîíñòàíòû ÿâëÿþòñÿ
ýëåìåíòàìè ïîëÿ.
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Ïðè ðåàëèçàöèè àëãîðèòìîâ çàøèôðîâàíèÿ è ðàñøèôðîâàíèÿ
èñïîëüçóþòñÿ ñëåäóþùèå ïðåîáðàçîâàíèÿ:

X[k] : V128 → V128 � X[k](a) = k⊕ a, ãäå k , a ∈ V128;
S : V128 → V128 � S(a) = S(a15|| . . . ||a0) = π(a15)|| . . . ||π(a0),

ãäå a = a15|| . . . ||a0 ∈ V128, ai ∈ V8, i =
0, 1, . . . , 15;

R : V128 → V128 � R(a) = R(a15|| . . . ||a0) =
`(a15, . . . , a0)||a15|| . . . ||a1, ãäå a =
a15|| . . . ||a0 ∈ V128, ai ∈ V8, i0, 1 . . . 15;

L : V128 → V128 � L(a) = R16(a), ãäå a ∈ V128 (ëèíåéíîå ïðåîá-
ðàçîâàíèå);

F [k] : V128×V128 →
V128 × V128

� F [k](a1, a0) = LSX [k](a1) ⊕ a0, a1), ãäå
k , a0, a1 ∈ V128.
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Êëþ÷åâîå ðàñïèñàíèå

Àëãîðèòì ðàçâåðòûâàíèÿ êëþ÷à èñïîëüçóåò èòåðàöèîîíûå êîíñòàíòû
Ci ∈ V128, i = 1, 2, . . . , 32, êîòîðûå îïðåäåëåíû ñëåäóþùèì îáðàçîì:

Ci = L(i), i = 1, 2, . . . , 32.

Èòåðàöèîííûå êëþ÷è Ki ∈ V128, i = 1, 2, . . . 10, âûðàáàòûâàþòñÿ íà
îñíîâå êëþ÷à
K = k255|| . . . ||k0 ∈ V256, ki ∈ V1, i = 0, 1, . . . , 255, è îïðåäåëÿþòñÿ
ðàâåíñòâàìè:
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K1 = k255|| . . . ||K128;

K2 = k127|| . . . ||k0;

(K2i+1,K2i+2) = F[C8(i−1)+8] . . .F[C8(i−1)+1](K2i−1,K2i), i = 1, 2, 3, 4.

i = 1 : (K3,K3) = F [C8]F [C7] . . .F [C2]F [C1](K1,K2)
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Àëãîðèòì çàøèôðîâàíèÿ / ðàñøèôðîâàíèÿ

Àëãîðèòì çàøèôðîâàíèÿ â çàâèñèìîñòè îò çíà÷åíèé èòåðàöèîííûõ
êëþ÷åé Ki ∈ V128, i = 1, 2, . . . , 10, ðåàëèçóåò ïîäñòàíîâêó EK1,...,K10 ,
çàäàííóþ íà ìíîæåñòâå V128 â ñîîòâåòñòâèè ñ ðàâåíñòâîì

EK1,...,K10(a) = X[k10]LSX[K9] . . .LSX[K2]LSX[K1](a),

ãäå a ∈ V128.
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Óïðîùåííàÿ âåðñèÿ Êóçíå÷èêà

Â äàííîé ìîäèôèêàöèè êëþ÷åâîå ðàñïèñàíèå èñïîëüçóåò ëèøü 2
ðàóíäà ñåòè Ôåéñòåëÿ ïðè âûðàáîòêå íîâîãî ðàóíäîâîãî êëþ÷à, ò.å.
(K3,K4) = F [C2]F [C1](K1,K2). Êðîìå òîãî, êîëè÷åñòâî ðàóíäîâ
øèôðîâàíèÿ ñíèæåíî äî 4.

K3 = K1 ⊕ LSX [C2](K2 ⊕ LSX [C1](K1))

K4 = K2 ⊕ LSX [C1](K1)

ÊK1,K2(m) = X [K4]LSX [K3]LSX [K2]LSX [K1](m)
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Íåîáõîäèìûå îáîçíà÷åíèÿ

Îáîçíà÷èì çà Fi (δ) âåêòîð L(δ ≪ 8i), ãäå δ ∈ V8. Òàêèì îáðàçîì,
ïîñêîëüêó L ëèíåéíîå,
∀x ∈ V128 : L(x ⊕ (0 . . . 0, δ︸︷︷︸

i

, 0 . . . 0)) = L(x)⊕ Fi (δ)

×åðåç Ai îáîçíà÷èì i-ûé 8-áèòíûé áëîê A ∈ V128. Òàêèì îáðàçîì,
A = (A15, . . . ,A0)
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Àòàêà, ïîçâîëÿþùàÿ âîññòàíîâèòü K l
1, l = 0, 15:

1. Âûáèðàåì îòêðûòûé òåêñò m = C1

2. Äëÿ âñåõ âîçìîæíûõ k = 0, 255:

2.1 Âûáèðàåì 2 ïàðû ñâÿçàííûõ êëþ÷åé:
(K1,K2), (K′1,l,K

′′
j,l) = (K1 ⊕ 1 ≪ 8l,K2 ⊕ Fl(j)), ãäå j

òàêîâî, ÷òî π(k ⊕ C l
1)⊕ π(k ⊕ C l

1 ⊕ 1) = j è
(K1,K2), (K′6,l,K

′′
ĵ,l

) = (K1 ⊕ 6 ≪ 8l,K2 ⊕ Fl(̂j)), ãäå ĵ

òàêîâî, ÷òî π(k ⊕ C l
1)⊕ π(k ⊕ C l

1 ⊕ 6) = ĵ

2.2 Åñëè L−1(ÊK1,K2(m)⊕ ÊK ′
1,l ,K

′′
j,l

(m)) = (0, . . . , 0, a︸︷︷︸
l

, 0, . . . , 0)

è
L−1(ÊK1,K2(m)⊕ ÊK ′

6,l ,K
′′
ĵ,l

(m)) = (0, . . . , 0, b︸︷︷︸
l

, 0, . . . , 0) äëÿ

íåêîòîðûõ a, b ∈ V8, òî çàïèñûâàåì â ïàìÿòü äàííûé k .
Åñëè íàøëîñü íåñêîëüêî k , äëÿ êîòîðûõ ýòîò ïóíêò
âûïîëíåí, ñîõðàíÿåì èõ â ìàññèâ âîçìîæíûõ çíà÷åíèé.

3. Ïðèñâîèòü K l
1 çíà÷åíèå k (åñëè ïîäõîäÿùèõ çíà÷åíèé

íåñêîëüêî, ñîçäàòü êîïèþ ðàçãàäàííîé ÷àñòè êëþ÷à äëÿ
êàæäîãî âàðèàíòà).

Ïðèìåíèâ ýòîò àëãîðèòì 16 ðàç (äëÿ âñåõ l = 0, . . . , 15), ìû ñìîæåì
ïîëó÷èòü âåñü K1 (èëè ìàññèâ âîçìîæíûõ K1, ñðåäè êîòîðûõ åñòü
íàñòîÿùèé).
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Àòàêà, ïîçâîëÿþùàÿ âîññòàíîâèòü K2 ïðè èçâåñòíîì K1:

1. Âûáèðàåì îòêðûòûé òåêñò
m = (C 15

1 ,C 14
1 , . . . ,C 2

1 ,C
1
1 , π
−1(π(C 0

1 ⊕ K 0
1 )⊕ 2)⊕ K 0

1 )

2. K2 = ÊK1,K2(m)⊕ LSX [C1](K1)⊕ LS(K1)

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



Îáîñíîâàíèå ïåðâîé àòàêè

Äëÿ ïðèìåðà ðàññìîòðèì ÷àñòü àòàêè íà K 0
1 : ïóñòü C 0

1 ⊕ K 0
1 = α, è

π(α) ⊕ π(α⊕ 1) = β
Ðèñ. 1 äåìîíñòðèðóåò ðàáîòó Ê äëÿ ïàðû êëþ÷åé (K ′1,0,K

′′
β,0). ∆

îáîçíà÷àåò ðàçíîñòü âíóòðåííèõ ñîñòîÿíèé äëÿ äâóõ ïðîöåäóð
øèôðîâàíèÿ.

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



1. Âûáèðàåì îòêðûòûé òåêñò m = C1

2. Äëÿ âñåõ âîçìîæíûõ k = 0, 255:

2.1 Âûáèðàåì 2 ïàðû ñâÿçàííûõ êëþ÷åé:
(K1,K2), (K′1,0,K

′′
j,0) = (K1 ⊕ 1,K2 + F0(j)), ãäå j òàêîâî,

÷òî π(k ⊕ C 0
1 )⊕ π(k ⊕ C 0

1 ⊕ 1) = j è
(K1,K2), (K′6,0,K

′′
ĵ,0

) = (K1 ⊕ 6,K2 + F0(̂j)), ãäå ĵ òàêîâî,

÷òî π(k ⊕ C 0
1 )⊕ π(k ⊕ C 0

1 ⊕ 6) = ĵ

2.2 Åñëè L−1(ÊK1,K2(m)⊕ ÊK ′
1,0,K

′′
j,0

(m)) = (0, . . . , 0, a) è

L−1(ÊK1,K2(m)⊕ ÊK ′
6,0,K

′′
ĵ,0

(m)) = (0, . . . , 0, b) äëÿ íåêîòîðûõ

a, b ∈ V8, òî îòìå÷àåì äàííûé k .

3. Ïðèñâîèòü K 0
1 çíà÷åíèå k

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



K3 = K1 ⊕ LSX [C2](K2 ⊕ LSX [C1](K1))

K4 = K2 ⊕ LSX [C1](K1)

ÊK1,K2(m) = X [K4]LSX [K3]LSX [K2]LSX [K1](m)

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



0. Íà âõîä ïîäàþòñÿ îäèíàêîâûå îòêðûòûå òåêñòû m, ïîýòîìó
èçíà÷àëüíî âíóòðåííèå ñîñòîÿíèÿ èäåíòè÷íû (∆ = 0).

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



1. Ïîñëå ïîáèòîâî ãî ñëîæåíèÿ ñ ïåðâûì ðàóíäîâûì êëþ÷îì
∆ = K1 ⊕ K ′1,0 = (0, . . . , 1).

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



2.

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



3. Ïîñëå ëèíåéíîãî ïðåîáðàçîâàíèÿ íåíóëåâàÿ ðàçíîñòü
ïîñëåäíåãî áëîêà ñïðîâîöèðóåò ïîòåíöèàëüíî íåíóëåâûå
ðàçíîñòè â îñòàëüíûõ áëîêàõ: ∆ = F0(β)

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



4. K2 ⊕ K ′′β,0 = F0(β), ñëåäîâàòåëüíî ïðîèçîøëà ëîêàëüíàÿ
êîëëèçèÿ, è ïîñëå ïîáèòîâîãî ñëîæåíèÿ ñî âòîðûì ðàóíäîâûì
êëþ÷îì âíóòðåííèå ñîñòîÿíèÿ ñòàëè èäåíòè÷íû. Òàêèì
îáðàçîì, ïîñëå ïîáèòîâîãî ñëîæåíèÿ ñî âòîðûì ðàóíäîâûì
êëþ÷îì ∆ = 0

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



5. Ïîñëå íåëèíåéíîãî ïðåîáðàçîâàíèÿ, â êîòîðîì âñå S-áëîêè
áóäóò íåàêòèâíû ∆ = 0

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



6. Ïîñëå ëèíåéíîãî ïðåîáðàçîâàíèÿ ∆ = 0

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



7. Ïîñêîëüêó K2 ⊕ LSX [C1](K1) = K ′′β,0 ⊕ LSX [C1](K ′1,0),
LSX [C2](K2 ⊕ LSX [C1](K1)) = LSX [C2](K ′′β,0 ⊕ LSX [C1](K ′1,0)),
è ïîñëå ñëåäóþùåãî øàãà ïîáèòîâîãî ñëîæåíèÿ ñ êëþ÷îì
∆ = K1 ⊕ K ′1,0 = (0, . . . , 1)

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



8. Íà ñëåäóþùåì øàãå ïîëó÷àåòñÿ ëèøü îäèí àêòèâíûé S-áëîê
(÷åì ìû ïîëüçóåìñÿ íà ñòàäèè ðàçëè÷èòåëÿ), è ∆ ïåðåõîäèò â
íåèçâåñòíóþ ðàçíîñòü (0, . . . , γ)

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



9. Ïîñëå L ∆ = F0(γ)

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



10. K2 ⊕ LSX [C1](K1) = K ′′β,0 ⊕ LSX [C1](K ′1,0), ïîýòîìó ïîñëå
ôèíàëüíîãî øàãà ðàçíîñòü ñîñòîÿíèé (øèôðòåêñòîâ) ∆
îñòàåòñÿ ðàâíîé F0(γ)

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



Ðàçëè÷èòåëü

Äëÿ îïèñàííûõ âûøå êëþ÷åé ðàçíîñòü øèôðòåêñòîâ ïîëó÷àåòñÿ
ðàâíîé F0(γ).
Ïóñòü γ íàì è íå èçâåñòåí, îäíàêî, ìû çíàåì, ÷òî âñå áëîêè
L−1(F0(γ)), êðîìå íóëåâîãî, ðàâíû 0.

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



Çàìåòèì, îäíàêî, ÷òî åñëè áû ìû èñïîëüçîâàëè òîëüêî îäíó ïàðó
ñâÿçàííûõ êëþ÷åé â øàãå 2.à), òî øàã ðàçëè÷èòåëÿ ïðîøëè áû âñå
òàêèå x , äëÿ êîòîðûõ π(x) ⊕ π(x ⊕ 1) = β.
Áûëî ýêñïåðèìåíòàëüíî ïðîâåðåíî, ÷òî ïàðà
π(x)⊕ π(x ⊕ 1), π(x)⊕ π(x ⊕ 6) ÿâëÿåòñÿ óíèêàëüíîé äëÿ âñåõ
x = 0, 1, . . . , 255, ò.å. íå ñóùåñòâóåò òàêèõ 0 ≤ x < y ≤ 255, ÷òî
π(x)⊕ π(x ⊕ 1) = π(y)⊕ π(y ⊕ 1) è π(x)⊕ π(x ⊕ 6) = π(y)⊕ π(y ⊕ 6).

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



Äëÿ îñòàëüíûõ ïàð ñâÿçàííûõ êëþ÷åé, åñëè ìû õîòèì îïðåäåëèòü
âåðîÿòíîñòü îøèáêè ïåðâîãî ðîäà, øèôð ìîæíî ðàññìàòðèâàòü êàê
ñëó÷àéíóþ ïåðåñòàíîâêó íà V128. Ïðè òàêîì äîïóùåíèè âåðîÿòíîñòü,
÷òî äëÿ êàêîé-òî äðóãîé ïàðû ñâÿçàííûõ êëþ÷åé ðåçóëüòàò áóäåò
óäîâëåòâîðÿòü óñëîâèþ ðàçëè÷èòåëÿ, îãðàíè÷åíà ñâåðõó
2−128 · 28 = 2−120.

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



Àíàëîãè÷íûå ðàññóæäåíèÿ âåðíû äëÿ l = 1, 15
Ìàòîæèäàíèå êîëè÷åñòâà äîïîëíèòåëüíûõ êàíäèäàòîâ K1 ðàâíî
(1 + 2−120)16 − 1 ≈ 2−116, òàê ÷òî â äàëüíåéøåì ìû áåç
ñóùåñòâåííîé ïîòåðè òî÷íîñòè áóäåì ñ÷èòàòü, ÷òî K1 áûë íàéäåí
åäèíñòâåííûì îáðàçîì.

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



Àòàêóåì K2 ïðè èçâåñòíîì K1:

1. Âûáèðàåì îòêðûòûé òåêñò
m = (C 15

1 ,C 14
1 , . . . ,C 2

1 ,C
1
1 , π
−1(π(C 0

1 ⊕ K 0
1 )⊕ 2)⊕ K 0

1 )

2. K2 = ÊK1,K2(m)⊕ LSX [C1](K1)⊕ LS(K1)

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



0. Íà âõîä ïîäàåòñÿ
m = (C 15

1 ,C 14
1 , . . . ,C 2

1 ,C
1
1 , π
−1(π(C 0

1 ⊕ K 0
1 )⊕ 2)⊕ K 0

1 )

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



1. State := m⊕K1 = (C 15
1 ⊕K 15

1 , . . . ,C 1
1 ⊕K 1

1 , π
−1(π(C 0

1 ⊕K 0
1 )⊕ 2))

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



2. State := π(State) = (π(C 15
1 ⊕K 15

1 ), . . . , π(C 1
1 ⊕K 1

1 ), π(C 0
1 ⊕K 0

1 )⊕
2) = SX [C1](K1)⊕ (0, . . . , 0, 2)

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



3. State := L(State) = LSX [C1](K1)⊕ C2

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



4. State := State ⊕ K2 = X [C2](K2 ⊕ LSX [C1](K1))

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



5. State := S(State) = SX [C2](K2 ⊕ LSX [C1](K1))

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



6. State := L(State) = LSX [C2](K2 ⊕ LSX [C1](K1))

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



7. State := State ⊕ K3 =
K1⊕LSX [C2](K2⊕LSX [C1](K1))⊕LSX [C2](K2⊕LSX [C1](K1)) = K1

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



8. State := S(State) = S(K1)

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



9. State := L(State) = LS(K1)

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



10. State := State ⊕ K4 = K2 ⊕ LS(K1)⊕ LSX [C1](K1)

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



Îòêóäà ïîëó÷àåì, ÷òî K2 = ÊK1,K2(m)⊕ LSX [C1](K1)⊕ LS(K1)

Ãîí÷àðåíêî Êèðèëë Ñåðãååâè÷ Èññëåäîâàíèå ïðèìåíèìîñòè ìåòîäà ñâÿçàííûõ êëþ÷åé ê óïðîùåííîé ìîäèôèêàöèè øèôðà Êóçíå÷èê



Äëÿ àòàêè íà K l
1 íàì òðåáóåòñÿ îäèí îòêðûòûé òåêñò, äî 512

ñâÿçàííûõ êëþ÷åé è ñòîëüêî æå øèôðîâàíèé. Äëÿ íàõîæäåíèÿ K2

òðåáóåòñÿ îäíî çàøèôðîâàíèå âûáðàííîãî îòêðûòîãî òåêñòà íà
èñõîäíîì êëþ÷å.
Èòîãî, îáùàÿ ñëîæíîñòü àëãîðèòìà ñîñòàâëÿåò 212 øèôðîâàíèé ïðè
òðåáîâàíèè 212 ñâÿçàííûõ êëþ÷åé.
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Äàííàÿ àòàêà áûëà ðåàëèçîâàíà íà ÿçûêå Python 2.7. Ïðîãðàììà
íàõîäèëà êëþ÷è â ñðåäíåì çà 10 ìèíóò íà ïåðñîíàëüíîì
êîìïüþòåðå. Êðîìå òîãî, çà íåñêîëüêî ÷àñîâ ýêñïåðèìåíòîâ íå áûëî
âûÿâëåíî ñëó÷àåâ, êîãäà äëÿ K1 íàøëîñü íåñêîëüêî êàíäèäàòîâ.
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