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Bitcoin — cambiUu u3secmHsbiu 6r10Kk4eUuH

icnonb3oBanucb M3BeCTHble MexXaHU3MbI
cxema AU (ECDSA)
XeLl-uernovkn u xew-gepesba (Merkle Tree)
Cxema gokasatenbcTtBa pabotsl (Proof of Work)



YposHuU mexHormnoauu 6riok4yelH

[Tonb3oBaTenbCKUN YPOBEHbL UMM YPOBEHb
NPUNoOXeHnn

YpoBeHb CETEBOro B3aMMOOENCTBUSA
YpOBEHb KOHCEHCYCa



[lorib308amersibCcKuUlU ypPOBEHb
QyHKUUOHaI

dopmMmmnpoBaHme JaHHbIX AN BKITIOYEHUSA B PEECTP
3anpocbl Ha YTEHWE 1 3anncb K peecTpy
B3anmogencrTeue mexay nonb3oBaTeNsaMm

YnpaBneHune nepcoHanbHbIMA
KOHJOMAeHUmMarnobHbIMU AaHHbIMU (KNoYamu)

Peannsauuna mep no obecrneyeHnto 6€3onacHoOCTu
nepcoHanbHbIX JAaHHbIX



[lorib308ameribcKulU ypOB8EHk
Kpurimoepagbusi u 6be3onacHocmae

pyHKUKnKM xewwmpoBaHua (SHA256, RIPEMD160,
SHA512 n 1.n.)

Cxema OUI

3alluLLeHHble NPOTOKOMbl 06MeHa AaHHbIMM
MeXay Nnonb3oBaTeNsMU

AnropuTtmbl LU poBaHUS

OpraHn3aunoHHbIE U TEXHUYECKNE MEPBI
obecneyeHnda 0e3onacHOCTM Ha MecTax
Nnofb30BaHUA



YposeHb cemesoz2o 83aumooelicmausi

ANropuUTMbl 1 NPOTOKOMbI B3aUMOAENCTBUA MexXay
y3rnamm ceTu

o YcTaHOBNeHUA CBSA3N

o  OBbMeH coobLleHnamMmn mexay y3rnamm cetu

o  [llpuem un paccoinka coobLieHnn



YpoeeHb KOHceHcyca

[lpegcTaBneHne gaHHbIX A5ng XpaHEHUA B peecTpe
Bepudukauna gaHHbIX Anga BKNOYEHUS B PEECTP
3anunucb OaHHbIX B peecTpe

UTeHne gaHHLIX B peecTpe

Moagundukauna gaHHbIX B peecTpe



be3ornacHocmb Ha ypOBHE osib308ameris
U cemesoao 83aumooeucmsus

CTaHﬂ,apTHble npeanonoXeHnd o AOCTYMNHbIX HAPYLUUTEITHO
3HAHNAX N METOdaX pealindaunnn aTtak

TpagnumoHHble 3agayun obecneyvyeHns 6e3onacHoOCTU
(ayTeHTUdMKaUumsa CTOPOH, ayTeHTUMUKALMA UCTOYHMKA
OAHHbIX, LLeNOCTHOCTb AaHHbIX, U T.4.)

TpagnuuoHHbIe, B TOM YMcne cTaHgapTU3NpPOBaHHbIE,
Kpuntorpaduyeckme anroputmMmbl U NPOTOKOIbI

Moxem ncnosib3oBaTb N3BECTHbIE NMOAX0AbI MO
TEeopeTUYeCKoUn N NpakTU4eCcKkom oLueHKe CTOUKOCTU, paHee
pa3paboTaHHble METOAUYECKNE OOKYMEHTHI



[pumep 1. OueHka ceoucme besoracHocmu
rnpomockorios coanacHo |IETF

IEI

AyTeHTUdMKaLuma cybbekTa

G2 AyTeHTupukauma coobLieHms -
G3 3alwmnTa oT noBTOpa +
G5 AyTeHTU(UKaumMa MUCTOYHUKA +
G6 ABTOpM3aLNSA TPETLEN CTOPOHON -
G7 AyTeHTUpukauma knoya +
G8 [ToaoTBepXgeHue NpaBuUIIbHOCTU Knova  +
G9 3alULLEHHOCTb OT YTEHUA Ha3ag, -

G10 dopmmpoBaHME HOBbIX KIHOYEN g

Gl1 3awmueHHas BO3MOXHOCTb -
OOroBOPUTLCA O NapamMmeTpax
©e3onacHocTu

G12 KoHdbunaeHunansHOCTb -



lpumep 2. Amaka Ha ocHoge UHopMauyuu,
rosly4eHHoOU U3 mexHU4YeCcKuUx KaHaros

ATaka:

® CekpeTHbin Kntod (CK) ogHo3Ha4YHO onpenenseT agpec
nonyyartens/oTnpaBuTens

e Konunyecteo HabnmoaeHnn CK (BepoAaTHOCTL ycnexa
aTaku) NpornopLUnoHanbLHO KONMMYECTBY TPaH3aKLMN U
3aBUCUT OT OCTaBLUNXCS CPeacTB

3awuTa
O [locne kaxkgow TpaH3aKkuun BbIBOOAUTL BCe OCTaBLUMeCH
cpeacTBa Ha HOBbIW afpec cBsA3aHHbIM ¢ HOBbIM CK
HepoctaTtku

e MoxkeT ObITb HaKnagHoO, eCNY KaXkabln nepeBo TpebyeT

onJjiaTtbl
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Be3onacHocmb ypOBHSI KOHCEHCcyca

Mogaenb yrpos 1 HapyLunTens CyLeCcTBeHHO OTNM4yaeTcs oT
TpaauUMOHHOMN

3aBUCUT OT XapaKTEPUCTUK YCTPOUCTB BEPUPUNLINPYOLLNX
OaHHble ONna BKNoYeHUs B peecTtp (anga anroputmos PoW)

3aBuUCUT OT XapakKTepunuctmnk cetm CcBA3n
CUHXPOHHas NN aCUHXPOHHas
CKopocCTb
3anepkku
CBA3HOCTb
[NMoTeps gaHHbIX

O O O O O
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Be3onacHocmb ypOBHSI KOHCEHCcyca

NcxonHasa paboTa

S. Nakamoto. «Bitcoin: A Peer-to-Peer Electronic Cash System»
HE coAepPXUT CTpororo obocHoBaHMst 6e30nacHOCTU
npegnaraemMbiX peLleHnin
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Be3onacHocmb ypOBHSI KOHCEHCcyca

Pag nocnegHux pesynbTaToB:
Pa3paboTtaHa doopmarnbHasi Modernb saapa npotokona Bitcoin
OnpepneneHbl yHOaMeHTarnbHble CBOMCTBA NPOTOKOSA

[1Ns CUHXPOHHOW CEeTn CTPOro gokasaHo, YTO 3agada 0 BusaHTUMCKUX
reHepanax pewlaeTcd B crnyyae, ecnu y Hapywmtens meHee 0.5
XeLwwmpyoLien MOLLHOCTH

o Pabota J. A. Garay, A. Kiayias, N. Leonardos, «The Bitcoin Backbone
Protocol: Analysis and Applications». «The Bitcoin Backbone Protocol
with Chains of Variable Difficulty», 2074-2016.

dopmarnbHaa Mogesb Anga cnyvyasa aCMHXPOHHOM ceTu

o R.Pass, L. Seeman, A. Shelat, «Analysis of the Blockchain Protocol in
Asynchronous Networks», 2016.
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Bbi1600bI

AA ypoBHA NOJib3oBaTesid U ceTeBoro ypoBHA MOXHO
NCMNOoJib30BaATb TPaaAULUMNOHHbIE NOAXO4bI

PAA TPAAULMOHHBIX KpUnToaTak MPUMEHUTENBHO K
TEXHOMNOrMN BJTOKYENH 40 HACTOSLLLErO BPEMEHUN He
paccmaTpuBanmch

B HacTosiLlee BpeMs akTMBHO BeayTcsi paboThbl Mo
TeopeTnyeckoMy 060CHOBaHMIO CTOMKOCTM CYLLLECTBYHOLLNX
anropuTMOB JOCTMXXEHUSI KOHCEHCyca

Npyv BHEAPEHUMN TEXHONOIMM BITOKYENH Ha NPaKTUKe CTOUT
oTAaBaTb NpeanoYTeEHNEe peLleHNaM, MMELLVM CTPOoroe
TeopeTnyeckoe 060CHOBaHME CTOMKOCTH
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Cnacubo 3a BHMMaHume!

Bonpochi?
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